JOKYMEHT MOAMUCAH
QJIEKTPOHHOW MOAMUCLIO

-
u E H T pAn b H bl M Ceptudmkar: 0215B0CO00D1B3FEB44A37EE631E0C27D4
yH M B E pc M T ET Bnapeneu: MBawkesuy EBreHnin Bacunbesuy

[DevictButeneH: ¢ 13.01.2026 go 13.04.2027

YTBEPXKJIEHA

Pemennem Yuenoro cosera

AHO BO «lleHTpanbHblii YHUBEPCUTET»
«24» urons 2025 r.

[TpoTokom Ne2

Pabouasi nporpamMma JuCHUIIMHBI (MOLYJI51)
«OCHOBBI KOMIILIOTEPHBIX CeTe»

Hanpasiaenue noaroroBku: 02.03.01 Mamemamuka u komnviomepHvle HAYKU

Hanpagsiennocts (mpo¢uiib) NoAroToBKu: Paspabomxa

Kpaiundukanus (cTenenb) BHINYCKHUKA: OAKa1aep

®opma o0yueHus: ounas

Cpok ocBoeHHs IPOrpaMMbl: 4 200a

Iox nadopa: 2025

MockBa
2025

DNEeKTPOHHBIA JOKYMEHT



Conep:xkanue

Kparkas XapakTepucTHKA JUCHUIIMHBI (MOLYJIS) ...ooiviviiiiiriiniiins i ssires e siasssine e
IlepedeHb MIIAHUPYEMBIX PE3YIBTATOB OOYUECHMS .....ooeeviuvrireeniiiieessiineeessnneeeesssnneessssnneeenns
TEMATHUECCKHMI TITTAH ......oooiiiiiiiiiiiiiiie ittt e e e s e e b e s s s e e s be e e s nr e e snne e
ConepkaHue TUCHHMIIHHBE (MOLYJIIS) ...coiuvriiiiiiaiiieaiieesteeesteeesbeeesbeesssbeesssseesssneesssseesnsneesnes
YYeOHO-METOTUUYECKOEC OOCCIICHECHIIC ........ccvvureererrneeeessasesessssesessssesesssesesrnrstesrinreresinserersns

MAaTepHATbHO-TEXHHUYECKOE ODCCTIEHCHME .........evveeiirrreesiiirieessieeeesstrneessasreeessnssneeessnsnneeenns

N o a bk oo e

MeToauuyecKHue M OIl€eHOYHbIE MATECPHAJIDBL.........ccoiiiiiniiii

DNEeKTPOHHBIA JOKYMEHT



1. Kparkasi XapakTepuCcTHKA JUCHUNIMHBI (MOTYJIA)

Pabouas nporpamma aucuuIinabl (Moayms) «OCHOBBI KOMIIBIOTEPHBIX CETEI» COCTABIIEHA
B COOTBETCTBUM C (hefiepalibHbIM I'OCYJapCTBEHHBIM 00pa30BaTEIbHBIM CTaHAAPTOM BBICILErO
oOpa3oBaHus — OakanaspuaT 1o cuneruansHoct 02.03.01 Maremaruka 1 KOMIBIOTEPHBIE HAYKH,
npodwis PazpaboTka, yTBepkKIeHHbIN pHKa30M MUHUCTEPCTBA HAYKH U BBICILIETO 00pa30BaHus
Poccuiickoit ®eneparuu Ne 807 ot 23.08.2017 roxa.

N3yuenue qucuuiuiniel (Moayiis) «OCHOBBI KOMIIBIOTEPHBIX CETEH» MO3BOJISET CTyAEHTaM
OCBOUTH 0a30Bble NPUHIMIIBI, HEOOXOJUMBIE IJIsi NMPOEKTUPOBAHMS, AIMHUHHCTPUPOBAHUS U
3alIUThl CeTeH, YTO BOCTPEOOBAHO B PA3JIMYHBIX OTPACISIX, BKJIIOYAs TEJIEKOMMYHUKAIUH,
UHTEpPHET-CEpBUCHl M oOnauHble maardopmbel. be3 Tiay0OKOro MOHMMaHUS OCHOB cCeTei
HEBO3MOXKHO 3G (EKTUBHO pelaTh 3ajJjadyd [0 HWHTErpalud YCTPOMCTB, o00ecneueHuro
0€30I1aCHOCTH ¥ ONITUMH3AINU ITPOU3BOAUTEIBHOCTH B YCIOBHUSIX PACTyIEro o0bemMa JaHHBIX U
nndpoBoi TpaHcHopMaIIUH.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosias nucuumnianHa (Moayiib) BKIOYEHA B Y4EOHBIH IJ1aH 110 POrpaMMe MOArOTOBKU
OakanmaBpuata no Hampasienuto 02.03.01 MaremaTnka W KOMIBIOTEpHBIE HAyKH, MPOQUIb
Pazpabotka u BXoauT B 00s3aTenbHyl0 YacTh biioka 1, Qopmupyemyro ydacTHUKaMu
00pa3oBaTeNbHBIX OTHOIICHU.

JucuumirHa (Moayib) sIBIs€TCS BBIOOPHON M JOCTYNHA A U3ydeHus Ha 3 Kypce B 5
cemectpe. JlocTymHa K W3YYEHHUIO IIOCJE€ YCIEIIHOTO OCBOCHHS JUCLMIUIMHBI (MOAYJIS)
«APXUTEKTypa KOMIIBIOTEpA U OIEPALIMOHHBIE CUCTEMBI».

Heab  w3ydyeHus: JMCHUIUIMHBI  (Moayhasi):  QopMupoBaHue y  CTYACHTOB
(GyHIaMEHTANBPHBIX 3HAHWW O TMPHHIUIAX TOCTPOCHHSA, (YHKIMOHHPOBAHUS M OOECIeUeHUs
0€30IIaCHOCTH KOMITBIOTEPHBIX CeTeH JJs YCIEHIHOTO HpPUMEHEHHs B MNpodecCHOHATbLHON
JeSITEIbHOCTH.

3agauu u3y4eHust IMCUUILIMHBI (MOIYJIS):

— OCHOBHbBIE€ MOHATHUS, KOMIIOHEHThl M apXUTEKTYpPY KOMIIBIOTEPHBIX CETeH, BKJIIOYas
monenu OSI u TCP/IP;

— TOHATh TPUHIMIIBI TEpeAaydl JaHHBIX, CETEBBIX IPOTOKOJIOB M TEXHOJOTHA,
o0ecreunBaroIuX HaIEKHOCTh U 3PPEKTUBHOCTh KOMMYHHUKAIUH;

— Hay4YMTbCsl TNPOEKTUPOBaTh, HacTpauBaTh U troubleshoot mpocTeie cereBbie
KOH(UTrypaluu ¢ UCMOIb30BaHUEM 0a30BbIX HHCTPYMEHTOB U CTaHJApTOB.

B pe3ysibTare ocBOeHUSs1 JUCHUILIUHBI (MOIYJIs1) 00y4aIOIMIiCS T0JIZKEeH

3Hamy:

— YCTPOMCTBO M OpPraHU3aIMi0 KOMIBIOTEPHBIX CETEH;

— OCHOBHBIE BEKTOPHI aTaKl Ha KOMITBIOTEPHBIE CETH,;

ymembp:

— TPOEKTUPOBATh KOMITBIOTEPHBIE CETH;

— BBINOJIHITH HACTPONKY CETEBOr0 000pYA0BaHUS;

enademp:

— aJMMHHCTPUPOBATh CETEBYIO HHQPACTPYKTYpy, oOecreunBas e€ HaJSKHOCTh U
YCTOMYUBOCTH K COOSIM;

— OpraHM30BbIBaTh M TONJEPKHUBATH BHUpTyanbHble uyacTHble cetd (VPN) s
0€30MacHOro yJaJIeHHOTO JIOCTYyIA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4eHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON paboThl 00YYaIOLIMXCS € IeJarorn4ecKUMHU
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus

Conep:xaHue KOMIeTeHITHH

Nuauxkarop
KOMIIETeHIN U

IlepeyeHb MJIAHUPYEMBIX
pe3yJIbTATOB 00y4eHHs 110
AUCHMIJIMHE (MOTYJIIO)

OIIK-3.

Crioco0eH caMOCTOITEILHO
[PE/ICTABIIATh HAYIHBIC
PEe3yIbTaThl, COCTABIIATH HAYYHBIC
JIOKYMEHTBI U OTYETHI

OIIK-3.1.

3HaeT NPUHIUIIBI TOCTPOCHUS
Hay4YHOU pabOTHI, COBPEMEHHBIE
MeToABI cOOpa M aHaJIn3a
MOJY4EeHHOT'0 MaTepuana,
CIoco0bI apryMeHTalun

OIIK-3.2.

YMeer npeAcTaBiIsATh HaydHbIE
pe3ynbTaThl, COCTABIATh HAYYHbBIE
JIOKYMEHTBI U OTYETHI.

OIIK-3.3.

NmeeT npakTHUECKUNA ONBIT
BBICTYIUICHUI U HAyYHOU
apryMeHTanuu B
npohecCuoHaTbHON
JIeATEIbHOCTH

OIIK-4.

CriocoO€eH HaxXOOUTh,
aHAITM3UPOBATh, PEATU30BHIBATh
HpOFpaMMHO U UCITOJIB30BAaTh HA
MPAKTHKE MaTeMaTHUECKUE
ANTOPUTMBI, B TOM YHCJIE C
MPUMEHEHHUEM COBPEMEHHBIX
BBIYHUCIINTCIIBHBIX CUCTEM

OIIK-4.1.

3HaeT 6a30BbIe OCHOBBI
COBPEMEHHOI'0 MaTeMaTu4ecKOro
amnmapara, CBI3aHHOTO C
MPOEKTHPOBAHUEM, Pa3pabOTKOH,
peanu3anueil U OLIEHKOM KauecTBa
MIPOTPaMMHBIX MTPOAYKTOB
IMPpOrpaMMHBIX KOMITJIEKCOB B
PasIn4HBIX 00JIacTAX
9eJIOBEYECKOM NesITeNbHOCTH.

OIIK-4.2.

YMeer ucronb30BaTh 3TOT
MaTE€MaTUYECKHUN ammapar B
npodeccuoHanbHON
JIeSATEIBHOCTH.

OIIK-4.3.

NMeer nmpakTHYECKUN ONBIT
MIPUMEHEHUS] COBPEMEHHOTO
MaTEMaTHYECKOTO anmnapara,
CBA3aHHOTO C ITPOEKTHPOBAHUEM,
pa3paboTKOM, pearn3amueii u
OIIEHKOW Ka4eCcTBa MIPOrpaMMHBIX
MPOAYKTOB M MPOTPAMMHBIX
KOMIUIEKCOB B PA3JINIHBIX
001acTsIX YeI0BEUECKON
JIeSATENIBHOCTH.
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3. Temaruueckuii njiax

Ne TpynoeMKocTh, akageMH4YeCKHE YACHI
n/n HanmenoBanue Ounas ¢opma
pa3aesia JTUCHUINIINHBI KonrTakTHas paﬁoTa Tulcy
CamocTrosiTe (TeKyumii KOHTPOJIb
(MoayJin) CeMuHapbl Koutp TLHAS yCIIeBaeMOCTH)
Jlekuuu | (mpakTHYecKHe | 0Jb
padora
3aHATHSA)
1 CeteBble TEXHOJIOTUU 10 10 42 Homarinue 3a1anus
TeopeTuueckas
KOHTpOJIbHAs paboTa
JlaboparopHas paboTa
2 Opranuzaius ceteil ¢ 10 10 42 Homarinue 3a1anus
noctyrnoM B IHTepHeT Teopernueckas
KOHTpOJIbHAs paboTta
JlaboparopHas paboTa
3 Opranu3zamnus 10 10 44 Jomaraue 3amaHus
KOPIIOPAaTHUBHBIX CETEU Teopernueckas
KOHTpOJIbHAs paboTta
JlaboparopHas paboTa
3auem c ouenkoi 2
Hmoczo: 30 30 2 128
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxxaHue TMCUUILTHHBI (MO1YJIs)
Nen/m HanMmenoBaHnue pasgea Conep:xanue THCHUIIUHBI (MOIYJs1) IO TeMaM

JUCHHIJIMHBI (MO1YJIs1)

CeTeBble TEXHOIOTUHU

OCHOBBI ceTell: 00IIre TPUHIUIIBI TTOCTPOSHUS CeTel, KOMMYTAIIHs
kaHanoB u naketoB, Mogenu OSI u TCP/IP, cereBbie XapakTEpUCTHKH U
METPHUKH KauecTBa 00cmyxuBaHusl. U3HUECKUA yPOBEHb. IMHUHU CBSI3U U
HX XapaKTePUCTUKH, 000pyI0BaHKe i opranusanuu Ethernet-cereid,
KOJMPOBaHKE U MyJIbTHILIEKcupoBaHue nupopmanuu. Ethernet: popmar
naketoB Ethernet, anpecanys nakeTos, KOJUIM3UM U UX PACIIO3HABAHMUE,
crangaptel cetd Ethernet. Cetu TCP/IP: mpotokon IPv4, mpotokoin [Pv6.
Cayx6s1 B cetn TCP/IP: Haznauenue aapecos, mpotokon DHCP,
JOMEHHbIe nMeHa U ciyxk0a DNS

Opranuszanus cerel ¢
JoctyroM B THTEpHET

OCHOBBI MapHIPyTH3ANUN: MAPIIPYTH3AHS TAKETOB, TAOIUIIBI
MapIIpyTH3alliX, MapIIPyTH3AINS B HEOTHOPOIHBIX CETSIX. YTIpaBJIcCHUE
Mapipyrtusanueii: nporoxosn BGP, cetn SDN. Opranu3zanus rio0aibHBIX
ceTel: uepapxus onepaTopoB CBSI3U, OTHOLICHUS MEXAY HUMU,
opranuzanus MHTepHEeTa, MHOIOCJIOMHON CTEK IPOTOKOJIOB. becnipoBoiHbIE
cetu: ctek mpotokonoB IEEE 802.11, obecnieuerre 6€301acHOCTH B
0ecrpoBOHBIX ceTsX. MpoTokoi Bluetooth. MoGuIbHbBIC CEeTH: TPUHIIHITBE
moOunbHOMU cBsi3H, ceTu LTE, moounesnslii IP, cetn 5G.

Opraam3anus
KOPIIOPaTUBHBIX CETEH

ObecrieueHre 0TKa30yCTOWINBOCTH: TIOKPHIBAIOIIEE IEPEBO, MPOTOKOIIBI
STP/RSTP, puisrpanus tpaddrka, HCHOIH30BAHHE W30BITOUHBIX JIMHUN
CBSI3M JUISl OTKa30yCTOWYMBOCTU. BUpTyanbHBIE CETH: BUPTYaJIbHbIE CETH.
koH(purypupoanre VLAN. BupTyalibHble YaCTHBIE CETH: apXUTEKTypa
VPN, mpoToKOJIbI, UCTIONIB3yeMbIe ist opranu3anun VPN, Opraru3arus
BUPTYyaJIbHBIX YaCTHBIX ceTeil: cepep OpenVPN. cepsep Wireguard.
BrinosiHeHMe U 3ammTa J1a0opaTOPHOH paOoThI
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. TanenOaym, O. C. Komnstotephusie cetu / 3. C. TanenOaym, /. Yazepomr. - 5-e usn. -
Canxkr-IlerepOypr : [Tutep, 2021. - 960 c. - ISBN 978-5-4461-1248-7. - TekcT : 3I€KTPOHHBIH. -
URL: https://znanium.ru/catalog/product/2141427.

2. Ianinep, b. AnmunucrpupoBanue ceteit Cisco: OCBOGHHME 3a MeECSI[ : MPAKTUYECKOE
pykoBoctBo / b. ITaiiniep ; mep. ¢ anr. M. A. Paiitmana. - Mocksa : JIMK Ilpecc, 2018. - 316 c. -
ISBN 978-5-97060-519-6. - Tekct : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2155913.

3. bykaros, A. A. KomnbroTepHble CeTH: pacCIIMpEHHBIA HAaYaIbHBIA KypC | YUeOHHK IS
By30B/ A. A. bykaros, C. A. I'yna. - Cankr-IletepOypr : [Tutep, 2020. - 496 c. - (Cepust «YueOHUK
it By3oB»). - ISBN  978-5-4461-1338-5. - Tekcr : osnekrtponnsni. - URL:
https://znanium.com/catalog/product/1756115.

4. KoMIbIOTEpHBIE CETH : YUeOHHUK U MPAKTUKYM JJIs BY30B / O] HAyYHOH penakiuei A.
M. HeuaeBa, A. E. Tpybuna, A. }O. Auucumona. — Mocksa : U3narensctBo FOpaiit, 2025. —
515 c¢. — (Bwicuiee obpazoBanue). — ISBN 978-5-534-21452-9. — TekcT : 3MeKTPOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/572239.

Jononnumensnan numepamypa:

1. Tanenbaym 3., boc X. CoBpeMeHHbIEe omnepalMOHHbIE cUcTeMbl. 4-e u3a. — CIIO6.:
[Tutep, 2015. — 1120 c.: wn. — (Cepus «Kiaccuka computer science»). — ISBN 978-5-496-
01395-6.

2. Tanenbaym 3., Octun T. ApxurekTypa kommetorepa. 6-¢ u3a. — CII6.: [Tutep, 2013. —
816 c.: min. — ISBN 978-5-496-00337-7.

6. MartepuajbHO-TeXHHYeCKOe o0ecreyeHne

VYHUBEpCUTET pacmojaraeT MaTepHallbHO-TEXHUYECKOH 0a30if, COOTBETCTBYIOLICH
JEMCTBYIOIINM MTPOTHBOITOKAPHBIM TPaBUJIaM U HOPMaM M 00ECIIeYHBAIOIIEH POBEIEHUE BCEX
BUJOB JUCUUIUIMHAPHOW M MEXIUCIUIUIMHAPHON TOATOTOBKU, INPAKTHUYECKOW U HAay4dyHO-
HCCJIEIOBATENIBCKOM paboT 00ydarouxcsl, IPeayCMOTPEHHBIX YU€OHBIM MJIAHOM.

[Tomerienus1, KOTOpPbIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEICHUS 3aHATHH
JEKIIMOHHOTO  THUIMA, 3aHATHH CEMHHApCKOro (NMPaKTHYEeCKOTrO0) THIA, TPYNIOBBIX W
WH/IMBUYAJIbHBIX KOHCYJbTAIUH, TEKYIIEro KOHTPOJIS U MPOMEXYTOYHOM aTTeCTalllH, a TaKKe
MIOMEIICHUS I CAMOCTOSATENBHOM paObOTHl U MMOMEIICHUS ISl XpaHEHHUS U MTPO(YUITAKTHIECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IlomeneHnsl yKOMIUIEKTOBAHbI CIIEUATN3UPOBAHHON
MeOeTbI0 U TEXHWYECKHMHU CPEICTBAMH OOYUYEHHsI, CITy)KAIIUMH JUIsI TIPEICTABICHUST YIeOHOH
uHpopManuu OOJBIION ayTUTOPHH.

N3yuenne auciumInHbl (MOIYIs) 00eCIeYnBaeTCs B YYCOHBIX ayIUTOPHSIX, OCHAIIICHHBIX

— CTOJIaMH U CTYJIBSIMHU;
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— KOMIIbIOTEPHOU TEXHUKOU;

— MEXaHUYECKUMH KaJbKYJIATOPaMU;

— CIEUHaTU3UPOBAHHBIM 000PYIOBaHUEM, BKIIIOUYAsl JEMOHCTPALlMOHHOE 000pYyI0BAaHUE.

[TomereHus y1st CAaMOCTOSITENILHOM pabOTHI 00YyUaOIIUXCSI, B TOM YUCIIE PUCTIOCOOTICHHBIC
JUISl UCIIOJIb30BAaHMS WHBAIMJAMHM M JIMI[AMU C OIPAHUYEHHBIMU BO3MOYKHOCTSMH 3]10POBbS,
OCHAILEHbl KOMIIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
oOecriedueHHEeM  JIOCTyMa B  JJEKTPOHHYIO  HMH(OPMAalMOHHO-00pa30BaTEeIbHYI0  Cpeay
YHuBepcurera.

OOyyarommMcst MPeNOCTaBIAETCS JOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
WH(OPMAIIMOHHO-TEIIECKOMMYHUKAITMOHHON ceTH «HTepHET», JIeKTPOHHBIM pecypcaMm (B TOM
YyHClie AJNEKTPOHHBIM OHOTMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Mpo(ecCHOHAIbHBIM 0a3zaM
JTAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHnoBanue nmopraa Ccblika
(u31aHusl, Kypca, IOKYMEeHTA)
1. | Hayunas snextponHas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OoubImoTeKa
2. Basa gaussix mus | T-cnenuanucTos https://habr.com
3. | ba3a mannbIx ScienceDirect https://www.sciencedirect.com
4. | OdunmansHbli calT MUHHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oopasoBanus Poccutickoit @eneparuu

5. | ®enepanbheiii moprai «Poccuiickoe oopazosanue" | https://www.edu.ru/

6. | Mudopmanuonnas cucrema "Eannoe okHo nocryma | http://window.edu.ru/
K 00pa3oBaTelbHBIM pecypcam"

7. | Enunas xomnekuums nudposix oOpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr WH(OPMAIIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa3zoBaTeNbHOIO MpoIiecca 1Mo AUCIUTUINHE (MOIYJII0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaLMOHHbBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanmue 110 IIpounsBoacTBo JInnen3snonnoe / cB000HO
pacnpocTpaHsieMoe

OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | zapy6esxuoe | muuensnonHOE
BpaysepsI:
Sunekc.Bpayszep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsieMoe
Google Chrome 3apyOexHoe cBOOOJTHO pacpOCTpaHsIeMOe
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) 3apy0exHoe JIMIEH3HOHHOE
TeXstudio 3apyOexkHOE CBOOOHO pacIpoCTpaHseMoe
Adobe Acrobat Reader 3apyOekHOe CBOOOHO pacIpoCTpaHsieMoe
IporpamMmHoe oGecniedyeHue 15l IVIAHMPOBAHNUS M Y4€TAa BPEMEHM:
Toggle app | 3apy0ekHOe | CBOOOIHO PaCIPOCTPAHIECMOE
CucreMbl ynpaBjieHHsI TPOEKTAMM:
Microsoft Imagine (Project) | sapy6exHoe | muuensnonnoe
Cucrtembl ynpapjeHus1 0a3aMHi JaHHBIX:
Microsoft Imagine (SQL Server) | sapyGesxHoe | muuensmonHoe
Cucrtembl pe3epBHoro konupopanusi (backup):
Acronis Backup Advanced for HyperV | sapy6esxHoe | mHuensHonHOE
CnpaBoYHO-TIPABOBBIE CHCTEMBI:
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https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Koncynprantllitoc: cipaBoyHO-TIpaBOBast OTEUECTBECHHOE JMLEH3UOHHOE
cucTeMa

CpeacTBa aHTHBHPYCHO# 3aLUTHI:
Kaspersky Endpoint Security amnst 6usneca OTEYECTBEHHOE JUIEH3UOHHOE
Cranpmapraeiii Russian Edition
Cpennbl pa3padoTkm:

Visual Studio Code 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apyOekHOE CBOOOIHO pacIpoCTpaHsIeMOe
Anaconda 3apyOekHOE CBOOOIHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHOe CcBOOOJTHO PACTIPOCTPAHIEMOE
CopelliaSim 3apy0exHOe CcBOOOJIHO PACIIPOCTPAHIEMOE
Google Colaboratory 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHSIEMOE
IlakeThl MPOrpaMMHBIX CPeICTB M OHOJTHOTEK:

AutoPsy 3apyOekHOE CBOOOHO pacIpOCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0eKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Cucrtembl ynpaJjieHust ouoanorpaduyeckoii uHgopmanmeii:

Zotero | 3apy0eKHOE | CBOOOJTHO pacIpoCTpaHsIeMOoe
CepBHCHI B CITYKOBI:

Bind 3apyOekHOE CBOOOIHO PaCIpPOCTPaHsIEMOe
Docker 3apyOekHOE CcBOOOIHO pacIpocTpaHsieMoe

7. MeToanuyecKkue H OIleHOYHbIE MATEPHAJIBI
MeToauyeckne yKazaHus il 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B nponecce uzyuenus aucuuminabl (Moayis) «OCHOBBI KOMIIBIOTEPHBIX CETEH» B paMKax
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH HCIOIb3YIOTCS TaKUE BUABI Y4€OHOM paldOThlI, KaK JIEKIHH,
CEeMMHapBbI, IOMAIlTHUE 3a/1aHUsl, TEOPETUUECKUE KOHTPOJIbHBIE pabOThI, 1abopaTopHble padoThI,,
a TaKXKe Pa3JIMYHbIE BUJIbl CAMOCTOSTENLHON paO0ThI 00yUYarOIIKUXCs IO 33/1aHUI0 IIPETIOAaBaTENs,
HalpaBJIeHHbIEC Ha Pa3BUTHE HABBIKOB MPO(ECCHOHATBHOM JIEKCUKH, 3aKpEeIIEHUE MTPAKTUYECKUX
poecCHOHANBHBIX KOMIIETEHIINN, TOOIIPEHNE UHULIUATHB.

Jlexyus — cuUCTEeMaTHYeCcKoe, IOCJIEI0BATEIbHOE, MOHOJOTHUYECKOE  M3JI0KEHHUE
nperno/iaBaTeseM yueOHOTo MaTepraa, Kak paBuiio, TEOPETHUECKOTO XapaKTepa.

B mponecce nekuuii peKOMEHIyeTCS BECTH KOHCHEKT JIEKIUI: KpaTKO U CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC WIEH, BBIBOJBI M OOOOIICHUS JIEKIMW; BBIIENATH BaXXHBIE MBICIH,
KJIIOYEBbIE CJIOBa U TepMUHBL. Heo0X0aMMO OTMETUTh BONPOCHI MM MaTepuaibl, KOTOpPbIE
BBI3BIBAIOT 3aTPYIHEHHS, U MOTBITATECS HAWNTH OTBETHI B PEKOMEHII0BaHHOU JuTepatype. Ecimu
pa3o0paThCsi B MaTepuaine He YAaercs, ClieAyeT cOpMYIMpPOBaTh BONPOC M 3a7aThb €ro
MPETOo/IaBaTeI0 Ha KOHCYJIBTAI[MH WA BO BPEMSI CEMHUHAPCKOTO (TIPAKTHYECKOTO) 3aHSTHSL.

Cemunap — 310 Gopma yueOHOI eATeTbHOCTH, IPOBOUMAs B Y4eOHOM 3aBEJCHHUH IO
PYKOBOJICTBOM TIPETOJiaBaTelisi, TJ€ CTYACHTHl AaKTUBHO YYacTBYIOT B OOCYXKICHHSX,
MPAKTUYECKHX 3aJaHMsIX U APYrux (popmax B3aMMOACHCTBHSL.

Jlnst ycnentHo# MOJATOTOBKH K CEMHUHAPY PEKOMEHYETCS 3apaHee 03HAKOMHUTHCS C TEMOM
3aHATHSI ¥ OCHOBHBIMH MaTepuajaMH, 4TOObI MMETh BO3MOXKHOCTH AaKTHMBHO Y4acTBOBaTh B
ob6cyxaeHnu. Takke MoJIe3HO MOATOTOBUTH BOIPOCHI M UEH NJIsi OOCYKIECHHUSI, YTO TIOMOXKET
r1y0Ke TIOHATH MaTepual U MPOIEMOHCTPUPOBATH 3aHHTEPECOBAHHOCTb.

Jlabopamopnas paboma — 3anaHusi, HaNpaBICHHbIE Ha MPAKTHYECKOE 3aKPEIICHHE
TCOPCTUICCKUX 3HAHUHU YCpPe3 BBIMMOJIHCHUC DKCICPUMCHTAJIBHBIX HJIM IPOCKTHBIX BaHaHHﬁ. B
X0Jie J1abOpaTOpHOM pabOThl CTYACHTHI MPOBOASAT aHAIM3, Pa3padOTKy WM TECTHPOBAHUE
MPOrPaMMHOTO KOJ1a, H3y4YE€HHOTO B paMKax Kypca.

[Tepen BwITIOTHEHUEM JTAOOPATOPHOW PabOTHl HEOOXOIUMO BHUMATEILHO O3HAKOMHUTHCS C
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TCOPCTUUCCKUM MaATCpUaioM W MCETOJUUYCCKHMMHU YKa3aHUsIMU. PCKOMGH,I[yeTCH HN3YUYUTH
HCIIOJIb3YCMbIC HHCTPYMCHTBI U TCXHOJIOTUU AJId YBCPCHHOI'O UX MNPUMCHCHH A HA ITPAKTUKC. HpI/I
BO3HHUKHOBCHHH BOIIPOCOB CIICAYET O6paH_[aTBCH K [IperoaaBaTC/Ir0 AJId IIOJIYUCHUA paS'bHCHeHHI;'I.

Homawmnee 3a0anue — HabOP 3a/1a4 IO TEMaM HEJICIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMM BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSAMHU M CPOKaMHU BBINIOTHEHHS. PexomMeHayeTcs pa30ouBaTh 3aJaHHs HA 3TaIlbl, YTOOBI
n30exaTh NEperpy3kd M Jydllle yCBOUTh Marepuai. Mcrosnb30Barh pa3nuyHble MCTOYHUKU
uH(OpMaLKK, BKIIIOYasl yUeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Ty00KOro MOHUMAHUS TEMBI.

Teopemuueckasa KoHmpobHas paboma — MUCbMEHHas padoTa ¢ HAbOpOM 3a/iady, KOTOphIE
HY>KHO PEIIUTh 32 OTPAHUYCHHOE BpEMS.

Llenb TeopeTHYeCKOM KOHTPOJIBHOM pabOThl — MOMYYUTH CHEIUAIbHBIC 3HAHUS MO OJHOMN
WM HECKOJbKUM TeMaM JUCHUIUIMHBI M TPOJEMOHCTPUPOBATH HABBIKM UX TEOPETUUYECKOTO
MPUMEHEHHUS.

Camocmosmenvnaa paboma — paboTa CTyIEHTOB, HAIpaBJCHHAs Ha YIIIyOJEeHHOE
W3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B npouecce caMocTOATENbHOM paOOTHI CTYJCHTHI B3aUMOJICHCTBYIOT C PEKOMEHI0BaHHBIMH
MaTepuaiaMy MPU MUHUMAIIBLHOM y4YacCTHH MpenojiaBatess. 3aauu CTyJeHTa BKIIOYA0T padoTy
C KOHCIIEKTaMu JIeKIui (00paboTka TeKCTa), MOBTOPHOE M3yUeHUE YUeOHBIX MaTEpPUAJIOB TIAHOB
U TE3UCOB OTBETOB, U3yU€HHUE JOMOJHUTEIBHBIX TEM, BHIMOIHEHHE y4eOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

CucremMa OLleHMBAHUA Pe3y/JIbTATOB 00y4YeHHS 10 JUCHUILIMHE (MOAYJII0)

Kpurepun nosyyeHusi ypoBHA M OLleHUBAHUS ¢(DOPMUPOBAHHOCTH KOMIIETEHUMI 10
AUCHUIIMHE (MOYJ/110) «OCHOBBI KOMIIBIOTEPHBIX CeTei»

OueHuBaHue ypoBHS Y4€OHBIX JOCTH)KEHUH, OOy4arolmMXcs MO JUCHUIUIMHE (MOIYIIO),
OCYILIECTBIISIETCS B BUJE TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH U ITPOMEXYTOUYHOHN aTTECTalUH.

IIpome:xyTouHasi arrecTalusi 1O AMCUUIUIMHE (MOAYJIO) OCYUIECTBIsSEeTCS B (opme
3auema ¢ OYeHKOU, TIPU HTOM TPOBOJUTCSA OLIEHKA KOMIETEHIUH, Cc(HOPMUPOBAHHBIX IO
JTUCIUIINHE.

Jlns oleHMBaHHS TEKYIIETO KOHTPOJS YCHEBAEMOCTH M TMPOMEKYTOUHON aTTecTaluu
UCIIONB3YETCs JIecATUOAIIbHAS IIKalla OLIEHWBAHHUSA, KOTOpask COOTHOCUTCS C TPaJAWLMOHHON
nATUOATUTPHON HIKAJION CIIETYIOIIMM 00pa3oM:

Onenka 3a 3a4er OO0mas xapakTepucTHKAa

JdecaTuoanabHas IlaTudannbHas
pe3yabTaTa 00yueHus mo

OLIEHKA OI[eHKA
AUCHUIJIMHE (MOIYJIIO0)
10 OTamaHO 3auyTeHo CTygeHT  TIOJIHOCTBIO  BIIAJIEET
9 OTIUYHO 3ayTeHo 3HaHUAMMU, U3JI0OKCHHBIMHA B pa6oqe171
) OTIHYHO 3auTeHo mporpamme, M TIIyOOKO OCMBICISIET

quctumuinHy. OH caMOCTOSITENIEHO U
JIOTHYECKH MOCIIEI0BATENHEHO
OTBEUaeT HA  BCE  BOIPOCHI,
aKIICHTUPYS BHUMaHUE Ha HanOolee
BAXXHOM. YMEET aHaJIu3UpOBaTh,
CpaBHHBATb, KJIACCU(UITPOBATD,
0000marh, KOHKPETHU3UPOBATh U

CHCTeMAaTHU3UPOBATh M3yYEHHBIN
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JlecaTnboanabHas
OlleHKA

IIaTnéananLuasn
OLICHKA

OneHka 3a 3a4uert

OO0mas xapakTepucTuKa
pe3yjabTaTa 00yueHus mno
AUCUMILIMHE (MOAYJIIO)

Marepuan,  BbUACIAS — KIIKOUEBBIC
MOMEHTBI u yCTaHaBJINBAas
MIPUYMUHHO-CIEACTBEHHbBIE CBS3H.
Yetko hopmynupyet OTBETHI,
YBEPEHHO HHTEPIPETUPYET
pe3ynbTaThl AHAIM30B M OPYIHX
WCCIIEIOBAHUM, a TakKe pelIaeT
cioxHble 3agaud. CTyZEHT XOpOIIOo
3HAKOM C METOJaMH HCCIEIOBaHUA,
HEOOXOJUMBIMU JJIsI NPAKTHUCCKOH
JEATEIbHOCTH, U YMEET CBSI3bIBATh
TEOPETHUECKHE aCIEeKThI
JIACHUTLTAHBI (Momyst) v
MPaKTUYECKUMH 33a/1a4aMHu.

Xoporo

3auTeHo

Xoporo

3auTeHo

Cryment  oOmamaeTr  3HAHUSIMHU
npeaMera MOYTH B MOJHOM O0beMe
paboueii IPOTPaMMBI u
CaMOCTOSITEIBHO, JIOTUYECKH
MOCJIC/IOBATEIbHO W BCECTOPOHHE
OTBEYaeT Ha  BCE  BOIPOCHI,
akKIEeHTHUPYs] BHUMaHKUE Ha Haubolee
3HauYMMBIX MoMeHTax. OH ymeer
aHAIU3UPOBATH, CpaBHUBATh,
KJIACCU(HUIIMPOBATD, 000011aTh,
KOHKPETU3NPOBAThH u
CUCTCMATHU3HNPOBATH I/I3y‘-IeHHBII71
Marepual, BBIICISS ero KIIoYeBble
ACTICKTHI u yCTaHaBJIMBas
MIPUYINHHO-CJICACTBCHHBIC CBsA3U.
dopmynupyer  CBOM  OTBETHI,
YBEPEHHO HHTEPIPETUPYET
pe3yNbTaThl AHAJIHM30B M JPYTHX
UCCJICJIOBAaHUI, a TaKkKe peliaer
CJIOKHBIC CUTYaMOHHBIC 3aJladu.
CTyseHT  XOpOoIIO  3HaKOM ¢
METOlaMU UCCIIeI0OBAHUS,
HEOOXOIUMBIMHU ISl TPAKTHUECKOM
NeSITeIbHOCTH, W YMEET CBS3bIBAThH
TEOPETHYECKUE ACTICKThI TIPEIMETA C
NPaKTHYECKUMH 3aIa9aMH.

YI[OBHCTBOPI/ITGHLHO

3auTeHo

YI[OBHCTBOPI/ITGHLHO

3auTeHo

Cryment  oOnamaet  0a30BBIMU
3HAHUSAMH 10 IACIUIUTHNHE
(Moyr0), HO HCIIBITEIBAET
TPYJHOCTH TIPH CaMOCTOSTEIBHBIX
OTBETax M HCIOJb3yeT HETOYHBIC
¢dhopmynupoBku. B xo1e oTBeTOB OH
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Ouenka 3a 3auer O0uiast xapakTepucTHKA

JecarnoanabHas IIaTudannbHas
pe3yjabTaTa 00yueHus mno

OLICHKA OIIEHKA
AUCUMILIMHE (MOAYJIIO)

JIOIYCKaeT OIIMOKH, KacaroIInecs
cytd BompocoB. CTYACHT CIIOCOOCH
pelaTth TOJIBKO CaMble MPOCTHIC
3a7a4u u BIIaJICET JINIIb
MUHUMAJIbHBIM Ha0OpOM METOJIOB
HCCIIeIOBAHUS.

3 He cnan He 3aureno CryneHT He oBNafen 003aTeTHHBIM
He cnan He 3auteno MUHHMYMOM 3HaHH 1O TIPEAMETY H
He cnan He 3auTeno HE MOXXET OTBETUTh Ha BOIIPOCHI,
Jake €CIM IPEenojiaBaTelb 3aaaeT

JOITOJIHUTECIIBbHBIC HaBOIAIIUEC
BOIIPOCHL.

Juctumummaa (Moxynb) «OCHOBBI KOMITBIOTEPHBIX CETEH» OIEHUBACTCS CIICAYIOIINM
obOpazoM:

AKTHBHOCTb ‘ Bec ‘Kmmqecn;o‘ Onucanue
Haxonumenwvhas oyenka
Homamnue 3aganus | 20% 7 Habop 3amanmii mo TeMam HeJeIH
Jlaboparophast 40% 3 3ananusi, HalIpaBJICHHBIC HA IPAKTUYECKOE 3aKpeIIeHUE
pabora TEOPETHYECKUX 3HAHUI Yepe3 BBITOIIHEHUE
SKCIICPUMCEHTAJIBHBIX UJIU NPOCKTHBIX 3aaHNU
Teopernueckast 40% 3 [MuceMenHas paboTta ¢ HAOOPOM 3a/1a4, KOTOPBIE HYKHO
KOHTpPOJIbHAs paboTa PEIINTH 33 OrPAHMYEHHOE BPEMSI

Hrorosass oneHka mno aucuuIIiuHe (Moay/10) «OCHOBBI KOMIBIOTEPHBIX ceTei»
BBICTABJISIETCS] 0 HAKONMMTEJLHOM ouneHke: «0,2 x cpennee 3a nomamHue 3aaanus + 0,4 x
cpenHee 3a JrabopaTopHbie paboTsl + 0,4 X cpegHee 3a TEOPETUISCKUE KOHTPOJIBHBIC PAaOOTHIY.

Texyumii KOHTPOJIb ycIeBAeMOCTH 00y4aKOIIUXCS M0 JUCHUIIIHHE (MOAYJII0)
IIpumepHbIe 3a1aHUA 1J1s1 J1A00PATOPHBIX padoT
JlabGoparopHas padora 1

Hesasb JadopaTtopHoii padoThl: M3ydnTh OCHOBBI CETEBBIX TEXHOJIOTHH, MPUHIUMBI PaOOTHI
Ethernet-cereii, momenu OSI u TCP/IP, a taxxe nporokonsl [IPv4 u IPv6. CtyneHTsl Haydarcs
aHaAJTM3UPOBATh CETEBBIE MMAKEThl, HacTpanBaTh 6a30Bbie Ethernet-cetn 1 moHMMaTh agpecaruio.

3axanuga:

1. Uzyuuts monens OSI u TCP/IP: onucarh ypoBHU MOAeNeH, X (YyHKIUU U COOTBETCTBHE,
MCIIOJIB3YS IMarpaMMbl WM cuMyssTop (Harpumep, Packet Tracer).

2. Hactpouts mnpoctyio Ethernet-ceTh: co3marh TOMOJIOTHIO € JABYMsI KOMITBIOTEpPAMHU H
KOMMYTaTOpOM, MPUCBOUTH [P-aspeca u npoBepuTh CBA3b C MOMOIILI0 KOMaH/IbI ping.

3. IIpoananusupoBath hopmat naketoB Ethernet: 3axBaruth nmakers! ¢ nomomsio Wireshark,
onpeaenuts MAC-anpeca, TUII MPOTOKOJIA U HAJTMYUE KOJIITU3UH.
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4, W3yunts mpotokon IPv4: HacTpoWTh CTaTMYECKYyH aJpecanuio, TMPOBEPUTH
MapLIpYTHU3alMI0 U BBIIOJHUTH TPACCUPOBKY MapupyTa (traceroute) Mexay ABYMs
CEeTSIMHU.

5. Ilepeiittu Ha IPv6: mHactpoutrs IPv6-ampeca Ha  ycTpoiicTBaX, IpPOBEPUTH
aBTOKOH(UTypaluio u cpaBHUTH ¢ [Pv4 mo 6e3omacHoCTH U aApecHOMY IPOCTPAHCTBY.

Boinosinenne wu 3ammrTa JadopaTtopHoil padorbl: CTYJAEHTH BBINOJHSIOT 3aJaHUS B
CUMYJISITOPE UM HA peallbHOM 000pyI0BaHUH, JOKYMEHTHPYIOT PE3YIIbTAThI (CKPUHILIOTHI, JIOTH),
TOTOBST OTYET M 3alllMIIAIOT €ro, OTBeYas Ha BOIPOCHI MpernojaBaTelis O MPUHLHUIAX PabOThI
CETEH.

JlabGoparopHasi padora 2

Hean nadopaTopHoii padorhi: 3yuyuTh NPUHIMIBI OpraHU3AMH KOPHOPATUBHBIX CETEH,
BKJIIOYAsl OTKA30yCTOMYMBOCTh, BUpTyanbHble ceTH (VLAN) M BUpTyallbHbIE 4YacTHBIE CETH
(VPN). Crynentsl Hayudarcs HacTpauBaThb VLAN, oOecrneunBarh OTKa30yCTOMYHUBOCTH U
opraHu3oBbIBaTh Oe3omacHbie VPN-coenqnHeHus.

3aganusa:

1. M3yuuth npoTOKOJIBI OTKazoycToWuuBoCcTH: HacTpouTh STP/RSTP Ha kommyraropax B
KOJIBLIEBOM TOIIOJIOTUH, CUMYJIMPOBAaTh OTKA3 JIMHUM CBSI3U U IPOBEPUTH BOCCTAHOBIICHNUE.

2. Hactpouts VLAN: pa3nenuth ceTb Ha HECKOJIIBKO BUPTYAJIBbHBIX CEIMEHTOB (HalpuMep,
OTJEeIIBI), MPUCBOUTH MOPTHl VLAN U mpoBepHTh U300 Tpaduka mexay VLAN.

3. OpranuzoBatb VPN ¢ OpenVPN: ycranoButs cepsep OpenVPN, HacTpouTh KIIMEHTCKOE
COEIMHEHUE U MPOBEPUTH 3AIUIIEHHYIO IIEpelady TaHHBIX MEXKY IBYMs CETSIMHU.

4. Hactpouts VPN ¢ WireGuard: co3nats TyHHens WireGuard Mexy 1ByMsl ycTpoHCTBaMu,
IPOTECTUPOBATh MPOU3BOAUTEIBLHOCT U cpaBHUTH ¢ OpenVPN no npocToTe HaCTpOMKH.

5. HurerpupoBate VLAN u VPN: co3nate cuenapuii, rne VLAN ucnonb3yroTcss BHYTpH
KoprnopatuBHoi cetH, a VPN oOecneunBaer yaajaeHHBIA IOCTYI, U HPOTECTUPOBATH
¢uibTpanuio Tpadpuka.

BoinmosiHenue u  3ammura  JgadopatopHoil  padorbl: CTyqeHTHl BBINOJIHAIOT 3aJaHus B
CUMYJISITOpE WK Ha o0opynoBanuu (Hanpumep, Cisco Packet Tracer unu BupTyanbHbIe MallIMHbI),
JOKYMEHTUPYIOT KOH(DUTYpaLlMU U pe3yIbTaThl, TOTOBAT OTYET M 3alUILAIOT €ro, AEMOHCTPUPYS
MOHMMAaHNE O€30MACHOCTH U 0TKa30yCTOMYUBOCTH CETEH.

IIpumepHbIe JoOMaLIHUE 3aJaHUS
Jlomaimnee 3aganue 1.

1. Onummure monens OSI: nepeuncnaute 7 ypoBHEH, UX QYHKIIMU U IPUMEPHI TPOTOKOJIOB
11t Kaxaoro ypoBHs. CpaBaute monens OSI ¢ moaensio TCP/IP, Beiie B KiTt0oUeBbIC Pa3THIHS.

2. PaccunraiiTe MpoOnyCKHYIO CHOCOOHOCTh JIMHUU CBA3M: AaHa JTUHM ¢ yacTtoroi 100 MI'n
u ypoBHeM curHana/myma 30 nb. Omnpenenute MakCUMajdbHYIO MPOMYCKHYIO CIIOCOOHOCTH IO
¢dopmyne lllenHoHa M OOBSICHUTE, KaKk MyJIbTUIUIEKCHpOBaHUe (Hampumep, TDM) Biuser Ha
nepenavy JaHHbIX.

3. Ilpoananusupyiite ¢opmar mnaxera Ethernet: napucyiite cxemy makera Ethernet,
yKaxuTe noJist (mpeamOyia, aapeca, Tum, nanueie, FCS). O0bacHHUTE, KaK MPOUCXOIUT aipecarius
aKeTOB M YTO TaKoe KOJUIM3UM (TMpHUBEIUTE NpUMEp CLEHapusi WX BO3HUKHOBEHHUS U
pacro3HaBaHMs).

4. Nzyuute cetn TCP/IP: cpaBuute IPv4 u IPv6 nmo agpecHoMy mpoCTpaHCTBY, Gpopmary
azpecoB U MexaHu3Mam Oe3omnacHoctu. [IpuBenure mpumep IPv4-anpeca B JBOWYHOM BHJIE U €TI0
KJIacc, a TaKkXKe ONMUIINTE, Kak paboTaeT aBTOKOHHUryparus B [Pv6.
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5. Omummmrte cnyx0b61 TCP/IP: oOwsichutre nHaznauenue DHCP (mpuBemute npumep
KOH(Hrypanuu), TOMEHHBIX UMeH U DNS (CTpyKTypy 30HBI, HpOIECC pa3pelIeHusT UMEH).
Pa3paboraiiTe clieHapHii: Moib30BaTeNb BBOAUT JOMEHHOE HMs, OINUIIMTE IIard, KOTOpPbIE
Beinosiasier DNS miis nepeBoga ero B [P-anpec.

Jlomainee 3aganue 2.

6. OCHOBBI MapHIpyTH3allMK: OOBSCHUTE, Kak paboTaeT MapuIIpyTH3alMs I1aKeTOB
(cratuyeckas u tuHamudeckasi). [IpuBeaute npuMep TabIUIBI MAPLIPYTU3ALUH ISl CETH C TPEMSI
MOJCETSAMHU U ONHIIUTE, KAK OHa OOHOBIISIETCS B HEOJAHOPOIHBIX CETSX.

7. TIporokon BGP u SDN: cpasuute BGP (Border Gateway Protocol) u SDN (Software-
Defined Networking). Onumure, kak BGP ynpasnsier Mapmpytu3anyeid Mex, 1y aBTOHOMHBIMU
CUCTeMaMH, U IpuBenute npeumyiiectsa SDN s yrpaBieHus CeThIO.

8. Opranuzanus rio0abHBIX CeTel: ONMUIINTE uepapxuto onepatopoB cBs3u (Tier 1, 2, 3)
U ux otHouieHusa. OObACHUTE, KaK OpraHu3oBaH MHTepHET Ha OCHOBE MHOTOCIOHHOTO CTEKa
IIPOTOKOJIOB, ¥ MIPUBEIUTE MPUMEP MapLIpyTa MaKeTa OT JOKAJIbHON CETH J0 cepBepa B IPYroi
CTpaHe.

9. BecnipoBoansie cetu: n3yunte ctek mpotokosnoB IEEE 802.11 (Wi-Fi). Onummure ypoBHH
(puznueckuii, MAC), mexanusmsl 6e3onacHoctu (WPA3) u cpaBaute ¢ nmporokonom Bluetooth
(MpuBenuTE ClEHAPUH UCTIOIB30BAHUS KaX/I0TO).

10. MoOumbHbIe ceTH: 00BSICHUTE NMPUHIUIBI MOOUIBHOMU cBsi3u (handover, roaming).
Cpasnute cetu LTE u 5G no ckopocTH, 3aepKKe U MOKpbITHI0. Onuiure MoOuabHblN [P 1 ero
pOJIb B OJACPHKKE MOOMIBHOCTH YCTPOMNCTB.

HpnMepmﬂe 3aIaHUA 1JI TEOPETUIECCKUX KOHTPOJbHBIX pa60T

KontpoabHnas padora 1: «CereBble TeXHOJIOTHN»

Lesb KOHTPOIbHOI padoThi: [IpoBepUTH 3HAHUS 110 OCHOBAM CETEBBIX TEXHOJOTHH, BKITFOYAs
mogaenu OSI u TCP/IP, pusnueckuii yposens, Ethernet, ceru TCP/IP u ciy»x6b1 B HUX. CTYA€HTHI
JOJDKHBI TIPOJIGMOHCTPHUPOBATh TOHMMAHWE TPUHIIMIIOB ITOCTPOSHHS CETEeH, XapaKTePUCTUK
JVHUHN CBSI3U, (OPMATOB MAKETOB U CETEBBIX CIYXKO.

3aganusa:

1. Yro Ttakoe koMMyTamusi KaHaioB u makeToB? I[IpuBeauTe mpUMEpPHl MPOTOKOJIOB,
UCTIONB3YIOMINX KKIBIA THI KOMMYTAIUH, U OOBSCHUTE UX PA3IAUHSL.

2. Omumute Monaenb OSI: mepeuncnuTe 7 ypoBHEH M UX OCHOBHBIE (yHKIMU. CpaBHUTE
moneab OSI ¢ moaenbio TCP/IP, BeIIenuB KIIIOYEBLIE OTINYHS.

3. Kakue meTpuku kadecTBa 00CTYKHBAaHUS HCIIONB3YIOTCA B ceTsx? [IpuBenuTe mpumepsl
(mporyckHasi CIIOCOOHOCTb, 3aJiepXKKa, JDKUTTEpP) W OOBSCHUTE UX BIHUSHUE Ha
MIPOU3BOJUTENBHOCTD CETH.

4. OnumuTe XapakTepUCTUKU JIMHUN CBSI3U Ha (PU3MUECKOM YPOBHE: YTO TaKO€ IMOJI0COBast
LIMPUHA, 3aTyXaHue U mym? Kak oHM BIKAIOT Ha Niepefady JaHHBIX?

5. Kakue Buasl MynbTUIUIEKCHpOBaHUS HH(popManuu Bbl 3HaeTe? OOBSCHUTE MPUHIHI
paboThl yacToTHOro pasneneHus kaHaioB (FDM) u BpeMeHHOro pasjeneHus KaHalloB
(TDM), npuBes mpuMepbl UX IPUMEHEHUS.

6. Omnummute ¢popmar nakera Ethernet: ykaxxute ocHOBHBIE mouisl (IpeaMOyia, ajgpeca, THII,
nanHsle, FCS). Kak mpoucxoauT ajgpecanys MakeToB U YTO TaKOe KOJTU3UN?

7. Kakwue crangaptsl cetr Ethernet cymectByror? O0bsacauTe paznumans mexay Fast Ethernet
(100BASE-TX) u Gigabit Ethernet (1000BASE-T) no ckopocTu u TUITY KaOeJIsl.
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8. CpaBuurte mpotokoisl IPv4 u IPv6: BeimenuTe paznuuus B aJpecHOM MPOCTPAHCTBE,
dopmare agpecoB u Mexanusmax OesomnacHocTH. [IpuBenute nmpumep [Pv4-anpeca u ero
KJ1acc.

9. UYro takoe nporokos DHCP? O0bsacHuTe ero Ha3HaueHue, npoiecc nojaydenus [P-anpeca
Y OCHOBHBIE 3TaIlbl B3aUMOJICHCTBUS KIMEHT-CEpPBEp.

10. Onumrure city>x0y DNS: uTo Takoe nomeHHbIe HMeHa, 30HbI DNS 1 niporiecc paspenienus
umeH? [IpuBeaure npumep cueHapusi, Koraa rnojab3oaTteiab BBoAuT URL, u onummuTe maru
pabotsr DNS.

I/IHCprKHI/II/I no BbINOJHeHHI0: OTBEThTE HA BCE BOIIPOCBHI KPAaTKO KU YCTKO. KOHTpOJIbHaSI
pa60Ta BBIITOJIHACTCA IMUCBMEHHO, BPEMA Ha BBIIIOJJHCHHUE — 60 MHUHYT. OHGHKa OCHOBaHa Ha
MMPaBUJIBHOCTHU U IMOJIHOTC OTBCTOB.

KonTpoabHnas padora 2:
«Opranuzauus ceteii ¢ 10ctynom B UHTepHeT U KOPIOPATHUBHBIX ceTei»

Heab KoHTpOabHOM padorThl: [I[poBepuTh 3HAHMSA 1O MapLIPYTH3ALUMU, OPraHU3aALUU
r100aNbHBIX W OECHPOBOTHBIX CETeH, MOOWMJIBHBIM TEXHOJIOTHSIM, a Takke OOECIeUeHHIO
OTKa30yCTOMYMBOCTH W BUPTYAJbHBIM CETSIM B KOPIOPATUBHBIX cpenax. CTyIeHTHI JIOJKHbI
IPOJEMOHCTPUPOBATH IOHUMAHUE MPOTOKOJIOB, apXUTEKTYP U MPUHIUIIOB OpraHU3aluu CETEH.

3ananuga:

1. Yrto rtakoe Mmapuipytusauus nakeroB? OObsCHUTE pa3iMuusi MEXIY CTATHUECKOW U
JUHAMHYECKON MaplIpyTU3aluei, NpuBeas IpuMepbl MPOTOKOJIOB JUIsl KaXKI0T0 THIIA.

2. OnumuTe TaObIUIly MapIIPYTH3AIMH: KaKHe OISl OHA COIEPIKUT U KaK OHA MCIIOJIb3YeTCS
JUls BBIOOpa MapuIpyTa B HEOJHOPOIHBIX CETSX?

3. Uro takoe mpotokosn BGP? O0bsicHUTE €ro poJib B yIpaBI€HUH MapLIpyTH3alUend MEXIY
ABTOHOMHBIMM CHCTEMAaMU ¥ OCHOBHbBIE TIPUHIUIIBI PaOOTHI.

4. Cpasaute SDN (Software-Defined Networking) ¢ TpagMIIMOHHBIMU CETSIMM: BBIIEIUTE
npeumyniectsa SDN 11 ynpaBiieHUs] U MacIITaOUPYEMOCTH.

5. Onummurte uepapxuto oneparopos cBs3u (Tier 1, 2, 3): kKak OHU B3aUMOJCHCTBYIOT M KaKyIO
poJib urpatot B opranuszanuu Murepuera?

6. UYro Takoe crek mporokonoB IEEE 802.11? Omummre ¢usnyecknii 1 MAC-ypoBHH, a
TaKXe MeXaHu3Mbl Oe3onacHocTH (Hanpumep, WPA3) B GecripoBOAHBIX CETAX.

7. Cpasuaurte nporokoisl Wi-Fi u Bluetooth: Bbimenure ux KiroueBble XapaKTEpPHCTHUKH,
CIICHApHH MCTIOJIh30BAHUS M PA3INYHS IO JATBHOCTH U CKOPOCTH.

8. OnumuTe NPUHIWIBEI MOOWIIBHOW CBs3M: 4TO Takoe handover m roaming? Kak oHm
o0ecreynBaroT HENPEePHIBHOCTh COSIUHEHHS?

9. Cpasnure cetn LTE u 5G: BeIgenuTe pa3iuyusi MO0 CKOPOCTH, 33JEPKKE, TOKPHITHIO H
TexHojorusaM (Harnpumep, MIMO B 5G).

10. Yro takoe BupTyanbHble JokaabHbie ceTH (VLAN)? O0bsicHUTE UX Ha3HAYEHHE, TPOLIECC
KOH(QHUTYPHPOBAHUS M POJIb B OOECHEUYEHUH OTKAa30yCTOMYMBOCTH C HCIIOJIb30BAaHHEM
npotokosioB STP/RSTP.

HHcTpykuun no BbINOJTHeHHIO: OTBETbTE Ha BCE BOMPOCHI KPAaTKO M 4eTKo. KOHTposbHas
paboTa BBIMOJIHSAETCS MUCHMEHHO, BpeMsi Ha BhInosHeHHe — 60 MuHyT. OlleHKa OCHOBaHa Ha
MPaBUILHOCTH U MOJTHOTE OTBETOB.
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3amanus 1J151 NPOMEKYTOYHOM aTTeCTANMM M0 JUCHHUILIMHE (MOXYJII0)

Ne i/ 3ananue OtBer Kommnerenuus

1 | Ykaxure Mofeb CETeBOI apXUTEKTYpHI, OSI / moaens OSI, OSI- OIIK-3
COCTOSIIIYIO U3 7 YPOBHEH. MOJIEJIb

2 | Yxaxwure ypoBenb Mmomenu OS], orBeuaromuii 3a |  Pusuyeckuii / physical, OIIK-4
(hHM3UIecKyI0 epenavyy JaHHBIX. (hU3UIecKnil ypOBEHB

3 YKaxuTe MPOTOKOJ JUIsl aJpeCcallui B CETH IPv4 / IP version 4, OIIK-4
TCP/IP Bepcum 4. npotokon IPv4

4 | Ykaxute ciyxO0y i aBTOMaTHYECKOTO DHCP / dynamic host OIIK-4
HasHaueHus [P-apecoB B ceTH. configuration protocol,

npotokon DHCP

5 | Vkaxure Meton pa3pelicHus JOMESHHBIX HMCH B DNS / domain name OIIK-3
CETH. system, ciayxx0a DNS

6 | YkaxuTe mpOTOKOJ IS MAPIIPYTHU3AIMHU B BGP / border gateway OIIK-4
TJ100aJIbHBIX CETSIX. protocol, mporokon BGP

7 VYKaKUTEe TEXHOIOTHIO IS OPraHu3aI[iK SDN / software-defined OIIK-4
MIPOTPaMMHO-YTIPABIIIEMBIX CETEH. networking, mporpaMMHO-

OIIpeICIIsSIEMbIC CETH

8 | Ykaxure cTeK MPOTOKOJIOB [Tl OECIPOBOAHBIX Wi-Fi /wireless fidelity, OIIK-4
cerel ctannapra IEEE 802.11. 0ecIpoOBOHOI CTEK

9 | YkaxuTe IpOTOKOJ [UIsi 00ECTIeYeHH S WPA / Wi-Fi protected OIIK-4
0e30macHOCTH B OECIIPOBOIHBIX CETSX. access, mpotoxon WPA

10 | YkakuTe MpOTOKOJ /ISl KOPOTKOJHUCTAHTHOM Bluetooth / 6rotyc, OIIK-4
0ecIpoBOTHOM CBSI3H. nporokoa Bluetooth

11 | VkaxuTe CTaHAapPT MOOHILHOMN CBSI3H HOBOTO 5G [fifth generation, OIIK-3
MIOKOJICHUSI. nokosnenue 5G

12 | YkaxuTte alropuT™ JUisi TOCTPOSHUS STP /spanning tree OIIK-4
MTOKPBHIBAIOIIETO IePEBa B CETHX. protocol, mporokos STP

13 | YkaxuTe TEXHOJIOTHIO JUIs Pa3ICICHUsI CETH Ha VLAN/virtual local area OIIK-4
BUPTYaJIbHBIE CETMEHTBI. network, BupTyasbHbIe

JIOKQJIbHBIC CETH

14 | Ykaxute NpOTOKOJ JUIsi OpraHu3aiuu VPN /virtual private OIIK-3

BUPTYaJIbHBIX YaCTHBIX CETEH. network, BupTyanbHas
JacTHas CeTh

15 | Vkaxwure cepsep ais co3nanus VPN- OpenVPN /open virtual OIIK-3

coenuHenuii Ha ocHoBe OpenVPN. private network, cepsep
OpenVPN

16 | Ykaxkure HHCTpYMEHT 1 6e3omacHoro VPN WireGuard /wire guard, OIIK-3
Ha 0aze WireGuard. nporokos WireGuard

17 | YkaxKuTe NPUHIMIT aHATHN3a METPUK KauecTBa QoS / quality of service, OIIK-3
CETEeBBIX YCIIYT. Ka4ecTBO 00CITyKMBaHHS

18 | Ykaxute yMeHHE NPOCKTUPOBATh N30bITouHOCTS / OIIK-3
OTKa30yCTOHYUBBIC KOPIIOPATUBHBIC CETH. redundancy,

O0TKa30yCTOMYHUBOCTh

19 | Ykaxkute npakTHUECKHHA OIBIT KOHQUTYpaLH Kongwurypamust VLAN / OIIK-4

BHUPTYaJIbHBIX CETEH. VLAN setup, HacTpoiika
VLAN
20 | VkaxuTe 3HAHKME AITOPUTMOB MapIpyTu3anuu | TaOIuipl MapiipyTH3aum OIIK-3

ISl HEOJJTHOPOJHBIX CETEH.

/ routing tables,
MapmpyTHu3aliOHHbBIC
TaOJIALBI
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