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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouass mporpamma gucummiuHbl (Momyinsi) «MHpopmammoHHas 0€30MacHOCTH»
COCTaBJIEHA B COOTBETCTBHHM C (hefiepallbHbIM roCy1apCTBEHHBIM 00pa30BaTENbHBIM CTaHIAPTOM
BbICIIEro oOpa3oBaHMsi — OakanmaBpuar 1o cnequanbHocT 02.03.01 Marematuka u
KOMIIbIOTEPHbIE HAayKH, Tpoduiib PazpaboTka, yTBepkKIeHHBIN IpUKa30oM MUHUCTEPCTBA HAYKHU U
BeIciero oOpasoBanust Poccuiickoit deneparu Ne 807 ot 23.08.2017 roxa.

Nzyuenne pucuumiauael (Monyis) «MHpopmannoHHas 6e€30MacHOCTb»  MO3BOJISET
3alIUTUT, WH(POPMALMOHHBIE pPECypChl M JaHHbIE OT HECAHKIMOHMPOBAHHOTO JIOCTYIIA,
IpeoTBpalias yrpo3bl U kubOepaTaku. 9To 00ecledrnBaeT COXPaHHOCTh KOH(PHUIEHIIMAIBHOCTH,
IEJIOCTHOCTH U TOCTYITHOCTH WH(OPMAIIUH, YTO KPUTUYHO U1 CTAOUIBHOM pabOThI OpraHu3aui
1 0€30IacCHOCTH MOJIb30BaTENEH.

Huctummaa (Moayns) «MHpopMmanmonHas 6e30macHOCThY» pa3paboTaHa M yTBEpKIeHa
coBMecTHO ¢ AO «JIaboparopus Kacrepckoro».

MecTto 1ucuuIIMHBI (MOAYJIfA) B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

Hacrosimas nauciumimHa (MOAyY/b) BKJIKOYEHA B ydeOHbIE IUIaHBI 10 Iporpammam
NOATrOTOBKM OakanaBpuaTa mo Hampasienuto 02.03.01 Martematnka u KOMIBIOTEPHBIE HAyKH,
npodwis Pa3paboTka U BXOAUT B BapUaTHBHYIO 4acTh bioka 1, popmupyeMyro ydyacTHUKaMu
00pa3oBaTebHBIX OTHOIICHUH.

JucuunirHa (MOyJib) sIBJISETCS BBIOOPHOM M IOCTYIIHA JJIs M3y4eHUs Ha 3 win 4 Kypce B
5, 6 wm 7 cemecTpax Ha BBIOOD.

Hesb n3yyeHuss AUCUMIIMHBI (MOAY.as): popMUpOBaHUE 3HAHHUI M HABBIKOB IO 3aIUTE
uHpopMalUu U HH(POPMALMOHHBIX CHUCTEM OT Pa3jIMYHBIX YIpO3 M HECAHKLIMOHUPOBAHHOI'O
JocTyma.

3agaun u3y4eHust IMCHUILIMHBI (MOAYJIS):

— HW3YYUTb OCHOBHBIE MOHATHS, YTPO3bl U MPUHIMIIEI HH(POPMAIIMOHHON 0€30MacHOCTH,
BKJIIOYAsi MOJIEJH 3aIllUThl U CTaH/IapTHhl;

— TMPaKTUYECKHE METO/Ibl U TEXHOJIOTHH 3aIIUThl MH(POpPMAaLMK, TAKUX KaK IIHU(ppOBaHuE,
ayTeHTU(UKALKS U KOHTPOJIb I0CTYIIA;

— HAY4YMTbCS  AHAJM3HUPOBATH  3aKOHOAATEIbHBIE W DOTHUYECKHE  ACIEKTOB
MH(pOpMaLMOHHON 0€30IIaCHOCTH, a TAK)KE pa3BUTHE YMEHUH 10 BBISIBJICHUIO U MIPEIOTBPALLIEHUIO
KuOepyrpos.

B pe3ysibTare ocBOeHUSs1 JUCHUILIUHBI (MOIYJIs1) 00y4aIOIMIiCSl T0JIZKEeH

3Hamb:

— OCHOBHBIE YIp03bl HHPOPMALIMOHHOM G€30MacHOCTH;

— CTpaTeruu 3aiuThl HHpopMaIuy,

— HOpPMaTHBHbBIE JOKYMEHTHI, PETJIAMEHTUPYIOLIUX 3aIIUTy HH(pOpMaLny;

ymemo:

— (opmupoBaTh TpeOoBaHUs MO 3alUTE HHPOPMAIUH;

— BECTH Y4eT 3aTpaT U PUCKOB IpHU BEIpaOOTKE CTpaTeruii 3aIuThl HHPOpMaIuy,

enademp:

— HaBBIKOM IIPOBEJEHUS ayJuTa 0€30MaCHOCTH HH(POPMAIIMOHHBIX CUCTEM;

— HaBBIKOM COCTaBJICHHSI ONITUMAJILHOTO TIaHa KOMILJIEKCA Mep IO 3aluTe HH(OpMaLUH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEPCUTETA U B (POpME CaMOCTOSATENILHON PadOThI 00yUYarOIINUXCA:

Komnerenuus Conep:xaHue KOMIeTeHITHH Nuauxkarop IlepeyeHb MJIAHUPYEMBIX
KOMIIETeHIN U pe3yJbTaTOB 00y4YeHHs 10
AUCHMIJIMHE (MOTYJIIO)
VK-1. Crioco0eH OCYIIeCTBIISATh TIOUCK, VK-1.1. 3HaeT MeTOAbLI IOKUCKA U aHaAJIN3a
KPUTHYECKAN aHAIN3 U CHHTE3 nH(pOopMaIuu B 001aCTH
nH()OpMAaITIH, IPUMEHSTh pa3pabOTKH, OCHOBHEIC
CHUCTEMHBII TOIXO0/ AJIS peIeHHUs MIPUHIIUTIBI KPUTHYECKOH OIICHKH
MOCTaBJICHHBIX 33729 HMCTOYHUKOB HH()OPMAITUU U UX
pEJIeBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLIEHUBATh
WMCTOYHUKYU MH(POPMALIUU U
CHHTE3UPOBATh JIAHHBIC U3
Pa3IMYHBIX ICTOYHUKOB JIJIS
peleHus 3a1a4, IPUMEHATh
CHUCTEMHBIH MOAX0/T K aHATN3Y U
PEIICHUI0 KOMIUIEKCHBIX IPpobeM
YK-1.3. NmeeT npakTU4eCKUN OTIBIT
paboThI C COBpPEMEHHBIMU
WHCTPYMEHTAaMU W TEXHOJIOTUSIMU
IUTst 00paboTKK MHPOpPMAIINH,
(dbopMynupoBaHHUHU
CTPYKTYpUPOBaHHUHM 3a/1a4 Ha
OCHOBE NIOJTY4YeHHOH nH(popMauu
OIIK-1. Crioco0eH KOHCYJIbTUPOBATh U OIIK-1.1. 3HaeT OCHOBHBIC KOHIICTIIIHH U
UCIIOJIb30BaTh TEOpHH B 00JIACTH
¢dbyHIaMEeHTaTbHBIC 3HAHUS B MaTeMaTHYECKOTO aHAIN3a U
o0nacTu MaTeMaTH4eCKOro CMEXXHBIX JUCIHIUINH, METOJBI U
aHan3a, KOMIIEKCHOTO U MOJIXO/IbI, UCTIONIb3yEeMBbIC B
(YHKIIMOHAIEHOTO aHaJH3a Pa3IMYHBIX 00JIACTSIX
anreOpbl, aHATUTHIECKOH MaTeMaTHKH
reoMeTpud, TupHepeHInaTbHON OIIK-1.2. YMeer npuMeHsITh
TeOMETPHH U TOIIOJIOTHH, MaTeMaTHYEeCKHe METOJIbI IS
¢ dhepeHInaNbHBIX yPaBHEHHIA, pelIeHus NpoQecCHOHATEHBIX
JTVICKPETHON MaTeMaTHKH U 3324
MaTe€MaTHYECKOM JIOTUKH, TEOPHU OIIK-1.3. Nmeer nmpakTUyecKui ONbIT
BEPOSATHOCTEH, MaTEMaTHYECKOI pa3paboTKH U peaanu3aius
CTaTHCTUKH U CITy4alHBIX MaTEMaTHYECKUX MOJICIICH B
MPOIIECCOB, YUCIEHHBIX METOJIOB, npodeccCHOHANEHON
TEOPETUIECKON MEXaHUKH B JIeSITeTbHOCTH
npohecCHOHANBHON
JIeSITEIIbHOCTH
OIIK-4. Crioco0eH HaxXOauTh, OIIK-4.1. 3HaeTr 0a30BbIE OCHOBBI

AHAJIN3UPOBATDH, PCAJIM30BbIBATH
IIPpOrpaMMHO U HMCIIOJIB30BATh Ha
IMPAKTUKE MaTEMATUYCCKUEC
AJITOPUTMBI, B TOM YHUCJIE C
MPUMCHCHUCM COBPEMCHHBIX
BBIYHUCIIUTCIIBHBIX CUCTEM

COBPEMEHHOT'O MaTeMaTHYECKOTO
anmnapara, CBI3aHHOTO C
MPOEKTHPOBAHUEM, Pa3pabOTKOM,
peanu3anmeii 1 OlleHKOW KadyecTBa
NPOrpaMMHBIX TIPOAYKTOB U
MPOTPAMMHBIX KOMILJIEKCOB B
Pa3IMYHBIX 00JIACTIX
YEJIOBEUYCCKOM JCSTEIbHOCTH
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OIIK-4.2.

YMeeT ucnosb30BaTh 3TOT
MaTeMaTUYeCKHUH armapar B
poheCcCUOHATBHOMN
JISSATEIILHOCTH

OIIK-4.3.

NmeeT mpakTHUEeCKUNA OMBIT
MIPUMEHEHUS] COBPEMEHHOTO
MaTeMaTUYeCKOro anmnapara,
CBSI3aHHOTO C MPOEKTUPOBAHUEM,
pa3paboTKOM, pearn3amueii u
OIIEHKOW Ka4ecTBa MPOTPaMMHBIX
MPOJIYKTOB U MPOTPAMMHBIX
KOMIUIEKCOB B PA3JINIHBIX
00macTsx 4enoBedecKon
JIEATETLHOCTH

OIIK-6.

CrniocoOeH pa3pabaThiBaTh
QJIITOPUTMBI M KOMITBIOTEPHBIC
[POrPaMMbI, IIPUTOIHBIC IS
IMMPAKTHYCCKOT0 IPUMCHCHHNA

OIIK-6.1.

3HaeT adropuTMBI pa3paboTKHy,
KOMITBIOTEPHBIE TPOTPAMMBI, a
TaKOKe aJrOPUTMBI

BBIYUCIUTEIHHON MaTEeMaTHKH

OIIK-6.2.

YmMeeT pa3zpabaThiBaTh
MaTeMaTHYeCKHe MPOrpaMMHEBIC
NPOAYKTHI U KOMILIEKCHI C
HCIIOJIb30BaHUEM COBPEMEHHBIX
TEXHOJIOTHI IPOrpaMMHPOBAHHSI

OIIK-6.3.

Nmeer mpakTUyecKUid ONbIT
pa3pabOTKH MHTEIUICKTYaIbHBIX
WHPOPMALTUOHHBIX CUCTEM IS
BH3YaJIN3alliN PE3yIbTaTOB
HCCIIEA0BAHUM

IK-3.

Cr1oco0€H UCIIOIb30BaTh METOIbI
MAaTEeMAaTUYECKOTO U
AJITOPUTMHYECKOTO
MOJICITUPOBAHUS TIPH PEIICHUN
TeOpeTI/I‘IeCKI/IX n HpI/IKJIaI[HBIX
3a1a4

IK-3.1.

3HaeT OCHOBHBIE METOBI
MAaTeEMaTHYECKOTO U
ANTOPUTMUYECKOTO
MOJICJIMPOBAHMS, a TAKIKE UX
HpI/IMeHeHI/Ie JJIA peIHeHI/ISI
TEOPETUYCCKUX U MPUKIIATHBIX
3a7a4

[K-3.2.

YmMmeeT pa3pabaThiBaTh U
MPUMEHSTh MaTEMATUICCKUE
MOJIENTH M AJITOPUTMBI JUISI
peUICHUA pa3IMYHBIX 3a1a4,
AHAJIIM3UPYA [10JIyYEHHBIE
pe3yIbTaTh

I1K-3.3.

Nwmeet mpakTUyecKuid OMbIT
HCIIOJIE30BaHUS METOIOB
MaTeMaTHYeCKOTO B
aJTOPUTMHUYECKOTO
MOJICITMPOBAHUS B PEATbHBIX
MIPOEKTAaX MITU MCCIICTOBAHUIX
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMu4ecKue Yachl
n HaumeHnoBaHnue Ounas ghopma
pasjesia AMCHUTLIMHBI KoHTakTHas padora TUK y
(Monysst) Texuun CemHHapbI CamocTto (TekyliMii KOHTPOJIb
Konrtpoas | sTeanHa ycIIeBaeMoCTH)
(mpakTHYecKue
s1 paboTta
3aHATHS)
1 OcHOBBI 6€30ITaCHOCTH 6 6 26 Jlomarravie 3amanust
KOPIIOpaTUBHOM
HHPPACTPYKTYPHI
2 Bpenonocunoe 6 6 26 Jlomamaue 3ananus
MIPOrpPaMMHOE
obecrnieueHue
3 Kpunrorpagpuyeckast 6 6 26 Jomarnaue 3amanus
3amuTa nHQOpMAaIus
4 MeToIbI 3aIIHUTHI 6 6 26 JloMaIlrHue 3a0aHus
nHpOpPMaLTUH
5 Aynut 6€301acHOCTH 6 6 24 Jlomamaue 3amanus
WH(POPMAIMOHHBIX KonnoxBuym
CHCTEM
3auem ¢ oueHKoIl 2
Hmozo: 30 30 2 128
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Ooucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxxaHue ITMCUUILTHHBI (MOTYJIs)
Neni/m HaumenoBanue pazjesa Coaep:xanue TUCHUILUIMHBI (MOAYJIS1) IO TeMaM
AUCIHUNJIMHBI (MOYJIs1)
1 OcHOBBI 0€30IaCHOCTH Anmvunuctpupoanne OC: Windows, Linux. Cetu nepemaun 1aHHBIX.

KOPIIOPATUBHOM Mogens OSI. BupTryanuzanus 1 KOHTEHHEPBI
UHPPACTPYKTYPHI
2 BpenonocHoe nmporpaMmHoe Krnaccudukarus BpeoHOCHOTO MPOTrPaMMHOTO 00€CIICUCHHSI.
o0ecrieueHue ConmanbHas HHXEHEpUS U QUIIMHT. AHAIU3 BPEIOHOCHBIX IPOrpamMM
(peBepc-MHXKMHUPHHT).
3 Kpunrorpadudeckas 3ammra OCHOBBI KpUNTOrpadUUECKON 3aIUTH HHPOPMANUU. YTIpaBlieHHEe
HHQOpMALHS JOCTYNOM: UAEHTH(UKALMS, ayTeHTU(DHUKALNSA, aBTOPU3ALIHSL.
VYnpasnenue kiaouamu u PKI
4 MeToab! 3auThl THPOPMATH Knaccudukanms nporpaMMHBIX CPEICTB 3aIUThl HHPOPMAIIH.
MOHUTOpPHHT U pearupoBaHue Ha HHIMIEHTHI (1irdpoBas
KPUMUHAJIMCTHKA). PUCK-OpHeHTHPpOBaHHBIN MOJX0/] IPH MOCTPOSHUN
cucteMbl 3amuThl. [InanupoBanne GUHAHCOBBIX PECYPCOB.
5 Aynut 6e30macHoCTH HopmarusHble ocHOBBI 3a1uThl HHpopManuu B PO. Mojens yrpos u

WHQOPMAIMOHHBIX CHCTEM

3nmoyMbIlUIeHHUKA. TecTupoBaHie Ha MPOHUKHOBEHUE - METOOIOTHS
Y IPOTrpaMMHBII HHCTpyMeHTapHil. be3onacHOCTh MpuiioKeHui
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5. YueOHO-MeTOaHYECKOE O0ecIeYyeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBI  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 3 €T0 IpeJIeIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. Poguues, 1O. A. HudopmanmonHas Oe3omacHOCTh. HarumoHabHBIE CTaHAAPTHI
Poccwuiickoit @enepamnuu : yuebroe nmocodbue / 0. A. Pomuues. - 3-¢ uzn. - Cankr-IletepOypr :
[Tutep, 2023. - 384 c. - (Cepust «YueOHUK st By30B»). - ISBN 978-5-4461-2112-0. - Tekcr :
anexkTpoHHbIA. - URL: https://znanium.com/catalog/product/2123368.

2. CkabuoB, H. Aymur O6e3omacHOCTH WH(POPMAIIMOHHBIX CHCTEM : IPAKTUYCCKOE
pykoBozactBo / H. Ckabuos. - Cankr-IlerepOypr : ITutep, 2018. - 272 c. - (Cepus «bubnunoreka
nporpammuctay). - ISBN 978-5-4461-0662-2. - Tekcr : onexrponnsri. - URL:
https://znanium.com/catalog/product/1760857.

3. Hlanprun, B. ®. 3anmra nHGOpMaIy B KOMIBIOTEPHBIX CUCTEMaX M CETSX : ydeOHOe
nocooue / B. @. [llanwrus. - 2-¢ usn. - Mocksa : JIMK Ilpecc, 2023. - 594 ¢. - ISBN 978-5-89818-
506-0. - Tekcr : anexTponnsiit. - URL: https://znanium.com/catalog/product/2107178.

4. CxuspoB, /I. B. HckyccTBo 3amuTel M B31oMa HHGOpPMAMU : MPaKTHUECKOE
pykoBojctio / . B. CxisipoB. - Cankr-IlerepOypr : BXB-Ilerepoypr, 2004. - 289 c. - ISBN 5-
94157-331-6. - Tekcr : anexTponHsIit. - URL: https://znanium.ru/catalog/product/1856816.

5. 3eHkoB, A. B. NHpopmannonHas 6e30macHOCTh U 3aliuTa MHQOpMaIUK | yUeOHUK JIs
By30B / A. B. 3enkoB. — 2-e u3n., nmepepad. u mon. — Mocksa : U3narensctBo FOpaiit, 2025. —
107 c¢. — (Beicuiee obpaszoBanue). — ISBN 978-5-534-16388-9. — TekcT : 31eKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

6. CyBopoBa, I'. M. MHpopmarronHast Ge3omacHOCTh : y4eOHUK ais By30oB / I'. M.
CyBopoBa. — 2-e u3[., nepepad. u gon. — Mocksa : M3marensctBo FOpaiit, 2025. — 277 ¢. —
(Beiciee o6pazoBanme). — ISBN 978-5-534-16450-3. — Tekct : 21meKTpoHHBIHA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567672.

Jononnumensnaa numepamypa:

7. Kozbips, H. C. AHanu3 u OleHKa pUCKOB HH(OPMAIIMOHHON O€30MacHOCTH : YUeOHUK
st By3oB / H. C. Kosbipp, B. H. Xanuzes. — Mocksa : U3natensctBo HOpaiit, 2025. — 154 c.
— (Bricmiee obOpazoBanue). — ISBN 978-5-534-17866-1. — Tekct : 31eKTpOHHBIA //
OopazoBarenpHas miardopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/581502.

8. Ko3bipp, H. C. OrneHka pucKoB U ayUT HHPOPMAIIHOHHOM 0€30MMacCHOCTH : YIeOHUK JUIs
By30B / H. C. Ko3sips, B. H. Xanu3eB. — Mocksa : M3narensctBo FOpaiiT, 2025. — 186 ¢. —
(Beiciee o6pazoBanme). — ISBN 978-5-534-17864-7. — Tekct : 3IeKTpOHHBIA //
OopazoBarenpHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/581501.

6. MartepuajbHO-TeXHHYECKOe ofecnevyeHne

YHHUBEpCHUTET pacrojaraeT MaTepUabHO-TEXHUYECKOW 0a30, COOTBETCTBYIOIICH
JEMCTBYIOIMM MTPOTHUBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00eCTIeYMBaIONICHi TPOBEICHUE BCEX
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BUJIOB JUCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHOW MOATOTOBKU, MPAKTHUYECKOH M HAay4YHO-
UCCIIEIOBATEIBCKON PabOT 00yYaromuXcs, MPEAYCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomereHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIe ayIUTOPUH [Tl POBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTAIMMA, TEKYIIETr0 KOHTPOJIS U MPOMEKYTOYHOM aTTeCcTalluy, a TaKKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenienrs yKOMITJIEKTOBaHbI CHEIIMATU3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH JUIs TPEACTaBICHUS y4eOHOU
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yuenne qUCUUTUTMHBI (MOZYIA) 00ECTIeYMBAETCS B YIEOHBIX ayIUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYEeCKHUMH KaJbKYJISTOpaMHu;

— CIEUHaTU3UPOBAHHBIM 000PYI0BaHHEM, BKIIIOUasl JEMOHCTPAllMOHHOE 000pyAOBaHNUE.

[TomernieHust 151 CaMOCTOSITENIBHON pabOThl 00YYaIOIIUXCsl, B TOM YKCIIE TPUCTIOCOOICHHBIE
JUISL MCTIONBb30BaHMs MHBAIWIAMH M JIMIAMU C OTPAHUYEHHBIMU BO3MOXXHOCTSMH 3J0POBBSI,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
ofOecriedyeHUEeM  JIOCTyNa B  JJIEKTPOHHYIO  HH(OPMAalMOHHO-00pa30BaTeNbHYIO  Cpely
YHuBepcurera.

OOyyaromMMcst TPEIOCTaBIAETCA MAOCTYN (B TOM 4YHCIE YIOAlICHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
Yuclie JJIEKTPOHHBIM OUOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JTAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Ccblika
(u3maHusl, Kypca, 1I0KyMeHTAa)
1. | Hayunas snektponHas 6ubiroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubnmoreka
2. Bbasza mausbix g | T-cnenquanucros https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbbiii mopran «Poccuiickoe oopasosanue” | https://www.edu.ru/

6. HNudopmarmonnas cucrema "Enunoe okHO noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITUOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr WHDOPMAIIMOHHBIX TEXHOJOTHH, MCIOIB3YEMBIX TMPH  OCYIIECTBICHUU
00pa3zoBaTenbHOTO MpoIiecca Mo AUCIUTUIINHE (MOYJI0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOeclieueHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000IHO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe CBOOOJHO pacmpocTpaHsIeMoe

OducHble NPUITOKEHUS:
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0eIKHOE CBOOOJHO pacIpoCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IporpammHoe o0ecneveHne IJisl IVIAHUPOBAHUSI U YYeTa BPeMEHH:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucreMbl ynpaBjieHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencTBa aHTUBHPYCHO# 3aIIIHTHI:

Kaspersky Endpoint Security mist 6usneca OTE€YECTBEHHOE | JIHIIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeEMOe
Cucrtembl ynpapjeHusi 0néanorpaguyeckoii HHGpopmManueii:

Zotero | 3apyOexHoe | cBOOOIHO pacnpocTpaHsieMoe
CepBHCHI B CIIYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B npouecce nzyuenust nucuuiuinasl (Moayis) «MHopmanonHas 6€30macHOCTbY B paMKax
TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH HCIOJIb3YIOTCS TaKUe BHJIbI yUeOHOH paboThl, KaK JIEKIHH,
CEMHUHAphl, KOJUIOKBHUYM, JOMAIIHUE 3aJaHMsl, a TaKXKe pPa3JIMYHble BHUJIBI CAMOCTOSATEIbHOU
paboThl OOydJaroIMXcs MO 33JaHUI0 IpErojaBaTelis, HalpaBleHHbIE Ha pPa3BUTHE HaBBIKOB
npoecCuOHaNbHOM JIEKCUKH, 3aKpEIUIeHue MPaKTUYeCKUuX MpOo(ecCHOHATBHBIX KOMIETEHINH,
MOOUIPEHNE UHULINATHB.

Jlexyus ~— CHCTEMAaTHYECKOE, IIOCJIEJOBATEIBHOE, MOHOJOIMUYECKOE  H3JI0KEHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpouecce nekuuil peKOMEHIyeTcsi BECTM KOHCHEKT JIEKIUH: KpaTKO M CXEMaTH4HO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KIIFOYEBBIE CJIOBa M TepMHUHBI. HeoOXOAMMO OTMETHTH BOMPOCHI WM MaTepHallbl, KOTOpbIE
BBI3BIBAIOT 3aTPYAHEHHUS, U TONBITATHCSI HAWTH OTBETHI B PEKOMEHAOBAHHON nuTeparype. Eciu
pa3oOpaTbCsi B MaTepuane He YAAeTcs, CleAyeT CpOpMYIMpPOBaTh BONPOC M 3a7aTb €ro
IIPENoAaBaTeN0 Ha KOHCYJIbTALUK WM BO BPEMSI CEMUHAPCKOTO (IIPAKTUYECKOI0) 3aHATHS.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktTuBHas paboTa CTyJeHTa Ha CEMUHApE,
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€ro OTBETHI Ha BONPOCHI IIPENOaBaTelNsl U y4acTHE B AUCKYCCHH.

Jl1s ycnemHoro yyacTusi B CEMMHApe CTYAEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C
TEMON OOCYXXAEHUs, IPOYUTaTh HEOOXOJMMbIE MaTepHUaibl U HNOArOTOBUTH BONpPOCHL. BaxkHO
AaKTHUBHO CJIyIIaTh ¥ BOBJIEKAThCS B IUCKYCCHIO, BHICKA3bIBasi CBOM MHEHHUS U apIyMEHTUPYS HX.
[Ipu oTBeTax Ha BOIPOCHI IPENONABATENS CTOUT OBITH YBEPEHHBIM, YETKHUM M JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOJIe3HO MOAECPKUBATH AUAJIOL C OJHOKYPCHUKAMU,
YTOOBI 060raTUTh 0OCYKIEHHUE U PACIIUPUTh CBOU 3HAHUS.

KOJZJZOK@MJ/M — YCTHBIC OTBCTHI Ha BOIIPOCHI, CIMUCOK KOTOPBIX U3BECTCH CTYJICHTY 3apaHCC.

B mponecce IMOoArOTOBKHM K KOJUIOKBUYMY H€O6XO,Z[I/IMO IMPpOaHAJIU3NPOBATH y‘le6HBI€
MaTcpHralibl, O3HAKOMUBIINCH C JICKLIUAMU, y‘IC6HI/IKaMI/I N JOIIOJHUTCIIBHBIMH HCTOYHHKaAMU,
AKICHTHUPYSA BHHMAHHUC Ha KIIOYEBBIX TEMaAXx. PCKOMCHI[YCTCH CO3J1aTb CTPYKTYPHUPOBAHHLIC
KOHCIICKTBI, BBLACIAA OCHOBHBIC UJICHU, TCPMUHBI 1 (bOpMy.HBI.

Jlomawnee 3a0anue — B popme 1ad60paTOpHBIX padbOT IO TEMaM HECIIH.

B xone nabopatopHoii pabOThI CTYJEHTBI IPOBOJAAT aHANIU3, pa3padO0TKy UM TECTUPOBAHUE
IPOTrPaMMHOTO KOJia, U3YUYEHHOTO B paMKax Kypca. [Ipu pabore Haj JOMAIIHUMU 3alaHUSIMUA
B2)XHO BHUMATEJIbHO O3HAKOMUTHCS C TPEOOBAaHUAMHU M CPOKAMH BBHINIOTHEHUS. PekomMeHmyercs
pa30uBaTh 3aJaHMs Ha OTambl, 4TOOBl M30€XKaTh MEPEerpy3Kd M JIydille YCBOUTHh MaTepHall.
Hcronp30BaTh pa3inyHble HCTOYHUKY HH(POPMAIINH, BKII0Yas YIeOHHKHU U OHJIAH-PECYPCHI, LIS
0osiee TIIyOOKOTO IIOHUMAHUS TEMBI.

Camocmosmenvruas paboma — paboTa CTYJEHTOB, HANpaBlE€HHAs Ha YINIYOJIEHHOE
W3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB yUCOHON AUCIMILTUHBI (MOTYIs).

B miportiecce caMocTosITeNbHOM PabOThI CTYIEHTHI B3aUMOACHCTBYIOT C PEKOMEHIOBAaHHBIMH
MaTepuaiaMy Mpu MUHUMAIILHOM yYacTHH MpenoiaBaTes. 3a1auu CTyJeHTa BKIIOYA0T padoTy
C KOHCTIIEKTaMH JIeKIIUi (00paboTKa TeKCcTa), MOBTOPHOE U3yUeHHE YUeOHbIX MAaTEPHAIIOB, TUTAHOB
U TE3UCOB OTBETOB, U3yU€HHUE JOMOIHUTEIBHBIX TEM, BHIMOTHEHHE y4eOHO-HUCCIIEeI0BATENbCKUX
3aJJaHUuI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00y4YeHHS MO JUCHHUILIHHE (MOAYJIIO)

Kpurepun nosy4yeHusi ypoBHSl ¥ OLleHHBAHUS c()OPMHUPOBAHHOCTH KOMIIETEHIMI 110
aucuuninue (Moay/o) «Mupopmanunonnasi 6€30MacCHOCTb»

OneHuBaHue ypoBHS Y4€OHBIX JOCTH)KEHUH, OOy4aromMXcs MO JUCHUIUIMHE (MOIYIIO),
OCYILIECTBIISIETCS B BUJE TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH U ITPOMEXYTOYHOHN aTTECTalUH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIMHE (MOIYJIO) OCYIIECTBISIETCS B (opme
3ayema ¢ OWeHKOW, TIPU ITOM TIPOBOJUTCS OIEHKAa KOMIIETCHIIMH, C(OPMHUPOBAHHBIX IIO
JUCUUIIMHE. J[7 OLleHMBaHUS TEKYIIEro KOHTPOJISI YCHEBAEMOCTH M MPOMEXYTOUHOU
aTTecTallid WCIONB3YyeTCs JAecATHOAIIbHAS [IKajda OIEHWBaHUs, KOTOpas COOTHOCUTCS C
TPaAUIIMOHHON MATHOATUIBHON IIKAION CIEAYIOIINM 00pa3oM:

Jecarubannbuas IlarubamnbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Onenka 3a 3a4er
OLlCHKA OLICHKA 00y4eHUs MO TMCHUTLINHE (MOIYJII0)
10 OTanaHO 3auTeHo CTyneHT TOJHOCTHIO BIAJCET 3HAHUSIMH,
9 OTIMYHO 3auTeHo W3J0KEHHBIMH B paboueil mporpamme, H

) OTIHYHO 3auTeHo ra1y0OKO — OCMBICHAET aucuuIuMHy. OnH
CaMOCTOSATEIEHO u JIOTMYECKU
T0CJIEI0BATEIRHO OTBEYAET HA BCE BOIPOCHI,
akLUEHTHPYs BHMMaHuWe Ha  HaubOosee

Ba)XXHOM. Vmeer AHAJIN3UPOBATD,
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yueHusl 1O JUCHUILIUHE (MOYJII0)

CpaBHMBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETH3UPOBATh U CHUCTEMAaTH3UPOBATh
W3y4YCHHBIH MaTepHual, BBIACISS KIIIOYEBHIC
MOMEHTBl W yCTaHaBIWBas MPUYUHHO-
clencTBeHHble CBA3U. YeTko ¢opmynupyer
OTBETHI, YBEPEHHO HWHTEPIPETUPYET
pe3yabTaThl AHAJIN30B u IpyTHX
WCCIICIOBAaHUHM, a TaKkXKe pelaeT CIOXKHbIC
3agauyd. CTyOeHT XOpOomo 3HaKOM C
METOAAMHU HCCIEJOBAaHUs, HEOOXOIUMBIMU
JUTS TIPAKTUYECKOW JIEATSITBHOCTH, U yMEEeT
CBSI3bIBATH TEOPETUYECKUe aCIIEKTHI
JUCIHUIUTUHBL (MOJyJsl) C MPAaKTHYECKUMHU
3aJjauaMH.

Xopowo

3auTeHo

Xoporo

3auTeHo

Crynent oOnajgaeT 3HAHUSIMUA IIpeaMeTa
MOYTH B TIOJHOM oObeMe pabodeid
mporpaMmsbl 1 CaMOCTOATEIIBHO, JIOTUYCCKU
MOCJIEeIOBATENILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOIIPOCHI, aKLICHTUPYsI BHUMAaHUE Ha
HaunOoJee 3HaUMMBIX MOMeHTax. OH ymeeT
aHAITU3UPOBATH, CPaBHUBATE,
KJIACCU(HUIIMPOBATD, 00001IaTh,
KOHKPETH3UPOBATh M CHUCTEMAaTH3HPOBAThH
W3Y4EHHBIA  MaTepHall, BBIICHSS  €ro
KIIFOUEBbIC ACIICKThI u yCTaHaBJIMBast
MPUYHHHO-CIIC/ICTBCHHBIC CBSI3H.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
HHTEPIPETUPYET PE3YJIbTAThl AHAIHU30B W
JPYTUX WCCICIOBAHUM, a TaKXkKe peraeT
CJIO’KHBIE CUTYyallnOHHBIC 3amaun. CTymeHT
XOPOIIIO 3HAKOM c METOaMHU
HCCIICOBAHU, HEOOXOIUMBIMH JUISE
MPAKTUYCCKOW JICITENBHOCTH, W yMeEeT
CBSI3BIBATh TEOPETHUYECKUE ACTIEKTHI
nmpeamMeTa C MPaKTHICCKUMU 3aJiad4aMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH IPU CAaMOCTOSITEIbHBIX OTBETAX
Y UCTIOJIb3yeT HETOYHEIE (hopMyITupoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIIHOKH,
Kacarorquecst cyTH BompocoB. CTyaeHT
CIOCOOCH peliaTh TOJNBKO CaMbIe MPOCTHIC
3a7a4d U BIIAJEET JIMIIb MHHHUMAIbHBIM
Ha0OPOM METO/IOB UCCIICAOBAHUS.

He cnan

He 3auteno

He cnan

He 3auteno

He cnan

He 3auteno

CrymeHT He OBIafel 00s3aTebHBIM
MHUHUMYMOM 3HaHUH TIO0 TIPEIMETy U HE
MOJKET OTBETUTh Ha BOIPOCHI, JaKE €CIIH
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO TMCHUTUINHE (MOIYJIIO0)

nmpenogaBarciib  3a4acT JOIMOJIHHUTCIILHBIC

HaBOJISIIINE BOTIPOCH.

Hucuummna (Monynb) «MHpopManmonnas 0e30MacHOCTb» OIIEHUBACTCS CIETYIOLIHM
obOpazoM:

AKTHBHOCTDH Bec |KoaunuecTBO Onucanmue

Jomamraue 3aganus | 50% 15 [TucebmMeHHBIE paOOTHI IO TEMAaM HEIETH

(;maboparopHbie

paboThI)

KomnnokBuym 25% 1 YCcTHBIE OTBETHI HA BOMPOCHI, CIUCOK KOTOPBIX U3BECTECH
CTYJEHTY 3apaHee

3auete c onenkoii | 25% 1 ITucemenHas paboTa Haja 3a7aHUEM, HAIPABJICHHBIM
Ha TIPOBEPKY MOJIYICHHBIX 3HAHUN U HABBIKOB 10
JTUCIUTIIIUHE (MOJTYIIIO)

®opmyJia pacyéTa HTOrOBOM OLEHKHU MO AucHuiInHe (Moayaw) «Mudpopmannonnas
0e3omacHocTh»: «0,5 X cpenHee 3a momamaue 3ananus + 0,25x3a komwtokBuym + 0,25 X 3auer ¢
OILICHKOM».

Texymmii KOHTPOJIb ycIeBAeMOCTH 00y4aKOIIUXCS M0 JUCHUILIHHE (MOAYJII0)
IIpuMepHbIe JOMALIHHE 3aJaHUS

Jomamnuee 3ananue no teme «Ilocaencreus arak. O0Hapy:KeHHne U yiaaeHHE»

1. TIpoananu3upyiTe peanbHblii ciaydail kubeparaku (Hanpumep, WannaCry nim NotPetya)
Y ONUIINTE €€ MMOCIEACTBUS A1 OPraHU3aLUH.

2. CocraBbTe aNropuTM JAEHCTBHH 10 OOHAPYXKEHUIO U yaaneHuto BpenoHocHoro 1O nHa
KOMITBIOTEPE.

3. Hccnenyiite coBpeMeHHbIE MHCTPYMEHTHI Jii OOHapyxkeHus BperoHocHoro 10 u
c/ieNaiTe CpaBHUTEIbHYIO TAa0IHIly UX BO3MOKHOCTEH.

4. OnumuTe OCHOBHBIE MPU3HAKY 3apakeHUs! cUCcTeMbI BpeoHOCHBIM [10.

5. Pa3zpaboraiiTe 1uiaH BOCCTaHOBJIEHHUS WH(OPMALMOHHOM CHUCTEMBI IOCIIE YCIIEIIHOM
aTaku.

Jomammnee 3aganue mo reme «MeToabl COUAIBLHON HHKEHEPUH»

1. TloaroroBpTe AOKIAX O NATH Haubosiee pPaclpOCTPaHEHHBIX METOAAX COLMAIBHOM
WHXEHEPHUH C IIPUMEpPaMU.

2. CocraBpTe cleHapuil (UIIMHTOBOrO NHCbMa M OOBSICHHUTE, KaK paclo3HaTh ero
MPU3HAKH.

3. Ilpoananusupyiite pealbHble CIydyau YCHEIIHBIX aTaK C MCIOJIb30BAaHHUEM COLMAIBbHON
WHXEHEPUH U BBIIEIINTE OUIMOKH JKEPTB.

4. PazpaboTaiiTe peKOMEHAINH Il COTPYIHUKOB MO MPEAOTBPALICHNIO aTaK COLUAIBHOM
WHKXEHEpPUH.

5. IlpoBenuTe poONIEBYIO UTPY: OJUH CTYJEHT BBICTYIAET B POJIM 37I0YMBIIUIEHHUKA, IPYron
— NOTEHIMAIBHOMN KEPTBBI, U IPOAHATUZUPYITE PE3yIbTaTHI.
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I[OMaIIIHee 3aJaHue

UTo ucnonbsyem

Java Spring

Spring Security

Keycloak (c PostgreSQL DB)
Docker + Compose

UTto Hapo caenaTthb

PeanuaoeaTe npocToe Beb-npunoxeHne ¢ ucnonb3osaduem Java Spring.
TemaTtvka — Ha Baw Bkyc. TpeboBaHMIiA K KOHTEHTY, xpaHeHuo B B[ n 1.4. HeT.
Y10 fomKHO BbiTk
a. maeHan cTpaHuua (NeHawHr), OCTYNHBIA Dea aBTopu3auwny Bcem (a-ns y
HaC KNAcCHbI CepBUC, perncTpupyiTecs)
b. Crpanuua peructpaumu u noruHa (MoxHo 6pate CTaHAAPTHYIO M3
Keycloak, moxeTe CBOW KpacwByio hopmMy AnNA Hee caenarts)
c. CrpaHuua, koTopan AocTynHa niobomy 3apervcTpupoBaHHOMY
nonk3oBarento (a-Na NUYHLIA KaBUHeT, AaHHLIE KaKWMe-TO NO KNUeHTY 1
T.A.)
d. Crpanuua, kotopan gomkHa GbiTe AOCTYNHA TONBKO aAMUHUCTPATOPY
(a-nA Kakaa-To agMUHKa)

2. MNoaknwunTe Spring Security 1 Noapy»kuTb aTo ¢ Keycloak. HacTpouTs
ABTOPM3aUMI0 U ayTeHTURMKALMIO, HACTPOWUTE ponK “user” 1 “admin”

3. BanakoeaTtk npunoxeHwe B docker compose. MNaeHoe TpebosaHue — npw
npoeepke [omkHo BeiTe gocTaTtodHo caenate docker compose up M BCe J0MKHO
paborate

4. lMokaaaTk KNUEHTCKWA NYTe W NPOAEMOHCTPUPOBATE CO CKPUHLLIOTaMK B

README pernwctpauwio, Bxod, HasHadeHuwe emy B Keycloak ponwu

agMUHWCTpaTopa (W Kak MeHAETCA BED-NPUNOKeHWe NpW 3TOM OeACTBMM ANA

Hero)

B sawem npunoxeHnn aomkHa beliTe HacTpoeHa 3awmurta ot CSRF

B sawem npunoxeHnn aonmkHel beite HacTpoedsl CORS Policy

CpenaiTte Tak, 4tobbl B BAWE NPUNOXKEHWE MOXKHO BbINO NonaaaTk TONLKO Yepes

NGINX. Pekomernayto aenate no DNS zanucam tak: «example.com» — sawe

npunoxedue, a «api.example.com» — sawe APl gna Hero. Jo6asuTe Takne

sanncK npu oteyTeTBMKM DNS cepeepa moxHo Yyepes /etc/hosts 8 UNIX-like
cucTemax

8. Hactpoite Ha NGINX Gazoebiit MTLS. Beinyctute cBoil CA ANA KNWMEHTOB W
HacTpoWTe ero Tak, YTobbl ecnu K Bam obpawanuce Ges ceptudmkara, To
nony4anu 6l owunbky 403 (paboTaloWwmKin npumep -
https://smallstep.com/hello-mtls/doc/server/nginx)

9. MNpwW noMoLUKM NEPEMEHHON $s5s51 client s dn oTpa3auTe B NGINX norax
log format DN ceptudmkara.

10.BbInycTUTE KNWEHTCKWIA cepTudnKaT, ycTaHoBuTe B cucTemy CA Ana aoeepua u

KNWMEHTCKWIA cepTudmkar. MpoaeMoHCTpUpYyiTe, Y4To Npn paboTte ¢ Bpayaepom He

BO3HWMKaeT owmBok camonognucadHoro ceptndukara. MpoeepsTe, YTo B NOMK

NGINX nonana 3anuck O BallMX NOXOXOAEHWAX

-

Howm

Kak npegocTaBuTb pe3ynbTathbl

o PenoawTtopuid ¢ KoaoM cepeuca Ha Git
o B penoautopun OBA3ATENBHO ponxeH BbiTe oT4eT. B otyere OBA3ATENBHO
[OMKHb! BbITh KAPTUHKKM C AEMOHCTpaLUen (hyHKLUMOHANEHOCTH

OJEeKTPOHHBIN JIOKYMEHT



IIpumepHbIe BONPOCHI 111 NOATOTOBKH K CEMUHapaMm

Bonpocs! k cemunapy no teme «Kourpoab gocryna. MOHUTOPHHT JAHHBIX»

1. Kakue oCHOBHBIC MOJIETTH KOHTPOJIS TOCTYIA CYIIECTBYIOT U B UYeM UX OTJINYHMS (HApuMep,
DAC, MAC, RBAC)?

2.Kakue Mmeronpl ayTeHTU(GHKAIUU W aBTOPU3AIMU NPUMEHSIOTCS IS 00ecHedYeHus
KOHTpOJIsL tocTyna?

3. KakoBbl OCHOBHBIE 337]a4l U METOJIbl MOHUTOPHHTIA TAHHBIX B KOPIIOPATUBHOM ceTH?

4.Kakpue  MHCTPYMEHTBI W  TEXHOJOTMHM  HCHOJB3YIOTCA i OOHapyKeHUs
HECAaHKIIMOHUPOBAHHOTO JOCTYTIa?

5.KakoBbl OCHOBHBIE MTPUHIUIIBI IOCTPOCHUS MOJUTHKH KOHTPOJIS JOCTYNAa U MOHUTOPHUHTA
JUTS 3aIUTHl HHpOpMauu?

IIpumepHBbIe BOPOCHI VI KOJUIOKBHYMA

KosutokBuym 1o reme «BpeaoHocHoe nmporpaMMHoe odecrniedyeHue»

1. Ilepeuncaure U KpaTKO OXapaKTEPU3yWTE€ OCHOBHBIE BUJABl BPEJOHOCHOTO
MPOrPaMMHOTO OOECTIeUeHUsI.

2. OnummuTe pacrpocTpaHEHHBIE METOIBI 3aPAKEHHSI KOMIIBIOTEPOB BpetoHOCHBIM [10.

3. Ilpoananu3upyiite mocaeACTBHS aTaky TUIIA ransomware JJisi OpraHu3aIim.

4. Kakue npu3HaKky yKa3blBalOT Ha 3apayKEHUE CUCTEMbI BUPYCOM?

5. Onumure OCHOBHBIE STambl Mpolecca OOHAPYKEHHsS] W YAaleHUS BPEJOHOCHBIX
IIPOrPaMM.

6. Kaxkue cymiecTByrOT METO/IBI 3aIIUTHI OT BUPYCOB Ha YPOBHE MOJIb30BATENsA?

7. Pacckaxure o ponu anTuBupycHOro 110 u ero oCHOBHbBIX (PYHKLIHSAX.

8. IIpuBenute mpumep peaabHOM aTaky ¢ UCHOIb30BaHUEM BpeoHocHOTo I10 u onuimre
€€ MOCIeACTBUS.

9. OObsacHUTE, Kak paboTaeT IBPUCTUUECKUN aHATIM3 B aHTUBUPYCHBIX MPOrpaMMax.

10. PazpaboraiiTe anroput™m AEHCTBHIA NpU TOJO3PEHUH Ha 3apa)kKeHHE KOMIIbIOTEepa
BpenoHocHbIM [10.

KosnokBuym no reme « Kpunrorpapuueckasi 3amura nHpopmManus»

1. OO®bsacHUTE pa3HUILY MEX]y CAMMETPHUUYHBIM U aCHMMETPUUYHBIM U (POBAHUEM.

2. HazoBuTe M KpaTKO OXapakTepU3yWTE€ OCHOBHBIE AITOPUTMBI CHMMETPUYHOTO
mudpoBaHus.

3. Pacckaxwure o mpuHIMIax padoTs! anroputma RSA.

4. Yro Takoe 1uQppoBas HOAMHUCH U KaK OHA 00€CIIEUNBAET 1IEIOCTHOCTh U AyTeHTUYHOCTb
JTAHHBIX?

5. Onumurte mpouecc ayTeHTU(UKAMM  [OJIb30BaTeNeil ¢ MCIOJIb30BaHHEM
KpUNTOrpaprUuecKux METOOB.

6. Kakue cymecTByroT METO/Ibl YIIPAaBICHHS KPUITOTpaQUUECKUMH KITFoUaMu?

7. llpuBenute mnpuMep NpuUMEHEHUS IUPPOBBIX cepTU(PUKATOB B HUHPPACTPYKTYpE
oTKphIThIX Kitouel (PKI).

8. OObscHUTE, KaKk padOTaeT ajJrOPUTM XEHIMPOBAHUS U €0 POJIb B HH()OPMAITMOHHOMN
0€30MaCHOCTH.

9. OnummuTe yrpo3bl, CBI3aHHBIEC C HEMTPABUIIHLHBIM YIIPABICHUEM KITFOUaMH.

10. Pazpaboraiite cxemy oOMeHa 3amIM(ppOBAHHBIMH COOOLICHUSIMH MEXIY JABYMS
MOJIb30BATENSIMH C UCIIOJIb30BAHUEM aCUMMETPUYHOTO MIH(PPOBAHUS.

KosutokBuym no teme «TecTupoBanne HAa NPOHUKHOBEHUE H AYIUT 0€30MaCHOCTH»
1. OnummTe OCHOBHBIE 3TAIlbI MPOBEICHUS TECTUPOBAHUS HA IPOHUKHOBEHUE.
2. B d4em paznuuus MeXIy BHEIIHUM U BHYTPEHHUM IEHTECTUHTOM?
3. Kakue mMHCTpYMEHTBI HCMOIB3YIOTCS UIsI CKaHUpOBaHMs ys3BuUMocTen? I[IpuBenure
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MIPUMEPBL.

4. Kak npoBoauTCs aHaIU3 yA3BUMOCTEN U OLIEHKAa UX KPUTUYHOCTU?

5. Pacckaxurte 0 METOaX IKCIUTyaTallMH YSI3BUMOCTEH B paMKax MEHTECTUHTA.

6. Kakue TpeOoBaHHMS TPEABABISAIOTCS K OTYETY IO pe3yjibTaTaM TECTHPOBAHUS Ha
MIPOHUKHOBEHHE?

7. IlpuBenute mpuMepbl pEKOMEHAANNHN 110 YCTPAaHEHUIO OOHAPYKEHHBIX YSI3BUMOCTEHA.

8. Kak o0ecneunBaercsi COOTBETCTBHE TpPEOOBAHMUSIM CTaHAAPTOB OE30MAaCHOCTH
(manpumep, ISO 27001) B xone aynura?

9. OnuuuTe posib aBBTOMATU3UPOBAHHBIX M PYYHBIX METOJIOB B IEHTECTHHTE.

10. Pa3paoraiiTe TUTaH IPOBEJCHUS ayAUTa OE30MACHOCTH ISl MAJIOW OpraHU3aIiu.

3aganus AJ151 IPOMEKYTOUYHOM ATTECTANUM 110 JUCHHUILIMHE (MOTYJII0)

Ne n/m 3ananue OtBer Kommnerenuus
1 VYkaxkute MeTol1 aHanu3a BpeaoHocuoro [10. Curnarypa /signature, VK-1
pattern
2 VKaKHTE CHHTE3 TaHHBIX O QUITHMHTOBBIX atakax. | ColmanbHas HHXeHepust / YK-1
social engineering,
manipulation
3 VYkakuTe MpakKTUIECKUH OTIBIT C HHCTPYMEHTOM Wireshark / wireshark, YK-1
ayaWra. sniffer
4 YKaXUTe KOHICTIIHIO TUCKPETHON MaTEMaTHKH B Moyis / modulus, OIIK-1
mHupoBaHNH. OCTaTOK
5 VKaKHTE MPUMCHEHHUE CTATUCTUKH B OI[CHKE BepositHocTs /probability, OIIK-1
PHCKOB. likelihood
6 VYkakuTte MpakTUIeCKUH ONBIT MOJICIIMPOBAHHUS I'pacd / graph, network OIIK-1
MHIIU/ICHTOB.
7 VYxkaxurte 0a30BbIii MaTeMaTHYESCKHI ammapar Juist Auroput™ / algorithm, OIIK-4
AJITOPUTMOB HIM(PPOBAHHMS. cipher
8 VYKaKuTe yMEHHE IPHMEHSTh aliapar B PKI/pki, infrastructure OIIK-4
YIPaBJICHUH KIIOYaMH.
9 VYkaxuTe onbIT peanu3anuu anropurma B DLP. Ounetp / filter, rule OIIK-4
10 VKakUTe OIBIT OLIEHKHA Ka4eCTBA CETEBOU IDS / ids, detector OIIK-4
3aIIUTEHL.
11 VYKa¥uTe anropuT™ JUIsi MOHUTOPHHTA SIEM /siem, system OIIK-6
MHIIUJICHTOB.
12 Vkaxkute ymeHue pazpadateiBath nporpammy st | Ckpunr / script, exploit OIIK-6
TECTUPOBAHMS IPOHHUKHOBEHHSL.
13 Ykaxxute yMeHUE NPUMEHSITh KOJI B Aptomartusanus / OIIK-6
pearupoBaHUM HA YTEUKU. automation, response
14 VKaKHUTE OIBIT BU3yaIU3alMH YIPO3 B CHCTEME. Ham6opx / dashboard, OIIK-6
panel
15 VYKaXuTe ONbIT CUMYJIALINN BOCCTAaHOBJIEHUS bokan /backup, restore OIIK-6
JIAHHBIX.
16 VKakuTe METO MOJICTUPOBAHIS YTPO3. Mogens / model, I1K-3
framework
17 YKaxuTe yMEHHE IPUMEHATh MOJEIb B Crparerus /strategy, plan [K-3
TUIAHUPOBAHUH 3AIIUTHL
18 YKaXuTe YMEHHE MOJICIIMPOBATD ayIUT Amnanms / analysis, IK-3
0e30IacHOCTH. assessment
19 YKaXUTe ONBIT pean3aiuy MOJCIH JJIs I1SO /iso, standard TIK-3
CTaH/IapTOB.
20 VKakHTe OMBIT pacyéra GIOMKETa IS Orenka / estimation, cost I1K-3
KOMIUICKCHOM 3aIlUTHI.
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