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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma aucuurimHbl (Moaynsi) «besomacHocTh  Web-TipuUIoKeHUI»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BEICIIEr0 oOpa3oBaHmsi — OakamaBpuar 1o crernuanbHOcTH 38.03.05 busnec-undopmaruka,
npoduns busHec-aHamUMTHKA, yTBEPKIEHHBIM MpHKa3oM MHHHCTEPCTBA HAYKH W BBICIIETO
obpazoBanus Poccuiickoit @eaepannu Ne 8§38 ot 29.07.2020 rona.

Uzyuenue nucuuminael (Moayins) «bezonacHocts Web-nipunoskeHuit» BaKHO 7S 3aLUTHI
JAHHBIX TOJB30BATENIC ¥ MPEAOTBpAIlleHUsT KuOeparak, KOTOpPhIE MOTYT TMPHUBECTH K
(buHAHCOBBIM MOTEPSIM U yTpaTe AOBEPHUsS. ITO MO3BOJIAET pa3paboTUMKaM CO3/1aBaTh HAJEKHbBIE
¥ YCTOWYUBBIC K Yrpo3aM IPUIIOKEHUs, oOecrieunBas 0€30MacHOCTh U CTAaOUIBLHOCTE PabOTHI B
UHTEpPHETE.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosimass muctumnuba (MOIynib) BKIOUYEHA B y4eOHBIC IUIAHBI 1O MpPOrpaMmam
MOATOTOBKM OakanaBpuaTta 1o HampasieHuto 38.03.05 busnec-undopmaruka, npoduas busznec-
aHAJUTUKA U BXOAUT B BapuaTUBHYIO 4YacTh bioka 1, dQopMupyemyr ydacTHUKaMU
00pa3oBaTebHBIX OTHOIICHUH.

Jucnuniuza (MOAYIb) SBIsS€TCS BEIOOPHOM U JOCTYIHA /Ui U3y4eHus Ha 2, 3 unu 4 Kypce
B 4,5, 6,7, 8 cemecTpax Ha BHIOOP.

Heap u3yyeHuss TUCHUILUIMHBI (MOAYJIsI): OCBOCHHE METOJIOB M IPAKTUK 3alUThl BEO-
HOPUIOKEHUH OT Pa3IMYHbIX YIPO3 U YS3BUMOCTEH JUIsl o0ecrieyeHns UX HaIe)KHOU U Oe30macHoi
paboThI.

3agaum M3y4eHus AUCHUILIMHBI (MOYJIs1):

— H3Y4YUTbh OCHOBHBIE YTPO3bI U YSI3BUMOCTH BeO-TipuitokeHui, Bkmouass OWASP Top 10
(takue kak uHbeKUIUH, XSS U CSRF), a Taxke MeXaHW3MbI UX SKCIUTyaTallud U BBISBICHUS C
MCIIOJIb30BaHNEM MHCTPYMEHTOB aHAIN3a;

— TMpPaKTUYECKHWE METOJbl 3allMUThl, BKJIIOYas ayTeHTHU(UKALHUIO, aBTOPU3ALUIO,
mudpoBaHue JaHHBIX, 0€30MaCHYIO Pa3pabOTKy K0/1a ¥ KOH(UTYpAIUIO CEPBEPOB, C aKIIEHTOM Ha
¢peiimBopku Bpoae Django, Spring nnu React;

— Ppa3BUTh HaBBIKU MPOBEJIEHUS MEHTECTOB, ayJuTa OE30MMACHOCTH U pearupoBaHMs Ha
UHIMJEHTBI, BKJIIOYas CO3JaHHE IOJMTUK OE€30MacHOCTH M WHTETPaldi0 HHCTPYMEHTOB
MOHMTOPHHTIA /11 MUHUMH3AI[UN PUCKOB B PEAJIbHBIX MPOEKTaX.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOIYJIs1) 00y4arOIMiiCsl T0JIZKEeH:

3HaAmMb:

— TUIOBbIE MPOOIEMBbI OE30MACHOCTH MPUIIOKEHUH;

— cnocoObl peAoTBpalleHus: IpodiieM ¢ 0€30MacHOCTHIO;

ymembw:

— HCNOJIb30BaThb MHCTPYMEHTBI, IPUMEHSEMBIE JUIsl KCIUTyaTalluy ySI3BUMOCTEH;

— aHAIM3HUPOBATh IPUYHMHBI BOSHUKHOBEHHUS YSI3BUMOCTEH;

enademp:

— HaBBIKOM IIPOBEJEHUS TECTUPOBAHUS 3AIUIICHHOCTH W eb-TIpHII0KEeHUH;

— HaBBIKOM NpoBeJieHHs ayauTa kojga Web-npuioskeHuii Ha mpeaMeT 0e30MacHOCTH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON paboThl 00YyYaIOLIMXCS € eJarorn4ecKuMHU
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuusi | Conep:kanne KOMIeTeHIHH Nuauxkarop IlepeyeHpb MIAHMPYEMBIX
KOMIeTEeHIIH U pe3yJbTaTOB 00y4YeHHs 10
JUcHUIIMHE (MOTYJIIO)
VK-1. Crioco0eH oCyIIeCTBIIATh VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIN3a
MTOMCK, KPUTHICCKUI aHAIH3 U nH(pOopMaIuu B 001aCTH
cuHTe3 nH(popManuy, aQHAUTHUKHA, OCHOBHBIE TIPUHITHITHI
MPUMEHSTH CHCTEMHBIH KPUTUYECKOHN OLIEHKH HCTOYHHUKOB
MOJIXOJT IS pEIIeHNUs nHGOPMAITUH U UX PENIEBAHTHOCTH.
MOCTaBJICHHBIX 33729 VK-1.2. YMeeT KpUTHIEeCKH OIICHUBATh
WUCTOYHUKHU HH(OpMALINHU U
CHUHTE3UPOBATh JaHHBIC U3
Pa3IMYHBIX HCTOYHUKOB JIJIS
pelIeHus 3a1a4, IpUMEHSTh
CUCTEMHBIH MOIXO/ K aHAJIM3Y H
PEIICHHI0 KOMIUIEKCHBIX IPo0IeM
YVK-1.3. NmeeT npakTudeckuii ombIT paboThI
C COBPEMEHHBIMU MHCTPYMEHTaMHU
Y TEXHOJIOTUSIMH AJ1s1 00paboTKH
nHpopMaIuu, GOpMyINPOBAHUH H
CTPYKTypUPOBAaHHUHY 3a/1a4 Ha
OCHOBE TMOJTY4YeHHOH MH(OopMauu
OIIK-2. Crioco0OeH NMpOBOANUTH OIIK-2.1. 3HaeT OCHOBHBIE TEHAEHIINHA U
WCCIIeIOBAaHNE U aHAIH3 XapaKTEePUCTUKH PHIHKA
pBIHKA HHPOPMAIIMOHHBIX WHPOPMAITMOHHBIX CHCTEM U
CUCTEM B UHPOPMAIIIOHHO- UHPOPMAITHOHHO-
KOMMYHUKAIIMOHHBIX KOMMYHUKAIIMOHHBIX TEXHOJIOTUH
TEXHOJIOTHiA, BEIOUPAThH OIIK-2.2. YMeeTr mpoBOJUTE UCCIIEIOBAHUE U
panroHa bHbIC PEIICHUS JUIs aHaJu3 PEIHOYHOU MH(pOpMAIIUU
yHpaBiIeHus OM3HECOM JUTSL OLIEHKH MOTpeOHOCTel On3Heca
1 BBIOOpA ONTUMAITBHBIX PEHICHUN
OIIK-2.3. NmeeT npakTUYECKHI OTIBIT B
pa3paboTKe U BHEIPEHUHU
CTpaTeruii yrnpasieHus ON3HECOM
Ha OCHOBE aHaJM3a PhIHKA
WHPOPMAITMOHHBIX TEXHOJIOTUH
IK-2. Cnocob6eH HCIonh30BaTh IK-2.1. 3HaeT OCHOBHBIE MATEMAaTHUUCCKHE
COOTBETCTBYIOIINI METOABI U HHCTPYMEHTAJIbHbIE
MaTeMaTHYECKHH anmapar v CpeICTBa, IPUMEHSIEMbIE IS
MHCTPYMEHTAJIbHBIE CPEACTBA 00paboOTKH ¥ aHaK3a HHPOPMAIUH
Ut 00pabOTKH, aHATTU3a 1 IK-2.2. Ymeer 3pPeKTUBHO UCTIONB30BATh
cUCcTeMaTH3aluyi HHPOPMALTUH MaTEeMaTHYECKUH armapar Jjis
M0 TeMe UCCIIeIOBaHUS JUIs CUCTEMaTH3alluK JJAHHBIX U
peleHus 3a1aq pemenus npodeccroHamIbHBIX
npodeccuoHaNbHON 3aga4y
JEATCIIBHOCTH [1K-2.3. HmeeTt npakTHUECKHUHA OTBIT pabOTHI
C MHCTPYMEHTAaMH aHaJN3a
nH(pOpMAITIHU B paMKax
MCCIIEIOBATENBCKUX MTPOEKTOB
[K-3. Crioco0eH roToBUTh Hay4YHO- IK-3.1. 3HaeT TpeOOBaHMS U CTAHAAPTHI

TCXHUYCCKHUEC OTYCTHI,

odopMIIeHUSI HAYYHO-TEXHIUUECKHAX
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MIPE3EHTALINH, HAyYHbIE
MyOJIMKaIMK IO Pe3ysibTaTaM

OTYETOB, IPE3CHTAIIUH U
TyOJTUK AT

BBITIOJIHEHHBIX UCCIICTOBAHUN I1K-3.2. YMeeT CTpyKTypUpOBaTh U
MPEACTABIATH Pe3yIbTaThI
HCCIIEOBAHNN B AICHOU U
JIOCTYITHO# hopMme
[K-3.3. NmeeT npakTU4ecKuit OTBIT
MOJTrOTOBKU M MyOIUKAIMN
HAYYHBIX MaTEPUAJIOB,
OTPaKAIOIINX PE3YIbTATHI
BBIMOJIHEHHBIX MCCIEAOBAHUN
[1K-8 CriocobeH o pyKOBOJICTBOM IK-8.1. 3HaeT NPUHIUIBI U CTAHAAPTHI
CICIUAINCTA OOJIee BRICOKOM yIpaBJIcHHs TPOSKTAMHU
KaTeropuu OCYIIECTBISATh I1K-8.2. Ywmeer pa3pabaTsIBaTh IIAHBI U
TUTaHUPOBAHUE U OpraHU30BBIBATh MIPOCKTHYIO
OpraHU3aIHI0 IPOCKTHON JIESITETIbHOCTh B COOTBETCTBUU C
JIeSITETIbHOCTH Ha OCHOBE YCTaHOBJICHHBIMHU CTaHIaPTaMH
CTaH[IAPTOB YIIPaBJICHUS I1K-8.3. Nmeet mpakTUYECKUN OTIBIT

MPOCKTaMH

yuacTusi B MPOEKTHOH pabore,
BKJIIOYAs! [UIAHUPOBAHUE
KOOPJIMHAIIMIO 33/1a4
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HanmeHoBaHnue Ounas gpopma
pa3jaena IMCHUIITHHBI KonrakTHas padora T}( y
(Moys1) Texcmun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Kpunrorpadus u 6 4 2 26 Ketic
3aIATa JAHHBIX Komnoksuym
2 BbesonacuocTh Linux 6 4 2 26 Ketic
Konnoksuym
3 BesomacHocTh BeO- 6 4 2 26 Keiic
MPUITOKEHUN KosokBuym
4 Ypasienue 6 4 2 26 Keiic
unaeHTuuKkanuen u Kommoksuym
noctymoMm (IAM)
5 YmpaBneHue cekpeTamu 6 4 26 Komnmoxsruym
1 KOHTEHHEepHas IIpoexr
0e30macHOCTh
3auem ¢ oueHKoIl 2
Hmozo: 30 20 10 130
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Ooucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxxaHue ITMCUUILTHHBI (MOTYJIs)
Nen/m | HammeHoBaHue pazgesia Conepxanue TUCHUNIHHBI (MOYJIs1) IO TeMaM
AUCHUNJINHBI (MOLYJIs1)
1 Kpunrorpadus u 3ammra OcHoBsl kpuntorpadun. ['eHeparop nceBaocydaiiHbIx ancen. Meto

JaHHBIX

oueHku 3¢ dextuBHocTr ['TICH. Cetp Detictens. Xomm. Komumsuu xamieit u
panyxxHbie Tabnuibl. braounsie mmgpel. AES kak npumep 6104HOTO MIMdpa.
AccumerpruHoe mudpoBaHue U nupoBas moanuch. Anroput™m RSA,
Diffie-Helman. IludpoBanne Ha SUITMITHISCKUX KPUBBIX.

2 besonacnocts Linux VYnpasnenue goctynom B Linux. [Tons3oBarenn u ux npasa. DAC mozens,
ACL. PAM kak cpeacTBO aBTOpH3amuu B cuctemy. Mexauusm TOTP.
Hactpoiika ayaura. M3omsamus B Linux. CGroups, Namespaces, Capabilities.
Bbunaphsbie ys3BuMocTH U 3KcIutyaranus libc. bezomacHOCTb ceTeBoro creka
Linux. UnTepdeiicel, TyHrenw, firewall, Teopust PKI u paGoTst
cepTuuKaToB
3 BesonacHocts BeO- Teopus u nmpaktrka Web ys3sumocteid. SQL injection, CSRF, path traversial,
MPUIOXKEHUN XSS. Teopus u npaktuka Web ysssumocreit. RCE, LFI, SSTI, IDOR, SSRF,
DoS u Race Conditions. Ckanepbl 6€3011acCHOCTH;
4 VYnpasnenue [MpoTokon apropu3anuy 1 ayreHTU(UKAMH. PaccMaTpriBaeM BapUaHThI HA
uaeHTHUKaIue u ocnose LDAP u KeyCloak. OIDC u OpenlD. Spring Security
noctynoM (IAM)
5 Vnpasnenue cekperamu U | MHppacTpykTypa XxpaneHus cekperos. Vault. OCHOBBI KOHTEHHEPHO
KOHTEHHEepHas 6e3omacHoctu. Container Escapes
6€e30MacHOCTh
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. be3onacHocTh BeO-mnpuioxxkeHuii. Pa3Benka, 3ammura, Hamagenue - CII6:ITutep, 2022:
ISBN. - Tekcr : anextponnsiit. - URL: https://znanium.com/catalog/product/2125433.

2. SIBopcku, II. JloBymka mnsi OaroB. IloneBoe pyKOBOACTBO TO BeO-XaKUHTY
npakTuaeckoe pykoBoactBo / I1. SIBopcku. - Cankt-IlerepOypr : [Tutep, 2020. - 272 c. - (Cepus
«bubmmoteka mporpammuctay). - ISBN 978-5-4461-1708-6. - Tekcrt : amekrpoHHsiiil. - URL:
https://znanium.com/catalog/product/1733750.

3. Paiic, JI. be3omacHOCTh KOHTEiiHEpoB. @DyHIaMEHTAIbHBIA MMOAXOA K 3allUTe
KOHTeWHepu3upoBaHHBIX npuioxenuit / JI. Paiic. - Cankt-IlerepOypr : [Tutep, 2021. - 224 c. -
ISBN 978-5-4461-1850-2. - Tekct : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2140361.

4. Tpesont, [I. 3ammra U ykpemieHrne Linux : MpakKTHYECKOE PYKOBOJCTBO IO 3alTUTE
cucreMsl Linux ot kubeparak / JI. TpeBont ; nep. ¢ anra. A. A. Ciouakuaa. — Mocksa : JIMK
[Mpecc, 2023. - 620 c. — ISBN 978-5-93700-220-4. - Tekct : amektpoHHBIH. - URL:
https://znanium.ru/catalog/product/2204246.

5. IlomyskroBa H. P. PaspabGorka BeO-mpuiokeHuil : yueOHMK Juia By3oB / H. P.
[TomyakToBa. — 2-¢ m3n. — Mocksa : M3marensctBo Opaiit, 2025. — 204 c. — (Bricmiee
oOpazoBanue). — ISBN 978-5-534-18645-1. — TekcT : anekTpoHHBIN // OOpa3zoBarenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/567610.

6. Ty3oBckuit A. @. IIpoekTupoBaHue u pa3paboTka web-NpUIOKEHUH : y4eOHHUK Is
By30B / A. @. Ty3oBckuil. — Mocksa : U3aarensctBo FOpaiit, 2025. — 219 c. — (Boicuiee
oOpazoBanue). — ISBN 978-5-534-16300-1. — TexkcT : anekTpoHHBbIN // OOpa3zoBaTenbHas
wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561176.

Jononnumensuan numepamypa:
1. Criconerun E. I Pa3paboTka MHTepHET-NpUWIOKEHHUH : yuyeOHuk s By3oB / E. T

Ceiconerun, C. JI. PoctynueB ; mox Hayunou pepakiuein JI. I'. Jlopocunckoro. — Mocksa :
UznarensctBo FOpaiit, 2025. — 80 c¢. — (Bsicmiee oOpa3oBanue). — ISBN 978-5-534-17124-2.
— Tekcr : onexktponHbii // OOpaszoBatenbHas mnatdopma HOpait [caiit]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3pabotku B asp. Net web forms : yueOnuk mis By3os / C. T. I'ynsesa, B. B.
Muponos, H. O. Korenuna, 1. U. JlaBpem. — Mocksa : U3narensctBo FOpaiit, 2025. — 134 c.
— (Beicmiee oOpaszoBanme). — ISBN 978-5-534-19885-0. — Tekct : ameKTpoHHBIH //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.

6. MarepuajbHO-TEXHHYECKOE o0ecreueHne

VYHUBEpCUTET pacmojaracT MaTepHaIbHO-TEXHUYECKOH 0a30if, COOTBETCTBYIOLICH
JEMCTBYIOIMM MTPOTHBOIIOKAPHBIM IPAaBUJIaM U HOPMaM U 00ecleYMBaIOLICH IPOBEIEHUE BCEX
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BUJOB JHUCIUIUIMHAPHOW ¥ MEXIUCIHUILUTMHAPHON TTOATOTOBKH, IMPAKTHYECKOW M HAy4YHO-
UCCIIEIOBATEILCKON PabOT 00yJarOMUXCsl, MPEAYCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomMernieHus1, KOTOPBIE MPEICTABIISIOT CO00M yUeOHbBIE ayUTOPUH IJIsl TPOBEICHUS 3aHSATHIA
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WH/IMBUYAJIbHBIX KOHCYJIBTAIUI, TEKYIIEro KOHTPOJIS M TIPOMEXYTOYHON aTTECTAIluH, a TAKKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
o0CITy>)xuBaHus yueOHOTO 000pynoBanus. [loMeleHns] YKOMIUIEKTOBaHbI CIICIIUATN3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

Wzydenune qucuurinHbl (MOIyst) oOecrieuuBaeTcs B y4eOHBIX ayIUTOPHSX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYECKHMHU KaIbKYJISITOPAMHU;

—  CHEINHUaATU3UPOBAHHBIM 000PYIOBAaHUEM, BKIIOYAs IEMOHCTPAIMOHHOE 000pY/IOBaHUE.

[Tomernienus 17151 CaMOCTOSTENHLHOM paOOThI 00yUYaIOIIUXCS, B TOM YHCJIE PUCITOCOOTIEHHBIE
JUIL WCIIOJIb30BAHUSI WHBAJIMAAMHU M JIUIIAMUA C OTPAaHUYCHHBIMH BO3MOXXHOCTSMHU 3]I0POBBS,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
oOecrieyeHHEM  JIOCTyNa B  3JCKTPOHHYK)  WH(POPMAIMOHHO-00pPA30BATEIbHYIO  CPEIy
YHuBepcurera.

OOyuJaronmMest TPEIOCTAaBIsIeTCS JOCTYN (B TOM 4YHCIIE YIAleHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCJIC AJIGKTPOHHBIM OHUOJIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM MPOQECCHOHAIBHBIM 0a3zam
JTAHHBIX ¥ HHOOPMAIIMOHHBIM CIIPABOYHBIM CUCTEMAaM):

Ne HaumeHnoBanue nmoprajia Ccblika
(u31aHus, Kypca, IOKYMEHTA)
1. Hayunas snextponnas oubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OubIMoTeKa
2. | basza manneix g I T-crienuaancTos https://habr.com
3. | Basa mannbix ScienceDirect https://www.sciencedirect.com
4. | OdurnmansHeli caiT MUHUCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbubiii mopran «Poccuiickoe oopasosanue” | https://www.edu.ru/

6. Wudopmarmonnas cucrema "Enunoe okHO noctyna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. | Enunas xomnekiums nudpoBbix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | denepanpHbIi HeHTP HHPOPMALIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr MHOPMALIMOHHBIX TEXHOJOTHM, HCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa3oBaTeNLHOTO MpoIiecca 10 TUCIUILIMHE (MOAYII0), B TOM YHCIIEe KOMIUIEKT JIMIEH3HOHHOTO
IPOrpaMMHOr0  OOecrieyeHusl, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMALIMOHHBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanmne 110 IIponsBoacTBO JInnen3nonnoe / cB000HO

pacnpocrpansieMmoe

Onepauuonnble CUCTEMBbI:

Microsoft Imagine (Windows Client, Server) | sapy6exnoe | nmiensnonsoe

BpaysepsI:

Sunekc.bpaysep OTEYECTBEHHOE | CBOOOJHO PacIpoCTpaHsIeMOe

Google Chrome 3apy0exKHOe cBOOOJHO pacIpOCTpaHIEMOE

Od¢ucHble NpUIOKEHNS

Microsoft Imagine (Visio, OneNote) | sapyGesxuoe | muuensHoHHOE
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TeXstudio 3apyOekHOE cBOOOJ/IHO pacnpocTpaHsIeMOe

Adobe Acrobat Reader 3apy0eIKHOE CBOOOJHO pacIpoCTpaHIEMOE
IIporpammHoe o0ecneyeHne Jisl IVIAHUPOBAHHUSI M Y4eTa BPeMEHH:

Toggle app | sapyGesxuoe | cBOGOHO pacmpocTpaHseMoe
CucreMbl ynpapJjeHHsI TPOEeKTAMM:

Microsoft Imagine (Project) | sapyGexmnoe | nuuensuonHoe

Cucrtembl ynpapjeHusi 6a3aMu TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHOE

Cucrtembl peseppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | 3apy6erxHoe | nuiensuonHOE
CnipaBo4YHO-NIPaBOBbIE CHCTEMBbI:

Koncynbrantllinroc: cripaBoYHO-TIpaBOBast OTEYECTBEHHOE | JIMICH3HOHHOE

cucTeMa

CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security amst 6usneca OTEUECTBEHHOE | JIMIICH3MOHHOE

Crammaprasni Russian Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apy0exHoe CBOOOJIHO pacpoCTpaHsIeMoe
Bash (Unix shell) 3apyOeKHOE CcBOOOJIHO pacnpocTpaHsIeMOe
Anaconda 3apyOexHoe cBOOOHO pacmpocTpaHsieMoe
Robotic Operating System 3apy0eKHOE CcBOOOJHO pacIpOCTPAHIEMOE
CopelliaSim 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe CBOOOIHO pacpOCTPaHIEMOe
IMakeThl MPOrPaAMMHBIX CPEICTB H OHOINOTEK:

AutoPsy 3apyOexHoe cBOOOHO pacmpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0eKHOE CcBOOOJHO pacIpOCTPAHIEMOE
Cucrtembl ynpapjeHusi onéanorpaguyeckoii HHGopmManueii:

Zotero | 3apyOexKHOE | CBOOOJTHO pacIpoCTpaHsIeMOe
CepBHCHI B CITYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJibl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpouecce u3ydenus nucuuiuiHbl (Moxynsi) «besomacHocts Web-npuiioxkeHuin» B
paMKax TEKYyILIEro KOHTPOJs yCIEBAeMOCTH HMCIIOJB3YIOTCS Takhe BHUbI y4eOHOW paboThl, Kak
JIEKIIH, CEMUHAPBI, KOJUIOKBUYMBI, KEMCBI, MPOEKT, a TAK)KE Pa3IMUHbIE BUJIbI CAMOCTOSATEIbHON
paboThl OOydJaroIMXcs MO 33JaHUI0 IpErojaBaTelis, HalpaBleHHbIE Ha pPa3BUTHE HaBBIKOB
npohecCHOHANBbHOM JIEKCUKH, 3aKpeIIeHue MPaKTUYeCKUuX Mpo(ecCHOHATBHBIX KOMIIETEHIUH,
MOOUIPEHNE UHULINATHB.

Jlekyuss — cHUCTEMAaTHYECKO€, IMOCIEOBAaTEIbHOE, MOHOJOTHYECKOE H3JIOKECHHUE
npernojiaBaTesaeM yueOHOro Marepuana, Kak paBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYeTCS BECTH KOHCIEKT JIEKIHI: KpPaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE HJEH, BHIBOJBI M OOOOIIECHUS JIEKIMH; BBLACIATH Ba)KHBIE MBICIH,
KJIFOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI WM MAaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HAMTU OTBETHI B pEKOMEHJ0BaHHOU nuTepatype. Ecimu
pa3oOpaTbcsi B Marepuane He yIaaercs, cieayeT chopMyaupoBaTh BOIPOC M 3a1aTh €ro
IPEMNo/IaBaTes0 Ha KOHCYJIbTAI[MH WM BO BPEMsI CEMUHAPCKOTO (IIPAaKTUYECKOT0) 3aHATHSL.

Cemunap — 310 (hopma ydeOHOM NEeATeTLHOCTH, MPOBOAMMAs B y4eOHOM 3aBEJACHHUH IO
PYKOBOACTBOM NpCnoJaBarciid, TrAC CTYACHTbI AKTUBHO Y4YaCTBYKOT B OGCy)KI[CHI/IHX,
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NPaKTUYECKUX 3alaHUsAX U IpYTux (popMax B3aMMOAEHCTBHSL.

Jlig ycrienmHoi noAroToBKU K CEMUHAPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TEMOM
3aHATHS. U OCHOBHBIMH MaTepHanaMu, 4ToObl MMEThb BO3MOXKHOCTb AKTUBHO Yy4acTBOBaTh B
o0cyxaeHuu. Takxe MOJe3HO MOATOTOBUTH BOIIPOCHI U MU JUIsl OOCYKIEHUS, YTO ITOMOKET
ri1y0xe NOHATh MaTepuaj U IPOAEMOHCTPUPOBATh 3aMHTEPECOBAHHOCTb.

Keiic — mpakTtuueckass paboTa CTYJEHTOB HaJ pPEaTbHBIMH WM CMOJCIMPOBAHHBIMU
3aJ]Ja4aMH, 4TO IO3BOJISET CTYACHTY IPUMEHATh TEOPETUUECKNE 3HAHUS HA MPAKTHKE.

CTyneHT caMOCTOSITENIbHO pa3padaTbIBAeT CTPATETUIO PEILICHUS IOCTABICHHON 3a]a4, YTO
CHOCOOCTBYET Pa3BUTHIO HABBIKOB KPUTUYECKOI'O MBIIIICHUS U CaAMOCTOSATEIBHOIO NMPUHATUS
pemennii. Takoi moaxo/ moMoraeT NoAroTOBUTh Oy yIIMX CIIEHUAIMCTOB K PeaIbHBIM BHI30BaM
B UX IPO(eCCHOHATBHOMN 1A TETbHOCTH.

KOJZ]ZOKSZ/[)/M — YCTHBIC OTBCTHI Ha BOIIPOCHI, CIMCOK KOTOPLIX U3BECTCH CTYJICHTY 3apaHCc.

B nmponecce MmoArOTOBKU K KOJUIOKBUYMY H606XO,Z[I/IMO IMpOaHAJIU3UPOBATH y‘le6HHe
MaTcpHralibl, O3HAKOMUBIINCH C JICKLIUAMU, y‘IC6HI/IKaMI/I n JOIOJHUTCIBHBIMKU HMCTOYHHMKAaMMH,
AKICHTHUPYSI BHUMAHUC HaA KIHOYCBBIX TEMax. PCKOMGH,I[yeTCH CO34aTb CTPYKTYPUPOBAHHLIC
KOHCIICKTBI, BBLACIAA OCHOBHBIC UJICHU, TCPMUHBI 1 d)OpMy.HI)I.

Ilpoexm — uccrnenoBarenbckas paboTa 1Mo Kypey U Mpe3eHTalus pe3ylbTaToB.

Jns ycrnemHoW MOATOTOBKM K MPOEKTY: YETKO OINPEACNIUTE IeM M 3aJadd IPOEKTa,
pacmpenenuTe podd U OO0S3aHHOCTH MEXAY YYAaCTHHKAMH, a TaKKe YCTAaHOBHUTE CpPOKHU
BBITIOJTHEHMS KAKIOW 9acTH paboThI. PerynspHo mpoBoanuTe BCTpEUH AJIs OOCYXKACHHS ITporpecca
U peUICHHs] BO3HUKAIOUINX BOIPOCOB.

Camocmosmenvrnas paboma — padoTa CTYJEHTOB, HAIpaBJIEHHAs Ha YIIIYOJIEHHOE
M3YYEHHE OTJIENbHBIX TEM U BOIPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B miporiecce caMocTosITeNbHOM PabOThI CTYIEHTHI B3aUMOCHCTBYIOT C PEKOMEHJOBAaHHBIMHU
MaTepuaiamMy Mpyu MUHUMAIILHOM yYacTHH MpenoiaBaTes. 3a1auu CTyJeHTa BKIOYA0T padoTy
C KOHCTIIEKTaMH JIEKIIUi (00paboTKa TeKCcTa), MOBTOPHOE U3yUeHHE YUeOHBIX MAaTEPHUATIOB, TUTAHOB
U TE3UCOB OTBETOB, U3YyUEHHUE JOMOIHUTEIBHBIX TEM, BHIMOIHEHUE yU4eOHO-HUCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00yYeHHS IO JUCHHUIIHHE (MOAYJIIO)

Kputepun nosyyenusi ypoBHsi M OlleHUBaHUSA ChOPMUPOBAHHOCTH KOMIIETEHUMH MO
aucuumnianuae (Moay.aw) «besonacnocts Web-npuino:xxkenuii»

OueHuBaHue ypoBHS Yy4€OHBIX JOCTH)KEHUH, OOy4aromuxcs MO JUCIUIUIMHE (MOIYIIO),
OCYILIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTALINH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIHHE (MOIYJIIO) OCYIIECTBISIETCS B (opme
3auema ¢ OWEHKOU, TPU STOM TPOBOJIUTCS OICHKA KOMIETCHIMH, CHOPMHUPOBAHHBIX TIO
JOUCLIUIIIIMHE.

st oleHMBaHMS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEKYTOYHON AaTTecTaluu
UCTIONB3YETCS IeCATUOAIUIbHAS IIKaJla OLEHUBAHUS, KOTOpas COOTHOCHUTCS C TPaTUIIMOHHON
nATHOATUTPHON TITKAJION CIIEAYIOIINM 00pa3oMm:

Jecarubannbuas IlarubamnbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Ouenka 3a 3a4eT
OLICHKA OLICHKA 00yuYeHusl Mo TUCHUILUTHHE (MOIYJIIO)
10 OTiamaHO 3a4yTeHo CTyneHT TONHOCTHIO BIAJCeT 3HAHHUSIMH,
9 OTIUYHO 3a4TeHo M3JIOKEHHBIMU B pabodell mporpamMme, H
8 OTIM9EO 34YTeHO ry0OKo  ocMblcisieT  aucuuiuiuHy. OH
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yueHusl 1O JUCHUILIUHE (MOYJII0)

CaMOCTOSITEIILHO u JIOTHYECKH
[IOCJICA0BATEIILHO OTBEUYACT Ha BCE BOMPOCHI,
aKIICHTUpYS BHUMaHWE Ha  HauOonee
BaKHOM. YwMmeer aHAJIM3UPOBATH,
CpaBHUBATH, KJIaCCH(UIIUPOBATH, 0000IIATH,
KOHKPETH3UPOBaTh U CUCTEMAaTHU3HPOBATH
W3yUYCHHBIH MaTepuall, BBIICISSI KITIOYCBEIC
MOMEHTHI W YCTaHaBIIMBas IMPUYUHHO-
CJICNICTBEHHBIE CBs3U. YeTKO (GopMyIupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yJIbTaThl aHaJH30B u JIPYTUX
WCCIICIOBAHNH, & TaKKe PElacT CIOXKHbBIC
3agaud. CTyIEHT XOpOIIO 3HAKOM C
METOJaMH HCCJIEIOBAaHUs, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEeT
CBSI3bIBATh TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJsl) C TPAaKTHYECKUMHU
3a/1a9aMH.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa
MOYTH B TIOJHOM oObeMe pabouei
MPOTPAMMBI U CAMOCTOSITEIIHHO, JIOTHUECKH
MOCJIEI0BATEIILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HauOoJiee 3HaYMMbIX MOMeHTaX. OH ymeer
aHaJM3UPOBATh, CpaBHMBATb,
KJIACCU(UIIMPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3MPOBATH
W3yUYCHHBIH  MaTephal, BBIIENAS  €ro
KIIOYEBbIC  ACMEKThl M yCTaHABIHBas
MPUYUHHO-CJICJICTBCHHBIC CBSI3W.
®dopMyIUpyeT CBOH OTBETHI, YBEPCHHO
HMHTEPIPETUPYET PE3yJIbTaThl AHAJIU30B H
JPYTUX WCCICIOBAHUM, a TaKkKe peraeT
CJIOXHBIE CUTyallMOHHBIE 3a7auu. CTyJIeHT
XOPOIIIO 3HAKOM c METOZaMH
HCCJICI0OBAHMS, HEOOXOIUMBIMHU JUIS
MPAKTUYECKON JEATEIbHOCTH, U YMEET
CBSI3bIBATh TEOPETHUUECKUE ACIIEKTHI
mpeaMeTa ¢ MPAKTHYECKUMHU 3a/1a4aMu.

YI[OBHCTBOPI/ITGHLHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

CryneHnt obnamaer 0a30BBIMH 3HAHHSIMH
0 TUCIUILTHHE (MOJYJITIO), HO HCTIBITHIBAET
TPYJHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIe (hOpMyTUpOBKH. B
X0JI¢ OTBETOB OH JIOIyCKAeT OIIHOKH,
Kacaromuecst CcyTd BompocoB. CTyaeHT
crroco0eH peraTh TOJBKO CaMble TPOCTHIC
3aJa4d W BIIAJCET JIHUIIb MHHUMAIbHBIM
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO TMCHUTUINHE (MOIYJIIO0)

Ha60p0M METOA0B UCCIICAOBAHUS.

3 He cnan He 3aureno CrymeHT He OBIael O00sS3aTeIIBHBIM
He cnaun He 3auteno MHUHHAMYMOM 3HAHWUM 110 npeaMeTy M HE
1 He cnan He 3auTeno MOJXKET OTBETUTh Ha BOIPOCHI, JAXKE €CIIU

mnmpernogaBareiib 3adacT JOIMOJTHHUTEIIBHBIC

HaBOJAIIINE BOTIPOCHI.

Huctummaa (Moxynb) «bezonmacHocTh Web-IpUITOKEHHID» OLIEGHUBACTCS CIICAYIOIIUM
obOpazoM:

AKTHBHOCTBH Bec Onucanne

Ketic 40% | IlpakTrueckas paboTa CTyIEHTOB HaJ| pEalbHBIMH WITH
CMOACIIMPOBAHHBIMHU 3aJa4aMU, YTO IMMO3BOJIACT CTYACHTY NIPUMCHATH
TEOPETUUECKUE 3HAHUS Ha MPAKTHKE

KonnoxBuymsl 30% | YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX U3BECTECH CTYACHTY
3apaHee
[Ipoekt 30% | 3amuTa UTOTOBOTO IIPOEKTA

dopmyJia pacuyéTa HTOr0OBOM OLEHKH O JUCHHUILINHE (Moay ii0) «be3onacHocTs Web-
npujioxenuii»: «0,4 x cpegnee 3a keiicol + 0,3 X cpennee 3a KOIITOKBUYMBI + 0,3 X TPOEKT».

Texymmii KOHTPOJIb ycIeBAeMOCTH 00y4aKIIUXCS M0 JUCHUILIHHE (MOAYJII0)

IIpuMepHbIe 3a]aHUA I KECOB

Keiic 1: Kpunmoepagus u 3awuma 0anHvix

3ananme 1: Peanu3yiite npocrtoil renepatop ncesnociaydaitubix yucen (I'TICH) Ha ocHoBe
anroput™ma Linear Congruential Generator (LCG) B Python. Onenure ero 3¢¢exkTHuBHOCTh
METO/I0M OLIEHKH 3HTPONHHU (Hanmpumep, ¢ ucnoiab3zoBanueM tecta NIST win Diehard) u cpaBaute
¢ cryptographically secure I'TICY (manmpumep, os.urandom). Hanuimure otder o pe3yiabrarax u
PEKOMEHIAIUAX M0 UCTIOIb30BAHUIO B BEO-TIPUIOKEHUSAX.

3aganue 2: VM3yuute cetb DelicTens U peaau3yiiTe ynpoueHHyo Bepcuto 010yHoro mudpa
(nanpumep, DES-nono6usIit) Ha Python. 3ammdpyiite n pacmudpyiite TeKCTOBOE COOOIIEHHE,
OOBSCHMB, Kak MpEAOTBpaliaTh KOUIM3MU B xoul-pyHknusx (Hampumep, SHA-256).
[TponeMoHCcTpUpYITE aTaky C HCIIOJIb30BAaHUEM Paly>KHBIX TaOIMII Ha CIa0bIH X311 U MPeI0KUTE
MEpHBI 3aIHUTHI.

3ananme 3: Peanusyiite accumerpuunHoe mudpoBaHue ¢ wucnoiap3oBaHueM RSA u
nudposyro nmoanuck B Python (6ubnuoteka cryptography). Crenepupyiite kiroun, 3amudpyiite
JaHHbIE, TOAMUIINTE UX U poBepbTe noanuck. CpaBuute ¢ Diffie-Hellman s o6mena kinrouamu
u suntuyeckuMu kKpuBbivu (ECC). Hanmmure CKpunT 11si CUMYJISLIMY 3allMIIIEHHOr0 0OMeHa
COOOIICHUAMHU MEXIY JIBYyMsI CTOPOHAMHU.

Keric 2: bezonacnocmo Linux

3aganue 1: HactpoiiTe ympaBieHue poctynmoM B Linux: cosmaiiTe monp3oBaTeneit u
rpymbl, npuMmenute DAC (Discretionary Access Control) u ACL (Access Control Lists) mmst
daitnos. Ucnons3yiite PAM (Pluggable Authentication Modules) mis mactpoiiku TOTP (Time-
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based One-Time Password) ayrearudukanuu. [IpoBepsTe TOCTYII M HACTPOMTE ayIUT C TIOMOIIBIO
auditd, mpoananM3upPOBaB JOTH HA MPEAMET HECAaHKIIHOHUPOBAHHOTO JIOCTYTIA.

3apanue 2: M3yunte Mexanu3mbl u3oisiuu B Linux: Hactpoiite CGroups, Namespaces u
Capabilities s konTeitnepa (Hanpumep, ¢ Docker). Dkcrutyatupyiite OMHApHYIO YSI3BUMOCTH B
libc (manpumep, yepes buffer overflow) u nmpogeMoHCTpUpYHTE, KaK U30JAIUS MPEAOTBPAILIACT
ACKaJIAIMIO MpUBHIIEruid. HamummTe oTueT 0 puckax u Mepax 3alluThl.

3ananme 3: HactpoiiTe Oe3omacHOCTh ceTeBOro creka Linux: co3jgaidTe TyHHEIb
(manmpumep, SSH unn WireGuard), Hactpoiite firewall ¢ iptables/ufw u Teoputo PKI (Public Key
Infrastructure). Crenepupyiite camononnucanublii ceprudukar u Hactporite HTTPS-cepsep
(nginx). IlpoBeauTe CKaHWPOBAHHWE HA YSI3BUMOCTH C NMAp W MPEIJIOKUTE YIYUIICHHS IS
3alUThl HHTEP(DENcoB.

Keiic 3: Bezonacnocmu 6eb6-npunosicenuti

3aganue 1: Coznaiite mpoctoe BeO-mpuiiokenue (Hampumep, Ha Flask wnm Django) u
BHeapute ys3Bumoctd: SQL injection, CSRF m XSS. 3arem wncnpaBbTe WX, HUCIONB3YS
noJroToBieHHbIe 3anmpockl, TokeHbl CSRF u sanitization. IIpoTectupyiite ¢ nomoripio ckanepa
(mannpumep, OWASP ZAP) u HanuuTe OTYET O HAWJEHHBIX YA3BUMOCTAX U MEpax 3allUThl.

Bapmanue 2: Peammsyiite ys3umoctu RCE (Remote Code Execution), LFI (Local File
Inclusion), SSTI (Server-Side Template Injection), IDOR (Insecure Direct Object References),
SSRF (Server-Side Request Forgery), DoS u Race Conditions B TecTOBOM IPHIOKCHHH.

DKcIuTyaTHpyiTe WX W pazpaboTtaiiTe maTdu, BKiItovas rate limiting s DoS u Banumanmro 1is
SSRF.

3ananme 3: Mcnonw3yiiTe ckanepwsl Oe3zomacHoctd (Hampumep, Burp Suite, Nikto) mms
ayJuTa peaJlbHOrO0 WJIM TECTOBOro BeO-caiita. BrisBute ys3zBumoctu nz OWASP Top 10,
MPOBENTE TEHTECT M TPEIOKHUTE peKOMEeHJanuu mo 3amurte (Hampumep, Content Security
Policy st XSS). Hanumunre netanbHbIi OTYET ¢ IPUMEPAMU SKCIIOWNTOB U MepaMH mitigation.

Keiic 4: Ynpasnenue uoenmuguxayueti u oocmynom (IAM)

3ananme 1: Hactpoiite cucremy ayTeHTH(QHKAIMKM W aBTOpuU3aluu Ha ocHoBe LDAP:
ycranoBute OpenLDAP, co3naiite nonb3oBaresneil ¥ rpynibl, THTETPUPYHUTE ¢ BEO-TIPHIIOKEHUEM
(manpumep, yepe3 PHP). Peanusyiire OIDC (OpenID Connect) ¢ KeyCloak s SSO (Single Sign-
On). IIporectupyiite ayTeHTU(HUKAIMIO U HATIMIITUTE OTYET O MPEHUMYIIECTBAX.

3apanme 2: Murterpupyiite Spring Security B Java-mpuioxeHue I YIpaBICHUS
JIOCTYTIOM: HACTPOMTE pOJHU, ayTeHTH(UKANHNIO W aBTopu3anmio. Peammsyiite OpenlD s
BHeIIHell ayTeHTu¢ukanuu (Hanpumep, uepe3 Google). IIpoBeaure TecTupoBaHue Ha
ySI3BUMOCTH (Harmpumep, privilege escalation) u npeuioxxure yayduieHus.

3aganue 3: Coznaiite nonutuky IAM: onpenenuTe poiau, pa3pelieHus U AKU3HEHHBIA LUK
yueTHbIx 3anucei. Mcmonb3yiite KeyCloak nist ympaBiaeHuss moib30BaTelsiMM B MYJIBTH-
TEHAaHTHOM NIpuiokeHuu. CUMyJIMpyHTe ClIeHapuil KOMIIPOMETAIMU U BOCCTAaHOBJIEHUSI IOCTYIIA,
HaIKCaB IJIaH pearupoBaHUs Ha UHLUCHTHI.

Keiic 5: Ynpasnenue cexpemamu u konmetinepnas 6e30nacHocmas

3ananme 1: Hactpoiite wunbpactpykrypy xpaHeHusi cekperoB ¢ HashiCorp Vault:
ycraHoBuTe Vault, co3nmaiiTe cekpersl (Mapoiu, KJII0YW), HUHTETPUPYHTE C NPUIOKEHUEM
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(manpumep, uepe3 API). Peanu3yiite poTanuio ceKpeToB 1 ayuT 10CTyna. Hanummure ckpunT aist
aBTOMAaTUYECKOM 3arpy3KH CEKpETOB B KOHTEHHED.

3ananmue 2: V3yunTe OCHOBBI KOHTEHHEPHOM Oe3omacHOCTH: HacTpoiTe Docker-koHTeiHED
C MUHUMAJIbHBIMH TIPUBUJICTHSIMH, HCIIONB3yHTE non-root nosnp3oBareis u read-only filesystem.
[IpoBeaute ananu3 Ha ysa3BUMOCTH (¢ momombio Trivy minu Clair) u npemnoxkute hardening
(mammpumep, seccomp profiles).

3ananme 3: JlemoHcTpupyiite u npegorsparure Container Escapes: co3maiite ys3BUMBIN
KOHTEIHep (HanpuMep, ¢ IPUBWIETMPOBAHHBIM PEXUMOM), IKCIUTYaTUPYHTE escape (Harpumep,
yepe3 mount namespace) U MPUMEHHUTE Mephl 3amuThl (Hanpumep, AppArmor uiau SELinux).
HanumuTe oTueT 0 puckax M Ty4mux npaktukax it Kubernetes-mogoOHbIxX cpe.

I[IpumepHbIe ONUCAHUS U KPUTEPUH OLIEHUBAHUSA K KOJJIOKBUYMaM

KonoxkBuyM 1o Teme «YsI3BUMOCTH B MeXaHHU3MaX ayTeHTH(PUKAITUU»

Onucanue KOJUIOKBHyMA:

CTyaeHThl JOJDKHBI TPOJEMOHCTPHPOBATH IIOHMMAHUE OCHOBHBIX YSI3BUMOCTEH, CBSI3aHHBIX
¢ ayreHTu(UKanuel monb3oBareneil. B yactHocTH, HEOOXOAUMO yMETh OOBSICHATH MPUYHHBI
ciadbIX mapoJieil, MpeuMyIIecTBa MHOTO(PAKTOPHOH ayTeHTH(HUKANN, TUIHYHBIE YSI3BUMOCTH
CeccHii, crocoObI epexBaTa yUeTHBIX JaHHbBIX, a TAKXKE METObI aTak nepedopom (brute force) u
CIOCOOBI UX MPETOTBPALLCHUS.

IIpumepHBIE BONIPOCHI:

— ITouemy cnabple MapoIv MPEICTABIISIOT YIpo3y Oe3omacHocTu?

— Kakwue npeumyiiectBa 1aét MHOro(akTOpHas ayTeHTHPHUKAIS?

— Kaxkue ysS3BUMOCTH MOTYT BOSHUKHYTb IIPH YIIPABICHUH CECCHSIMU?

— Kaxkue mMeTo/1pl HCHIONB3YIOTCS /171 IepexXBaTa yUETHBIX JAHHBIX?

— Kak paboraer ataka nepe6opom (brute force) u kak €€ MOXKHO MPETOTBPATUTH?
— Kakue cymecTByoT peKoMeHJalluy M0 CO3/IaHUI0 HAJEKHBIX Maposien?

— Yro Takoe ceccuoHHBIN hijacking 1 Kak OT HETo 3alUTUTHCSA?

Kpurepun onenuBanus (10 6ay10B):

— 10-9 6anaos: IlonHOe W TOYHOE OOBSCHEHHE BCEX NEPEUMCIICHHBIX YSI3BUMOCTEH;
IPaMOTHOE ONMHUCAHHWE MEXAHHW3MOB aTaKH W METOJOB 3aIUTHI; MPUBEAEHBI MPUMEPHI U
pEKOMEHIAINH.

— 8-7 6asnoB: Xopolee MOHUMaHHE OCHOBHBIX YSA3BMMOCTEH, HO C HE3HAUUTEIbHBIMU
YITYIIEHUSIMH WM HETOYHOCTSIMH; TTPUMEPHI IPUBEICHBI YaCTHYHO.

— 6-5 6an10B: YacTnuHOE MOHMMAaHUE TEMbI, OMUCAHBI TOJBKO HEKOTOPHIE YSI3BUMOCTH;
OTCYTCTBYIOT JETAJIH IO METOAAM 3aIlUTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHMSI, OTBETHI ()ParMEHTAPHBI U HE CTPYKTYPHPOBAHBI.
— 2—0 6annoB: OTBETHl HE COOTBETCTBYIOT T€ME, OTCYTCTBYET MOHUMAHHE KITFOUEBBIX
TTOHSATHUH.

KoanokBuym no teme «SQL-MHbEeKIMU B MX IKCILTYyATALMA»

Onucanue KOJUIOKBHyMa:

CTyneHThl JOKHBI YMETh 0O0BACHATH Npupony SQL-uHbEKIMil, MEXaHU3Mbl BHEIPEHUS
BpenoHocHoro SQL-konma, crmocoObl 00xona ayTeHTU(UKALUU, METOJbl U3BJICUCHHUS U
Monupukanuu qaHHbIX. Taxxke TpeOyeTcs 3HaHHE cOCcO0O0B 3aIIMTHI, BKIIIOYAsl MCIOJb30BaHNE
MOJrOTOBJICHHBIX BhIpakeHMi (prepared statements).

IIpumepHBbIe BONIPOCHI:

— Uro takoe SQL-UHBEKIUS U KaK OHA BOSHUKAET?

— Kakum  obOpazom  SQL-wHBEKIIUS  MOXKET  HCIOJB30BaThCs Uil  00Xxoxda
ayTeHTU(UKanuu?

— Kakue mannbie MOKHO U3BJIeYb ¢ HOMOIbI0 SQL-naBbeKIInn?
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— Kak M0XHO U3MEHUTH JaHHBIC B 0a3e ¢ moMompbio SQL-unbeKknmu?
— YT0 Takoe NOJArOTOBJICHHBIE BHIPAKEHUS U KaK OHM 3auiaoT oT SQL-unbekuii?
— Kaxkue cymecTByroT MeTo161 OOHapYyKeHHsI B peaoTBpammeHus SQL-uabekmmii?
— YeM omacHbI OMUOKY BATUIAIMHA BXOIHBIX JAHHBIX?

Kpurepun ouenuBanus (10 60as10B):
— 10-9 O6anuoB: Uétkoe W monHOE OOBSICHEHHE BCeX acnekToB SQL-MHBEKIN;
IpUBENEHbl NpUMEPhl aTak U 3(P(EKTUBHBIX METOJOB 3aLIUTHI; MPOJIEMOHCTPUPOBAHO
NOHMMAHHUE TEXHUYECKUX JIeTaJIEH.
— 8-7 6anuoB: Xopouiee MOHMMAaHHWE TEMbl C HEOONBIIMMHU IMPOIYCKAMHU; OMUCAHBI
OCHOBHbBIE TEXHUKH aTaK U 3alllUTHI.
— 6-5 oOannoB: YacTuyHOE TOHMMAHHE, OINHCAaHBI TOJIBKO 0a30BbIE IOHSATHS;
OTCYTCTBYIOT JI€TAJIM WA IPUMEPHI.
— 4-3 6anna: [loBepxHOCTHOE 3HAHKE, OTBETHI HEMOIHBIE M HECTPYKTYPUPOBAHHBIEC.
— 20 6ann10B: OTCyTCTBUE TIOHUMAHUS TEMBI, HEaICKBATHBIE OTBETHI.

KosutokBuyM 1o reme «Atakm Ha Opay3ep U MeXaHU3MbI 3alIUTHI»

Onucanue KOJUIOKBHYMA:

CryneHTbl JOKHBI IPOIEMOHCTPUPOBATh 3HAHNE OCHOBHBIX BUJIOB aTak Ha Opaysep (XSS,
CSRF), ymerp OOBSICHATH MEXaHHU3M MX JEHCTBUS U MocieacTBus. Tpebyercs NMOHUMaHUE
MeXaHM3MOB 3amuThl, Takux kak Content Security Policy (CSP), 3ammra cookie (HttpOnly,
Secure), a Takke BAXXHOCTb CBOEBPEMEHHOTO OOHOBIICHHSI U TIAaTUeH Opaysepa.

IIpumepHBIE BONIPOCHI:

— Yro takoe Cross-Site Scripting (XSS) u kak oHa padoTaeT?

— Kaxkue tunel XSS cymectByror?

— Yro takoe Cross-Site Request Forgery (CSRF) u kak ¢ Heit 60poThes?

— Kak paboraer Content Security Policy (CSP) u kakyto posib OHa UrpaeT B 3amure?
— Kaxkue atpubyTsI cookie momoratot nmoBeicuth 6e3onacHocTs (HttpOnly, Secure)?
— IloyeMy Ba)KHO peryssipHO OOHOBIIATH Opay3ep?

— Kaxkue emé mexanu3mbl 3a1uThl Opay3epa Bl 3HaeTe?

Kpurepun onenuBanus (10 6ay10B):

— 10-9 6aauioB: JletanbHOE U TOYHOE OOBSCHEHHE aTaK U METOOB 3aIINUTHL; TPUBEICHBI
IPUMEPBI U PEKOMEHIAIMH [0 O€30MaCHOCTH.

— 8-7 6angos: Xoporiee TNOHMMAHWE OCHOBHBIX IOHSITHH, HO C HEKOTOPBIMH
HPOIMYCKaMH; OIMCAHBI KIIFOYEBbIE METO/IbI 3AIIUTHI.

— 6-5 6anuoB: YacTHuHOE TTOHWMAaHHUE TEMBI; OMMCAHBI TOJBKO OTACIHHBIC aTaKH MU
METO/IbI 3alUTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHUS, OTBETHI (hparMEHTaPHBI.

— 2-0 6an10B: OTCYyTCTBUE TOHUMAHUS TEMBI, OTBETHI HE 10 CYILECTBY.

IIpumepHoe onucaHue U KPUTEPUH OLEHUBAHUS K NMPOEKTY

Onucanue npoexkra:

CryneHTtaM mpemiaraercs pa3padoTaTh KOMIUIEKCHOE HWCCIIEOBAaHHE M MPAKTUYECKYIO
JIEMOHCTPAIMIO YA3BUMOCTEH M METOJIOB 3aIlIMThI, U3YUYEHHBIX B X0Je Kypca. [IpoekT nomkeH
BKITIOYATh aHaiIW3 BBIOpaHHOTO Web-TIpHIOKEeHHsS WM CO3JaHWe IMPOTOTHUIA C HAaMEPEHHO
BCTPOCHHBIMU YA3BHUMOCTSMM MO TeMaM ayTeHTH(ukauuu, shell-unbexunit, SQL-unbexiuii,
XXE-arak u atak Ha Opay3ep. CTyneHTaM HE0OX0AUMO MPOAEMOHCTPHUPOBATH YMEHUE BbISBIISTh
U DKCIUTyaTUPOBaTh 3TH YA3BUMOCTH, a TaKXe peaJin30BaTh M OOOCHOBAThH MEpPbI 3aIIUTHI,
oOecrieunBaroIye OE30MacCHOCTh TPHIOKEHHS. VTOTOBBI MPOIYKT IOMKEH COAEPIKATh
TEOPETUYECKYIO YacTh C ONMUCAHUEM YSI3BUMOCTEH M UX IMOCIEACTBUH, MPAKTHUYECKYIO YaCTh C
npuMepaMn aTaKk M 3aIIUTHBIX MEXAaHW3MOB, a TaKXKe PEKOMEHIAIMHM I10 IIOBBIIICHHUIO
0€30IacCHOCTH.

Kpurepun oueHuBanus:

— ITotHoTa oxBaTa TeMm: [IpoekT JOKEH 3aTparvBaTh BCE KIIOUEBBIE TEMBI Kypca —
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ys3BUMOCTH ayTeHTudukanuu, shell-uavexkunn, SQL-unbekun, XXE-aTtaku, a Taxke
aTaku Ha Opay3ep ¥ COOTBETCTBYIOIINE METO/IbI 3AIHUTHI.

— I'nyouna anaam3a ys3BuMocTeii: OlleHKa CIIOCOOHOCTH CTYACHTA BBISBISATH H
MOJPOOHO OMUCHIBATH MEXAHU3MBI Pa0OTHI YS3BUMOCTEH, WX TIOCIEICTBUS U IyTH
SKCILTyaTaluu.

— IIpakTuyeckas aeMoHcTpanus: Hamnmuume W KayecTBO NPAKTHUYECKUX MPUMEPOB
SKCIUTyaTalluu yA3BUMOCTEH W pealu3allid MEXaHM3MOB 3alIUThI, MOATBEPKIAOIINX
TEOPETUYECKHIE BHIBOJIBI.

— Ob6ocHoBaHHOCTh U I(PPEKTHBHOCTb 3aIIUTHBIX Mep: KOoppekTHOCTH BbIOOpa H
peanm3anus METOIOB 3allUThl, WX aJCKBATHOCTh IO OTHOIICHUIO K BBISIBJICHHBIM
YSI3BUMOCTSIM, a TaK)Ke OOBSICHEHHE IPUHIIMIIOB PabOThI 3TUX Mep.

— CTpykTypa u KauecTBo opopmiaenus: JIOTMIHOCTh U3IIOKEHUS, ICHOCTh M TIOJTHOTA
OIMKCAHUS, TPAMOTHOCTH O(OPMIICHHS TOKYMEHTALIUU U KOJa.

— VIHHOBALIMOHHOCTHL M CAMOCTOATEJbHOCTH: [[posiBIcHHE TBOpYECKOro MOAXOAa B
BbIOOpe OOBEKTa HCCIEeNOBAaHUS, METONOB aHalu3a ©  3allUuThl, a TaKXKe
CaMOCTOSITEIIbHOCTH BBITIOJIHEHUST PAOOTEHI.

— CoorBercTBHe TpeOoBaHUAM Oe3omacHOCTH: [[pOEKT JOMKEH IEeMOHCTPUPOBATH
MOHMMAaHUE COBPEMEHHBIX CTAHJIAPTOB W TPAKTHK obOecreueHus: Oe3omacHoctn Web-
TIPUITOKEHUH.

— OO6ocHOBaHNe BBLIBOJAOB M pexkoMeHaanuii: Hanmane 4€Tkux, apryMeHTUPOBAHHBIX
pPEKOMEHIAlMi MO YIYYIIEHHUI0 OE30MacCHOCTH PAacCMaTPUBAEMOIO MPUIIOKEHUS WU
MPOTOTHIIA.

3agaHus AJ1s1 MPOMEKYTOYHOM ATTEeCTAIUM MO AMCUMILINHE (MOLYJIIO0)

Ne n/mn 3ananue OTtBeT Komnerenunus
1 Ykaxute npumep 01049HOro mudpa B AES (aes, aec) YK-1
Kpunrorpaduu.
2 VYkaxnuTe MexaHU3M aBTopu3anuu B Linux. PAM (pam, mam) YK-1
3 VYKaXuTe TUI BeO-ySI3BUMOCTH JIJIS SQL injection (sql injection, YK-1
WHBEKIUY KOJA. urbekims Sql)
4 VYkakuTe MPOTOKOJI JIJIsl ayTEHTH()UKAIIUH B OIDC (oidc, ouak) YK-1
IAM.
5 YKaXuTe HHCTPYMEHT JJIs aHAJIN3a PhIHKA Gartner (gartner, rapHep) OIIK-2
KpUNTOrpaduIecKux pelieHuH.
6 VYKaxuTe parioHaIbHOE PelIeHue [T ACL (acl, amn) OIIK-2
yIpaBJIeHUsl JOCTYIIOM B OHM3HECE.
7 Ykaxute ckaHep 0€30MacHOCTH I BeO- OWASP ZAP (owasp zap, OIIK-2
TIPUIIOKCHUH. 0yacII 3aI)
8 YKaXUTe HHCTPYMEHT IS YIIPaBJICHUS Vault (vault, Baynr) OIIK-2
CEeKpeTaMu B KOHTEHHEPaX.
9 VYkaxute ceTb 111 0J104HOro muppoOBaHHUS. Feistel (feistel, ¢eiicrens) [K-2
10 YKaXuTe alropuT™M aCCUMETPUIHOTO RSA (rsa, pca) [K-2
muQpoBaHusl.
11 YKaXuTe METO]T OLIEHKH dPPEKTUBHOCTH NIST test (nist test, Tect HucT) TIK-2
I'TICY.
12 VYkaxnuTe MexaHu3M H30iLun B Linux. Namespaces (namespaces, [K-2
HEHMCIIEHChI)
13 VYxkaxure Gopmar 1ist HayqHO- PDF (pdf, mad) IK-3
TEXHUYECKUX OTYETOB 10 KPpUITOrpaduu.
14 VYKakuTe HHCTPYMEHT AJIS IPE3CHTALMN T10 PowerPoint (powerpoint, IK-3
BEO-ySI3BUMOCTSIM. MTay?IPITONHT)
15 YKaXHUTe CTHIh IUTHPOBAHUS JIJIS IEEE (ieee, aiiTpurii-m) IK-3
nyOiuKanuii mo 6e300acHOCTH.
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16 VYxkaxure miatdopMy Al MyOIUKaui mo ArXiv (arxiv, apKCHUB) [K-3
KOHTCHHEPHOH 0€301TaCHOCTH.

17 YKaXuTe METOMOIOTHIO JUTS TTAHUPOBAHS Scrum (scrum, ckpym) I1K-8
MIPOEKTOB M0 0€30MaCHOCTH.

18 YKaXuTe HHCTPYMEHT JJIs TPEKHUHTa 3a/1a4 Trello (trello, Tpeno) [1K-8
B mpoekTax IAM.

19 VKaKHUTE CTAaHAAPT TS YIIPABICHHS ITIL (itil, o) I1K-8
MPOEKTaMHU B O€30MAaCHOCTH.

20 YKaxuTe MoaAX0]] K TECTUPOBAHUIO Penetration testing (penetration I1K-8

YA3BUMOCTEH BEO-TIPIITOKCHHIA.

testing, menTecr)
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