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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouass mporpamma gucummiuHbl (Momyinsi) «MHpopmammoHHas 0€30MacHOCTH»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BEICIIEr0 oOpa3oBaHmsi — OakamaBpuar 1o crernuanbHOcTH 38.03.05 busnec-undopmaruka,
npoduns busHec-aHamUMTHKA, yTBEPKIEHHBIM MpHKa3oM MHHHCTEPCTBA HAYKH W BBICIIETO
obpazoBanus Poccuiickoit @eaepannu Ne 8§38 ot 29.07.2020 rona.

Wzyuyenne nucuurummael (monynsi) «MuHdopmanuonHas 0e30MacHOCTH»  MO3BOJISET
3alIUTUT, WH(POPMALMOHHBIE pPECypChl M JaHHbIE OT HECAHKIMOHMPOBAHHOTO JIOCTYIIA,
npenoTBpalias yrpo3bl U kubepataku. ITo o0ecredrBaeT COXpPaHHOCTh KOH(UIECHIINATIbHOCTH,
IEJIOCTHOCTH U TOCTYITHOCTH WH(OPMAIIUH, YTO KPUTUYHO U1 CTAOUIBHOM pabOThI OpraHu3aui
1 0€30M1aCHOCTH I0JIb30BATENCH.

Huctumumaa (Moayns) «MHpopmanmonHas 6e30macHOCThY pa3paboTaHa W yTBEpKIeHA
coBMecTHO ¢ AO «JIaboparopus Kacrepckoroy.

MecTo AMCHUILUIHHBI (MOYJIs]) B CTPYKTYpe 00pa3oBaTe/ibHO MPOrpaMMbl

Hacrosimass aucnumuinHa (MOZY/b) BKJIIOYEHA B YYeOHBIC IUIAHBI IO IMPOrpamMmam
MOArOTOBKH OakanaBpuara no Hampasieauio 38.03.05 busnec-undopmarnka, npoduns busnec-
aHAJUTHKAa W BXOJIUT B BapuUaTHUBHYI YacTh bioka 1, QopMmupyemMyl ydYaCTHUKaMU
00pa3oBaTebHBIX OTHOIICHUH.

JucuuruimHa (MOJyJIb) SIBISICTCS BRBIOOPHOM M JOCTYITHA JUIs U3ydeHUsl Ha 2, 3 win 4 Kypce
B 4,5, 6,7, 8 cemecTpax Ha BEIOOP.

Hesb n3yyeHuss AUCUMIIMHBI (MOAY.as): popMUpOBaHUE 3HAHHUI M HABBIKOB IO 3aIUTE
uHpopMalUu U HH(POPMALMOHHBIX CHUCTEM OT Pa3jIMYHBIX YIpO3 M HECAHKLIMOHUPOBAHHOI'O
JocTyma.

3agaun u3y4eHust IMCHUILIMHBI (MOAYJIS):

— HW3YYUTb OCHOBHBIE MOHATHS, YTPO3bl U MPUHIMIIEI HH(POPMAIIMOHHON 0€30MacHOCTH,
BKJIIOYAsi MOJIEJH 3aIllUThl U CTaH/IapTHhl;

— TMPaKTUYECKHE METO/Ibl U TEXHOJIOTHH 3aIIUThl MH(POpPMAaLMK, TAKUX KaK IIHU(ppOBaHuE,
ayTeHTU(UKALKS U KOHTPOJIb I0CTYIIA;

— HAY4YMTbCS  AHAJM3HUPOBATH  3aKOHOAATEIbHBIE W DOTHUYECKHE  ACIEKTOB
MH(pOpMaLMOHHON 0€30IIaCHOCTH, a TAK)KE pa3BUTHE YMEHUH 10 BBISIBJICHUIO U MIPEIOTBPALLIEHUIO
KHOepyrpos..

B pe3ysibTare ocBOeHUSs1 JUCHUILIUHBI (MOIYJIs1) 00y4aIOIMIiCSl T0JIZKEeH

3Hamb:

— OCHOBHBIE YIp03bl HHPOPMALIMOHHOM G€30MacHOCTH;

— CTpaTeruu 3aiuThl HHpopMaIuy,

— HOpPMaTHBHbBIE JOKYMEHTHI, PETJIAMEHTUPYIOLIUX 3aIIUTy HH(pOpMaLny;

ymemo:

— (opmupoBaTh TpeOoBaHUs MO 3alUTE HHPOPMAIUH;

— BECTH Y4eT 3aTpaT U PUCKOB IpHU BEIpaOOTKE CTpaTeruii 3aIuThl HHPOpMaIuy,

enademp:

— HaBBIKOM IIPOBEJEHUS ayJuTa 0€30MaCHOCTH HH(POPMAIIMOHHBIX CUCTEM;

— HaBBIKOM COCTaBJICHHSI ONITUMAJILHOTO TIaHa KOMILJIEKCA Mep IO 3aluTe HH(OpMaLUH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEPCUTETA U B (POpME CaMOCTOSATENILHON PadOThI 00yUYarOIINUXCA:

Komnerenuusi | Conep:kanne KOMIeTeHIHH Nuauxkarop IlepeyeHpb MIAHMPYEMBIX
KOMIeTEeHIIH U pe3yJbTaTOB 00y4YeHHs 10
JUcHUIIMHE (MOTYJIIO)
VK-1. Crioco0eH oCyIIeCTBIIATh VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIN3a
MTOMCK, KPUTHICCKUI aHAIH3 U nH(pOopMaIuu B 001aCTH
cuHTe3 nH(popManuy, aQHAUTHUKHA, OCHOBHBIE TIPUHITHITHI
MPUMEHSTH CHCTEMHBIH KPUTUYECKOHN OLIEHKH HCTOYHHUKOB
MOJIXOJT IS pEIIeHNUs nHGOPMAITUH U UX PENIEBAHTHOCTH.
MOCTaBJICHHBIX 33729 VK-1.2. YMeeT KpUTHYIECKH OIICHUBATh
WUCTOYHUKHU HH(OpMALINHU U
CHUHTE3UPOBATh JaHHBIC U3
Pa3IMYHBIX HCTOYHUKOB JIJIS
pelIeHus 3a1a4, IpUMEHSTh
CUCTEMHBIH MOIXO/ K aHAJIM3Y H
PEIICHHI0 KOMIUIEKCHBIX IPo0IeM
YVK-1.3. NmeeT npakTudeckuii ombIT paboThI
C COBPEMEHHBIMU MHCTPYMEHTaMHU
Y TEXHOJIOTUSIMH IJ1s1 00paboTKU
nHpopMaIuu, GOpMyINPOBAHUH H
CTPYKTypUPOBAaHHUHY 3a/1a4 Ha
OCHOBE TMOJTY4YeHHOH MH(OopMauu
OIIK-2. Crioco0OeH NMpOBOANUTH OIIK-2.1. 3HaeT OCHOBHBIE TEHAEHIINHA U
WCCIIeIOBAaHNE U aHAIH3 XapaKTEePUCTUKH PHIHKA
pBIHKA HHPOPMAIIMOHHBIX WHPOPMAITMOHHBIX CHCTEM U
CUCTEM B UHPOPMAIIIOHHO- UHPOPMAITHOHHO-
KOMMYHUKAIIMOHHBIX KOMMYHUKAIIMOHHBIX TEXHOJIOTUH
TEXHOJIOTHiA, BEIOUPAThH OIIK-2.2. YMeeTr mpoBOJUTE UCCIIEIOBAHUE U
panroHa bHbIC PEIICHUS JUIs aHaJu3 PEIHOYHOU MH(pOpMAIIUU
yHpaBieHUs OM3HECOM JUTSL OLIEHKH MOTpeOHOCTel On3Heca
1 BHIOOpA ONTUMAIIGHBIX PEHICHUN
OIIK-2.3. NmeeT npakTUYECKHI OTIBIT B
pa3paboTKe U BHEIPEHUHU
CTpaTeruii yrnpasieHus ON3HECOM
Ha OCHOBE aHaJM3a PhIHKA
WHPOPMAITMOHHBIX TEXHOJIOTUH
IK-2. Cnocob6eH HCIonh30BaTh IK-2.1. 3HaeT OCHOBHBIE MATEMAaTHUUCCKHE
COOTBETCTBYIOIINI METOABI U HHCTPYMEHTAJIbHbIE
MaTeMaTHYECKHH anmapar v CpeICTBa, IPUMEHSIEMbIE IS
MHCTPYMEHTAJIbHBIE CPEACTBA 00paboOTKH ¥ aHaK3a HHPOPMAIUH
Ut 00pabOTKH, aHATN3a U IK-2.2. Ymeer 3pPeKTUBHO UCTIONB30BATh
cUCcTeMaTH3aluyi HHPOPMALTUH MaTEeMaTHYECKUH armapar Jjis
M0 TeMe UCCIIeIOBaHUS JUIs CUCTEMaTH3alluK JJAHHBIX U
peleHus 3a1aq pemenus npodeccroHamIbHBIX
npodeccuoHaNbHON 3aga4y
JEATCIIBHOCTH [1K-2.3. HmeeTt npakTHUECKHUHA OTBIT pabOTHI
C MHCTPYMEHTAaMH aHaJN3a
nH(pOpMAITIHU B paMKax
MCCIIEIOBATENBCKUX MTPOEKTOB
[K-3. Crioco0eH roToBUTh Hay4YHO- IK-3.1. 3HaeT TpeOOBaHMS U CTAHAAPTHI

TCXHUYCCKHUEC OTYCTHI,

odopMIIeHUSI HAYYHO-TEXHIUUECKHAX

DNEeKTPOHHBIA JOKYMEHT




MIPE3EHTALINH, HAyYHbIE
MyOJIMKaIMK IO Pe3ysibTaTaM

OTYETOB, IPE3CHTAIIUH U
TyOJTUK AT

BBITIOJIHEHHBIX UCCIICTOBAHUN I1K-3.2. YMeeT CTpyKTypUpOBaTh U
MPEACTABIATH Pe3yIbTaThI
HCCIIEOBAHNN B AICHOU U
JIOCTYITHO# hopMme
[K-3.3. NmeeT npakTU4ecKuit OTBIT
MOJTrOTOBKU M MyOIUKAIMN
HAYYHBIX MaTEPUAJIOB,
OTPaKAIOIINX PE3YIbTATHI
BBIMOJIHEHHBIX MCCIEAOBAHUN
[1K-8 CriocobeH o pyKOBOJICTBOM IK-8.1. 3HaeT NPUHIUIBI U CTAHAAPTHI
CICIUAINCTA OOJIee BRICOKOM yIpaBJIcHHs TPOSKTAMHU
KaTeropuu OCYIIECTBISATh I1K-8.2. Ywmeer pa3pabaTsIBaTh IIAHBI U
TUTaHUPOBAHUE U OpraHU30BBIBATh MIPOCKTHYIO
OpraHU3aIHI0 IPOCKTHON JIESITETIbHOCTh B COOTBETCTBUU C
JIeSITETIbHOCTH Ha OCHOBE YCTaHOBJICHHBIMHU CTaHIaPTaMH
CTaH[IAPTOB YIIPaBJICHUS I1K-8.3. Nmeet mpakTUYECKUN OTIBIT

MPOCKTaMH

yuacTusi B MPOEKTHOH pabore,
BKJIIOYAs! [UIAHUPOBAHUE
KOOPJIMHAIIMIO 33/1a4
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3. Temaruueckuii IJjIaH

Nen/ TpynoeMKocTh, akageMu4ecKue Yachl
n HaumeHnoBaHnue Ounas ghopma
pasjesia AMCHUTLIMHBI KonTakTHas padora T}( y
(Monysst) Texuun CemHHapbI CamocTo (Tekymuii KOHTPOJIb
Konrtpoas | sTeanHa yCIeBaeMOCTH)
(mpakTHYecKue
s1 pabora
3aHATHSA)
1 OcHOBBI 0€30ITaCHOCTH 6 6 26 Jlomarravie 3amanust
KOpITIOpaTUBHOM
HHPPACTPYKTYPHI
2 Bpenonocnoe 6 6 26 Jlomamaue 3ananus
IIPOrpaMMHOE
obecrieueHue
3 Kpunrorpagudeckas 6 6 26 Jomarnaue 3amanus
3amuTa nHpopManus
4 MeTonp! 3aIIHThI 6 6 26 JloMaIlrHue 3a0aHus
uHQOpMaIH
5 Aynut 6e30macHOCTH 6 6 24 Jlomamaue 3amanus
UHPOPMAITUOHHBIX KonnoxBuym
CHCTEM
3auem ¢ oueHKoIl 2
Hmozo: 30 30 2 128
O6vem oucyuniunsvt (Mooys) 190
(6 ak. u.)
O6vem Ooucyuniunovt (M00ys) 5
(6 3au. eo.)
4. CopepxxaHue IMCUMILTHHBI (MO1YJIs1)
Neni/m HaumenoBanue pazjesa Coaep:xanue TUCHUILUIMHBI (MOAYJIS1) IO TeMaM
AUCIHUNJIMHBI (MOYJIs1)
1 OcHOBBI 0€30IaCHOCTH AmvmunuctpupoBanre OC: Windows, Linux. CeTu nepenaun JaHHBIX.

KOPIIOPATUBHOM Mogens OSI. BupTtyanu3zanus 1 KOHTEHHEPHI
UHPPACTPYKTYPHI
2 BpenonocHoe nmporpaMmHoe Krnaccudukarus BpeoHOCHOTO MPOTrPaMMHOTO 00€CIICUCHHSI.
o0ecrieueHue ConmanbHas HHXEHEpHS U (QUIIMHT. AHAIU3 BPEJOHOCHBIX MPOrpamMM
(peBepc-MHXKMHUPHHT).
3 Kpunrorpadudeckas 3ammra OCHOBBI KpUNTOrpadUUECKON 3aIUTH HHPOPMANUU. YTIpaBlieHHEe
HHQOpMALHS JOCTYNOM: UAEHTH(UKALMS, ayTeHTU(DHUKALNS, aBTOPU3ALIHSL.
VYnpasnenue kiaouamu u PKI
4 MeToab! 3auThl THPOPMATH Knaccudukanms nporpaMMHBIX CPEICTB 3aIUThl HHOPMAIIHUH.
MOHUTOpPHHT U pearupoBaHue Ha HHIMIEHTHI (1irdpoBas
KPUMUHAJIMCTHKA). PUCK-OpHeHTHPpOBaHHBIN MOJX0/] IPH MOCTPOSHUN
cucteMbl 3amuThl. [I1anupoBanne PUHAHCOBBIX PECYPCOB.
5 Aynut 6e30macHoCTH HopmarusHble ocHOBBI 3a1uThl HHGopManuu B PO. Mojaens yrpos u

WHQOPMAIMOHHBIX CHCTEM

3nmoyMbIlUIeHHUKA. TecTupoBaHie Ha MPOHUKHOBEHUE - METOOIOTHS
Y IPOTrpaMMHBII HHCTpyMeHTapHil. be3onacHOCTh MpuiioKeHui
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognas numepamypa:

1. Poguues, 1O. A. HudopmanmonHas Oe3omacHOCTh. HarumoHabHBIE CTaHAAPTHI
Poccwuiickoit @enepanum : yuebroe mocobue / 0. A. Ponuues. - 3-¢ uzn. - Cankr-IletepOypr :
[Tutep, 2023. - 384 c. - (Cepust «YueOHUK st By30B»). - ISBN 978-5-4461-2112-0. - Tekcr :
anekTpoHHbIA. - URL: https://znanium.com/catalog/product/2123368.

2. CkabnoB, H. Ayautr Oe3omacHOCTH WH(GOPMAIMOHHBIX CHCTEM : MPAaKTHYECKOE
pykoBoxctBo / H. Ckabmos. - Cankt-IlerepOypr : ITutep, 2018. - 272 c. - (Cepus «bubnmnorexa
nporpammuctay). - |ISBN 978-5-4461-0662-2. - Tekct : osaekrponHwid. - URL:
https://znanium.com/catalog/product/1760857.

3. Hlanbrun, B. ®. 3anmra nHGOpMaIy B KOMIBIOTEPHBIX CUCTEMaX M CETSX : ydeOHOe
nocooue / B. @. [llanwrus. - 2-¢ usn. - Mocksa : JIMK Ilpecc, 2023. - 594 ¢. - ISBN 978-5-89818-
506-0. - Tekcr : anekTponnsii. - URL: https://znanium.com/catalog/product/2107178.

4. Cxmspo, /1. B. HckycctBo 3ammThl M B3MOMa HHGOPMAaUU : TPAKTHYECKOE
pykoBojcTBo / JI. B. Cxusipos. - Cankt-IletepOypr : BXB-IlerepOypr, 2004. - 289 c. - ISBN 5-
94157-331-6. - Tekcr : anektponHHbIit. - URL: https://znanium.ru/catalog/product/1856816.

5. 3enkos, A. B. UHdopmarnrionHas 6€30MacHOCTb U 3alMTa HH()OPMALIUY | YUEOHUK IS
By30B / A. B. 3enkoB. — 2-e u3sn., nepepald. u non. — Mocksa : U3natensctBo FOpaiit, 2025. —
107 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 3neKTpoHHBIHA //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567915.

6. CysopoBa, I'. M. MHHpopmanmonHas Oe30macHOCTh : y4eOHHK Ui By30B / I'. M.
CyBopoBa. — 2-e u3., nepepad. u gomn. — Mocksa : U3natensctBo FOpaiit, 2025. — 277 ¢. —
(Beiciee oOpazoBanme). — ISBN 978-5-534-16450-3. — Tekct : SJEKTpOHHBIA //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567672.

Jononnumensnan numepamypa:

7. Kosbipp, H. C. AHanu3 ¥ olieHKa pucKOB MH(OPMAIIMOHHON 0€30MacHOCTH @ y4eOHUK
st By3oB / H. C. Kosbipp, B. H. Xanuze. — Mocksa : U3natensctBo HOpaiit, 2025. — 154 c.
— (Bricmiee obOpazoBanue). — ISBN 978-5-534-17866-1. — Tekct : 3neKTpOHHBIA //
Oo6pazoBarenbHas miaTdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/581502.

8. Ko3sipp, H. C. Onenka puckoB u ayauT HHOOPMAITMOHHON 0€301TaCHOCTH : YISOHHK IS
By30B / H. C. Ko3sips, B. H. XanuzeB. — Mocksa : U3narensctBo HOpaiir, 2025. — 186 ¢. —
(Beiciiee  oOpazoBanme). — ISBN 978-5-534-17864-7. — TekcT : OJCKTPOHHBIA //
OopazoBarenbHas miargopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/581501.

6. MartepuajbHO-TeXHHYeCKOe o0ecreyeHne

YHHUBEpCHUTET pacrojaraeT MaTepUabHO-TEXHUYECKOW 0a30l, COOTBETCTBYIOIICH
JEMCTBYIOIMM MTPOTHUBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00eCTIeYMBaIONICH TPOBEICHUE BCEX
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BUJOB JHUCIUIUIMHAPHOW ¥ MEXIUCIHUILUTMHAPHON TTOATOTOBKH, IMPAKTHYECKOW M HAy4YHO-
UCCIIEIOBATEILCKON PabOT 00yJarOMUXCsl, MPEAYCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomMernieHus1, KOTOPBIE MPEICTABIISIOT CO00M yUeOHbBIE ayUTOPUH IJIsl TPOBEICHUS 3aHSATHIA
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WH/IMBUYAJIbHBIX KOHCYJIBTAIUI, TEKYIIEro KOHTPOJIS M TIPOMEXYTOYHON aTTECTAIluH, a TAKKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
o0CITy>)xuBaHus yueOHOTO 000pynoBanus. [loMeleHns] YKOMIUIEKTOBaHbI CIICIIUATN3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yueHne qUCUUIUTMHBI (MOAYIISA) 00eCTIeYMBAETCS B YUEOHBIX ayTUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYECKHMHU KaIbKYJISITOPAMHU;

—  CHEINHUaATU3UPOBAHHBIM 000PYIOBAaHUEM, BKIIOYAs IEMOHCTPAIMOHHOE 000pY/IOBaHUE.

[TomernieHust 151 CaMOCTOSITENIBHON pabOThl 00YYaIOIIUXCsl, B TOM YKCIIE TPUCTIOCOOICHHBIE
JUIL WCIIOJIb30BAHUSI WHBAJIMAAMHU M JIUIIAMUA C OTPAaHUYCHHBIMH BO3MOXXHOCTSMHU 3]I0POBBS,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
oOecrieyeHHEM  JIOCTyNa B  3JCKTPOHHYK)  WH(POPMAIMOHHO-00pPA30BATEIbHYIO  CPEIy
YHuBepcurera.

OOyuJaronmMest TPEIOCTAaBIsIeTCS JOCTYN (B TOM 4YHCIIE YIAleHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCJIC AJIEKTPOHHBIM OHMOJIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPOPECCHOHAIBHBIM 0a3aM
JTAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Ccblika
(u3maHusl, Kypca, 1I0KyMeHTAa)
1. | Hayunas snektponHas 6ubiroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubnmoreka
2. Bbasza mausbix g | T-cnenquanucros https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbbiii mopran «Poccuiickoe oopasosanue” | https://www.edu.ru/

6. HNudopmarmonnas cucrema "Enunoe okHO noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITUOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr WHDOPMAIIMOHHBIX TEXHOJOTHH, MCIOIB3YEMBIX TMPH  OCYIIECTBICHUU
00pa3zoBaTenbHOTO MpoIiecca Mo AUCIUTUIINHE (MOYJI0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOeclieueHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000IHO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe CBOOOJHO pacmpocTpaHsIeMoe

OducHble NPUITOKEHUS:
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0eIKHOE CBOOOJHO pacIpoCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IporpammHoe o0ecneveHne IJisl IVIAHUPOBAHUSI U YYeTa BPeMEHH:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucreMbl ynpaBjieHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencTBa aHTUBHPYCHO# 3aIIIHTHI:

Kaspersky Endpoint Security mist 6usneca OTE€YECTBEHHOE | JIHIIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeEMOe
Cucrtembl ynpapjeHusi 0néanorpaguyeckoii HHGpopmManueii:

Zotero | 3apyOexHoe | cBOOOIHO pacnpocTpaHsieMoe
CepBHCHI B CIIYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B npouecce nzyuenust nucuuiuinasl (Moayis) «MHopmanonHas 6€30macHOCTbY B paMKax
TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH HCIOJIb3YIOTCS TaKUe BHJIbI yUeOHOH paboThl, KaK JIEKIHH,
CEMHUHAapbl, KOHTPOJIbHbIE PaOOTHI, TOMAIIHUE 33/1aHUs, YCTHBIN OMPOC, a TAKXKE PA3IUYHbIE BUABI
CaMOCTOSITENIbHOW paboThl OOyyaromuXxcs MO 3aJaHHI0 TpernojaBaTres, HalpaBJeHHbIE Ha
pa3BUTHE  HAaBBIKOB  NPO(ECCHOHATBHOW  JIGKCHKH,  3aKpelyieHhe  MPaKTHYEeCKHX
npodeCCHOHATBHBIX KOMIIETEHIIHA, TOOIPEHNE HHUIMATHB.

Jlexyus — CHCTEMAaTHYeCKOe, IOCJIEJ0BATEIbHOE, MOHOJOTHYECKOE  H3JI0KEHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpouecce nekuuil peKOMEHIyeTcsi BECTM KOHCHEKT JIEKIUH: KpaTKO M CXEMaTH4HO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KIIFOYEBBIE CJIOBa M TepMHUHBI. HeoOXOAMMO OTMETHTH BOMPOCHI WM MaTepHallbl, KOTOpbIE
BBI3BIBAIOT 3aTPYAHEHHUS, U TONBITATHCS HAlTU OTBETHI B PEKOMEHI0BAaHHON nuTeparype. Eciaun
pa3oOpaTbCsi B MaTepuane He YAAeTcs, CleAyeT CpOpMYIMpPOBaTh BONPOC M 3a7aTb €ro
IIPENoAAaBaTe0 Ha KOHCYJIbTALIMK UM BO BPEMSI CEMUHAPCKOTO (IIPAaKTUYECKOI0) 3aHATHS.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktTuBHas paboTa CTyJeHTa Ha CEMUHApE,
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€ro OTBETHI Ha BONPOCHI IIPENOaBaTelNsl U y4acTHE B AUCKYCCHH.

Jl1s ycnemHoro yyacTusi B CEMMHApe CTYJEHTaM PEKOMEHAYETCs 3apaHee O3HAKOMUTHCS C
TEMON OOCYXXAEHUs, IPOYUTaTh HEOOXOJMMbIE MaTepHUaibl U HNOArOTOBUTH BONpPOCHL. BaxkHO
AaKTHUBHO CJIyIIaTh ¥ BOBJIEKAThCS B IUCKYCCHIO, BHICKA3bIBasi CBOM MHEHHUS U apIyMEHTUPYS HX.
IIpu oTBeTax Ha BOIPOCHI IPENOJABATENS CTOUT ObITH YBEPEHHBIM, YETKHMM U JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOJIe3HO MOAECPKUBATH AUAJIOL C OJHOKYPCHUKAMU,
YTOOBI 060raTUTh 0OCYKIEHHUE U PaCIIUPUTh CBOU 3HAHUS.

Homawmnee 3a0anue — HaOOP 3a1a4 IO TEMaM HEJICIIH.

[Ipu pabGore Hax AOMAIIHUMM 33JaHUSMM BaXXHO BHUMATEIbHO O3HAKOMUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh HEperpy3ku U Jydllle yCBOMTh Marepuain. Mcrosb30BaTh pa3inyHble MCTOYHUKHU
uH(OpMaLKK, BKIIIOYasl YUeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Tiy00KOro MOHUMAHHUS TEMBI.

Konmponvnasa paboma — nucbMenHas pabota ¢ HaOOpOM 3a/1a4, KOTOPbIE HY>)KHO PELIUTH 32
OTrpaHMYEHHOE BpeMSI.

Llenb KOHTPOJIBHOM pabOTHI - MOMYYUTh CIIELUAIBHBIE 3HAHUS 110 OJHON WM HECKOIBKUM
TeMaM JUCUUILIIMHBI (MOAYJIS) U IPOJEMOHCTPUPOBATH HABBIKM UX MPAKTUYECKOTO IPUMEHEHUS.

Yemuwiii onpoc — 310 popma mpoBepKu 3HAHUHM, TPU KOTOPOH CTYJCHT OTBEYAET HAa BOIIPOCHI
IpernoiaBaTess B YCTHOH opme, TEMOHCTPUPYS CBOM 3HAHHUS U IIOHMMAHUE TEMBI.

Jns ycnemHoW MOATOTOBKA K YCTHOMY OINPOCY PEKOMEHAYETCS TIIATEIbHO H3Yy4YUTh
MaTepuaibl 10 TeMe, BKJIOYas JIEKIMU U Yy4EeOHMKH, CO3/1aTh CIMCOK KIIFOUEBBIX BOIPOCOB U
OTBETOB, a TAKXKE MPAKTUKOBATHCS B UX MPOTOBAPUBAHUU BCIYX, YTOOBI YIyUYIIUTh YBEPEHHOCTh
U YETKOCTh M3NI0KeHUs. [1oe3H0 Takke 0OCyIuTh TEMBI C OJTHOKYPCHUKAMHU, YTOOBI TOIYYUTh
pasHble TOUKH 3pEHHS U YIITyOUTh MOHMMaHUE MaTepuaa.

Camocmosmenvrnas paboma — padoTa CTYJEHTOB, HANpaBlieHHAass Ha YINIyOJIEHHOE
M3YYEHHE OTJIENbHBIX TEM U BOIPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B miporiecce caMocTosITeNbHOM PabOThI CTYIEHTHI B3aUMOCHCTBYIOT C PEKOMEHIOBAaHHBIMHU
MaTepuaiaMH Mpu MUHUMAIBHOM yYacTHH MpernoiaBates. 3aauu CTyeHTa BKIIOYaloT padoTy
C KOHCTIIEKTaMH JIeKIIUi (00paboTka TeKCcTa), MOBTOPHOE U3yUeHNE YUeOHBIX MAaTEPHUATIOB, TUTAHOB
U TE3UCOB OTBETOB, U3yU€HHUE JOMOTHUTEIBHBIX TEM, BHIMOTHEHHE yU4eOHO-HUCCIIEI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00y4YeHHS MO TUCHHUIIHHE (MOAYJIIO)

Kpurtepun nosyyeHusi ypoBHsl M OLleHUBAaHUAA CPOPMHPOBAHHOCTH KOMIIETCHUHMH 110
aucuuninue (Moay/o) «Mupopmanuonnasi 6€30MaCHOCTb»

OrleHUBaHUE YPOBHS YYEOHBIX TOCTHIKCHUH, OOYYAIONIMXCS O JUCIUIUIMHE (MOJIYJIO),
OCYLIECTBIISECTCS B BUJAE TEKYILEr0 KOHTPOJIS YCIIEBAEMOCTH U IIPOMEKYTOYHOU aTTECTALUH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIHHE (MOIYJIIO) OCYIIECTBISIETCS B (opme
3ayema ¢ OWEeHKOW, TIPU ITOM TIPOBOJUTCS OIEHKAa KOMIIETCHIIMH, C(OPMHUPOBAHHBIX TIO
JUCUUIIMHE. J[7s OlLleHMBaHUs TEKYIIEr0o KOHTPOJISI YCHEBAEMOCTH M IMPOMEXYTOUHOM
aTTecTallid WCIONB3YeTCs JAeCATHOAIbHAS IIKalia OICHUBAHUS, KOTOpash COOTHOCHUTCS C
TPaAUIIMOHHON MATHOATUTBHON IIKAION CIEAYIOIINM 00pa3oM:

Jecarubannbuas IlarudamnbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Onenka 3a 3a4er
OlleHKA OlleHKA 00y4eHUsI MO TUCHUTLINHE (MOIYJII0)
10 OTiamaHO 3a4yTeHo CTyneHT TONHOCTHIO BIAJCeT 3HAHHUSIMH,
9 OTIUYHO 3a4TeHo W3J0KEHHBIMH B paboueil mporpamme, H
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yueHusl 1O JUCHUILIUHE (MOYJII0)

8

OTiInyHO

3auTeHo

ryboKo  ocMbIcisieT  auctuiuiuHy.  OH
CaMOCTOSITEITHHO u JIOTHYECKH
MOCJIEI0OBATEIILHO OTBEUACT Ha BCE BOMPOCHI,
aKIEHTUPYs BHUMaHWe Ha  HauOouee
Ba)KHOM. Vmeer aHAJIM3UPOBATH,
CpaBHHBATH, KJIacCU(YUIIUPOBATH, 0000IIATH,
KOHKPETH3UPOBaTh M CHUCTEMAaTH3HPOBATH
M3YUYCHHBIH MaTepHall, BBIACISIS KIIOYCBHIC
MOMEHTBI W YCTAHABIWBAas MPUYNHHO-
CJIeJICTBEHHBIE CBs3H. UeTko (Gopmynupyer
OTBETEI, YBEPEHHO HHTEPIPETUPYET
pe3yIbTaThI aHaJnu30B u JPYTHX
WCCJICJIOBAHUMN, a TaKXKe PEIIaeT CIOXKHBIC
3agaud. CTyIEHT XOpOIIO 3HAKOM C
METOJAaMH HCCIIENOBAHNSA, HEOOXOIMMBIMU
JUTS TIPAKTHYECKOU JEATSIBHOCTH, ¥ yMEET
CBSI3BIBATH TEOPETUICCKUE ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) € TPAaKTHYECKUMHU
3a1a4aMH.

Xopowo

3auTeHo

Xoporo

3auTeHo

Crynent oOnajgaeT 3HAHUSIMUA IIpeaMeTa
MOYTH B TIOJHOM oObeMe pabodeid
ImporpaMmbl 1 CaMOCTOATEIIBHO, JIOTUYCCKU
MOCIIEZIOBATENIEHO M BCECTOPOHHE OTBEYAET
Ha BCE BOIIPOCHI, aKIIEHTUPYS BHUMAHHUE Ha
HanOoJee 3HaUMMBIX MOMeHTax. OH ymeer
aHAM3UPOBAT, CpaBHHBATB,
KJIACCU(HUIIMPOBATD, 00001IaTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3HPOBATH
W3YYeHHBI  Marepwal, BBIIENIAS  €ro
KIIFOUEBbIC ACIICKThI u yCTaHaBJIMBast
MPUYUHHO-CIIEJICTBEHHEIE CBSI3H.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
WHTEPIPETUPYET PE3yNbTaThl aHAJIN30B H
JIPYTHX WCCIEAOBAaHUM, a TaKKe pemacT
CJIOKHBIE CUTYallnoOHHBIC 3amadn. CTymeHT
XOPOILO 3HaKOM c METOJIaMHU
HCCIICIOBAHMS, HEOOXOIUMBIMHU JUTS
HpaKTH‘IeCKOfI ACATCIIBHOCTH, W YMECT
CBSI3BIBATh TEOPETHUYECKUE ACTIEKTHI
nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH MPHU CAMOCTOSITEIbHBIX OTBETAX
Y UCTIOJIb3yeT HETOYHbIE (hopMyITupoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIIUOKH,
Kacaroumecss CcyTd BOIpocoB. CTyaeHT
CIOCOOCH peliaTh TOJNLKO CaMbIe MPOCTHIC
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKkTepuCTHKA pe3ybTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO TMCHUTUINHE (MOIYJIIO0)

3aJaud U BIajeeT JUIIb MUHUMAILHBIM
HabOpOM METOJIOB HUCCIICIOBAHUS.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
2 He cnan He 3auteno | MUHAMYMOM 3HaHUH 1O IMpeaMeTy U He
1 He cran He 3auteno | MOKET OTBETUTh HAa BOHPOCHI, NaXKE €CIH

nmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIINE BOTIPOCHI.

Huctuumumna (Monynb) «MHpopManmoHHass 0e30MacHOCTh» OIICHUBACTCS CIETYIOLIHM
o0pazoM:

AKTHBHOCTb Bec |KoauvecTBO Onucanue
Kontposnbnbie 60% 5 [Tucemennas pabota ¢ HAOOpPOM 3a7a4, KOTOPbHIE
paboThI HY>KHO PEIIUTh 32 OTPAaHUYEHHOE BpeMs
VYcTHBI onpoc 40% 1 3ctHas paboTa HaJ 3ajaHHEeM, HAIIPABIEHHBIM Ha
MIPOBEPKY MMOTYICHHBIX 3HAHUIA U HABBIKOB 10
JTUCIUTIIIUHE (MOJTYIIIO)

®opmyJia pacyéTa UTOrOBOM OLEHKHU MO AucHumInHe (Moayaw) «Mudpopmannonnas
0e3omacHocTh»: «0,6 X cpemHee 3a KOHTPOIbHBIC padoThl + 0,4 X yCTHBIN OIIpoc».

Texkymmii KOHTPOJIb yCIIEBAEMOCTH 00y4AKOIIUXCH MO JUCHUILIHHE (MOAYJII0)
IIpumepHbIe TOMaLIHUeE 32/IaHUS

Jomamnee 3ananue no teme «Ilocaencreus arak. O6Hapy:KeHHe U yiaaeHHe»

1. Ilpoananu3upyiite peanbHbli cydail kubeparaku (Harpumep, WannaCry unu NotPetya)
U ONUIIUTE €€ MOCIEACTBUS IS OpraHU3alHH.

2. CocTaBbTe JITOPUTM JICUCTBHI MO OOHAPYKCHHIO M yAalleHHIo BpegoHocHoro 1O Ha
KOMIIBIOTEPE.

3. Hccnenyiite coBpeMeHHBIE HHCTPYMEHTHI il OOHapyxkeHus BpemoHocHoro [0 wu
c/enaiTe CpaBHUTEIbHYIO TaOIMIlY UX BO3MOKHOCTEH.

4. OnuumTe OCHOBHBIE MPU3HAKH 3apaKeHUs cucTeMbl BpeZoHOCHBIM [10.

5. PazpaOoraiiTe miuaH BOCCTaHOBJIEHUS MH()OPMAIIMOHHOW CHUCTEMBI IOCIE YCHEIIHON
aTaku.

Jomammnee 3aganue no reme «MeToabl COHAIBLHON MHKEHEPHU»

1. IloaroToBsTe AOKIAA O TATH HaWOoOJIee PACHPOCTPAHEHHBIX METOJaX COIHMATBHON
WHXXEHEPUU C IPUMEPAMHU.

2. CocraBbTe clieHapuil (DUIITMHTOBOTO NHChMa W OOBSICHUTE, KaK paclo3HATh €ro
IIPU3HAKH.

3. Ipoananu3upyiiTe pealbHbIC CIIydan YCHEIIHBIX aTaK ¢ MCIIOJb30BAaHUEM COITUAIIEHOH
WH)KEHEPUH U BBIJIETIUTE OMIMOKHU KEPTB.

4. Pa3zpaboraiiTe peKoMeHAalNHU AJIsl COTPYAHHUKOB I10 MPEIOTBPALLIEHUIO aTaK COI[HAIbHOM
WHXECHEPUH.

5. IIpoBenuTe poJIEBYIO UTPY: OJUH CTYJIEHT BBICTYIAET B POJIM 3JI0YMBILIUIEHHUKA, APYTOH
— MOTEHIMAIILHON KEPTBBI, U IPOAHATU3UPYITE PE3YIILTATHI.

DNEeKTPOHHBIA JOKYMEHT



I[OMaIIIHee 3aJaHue

UTo ucnonbsyem

Java Spring

Spring Security

Keycloak (c PostgreSQL DB)
Docker + Compose

UTto Hapo caenaTthb

PeanuaoeaTe npocToe Beb-npunoxeHne ¢ ucnonb3osaduem Java Spring.
TemaTtvka — Ha Baw Bkyc. TpeboBaHMIiA K KOHTEHTY, xpaHeHuo B B[ n 1.4. HeT.
Y10 fomKHO BbiTk
a. maeHan cTpaHuua (NeHawHr), OCTYNHBIA Dea aBTopu3auwny Bcem (a-ns y
HaC KNAcCHbI CepBUC, perncTpupyiTecs)
b. Crpanuua peructpaumu u noruHa (MoxHo 6pate CTaHAAPTHYIO M3
Keycloak, moxeTe CBOW KpacwByio hopmMy AnNA Hee caenarts)
c. CrpaHuua, koTopan AocTynHa niobomy 3apervcTpupoBaHHOMY
nonk3oBarento (a-Na NUYHLIA KaBUHeT, AaHHLIE KaKWMe-TO NO KNUeHTY 1
T.A.)
d. Crpanuua, kotopan gomkHa GbiTe AOCTYNHA TONBKO aAMUHUCTPATOPY
(a-nA Kakaa-To agMUHKa)

2. MNoaknwunTe Spring Security 1 Noapy»kuTb aTo ¢ Keycloak. HacTpouTs
ABTOPM3aUMI0 U ayTeHTURMKALMIO, HACTPOWUTE ponK “user” 1 “admin”

3. BanakoeaTtk npunoxeHwe B docker compose. MNaeHoe TpebosaHue — npw
npoeepke [omkHo BeiTe gocTaTtodHo caenate docker compose up M BCe J0MKHO
paborate

4. lMokaaaTk KNUEHTCKWA NYTe W NPOAEMOHCTPUPOBATE CO CKPUHLLIOTaMK B

README pernwctpauwio, Bxod, HasHadeHuwe emy B Keycloak ponwu

agMUHWCTpaTopa (W Kak MeHAETCA BED-NPUNOKeHWe NpW 3TOM OeACTBMM ANA

Hero)

B sawem npunoxeHnn aomkHa beliTe HacTpoeHa 3awmurta ot CSRF

B sawem npunoxeHnn aonmkHel beite HacTpoedsl CORS Policy

CpenaiTte Tak, 4tobbl B BAWE NPUNOXKEHWE MOXKHO BbINO NonaaaTk TONLKO Yepes

NGINX. Pekomernayto aenate no DNS zanucam tak: «example.com» — sawe

npunoxedue, a «api.example.com» — sawe APl gna Hero. Jo6asuTe Takne

sanncK npu oteyTeTBMKM DNS cepeepa moxHo Yyepes /etc/hosts 8 UNIX-like
cucTemax

8. Hactpoite Ha NGINX Gazoebiit MTLS. Beinyctute cBoil CA ANA KNWMEHTOB W
HacTpoWTe ero Tak, YTobbl ecnu K Bam obpawanuce Ges ceptudmkara, To
nony4anu 6l owunbky 403 (paboTaloWwmKin npumep -
https://smallstep.com/hello-mtls/doc/server/nginx)

9. MNpwW noMoLUKM NEPEMEHHON $s5s51 client s dn oTpa3auTe B NGINX norax
log format DN ceptudmkara.

10.BbInycTUTE KNWEHTCKWIA cepTudnKaT, ycTaHoBuTe B cucTemy CA Ana aoeepua u

KNWMEHTCKWIA cepTudmkar. MpoaeMoHCTpUpYyiTe, Y4To Npn paboTte ¢ Bpayaepom He

BO3HWMKaeT owmBok camonognucadHoro ceptndukara. MpoeepsTe, YTo B NOMK

NGINX nonana 3anuck O BallMX NOXOXOAEHWAX

-

Howm

Kak npegocTaBuTb pe3ynbTathbl

o PenoawTtopuid ¢ KoaoM cepeuca Ha Git
o B penoautopun OBA3ATENBHO ponxeH BbiTe oT4eT. B otyere OBA3ATENBHO
[OMKHb! BbITh KAPTUHKKM C AEMOHCTpaLUen (hyHKLUMOHANEHOCTH
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IIpumepHbIe BONPOCHI 111 NOATOTOBKH K CEMUHapaMm

Bonpocs! k cemunapy no teme «Kourpoab gocryna. MOHUTOPHHT JAHHBIX»

1. Kakue OCHOBHBIE MOAENTH KOHTPOJS IOCTyNa CYIIECTBYIOT M B 4YeM HX OTJIHYUS
(mannpumep, DAC, MAC, RBAC)?

2. Kakue mertonpl ayTeHTH(GUKAIWU W aBTOPH3ALUHM NPUMEHSIOTCA Uil 00ecHedYeHUs
KOHTpOJISL tocTyna?

3. KakoBbI OCHOBHBIE 32/1a41 ¥ METO/IbI MOHUTOPUHTA JJAHHBIX B KOPIOPATHBHOM CeTH?

4. Kakue WHCTPYMEHTbI M  TEXHOJOTHMH  HCHOJB3YIOTCA I OOHapyXeHHS
HECAaHKIIMOHUPOBAHHOTO JOCTYTa?

5. KakoBbl OCHOBHBIC MPHUHLHUIBI TMOCTPOCHHUS MOJUTHKH KOHTPOJIS JIOCTyNa |
MOHHUTOPHHTA JUIS 3AIUTHl HHPOpMAIHn?

Bonpocs! k cemunapy no teMe «MeTobl IEHTECTHHTA»
Kakwue sTansl BKIrOYaeT B ce0sl MPOLIECC MPOBEICHUS TECTUPOBAHMS Ha TPOHUKHOBEHUE?
B yem paszauia mMexay 0eabiM, CephIM H YePHBIM TICHTECTUHTOM?
Kakue HHCTpYMEHTBI ¥ TEXHUKHU HCIIOJIb3YIOTCS JUIsl CKAHUPOBAHUS YSI3BUMOCTEH?
Kak mpoBonTCS SKCIUTyaTalusl YI3BUMOCTEH M KaKUE PUCKH ITPH 3TOM BO3HHKAIOT?
5. Kakue TpeOoBaHMS NPEABSBIAIOTCS K OTYECTHOCTH M PEKOMEHIAIUAM I10 HMTOraM
IeHTecTuHra?

AP

Bonpoce! k cemunapy no reme « @UIIMHIOBBIE aTAKU»

1. Kakwue Tumbl (QUIMUHTOBBIX aTaK CYNICCTBYIOT U KaK OHU OTIHYAIOTCS?

2. Kakue npu3Haku Mo3BOJIAIOT pacro3HaTh (PUIIMHTOBOE MUCHMO HIIM BeO-caiiT?

3. Kakue mcuxosorndeckue MpUEeMbl HCIOIB3YIOT 3JIOYMBINUICHHUKA B (DUIIIHMHTOBBIX
aTakax?

4. Kakue TeXHUYECKHE U OPTaHU3aIMOHHBIE MEPhI TOMOTAIOT 3aIIUTUTHCS OT (PUITUHTA?

5. KakoBbl OCHOBHBIE STambl PaccieOBaHUS WHIUICHTA, CBSI3aHHOTO C (DUITUHTOBOMA
aTakou?

IIpuMepHbIe 3aJaHNs 10 KOHTPOJIbHBIM padoTam

KonTtpouabHas pa6ora no reme «BpenoHocHoe nporpaMMHoe o0ecnieueHmne»

1. Tlepeuncinure W KpaTKO OXapakTepU3yWTe OCHOBHBIE BHIBl BPEIOHOCHOIO
MIPOrpaMMHOTO 00eCIIeUeHU .

2.  OnuumuTe pacrpocTpaHEHHbIE METO/IbI 3apaXKEHHsI KOMIIBIOTEPOB Bpe1oHOCHBIM [10.

3. IIpoanamuzupyiiTe MoCaeICTBUS aTaky THIIA fansomware Jijisi OpraHu3aIlny.

4. Kakue nmpu3HaKH yKa3blBalOT Ha 3apaKEHUE CUCTEMBI BUPYCOM?

5. OnumuTe OCHOBHBIE JTambl Mpolecca OOHAPYKEHHUS U YAAJEHUS BPEIOHOCHBIX
IIPOrPaMM.

6. Kakwue cymecTByrOT METO/IbI 3aIIUTHI OT BUPYCOB Ha YPOBHE MOJIB30BATEIS?

7. Pacckaxure o ponu anTuBUpycHOTo 110 1 ero OCHOBHBIX (DYHKIIHSIX.

8. IlpuBemute mpumep peaabHON aTaku ¢ UCIOIb30BaHWEM BpenoHocHoro [10 n onwmuTe
€€ TIOCIIEICTBHUS.

9. OObsacHUTE, Kak pabOTaeT IBPUCTUICCKUAN aHATIN3 B aHTUBUPYCHBIX MPOTPaMMaXx.

10. PazpaGoraiiTe anroput™m JAEHCTBHIM NpU TMOAO3PEHUH Ha 3apa)kKeHHE KOMIbIOTEepa
BpenoHocHbIM [10.

KonTpoubHnasi padora no reme « Kpunrorpapuyeckas samura uHpopmanus»
1. OOmbsacHUTE pa3HULY MEXy CAMMETPUUYHBIM U aCUMMETPUUYHBIM N (DPOBAHUEM.
2. HazoBuTe M KpaTKO OXapakTepU3yWTE€ OCHOBHBIC QITOPUTMbI CHMMETPUYHOTO
muGpoBaHUSL.
3. Pacckaxwure o npuHIunax padots! anroputma RSA.

DNEeKTPOHHBIA JOKYMEHT



4. Yro Takoe nudpoBast MOAMUCH U KaK OHA 00ECIIEYNBAECT I[EJIOCTHOCTh M ayTEHTUYHOCTh
TAHHBIX?

5. Onmmure mpouecc ayTeHTU(UKAIMM  TOJb30BaTeNied €  HCHOJIb30BAaHUEM
KPUNTOrpagpUueCcKX METOI0B.

6. Kaxkue cymiecTByIOT METO/IBI YIIPABICHUS KPUNITOrpaQUUECKUMHU KITF0OUaMu?

7. llpuBemute mnpumep npuMeHEHHs UU(POBBIX cepTHPHUKATOB B HHPpacTpyKType
OoTKpBITHIX Kitoueit (PKI).

8. OObsacHUTE, KaK pabOTaeT aIrOpUTM XEHIMPOBAHUS U €r0 PoJib B MH(OPMAIIMOHHON
0e30MacHOCTH.

9. OmnwummuTe yrpo3bl, CBA3aHHBIE C HEMTPABUIIBLHBIM YIPABICHUEM KIIIOUaMH.

10. Paspaboraiite cxemy oOMeHa 3amuM(POBAHHBIMU COOOIICHUSIMH MEXIY JIBYMs
MOJIB30BATEISIMU C HCIIOJb30BAaHHEM aCUMMETPUYHOTO ITHU(PPOBAHHUS.

KonrposabHnasi padora no teme «TecTupoBaHue HAa MPOHMKHOBEHHE U AyAUT
0e3omacHOCTH»

1. Onwumure OCHOBHBIE TAIbl MIPOBEACHHS TECTUPOBAHUS Ha IPOHUKHOBEHHE.

2. B d4em paznuums MeXIy BHEIIHUM U BHYTPEHHUM IIEHTECTUHTOM?

3. Kakue MHCTpYMEHTHI HCIOJB3YIOTCS JUIl CKaHUpoBaHUs ys3Bumocten? [lpuenute
TPUMEPHI.

4. Kak npoBOANTCS aHATIH3 YA3BUMOCTEH U OI[EHKA MX KPUTHYHOCTHU?

5. Pacckaxure 0 MeTOaxX IKCIUTyaTalluu YSI3BUMOCTEH B paMKaX MEHTECTHHTA.

6. Kakue TpeOOBaHUS TPENBSBISIOTCS K OTYETY IO pe3yibTaTaM TECTHPOBAaHHS Ha
IIPOHUKHOBEHUE?

7. llpuBemute mpuMepbl pEKOMEHIALUH 110 YCTPAHEHUIO OOHAPYKEHHBIX YSI3BUMOCTEH.

8. Kak o0ecreunBaercsi COOTBETCTBHE TpPeOOBAHUSM CTaHIAPTOB O€30MaCHOCTH
(manmpumep, ISO 27001) B xone ayaura?

9. OnummuTe pojbh ABTOMATU3UPOBAHHBIX U PYYHBIX METOJIOB B IIEHTECTHHTE.

10. PazpaOortaiiTe 11aH npoBeieHus ayiuTa 0€301MacHOCTH JUIsl MaJloil OpraHu3aluy.

IIpumepHBIii NepedYeHb BONPOCOB /ISl YCTHOIO OIpoca

1. Kakue OCHOBHBIE BUJBI BPEIOHOCHOTO MPOrPaMMHOI0 00ECHEYEHUs CYLIECTBYIOT?
IIpuBenuTe NpUMEPBL.

2. Kakue meroas! pacnipoctpanenust BpegoHocHoro 110 Haubonee pacnpocTpaHeHbl?

3. KaxoBbI THTTHYHBIE TTOCTIECTBHSI 3apaKEHUSI CUCTEMBI TPOSTHAMH 1 ransomware?

4. Kaxue nmpu3HaKu MOTYT CBUIETEIBCTBOBATh O 3apa’kKeHUH KOMIIbIOTEpa BUpycoM?

5. OnuumTe OCHOBHBIE METO/IbI OOHAPYXKEHUS U yAaleHus BperoHocHoro I10.

6. Kakue Mepsbl 3aLUTHI OT BUPYCOB U Jpyroro BpegoHocHoro ITO MoXHO NPUMEHUTH Ha
YpOBHE MOJIb30BaTENS U OpraHU3aLu?

7. UYro Takoe colualbHas HWH)KEHEpUss U KaKue OCHOBHBIE METOJABI HCIOJIb3YIOTCS
3JI0YMBIIICHHUKaMU ?

8. KakoBbl 0cOOEHHOCTH (PUIIMHTOBBIX aTaK M KaK UX MOXXHO pacro3HaTh?

9. Kakwue ncuxonorndeckue mpuéMbl MPUMEHSIOTCS B aTaKaxX COIMAIbHON HHKCHEPHH?

10. Kakue npeBeHTHBHbIE MEPHI IOMOT'YT CHU3UTh PUCKHU YCIEIIHBIX (PUITMHIOBBIX aTak?

11. Kak 1OBBICUTE OCBEIOMJIEHHOCTH IIOJIB30BATENIEll [UIS 3allUThl OT COLMAIbHON
WUHKEHEPUH?

12. B 4ém pa3HHIIa MEXKTY CHMMETPUIHBIM U ACHMMETPHYHBIM UG POBaHHEM?

13. Kakue  aqropuT™Mbl  CHMMETPHUYHOrO  IM(pOBaHUS  SABISAIOTCA  Hauboiee
pacnpocTpaHEHHBIMU?

14. Kak pabotaet anroput™m RSA u rae on npumensercs?

15. Yto Takoe mudpoBast MOAMUCH U KaK OHA 00SCTICUMBAET LIETOCTHOCTh U AyTEHTUYHOCTh
JTaHHBIX?

DNEeKTPOHHBIA JOKYMEHT



3amanus 1J151 NPOMEKYTOYHOM aTTeCTAIUM 0 JUCUHUILTIMHE (MOIYJII0)

Ne i/ 3ananue OtBer Kommnerenuus
1 VYkaxxnuTe METOA MPOTHBOACHCTBUS AHTHBUpPYC (QaHTHBHUDYC, VK-1
Bpenonocuomy I10. antivirus)
2 YKaXuTe BHI COITMATEHON HH)KEHEPHH. OurmuHT ((HUTITHHT, YK-1
phishing)
3 VYkaxuTe KOMIOHEHT YIPaBICHUS TOCTYIIOM. AyTteHTrUKAIHS VK-1
(ayreHTH(UKAIMS,
authentication)
4 VKaknTe CTaHIApT IS OLIEHKH PHCKOB. ISO 27001 (iso 27001, VK-1
nco 27001)
5 VYkaxuTe peIHOK JJIs1 HHCTPYMEHTOB Kaspersky (kaspersky, OIIK-2
AHTUBHPYCOB. KaCIEPCKHUH)
6 VKaKHTE palioHaIbHOE PEIICHNE IS 3aIUTHI Firewall (firewall, OIIK-2
CETEH. ¢atipBon)
7 YKaxuTe HHCTPYMEHT JJI1 MOHUTOpPUHTa SIEM (siem, cuem) OIlIK-2
WHIMJCHTOB.
8 VYxkaxute miardopmy U1t aHanu3a peiHka Ub. Gartner (gartner, rapTuep) OIIK-2
9 YkaxuTe MaTeMaTUYECKUI anmnapar JJist Anroputm RSA IK-2
Kpunrorpaduu. (anropuT™ rsa, rsa)
10 YkaxuTe MOIeb IS OIICHKH YTPO3. STRIDE (stride, ctpaiin) [K-2
11 VKaKUTE HHCTPYMEHT JJIsl TCCTHPOBAHUS Ha Metasploit (metasploit, IK-2
MIPOHUKHOBEHHE. METacCIIONT)
12 VYkaxuTe METo] aHaJIu3a PUCKOB. FMEA (fmea, ¢mea) [K-2
13 VYxkaxure GopMmat 11t OTIETA 110 UHIUICHTY. PDF (pdf, nad) [K-3
14 VYKakuTe HHCTPYMEHT IS IPE3CHTAIMHN 110 PowerPoint (powerpoint, [K-3
ayuTy 0e30IacHOCTH. HaydpIOHHT)
15 YkaxuTe CTUIb TUTHPOBAHUS AJIS Ty OIAKAIAiA IEEE (ieee, aliTpurui-n) T1K-3
1o Kpunrorpadu.
16 Ykaxute miaropmy s myOJuKaIui mo OWASP (owasp, oyacir) IK-3
TICHTECTY.
17 VYKaxxute METOA0JIOTHIO JUISl INTAHUPOBAHUS Agile (agile, »mxkaiin) T1K-8
npoekTos Ub.
18 YKaxXuTe HHCTPYMEHT AJis TpekuHra 3anad B Mb- Jira (jira, mxupa) K-8
MPOEKTaXx.
19 VYKaxuTe cTaHAapT Ui yPaBIECHNS IPOEKTaMH B NIST (nist, HrCT) [1K-8
UBb.
20 YKaxuTe moaxo/1 K O KETUPOBAHUIO B ROIl-ananu3 (roi-ananus, TIK-8

KOMIIICKCHOM 3alIUTe.

roi)
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