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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

N3yuyenne nucuuiuiHbl (Moayns) «TecTupoBaHUE» IO3BOJSET CIIYIIATEIsIM OCBOUTH
METO/bl U UHCTPYMEHTBI, 00€CIIeUHBAIOLINE BHICOKOE KaueCTBO IMPOTrPAMMHBIX MPOJYKTOB, YTO
KPUTUYECKH BOKHO JJIS1 YCIIEUTHOHM paboThl B cepe nHOpMaAIIMOHHBIX TexHOIoruid. Kpome toro,
3¢ (}eKTUBHOE TECTHUPOBAHUE CHOCOOCTBYET CHM)KEHUIO 3aTpaT Ha HCIpaBJIIEHUE OLIMOOK MU
MOBBIIICHUIO  YAOBJIETBOPEHHOCTH II0JIb30BATEJIEW, YTO, B CBOIO OYEpelb, IIOBBIIIAET
KOHKYPEHTOCIIOCOOHOCTh pa3padOTaHHbBIX CHCTEM.

Heab u3ydyeHusi TUCHUIUIMHBI (MOayJsi). (OPMHpPOBAHME Y CIymIaTeled TTyOOKHUX
3HAHWHA U MPAKTHYECKUX HABBIKOB, HEOOXOMUMBIX IS pa3pabOTKH, peann3alui U yIpaBICHUS
MpoIlecCaMy TECTUPOBAHUS MPOTPaMMHOT0 oOecrieueHus B KoHTekcTe backend-pa3paboTku.

3agauu u3y4eHus JUCHUNIHHBI (MOTYJIfA):

— W3YYHTh OCHOBHBIC TOJXOABI M METOJbI TECTHPOBAHUS JIsi BHIOOpA TOIXOJSIINX
CTpaTeruii B 3aBUCUMOCTH OT TUIIA IPOEKTA,

— MOHATH pa3HOOOpa3ue BUIOB TECTOB U UX POJIb B MpOBEepKe (DYHKIMOHAIBHOCTU U
MIPOU3BOIUTEIILHOCTH MPUIIOKECHUH;

— O3HAaKOMHTHCS C KIFOYCBBIMU MHCTPYMEHTAMU U METPUKAMH, MCIIOJIb3YEMBIMHU ISt
OLIeHKU Y(PPEKTUBHOCTH MTPOIIECCOB TECTUPOBAHMUS;

— OCBOUTH MPAKTUYECKHUE HABBIKU BBIMOJIHEHUS PA3IMUHBIX TUIIOB TECTHPOBAHUS IS
0oOHapY>KEHUS OIMIMOOK HA PAaHHHUX CTAIHSIX,

— HAYYUTBCS pa3padarTbiBaTh aBTOMATH3UPOBAaHHBIE TECThI W JIOKYMEHTHPOBATH
HaiiIeHHbIE TPOOJIEMBI [T yAy4IIEHUs KauecTBa Koja.

B pe3yabTare 0CBOEHUSI TUCHHMIIMHBI (MOYJIs1) 00y4AIOUIUIICS 10/I2KEH

3Hamy:

— KJIaccu(UKAIIIO MTOIXO0A0B K TECTUPOBAHUIO U Pa3INYHbIE CIIOCOOBI TECTUPOBAHUS;

— Pa3HOBUJHOCTU TECTOB (MOJYJIbHBIE M HMHTETpallMOHHbIC, (YHKIMOHAJIbHBIE WU
He(YHKIIMOHAJIbHBIC, IPYTHE);

— OCHOBHBIE€ HHCTPYMEHTBHI, IPUMEHSEMbIE JJIs1 TECTUPOBAHUS,

— METPUKU TECTUPOBAHUS U UX TPUMEHEHUE.

ymembw:

— MPOBOJUTH MOJYJIBHOE W HWHTETPAIMOHHOE TECTHPOBAHUE, TIPUEMOYHOE U
pErpeccHoOHHOE TeCTUPOBAHUE,

— MPUMEHSATH Jy4YIllie MPAKTUKA TECTUPOBAHUS B CBOEH paboTe W BHEAPATH UX B
pa3pabaThIBaeMbI€ MPOEKTHI.

enaoemp:

— HaBBIKAMH CO3/IaHHS aBTOTECTOB JIJIS PUIIOKCHHUIA U IIPOCKTHPOBAHUS TECT-KEHCOB,;

— HaBBIKAMH COCTABIICHUS Oar-peropros.
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2. Temaruueckmii njian

Neo TpynoemkocTb, aKkageMUYecKHe YAChI
m/m HaumeHnoBanue Qunas dopua TKY
AyaurtopHas padora .
pa3aena IMCUHUIIINHBI (Tekyumi
Jlexkiun CeMuHapbl
(MonyJis) (npakTuec Kontpo | CamocrosiTe/n KOHTPOJIb
Jb Hasi padoTa ycneBaeMoCTH)
KHe
3aHSATHA)
1 Pyunoe 2 2 13 JlomariHee 3ananne
HCCIIEI0BATENBCKOE
TECTHPOBAaHHE
2 ABTOMaTH3UPOBAHHOE 2 2 13 JomaliHee 3aaHue
(yHKIMOHANBHOE
TECTHPOBaHHUE
3 HenpepsiBHas 2 2 13 JomaliHee 3a1aHie
HUHTETpalus u Tect
HETpEPHIBHOE
TECTHPOBaHHUE
4 TecTrpoBaHHe JAHHBIX 2 2 13 JomamnHee 3amanue
5 Bmsyanpaoe 2 2 13 JlomamHee 3amaHue
TECTHPOBaHUE
6 TectupoBanue 2 2 13 JlomamHee 3amaHue
0e30macHOCTH Tect
7 TectupoBanue 2 2 14 JlomamHee 3amaHue
MPOM3BOIUTEIHHOCTH
8 TectupoBanue 2 2 14 JlomamHee 3amaHue
JOCTYIHOCTH
9 TectupoBanue 2 2 14 KonTponpnas
MeX(YHKIIMOHATIBLHBIX pabora
TpeOOBaHUI
3auem c ouenkoi 6
Hmozo: 18 18 6 120
Oo6vem oucyunnunvl (Mooyns) 162
(6 ax. u.)
3. CopepxaHue TUCHUILIMHBI (MOTYJIS)
Nen/m HaumenoBanue paziesa Coaep:xanue TUCHUILIHHBI (MOAYJIsI) IO TeMaM
JAMCHMILIMHBI (MOYJIs1)
1 PyuHoe nccienoBarensckoe MeTtonpl M TEXHUKH PYYHOTO TEeCTHUpOBaHUs. J[OKyMEHTHpOBaHHE H
TECTHPOBaHHE otyeTHOCTh. CO3/1aHKE TECT-KEHCOB U TeCT-TUIaHOB. BeneHne oTueToB o
nedexrax
2 ABTOMaTH3UPOBAHHOE WUHcTtpymenTsl st aBToMaruzauuu. llomynsipHbie  ¢peiMBOpKH:
¢bynkuuonaneHoe TectupoBanue | Selenium, TestNG, JUnit. Beibop MHCTpyMEHTOB B 3aBHCHMOCTH OT
npoekta.  Co3mannme W TOmJepXKKa — TecToB.  Hammcanue
aBTOMATH3MPOBAaHHBIX TecToB. [lojJiepkka W OOHOBJIEHUE TECTOB B
mpoliecce pa3padoTKu
3 HenpepriBHas uHTErpanys u Ocnoss! HenpepbiBHOU uHTErpanuu (Cl). HempeprsiBHOE TEcTHpOBaHuE
HEIIPEPBIBHOE TECTUPOBAHUE Wnrerpamus tecto B CI/CD  maiiruiaiiH.  ABTOMaTH3WpPOBaHHOE
TECTHPOBaHME Ha KaKJIOM dTare pa3paboTKH
4 TectupoBaHue TaHHBIX TectupoBanne LEJIOCTHOCTH JaHHBIX. TectupoBanue
NPOW3BOJUTENBHOCTH 0a3 JaHHBIX. MeTolsl W HHCTPYMEHTHI.
Ucnons3oBanmne SQL misa tectupoBanus nanubix. Mactpymentst ETL-
TECTUPOBAHMUSI
5 BusyansHoe TecTpoBaHue Metonpl BU3yalIbHOTO TecTHpoBaHHA. [IpoBepka MoIb30BaTENbCKOTO

untepdeiica (Ul). BwusyampHoe cpaBHEHHE C HCIOJIB30BaHHEM
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MHCTPYMEHTOB. WHCTpyMEHTHI [UIsI BH3YalbHOIO TECTUPOBAHUS.
Hcnonp30BaHMEe TaKuX MHCTPYMEHTOB, Kak Applitools, Percy.
Wnterpanus BuzyanabHoro tectuposanus B CI/CD

TCCTI/IPOBaHI/Ie 0e30macHOCTH

Cratnuyeckoe H  JAMHAMHYECKOE TECTHpPOBaHHE OE30MacHOCTH.
TectupoBanne Ha ys3BUMOCTH u Penetration Testing. MHCTpyMeHTHI
IUIs TecTupoBaHus 6e3omacHocTu. Ucnons3zoBanne OWASP ZAP, Burp
Suite. ABTOMaTH3aLIMsI TECTUPOBAHUI O€30MIACHOCTH

Tectuposanue
IPON3BOANTEIBLHOCTH

MeTtoapl TECTUPOBAHUA TIPOU3BOAUTCIBHOCTHU. I/IHCprMCHTI)I JJIsL
TECTUPOBAHUSA ITPOU3SBOJUTCIbHOCTH

TecTupoBaHue JOCTYIIHOCTH

[Mpuanumer  mpoctymHocTu. Cranmaptel  moctymHocTH (WCAGQG).
OCHOBHBIC  TPUHIMIIBI ~WHKIIO3UBHOTO  Ju3aiiHa. MeToasl |
WHCTPYMEHTHI. PyyHbIC 1 aBTOMAaTU3UPOBAHHBIC METOBI TECTUPOBAHUS
JIOCTYITHOCTH. VIcTIoIp30BaHe HHCTPYMEHTOB, TaKuX Kak Axe, WAVE

TectupoBanue
MEX(PYHKIIMOHATBHBIX
TpeOOBaHMIA

Onpenenenne MeX(QYHKINOHANBHBIX  TpeboBanmii. IloHnmanue
TpeOOBaHUI K WMHTErpallii W B3aUMOJCHCTBUIO MEXIY CHUCTCMaMH.
[Tpumeps! MexXPYHKINOHATHHBIX TpeOoBaHMA. MeTOAbI TECTUPOBAHUS
TectupoBanue API u unTerpanuoHHoe TectupoBanue. Mcnosib3oBanue
HWHCTPYMCHTOB IJIA TECTUPOBAHUA B33]/IMOI[CI710TBH$1 MCXKAYy CUCTEMaMU

(Postman, SoapUl)
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4, YyeOHO-MeTOaUYECKOE O0ecImeyeHne

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii crmymarens B TeYEHHE BCErO IEpuoja OOYyYeHHs IOJIydaeT WHAWBUAYAIbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMOIMOTEYHOH  CHUCTeME W 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXKHOCTh JOCTYIIA K pecypcaM U3 000l TOUKH, 1€ €CTh MOJKIIOUCHUE K ceTH MHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CnymarensM obecriedeH yJalleHHBIH JOCTYIl K COBPEMEHHBIM MPO(heCcCHOHAIBHBIM 0a3aM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Illep6ak, A. B. TectupoBaHue mporpaMMHOTO OOECIIEYCHHS : YIeOHHUK IS BY30B / A.
B. lllepbak. — Mocksa : U3natensctBo FOpaiit, 2025. — 145 ¢. — (Briciiee oOpa3zoBaHue). —
ISBN 978-5-534-19291-9. — Tekcr : anektponnslii / Ob6paszoBarenbHas miardopma FOpait
[caiiT]. — URL.: https://urait.ru/bcode/580604.

Jlonoanumensnasn numepamypa:

1. Kazapun, O. B. [IporpamMmHo-anmapaTHble CpeJCTBa 3aIlUThl MH(GOpMALUU. 3aIIuTa
IPOTPaMMHOTO obOecredeHus: @ y4eOHMK M mpakTukyM mius By3oB / O. B. Kazapun, A. C.
3a0abypun. — Mocksa : M3aarensctBo FOpaiit, 2025. — 312 c. — (Bsicmiee oOpa3oBaHue). —
ISBN 978-5-9916-9043-0. — Texkcr : snextponHslid // Obpa3oBarenbHas matdopma HOpaiit
[caiiT]. — URL.: https://urait.ru/bcode/562070.

5. MarepuaabHO-TeXHHYECKOe 00ecreyeHne

VYHUBEpCUTET pacnojaraeT MaTepUalIbHO-TEXHUYECKOH 0a30il, COOTBETCTBYIOLICH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U 0OECIeunBarollell MpoBEIEHNUE BCEX
BUJOB JUCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPDHOW IIOATOTOBKH, IPAKTUYECKOW W Hay4dHO-
HCCJIEIOBATENIBCKOM paboT 00ydaromuxcsl, IPe1yCMOTPEHHBIX YU€OHBIM MJIAHOM.

[TomerieHus1, KOTOpPbIE MPECTABISAIOT CO00M yueOHbIE ayAUTOPUH AJIsl TPOBEACHUS 3aHATHH
JEKUMOHHOTO THWMA, 3aHATHM CEeMHUHApCKOro (MPakTUYECKOro) THMA, TPYIIOBBIX U
WHAVBUAYAJIBHBIX KOHCYJIbTALMNA, TEKYIIETO KOHTPOJISA U MPOMEKYTOYHON aTTeCTaliM, a TaKkKe
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOThl M IOMEUIEHUS JAJIsl XpaHEHUS U MPOPUIaKTUYECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IlomeneHus: yKOMIUIEKTOBaHbI CIIEUATN3UPOBAHHON
MeOEeNbI0 U TEXHUYECKHUMH CPEJICTBAMU OOYy4YEeHUSs, CIyXKAIlUMU JJI1 NPEICTaBICHUs y4yeOHOMI
uHpopManuu OOJIBIION ayTUTOPHH.

N3yuenne qucurInHbl (MOIYIIs1) 00ECIIEYNBACTCS B YUEOHBIX ayIUTOPHUSIX, OCHAIIICHHBIX:

— CTOJIaMU U CTYJIbSIMH;

— KOMIIBIOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJIbKYJIATOPaMU;

— CHeUaIM3UPOBAaHHBIM 000py0BaHUEM, BKIIOYAs IEMOHCTPAIMOHHOE 000PYI0BaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTh 00y4arOIINXCsl, B TOM YUCIIE IPUCTIOCOOICHHbIE
JUISL MCTIONBb30BaHMs MHBAJIMIAMH M JIMLIAMU C OTPAaHUYEHHBIMU BO3MOXXHOCTSMH 30POBBS,
OCHAILIEHBl KOMIIBIOTEPHON TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOYEHHS K ceTu «MHTepHeT» M
obecrieueHneM  JOCTyla B JJIEKTPOHHYIO  HHGOPMAIIMOHHO-00pa30BaTEIbHYI0  Cpedy
YHuBepcurera.

OOyyarommMcesi MpeNoCTaBIsAeTCs JOOCTYN (B TOM 4YHCIE YJAlIeHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHClie AJIEKTPOHHBIM OHOIMOTEYHBIM CUCTEMaM, COBPEMEHHBIM Mpo¢ecCHOHAIbHBIM 0a3zam
JTAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):
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https://urait.ru/bcode/580604
https://urait.ru/bcode/562070

Ne HanMeHoBaHue noprana Ccbuika
(u31aHMs, Kypca, 10KyMeHTa)

1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa

2. | basa mannbix s IT-ciienuanucToB https://habr.com

3. | basa nannbix ScienceDirect https://www.sciencedirect.com

4. | OdunmansHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/
BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepanbublii mopran «Poccuiickoe odbpazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eannoe okno qoctyna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. | Enunas xomteknus mupoBEIX 00pa30BaTeIbHBIX http://school-collection.edu.ru/
pecypcos

8. | ®enepanbHbIi HEHTP MHPOPMALIHOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

Ilepeuenn

UH(POPMALIMOHHBIX

TEXHOJIOTHH,

UCIIOJIB3YEMBIX  IIPH

OCYIIIECTBIICHUU

06p330B8.TeJ'IBHOI‘O Inpounecca 1o JUHCOUIlINHE (MOHYJ'IIO), B TOM 4YHCJIC KOMIIJICKT JIMLICH3MOHHOI'O

MpOrpaMMHOTO  OOecIeueHus,

COBpPEMEHHbBIE

I/IH(1)OpMaI_II/IOHHBIe CIIPAaBOYHBIC CUCTCMBI:

npodeccuoHanbHbIe

0a3pl  JTAHHBIX

u

HaumenoBanmne 110 IIpoussoacreo JInuen3nonnoe / cB060IHO
pacnpocTpansieMoe

OnepannoHHble CUCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exxHoe JIMLIEH3UOHHOE
Server)
Bpay3sepsbI:
Slupexc.bpaysep OTEYECTBEHHOE CBOOO/THO PacIpoCTpaHsIeMoe
Google Chrome 3apy0eKHOEe CBOOOJIHO PACIIPOCTPAHIEMOE
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) | 3apyOexxHOe JIMLIEH3UOHHOE
TeXstudio 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Adobe Acrobat Reader 3apy0exHOe cBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneueHne AJISl IVIAHUPOBAHUSA U YI€TAa BPEMCHU:

Toggle app | sapyGexHoe | cBOGOIHO pacIpocTpaHseMoe
CucreMbl ynpapJjeHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nmuuensnonHoe

Cucrtembl ynpapjeHusi 0a3aMHi JaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHoe

Cucrtembl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for 3apybexHOe JIMIICH3UOHHOE

HyperV

CnpaBoYHO-IIPABOBBIE CHCTEMBI:

Koncynperantllnroc: cipaBoyHo- OTEUECTBEHHOE JIMILIEH3UOHHOE

IpaBoOBasi CUCTEMA

CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security s OTEYECTBECHHOE JIMLIEH3UOHHOE

o6usneca CranmaptHblid Russian

Edition

Cpensl pa3padoTKu:

Visual Studio Code 3apy0exKHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apy0OexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Anaconda 3apy0OeKHOE CBOOOIHO PaCIPOCTPaHAEMOE
Robotic Operating System 3apyOexHoe CBOOOHO pacIpoCTpaHsieMoe
CopelliaSim 3apy0ekHOoe cBOOOJTHO pacpoCTpaHsIeMOe
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https://elibrary.ru/defaultx.asp
https://habr.com/
https://www.sciencedirect.com/
https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Google Colaboratory | sapy6exnoe
TlakeThbl NPOrPAMMHBIX CPEACTB H OHOJIHOTEK:

CBOOOJIHO pacrpocTpaHsIeMoe

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexKHOE CBOOOIHO pacIpOCTpaHsIEMOe
Cucrtemsbl ynpapieHusi onéanorpagudeckoii HHpopManueii:

Zotero | 3apyOexkHOE | CBOOOIHO pacIpOCTpaHsIeMOe
CepBHCHI H CITYKOBI:

Bind 3apy0exKHOe CcBOOOJIHO PACIIPOCTPAHSIEMOE
Docker 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEMOe

6. MeToanueckne M OIeHOYHbIE MATEPHAJIBI
MeToan4yeckne yKkazaHus JJ1s1 00yYAIOIMXCS M0 OCBOEHHUIO TUCIHUILUIMHBI (MO1YJIA)

B mpouecce m3zydyenust qucuumuinHel (Monyis) «TectupoBaHue» B paMKax TEKYILLIErO
KOHTPOJISI yCIIEBAEMOCTH UCHOJIb3YIOTCS TaKUe BUbI YU€OHOH paboThl, KaK JIEKLIMU, CEMUHAPBI,
KOHTpOJIbHAsI paboTa, TECTHI, IOMAIIHUE 3aJJaHMsl, a TAaKXKE Pa3JIU4HbIC BUIbI CAMOCTOATEIbHON
paboThl OOydarolUXcs IO 33JaHUIO IPENojaBaTelis, HalpaBICHHbIE HAa Pa3BUTHE HABBIKOB
npoeCCHOHATBHON JIEKCHKH, 3aKpEeIUIeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIHA,
MOOUIPEHNE UHULIUATHB.

Jlexyus — cHUCTEMaTWYEeCKOe, IIOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
npernoiaBaTesieM yueOHOTo MaTepuaa, Kak paBuiio, TEOPETHYECKOTO XapaKTepa.

B mpormecce neknmii peKOMEHIYETCS BECTH KOHCHEKT JIEKIUH: KPAaTKO M CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC WJCH, BBIBOJBI W OOOOIICHUS JICKIIMU; BBIICIATH BaXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoO0XO0AMMO OTMETHUTH BOMPOCHI WM MaTepHajbl, KOTOpPbIC
BBI3BIBAIOT 3aTPYIHCHHS, U MOMBITATECS HAWTH OTBETHI B PEKOMEHI0BaHHOU JiuTepatype. Eciu
pa3o0parbcsi B Marepuaje HE yHaercs, cieayeT chopMyIupoBaTh BOIPOC W 3a1aTh €ro
NPEIOoIaBaTeII0 Ha KOHCYJIBTAI[MH WK BO BPEMsI CEMHUHAPCKOTO (TIPAKTUYECKOT0) 3aHSTHSI.

Yuacmue 6 cemunape (ayoumopnas paboma) — akTuBHasi paboTa CiymaTess Ha CEMUHapeE,
€ro OTBETHI Ha BOMPOCHI MPEToaBaTelis U y4acTHe B JUCKYCCHH.

Jljist yCnenHoro yq9acTvsi B CEMHHAPE CIYIIATesIM PEKOMEHAYETCS 3apaHee 03HAKOMHUTHCSI
C TeMOW O0CYXIEHHUS, MPOYUTATh HEOOXOAMMbBIE MaTepuaibl U MOATOTOBUTH BOMPOCHL. BaxkHO
AKTUBHO CJIYIIaTh M BOBJICKATHCS B IMCKYCCHIO, BRICKA3bIBasi CBOM MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJABATENSI CTOUT OBITh YBEPEHHBIM, YETKUM M JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIN MaTeprall. Takxke MOJIe3HO MO ICPKUBATH TUAJTIOT C OJJHOKYPCHUKAMH,
9TOOBI 000TaTUTH OOCYXKACHHE U PACITUPUTH CBOU 3HAHMUSI.

Tecm — ocobas dopma mpoBepku 3HaHHUA. [IpOBOAUTCS TMOCIE OCBOEHHUS OJHON WU
HECKOJIbKUX TEM M CBHJIETENILCTBYET O KadecTBE NMOHMMAHUS OCHOBHBIX MOHSATHI HM3ydyaeMoro
Marepuaia. TecTOBbIC 3aJaHMsi COCTABICHBI K KIIOYEBBIM TOHSTHSIM, OCHOBHBIM pa3jeiam,
Ba)XHBIM TEPMUHOJIOTMUYECKUM KaTETOPUSM U3y4aeMOU TUCIUTUIMHBI (MOIYIIS).

Jlsist IOATOTOBKM K TECTy HEOOXOAMMO 3HATh TEPMUHOJIOTHUECKUH armapaT JUCIUILTIHBI
(MOmyJIs1), TOHUMATh CMBICT HAYYHBIX KATETOPUN U YMETh UX UCTIOTIB30BaTh B MPOGECCHOHATBHON
JeKcuKe. BraneHue MOHSATHHHBIM ammapaTtoM, BKIIOYEHHBIM B TECTOBBIC 3aaHMUs, MO3BOJISET
MpernoaaBaTeNto  OBICTPO  MPOBEPUTH  yPOBEHb  IMOHUMAHHUS  CIYIIATENSIMH  BaXKHBIX
METO/I0JIOTUYECKUX KAaTETOPHil.

Konumponvnaa paboma — nucbMenHas pabota ¢ HaOOpOM 3a/1a4, KOTOPbIE HY>)KHO PELIUTh 32
OTpaHMUYEHHOE BpEMSL.

[{enb KOHTPOJIBHOM PabOTHI — MOIYYUTH CHEIHATbHbBIE 3HAHUS 110 OJJHOW UM HECKOJIBKUM
TeMaM JUCLUIUIMHBI (MOAYJSA) U MIPOJEMOHCTPUPOBATh HABBIKU UX MPAKTUYECKOTO IPUMEHEHUS.
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Jlomawnee 3a0anue — HabOPp 3a/1a4 1O TEMaM HEJICIIH.

HpI/I pa60Te Had AOoOMalllHUMHU 3aJaHUSIMHW BaXHO BHHUMATCIIBHO O3HAKOMUTLBCI C
TpeOOBAaHUSAMHU U CPOKAaMH BBINOJIHCHHs. PeKoMeHyeTcss pa30MBaTh 3aJaHHs HA 3Tarbl, YTOOBI
n30exaTh MEeperpy3kd W JIydille YCBOUTH Marepuai. VMcrmoiab30BaTh pa3liuyHble UCTOYHUKU
uH(pOpMaIKH, BKIIOYas YIeOHUKH U OHJIAHH-PECyPChI, I 00Jiee rITyOOKOro MOHUMAaHHMSI TEMBI.

Camocmosmenvnas paboma — paboTa ciymaTelield, HalpaBJICHHAs HA YIIYOJIIGHHOE
M3y4eHUE OTJICTBHBIX TEM U BOIIPOCOB YYCOHOU TUCIUTIIIUHBI (MOIYJIs).

B mpormecce caMocTOSTENBHONW pa0OThI CIIYIIATENH B3aWMOJCHUCTBYIOT C PEKOMCHIIOBAaHHBIMHU
MaTepuaiaMy TIpU MHHAMAJIBHOM YYaCTHHM TPENojaBaTes. 3aqadd CIyIIATeNs BKJIIYAIOT padoTy ¢
KOHCIIEKTaMH JIeKIHi (00paboTKa TEKCTa), HOBTOPHOE N3YYEeHNE YIEOHBIX MATEPHAJIOB IJIAHOB M TE3UCOB
OTBETOB, U3YYCHUE JIOMOIHUTEIHLHBIX TEM, BBITOIHEHNE YICOHO-UCCIIEOBATEIbCKUAX 3aJaHUI U JPYyTOe.

Cucrema OLCHUBAHUSA PE3YyJbTATOB Oﬁy'leHl/lﬂ o JMCIMIJInHe (MO}IyJ’[]O)

OneHuBaHuE YPOBHSI Y4EOHBIX JOCTHXKCHHM OOYYarOUIUXCS MO JUCHUILIHHE (MOIYIIIO)
OCYIIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.
I[Ipome:xyTouHasi aTTrecTalusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIsIETCS B (Qopme

3auema c OueHKOfl.

I[J'ISI OLCHUBAHWA TCKYWICIO KOHTPOJIA YCIICBACMOCTU U HpOMC)I(YTOqHOﬁ arrecranuu
UCTIONB3YETCs JeCATHOA/UIbHAS IIIKajda OIICHWBAHUS, KOTOpas COOTHOCHTCS C TPaTUIIMOHHON
MATHOAIPHON MIKAIOHN CIIEAYIONUM 00pa3oM:

JecaTubannbuas IlaTtudannbHas Ounenka 3a OO0mas xapakTepucTHKA pe3yJibTaTa
OLIEHKA OLIEHKA 3a4er 00yuyeHusi 10 JUCHUILIUHE (MOAYJIIO)

10 OTan4Ho 3auTeHo Crnylmarens NOJHOCTBIO BIIAJEET 3HAHUSIMU,

9 OTIWYHO 3a4TeHO W3JIOKEHHBIMU B paboueil mporpamme, Hu

8 OTINYHO 3449TEHO rIIyOOKO OCMBICISET AUCHUIUINHY (MOIYIH).

On CaMOCTOSITEIIBHO u JIOTUYECKH
MOCIIEIOBATENIEHO OTBEYAET HA BCE BOIPOCHI,
aKIIEHTUPYS BHUMaHHE Ha HauOoJiee BaXKHOM.
Vmeer aHAIIM3UPOBATD, CpaBHUBATb,
KJIACCU(UIPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M  CHUCTEMAaTH3HPOBATh
W3YYCHHBIM MaTepuall, BBIACIAS KIIOUEBhIC
MOMEHTBl W  YCTaHaBIMBas MPUIHHHO-
CJICIICTBEHHBIE CBs3U. YeTko (opmyaupyer
OTBETHI, YBEPEHHO WHTEPIIPETUPYET
pe3yiIbTaThl aHaJIN30B u JIPYTUX
WCCIICJIOBAHNN, a TaKKe peIlacT CIIOKHBIC
3amaun. CliymaTtenb XOpOIIO 3HAKOM C
METOJAMH MCCIIEJOBaHUS, HEOOXOIUMBIMHU
JUTSL TIPAKTUYECKON JESTeThHOCTH, U YMEET
CBSI3bIBATh TEOPETUIECKUE aCIeKThI
TUCIUIUTAHBI  (MOAYNA) C TPAKTHYECKUMHU

3a7a4aMu.
Xoporro 3auTeHo Cnymarens 0o0iajaeT 3HaHUSMHU IpPeIMETa
6 Xopomo 3a4yTeHo MOYTH B TIONHOM 00Beme  paboueii

nporpaMmbel 1 CaMOCTOSATCIIbHO, JIOTUYCCKHU

MMOCJICA0OBATCIIbHO U BCECTOPOHHE OTBEYACT
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JecarudannpHas IlsaTuéannbHas Ouenka 3a OO0mast XapaKTepuCTHKA pe3yJbTaTa
OLICHKA OLICHKA 3ayer 00y4eHHUs N0 JUCHUTILVINHE (MOIY.TI0)

Ha BCE BOIPOCHI, aKI[CHTHPYsS BHUMaHHC Ha
Hambosee 3HAYMMBIX MOMeHTax. OH ymeeT
aHAIM3UPOBATH, CpaBHHBATB,
KJIACCU(UIMPOBATD, 00001maTh,
KOHKPETH3HUPOBaTh W CHCTEMAaTH3HUPOBATh
W3YYCHHBIM  MaTepuall, BBIACIAS  €ro
KIIIOYEBbIE  aCMEeKThl W yCTaHaBIHUBas
MPUYUHHO-CIICJCTBCHHEIC CBSI3H.
®dopMynUpyeT CBOM OTBEThI, YBEPEHHO
WHTEPIPETUPYET pEe3yIbTAThl AHAIU30B U
JIPYTHX HWCCJICIOBAaHMA, a TaKkKe peIacT
CJIOKHEIE CUTYallMOHHBIC 3a/1a4H.
Crnymarens XOpOIIO 3HAKOM C METOJaMH
HCCIICOBAHU, HEOOXOIUMBIMU JUIS
MPAaKTUYCCKOW  NIEATETBbHOCTH, W  yMeeT
CBA3bIBATH TCOpeTI/I‘ICCKI/Ie ACIICKThI
npeaMeTa ¢ MPaKTHUCCKUMH 33[a4aMH.

5 Y I0BNETBOPUTENBHO|  3aUTEHO Crnymarens obmagaer 0a30BHIMH 3HAHUSMHU

4 Y I0BAETBOPUTENBHO|  3aYTEHO 10 JICUHIINHEE (MOJYIIO), HO HCIIBITEIBACT
TPYAHOCTHU ITPU CaAMOCTOSATCIIbHBIX OTBETaX U

UCTIOJIb3YeT HeTOouHble (OpMYyIUpOBKH. B
XOl€ OTBETOB OH JOMyCKaeT OHIMOKH,
Kacaromuecss cyTd BompocoB. Ciymarensb
CHOCOOEH pelarh TOJBKO Camble IMPOCTHIC
3aJaud W BiaJeeT JUIIb MUHUMAJIbHBIM
HaOOpOM METOJIOB HCCIICIOBAHUSI.

He CIaH He 3auteno CHyH.[aTeHL HE€ OBJaAcCIa 00s3aTeIbHBIM
He cnaun He 3auTenoO MHUHHUMYMOM 3HAaHUM TI0 INpeaMeTy U HE
1 He cIaH He 3auteHo MOXKET OTBCTUTH Ha BOIIPOCHI, HaKC CCJIN

nmpernogaBarcjiib  3a1a€T  JOIMMOJHHUTCIILHBIC

HaBOJSIIIIUE BOIIPOCHI.

Juctunnuna (Moxynb) « TecTupoBaHue» OLIEHUBAETCS CIETYIOIIUM 00pa3oMm:

AKTHBHOCTH Bec Onucanne

Homamraue 3amanus | 70% | 3a kaxmoe u3 3aanuii MokHO HaOpath 10 6amioB

Tectbl 15% | OTBeTH Ha BONPOCHL, 10 U3Y4YEHHBIM TEMaM

KonrponbHas padota | 15% | KontponbHas paboTta, Ha KOTOPOI OIIEHUBAECTCS TIPOEHT MPABUIILHBIX
OTBETOB U KOHBEPTUPYETCS B KOJIMYECTBO HAOpaHHBIX 0aIOB (TakK, 32
100% 1mrpaBHIIBHBIX OTBETOB CIIyIIaTeNb moxydaeT 10 6amios)

®opmyJia pacuéTa HTOrOBON OLEHKH MO AuciuIIuHe (MoayJw) « TectrupoBanuex: «0,7
X cpenHee 3a gomainHue 3ananus + 0,15 x cpennee 3a tecsl + 0,15 X koHTposIbHAS paboTay.
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Texkyuuii KOHTPOJIb YCIIEBAEMOCTH 00y4al0IIMXCH M0 IUCHUIIMHE (MOLYJII0)
IIpuMepHbIe TeMBbI CEMUHAPCKUX 3aHATHI

Py‘lHOG HCCIICAOBATCIILCKOC TCCTUPOBAHUC

1. MeTtoabl U TEXHUKH PYYHOT'O TECTUPOBAHUS: OCHOBHBIE ITOIX0/IbI

2. JloxyMeHTHpOBaHHE TECTUPOBAHUS: KaK co37aTh () ()EeKTUBHBINA TECT-TIIIaH

3. Co3nanHue TeCT-KEHCOB: Ty4IINe MPAKTUKU U COBETHI

4. Bepnenue oTueTOB O Ae(eKTax: OT BBIABICHUS A0 PELICHUS

5. AHanmu3 TECTOBBIX PE3YJIbTATOB: KAK MHTEPIIPETUPOBATDH JIAHHBIE U JIENIATh BHIBOIbI

ABTOMaTI/I3I/IpOBaHHOG Q)YHKI_II/IOHaJ'IBHOC TCCTUPOBAHUC

6. OO030p MOMyISPHBIX HHCTPYMEHTOB aBToMaTu3auu: Selenium, TestNG u JUnit

7. BpI0Op MHCTPYMEHTOB aBTOMATH3aIMU B 3aBUCHMOCTH OT IPOCKTA

8. Co3nanue 1 MOIIEPIKKAa aBTOMATU3UPOBAHHBIX TECTOB: IIIarH M PEKOMEH/IAIUN

9. Hamucanue 3¢ppeKTUBHBIX aBTOMATH3UPOBAHHBIX TECTOB: MPAKTUYCCKHE COBETHI

10. INognepxka U OOHOBJIEHUE TECTOB B IIpoOIlecce pa3pabOTKH: yIIpaBICHUE H3MEHEHUSMH

HerepHBHaﬂ HHTCIrpanuss 1 HCIPEPbIBHOC TCCTUPOBAHUC

11. OcHoBsl HenpepbIBHON nHTerpanuu (Cl): npuHIUIBEl 1 TPEeUMYILECTBA

12. HenpepbIBHOE TeCTHpOBaHUE: Kak HHTerpupoBaTh TecThl B CI/CD naiinnaiin

13. ABTOMaTH3MPOBAHHOE TECTUPOBAHUE HA KaXKJIOM 3Tale pa3padO0TKU: MOAXO0/Ibl U
UHCTPYMEHTHI

14. Ponb TectupoBanus B DevOps: kak o0ecnieunTh Ka4ecTBO Ha BCEX ATarax

15. MonuTopuHr u oryetHocTh B CI/CD: Kak OTClIeKHMBATh PE3YJIbTaThl TECTUPOBAHMS

TectupoBaHue JaHHBIX

16. TecTupoBaHUE LETOCTHOCTH JAHHBIX: METOJIbI U HHCTPYMEHTHI

17. TecTupoBaHUE MPOU3BOAUTEIHLHOCTH 0a3 TAHHBIX: MOJIXO/IbI U TPAKTHYCCKHAE TPUMEPHI
18. Mcnonb3oBanue SQL a1 TeCTUpOBAHUS JaHHBIX: OCHOBHBIC 3aIIPOCHl M TEXHUKHU

19. Unctpymentsl ETL-TecTupoBaHus: Kak BbIOpaTh NOIXOASIINA HHCTPYMEHT

20. O6paboTKa 1 aHaTU3 TECTOBBIX JaHHBIX: KaK 00€CMEeYUTh KaueCTBO JTAHHBIX

BusyansHoe TecTupoBanue

21. MeTtosbl BU3yalbHOTO TECTUPOBAHUS: OCHOBHBIE MTOJIXOAbI U TEXHUKU

22. TIpoBepka nonb3oBarenbckoro uaTepgdeiica (Ul): kak obecrieunTs KauecTBO AnU3aiiHa
23. Vcnonp30BaHne MHCTPYMEHTOB JUIs BU3yallbHOTO TecTupoBanus: Applitools u Percy
24. Nnrerpanus BusyanbHoro tectupoBanus B CI/CD: maru u pekoMenganuu

25. BusyanibHO€ cpaBHEHHUE: aBTOMATU3aIUs POBEPKU MHTEp(delicoB

HpnMeprle TECTOBbIC 3aJaHUA

Tect 1: OcHOBBI HeNpPepPbLIBHONW MHTEIPALIMU H HeNIPEePbIBHOE TECTHPOBAHME

1. Yro Takoe HenpepbiBHasi uHTerpauus (CI)?
A) IIpouecc, npu KOTOPOM pa3zpabOTUUKH PETYISAPHO OOBEIUHAIOT CBOU U3MEHEHHUS
B) IIpouecc, npu KOTOPOM KO TECTUPYETCS TOJIBKO B KOHILIE Pa3pabOTKH
C) Ilporuecc, mpu KOTOPOM TECTHI BHITOTHSIIOTCS TOJIBKO BPYYHYIO
D) Ilpomnecc, mpu KOTOPOM KOJI HUKOT1a HE 00bEeTUHAETCS

2. KakoBa ocHOBHasl 1le/1b HENPePHIBHOIO TeCTUPOBaHUs?
A) YBenuuuTh BpeMs BbITIOJHEHHS TECTOB
B) OGecneunts ObicTpoe 0OHapykeHUE NePEKTOB HAa paHHMX 3Tanax pa3paboTKH
C) YMEHBIINUTH KOJIMYECTBO TECTOB
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D) BbInonHATh TECTHI TOJBKO OJIMH pa3 B KOHLIE IPOEKTa

3. Urto Takoe CI/CD naiinuiaiin?
A) HabGop MHCTpYMEHTOB ISl yIpaBIEHUS IPOEKTaMHU
B) ABTOMaTH3UpPOBaHHBIH MTPOIIECC, KOTOPHIN BKIIOYAET B CEOSI HEMIPEPHIBHYIO
MHTErPALMIO U HENPEPHIBHOE pa3BEPThIBAHUE
C) Iporecc, KOTOPHI HE TpeOyeT aBTOMATH3AIUU
D) Merononorus pa3paboTKy, He CBsI3aHHAs C TECTUPOBAHUEM

4. Kakoii u3 cjienyliux 3TanoB He sBJsercs yactbio CI/CD naiinnaiina?
A) Kogupopanue
B) Cbopka
C) Pyunoe tectupoBanue
D) Pa3BepThiBanue

5. Yro Takoe aBTOMATH3HPOBAHHOE TeCTHPOBaHHe?
A) TectupoBanue, BHIITOIHIEMOE BPYUHYIO
B) Ilporecc, mpu KOTOPOM TECTHI BBHITOJIHAIOTCS aBTOMAaTHUECKU C UCTIOJIb30BAaHUEM
MHCTPYMEHTOB
C) IIporecc, mpu KOTOPOM TECTHI HE BHITIOTHSIIOTCS
D) TectupoBanue, KOTOpoe He TpeOyeT TOKyMEHTAIUH

6. Kakoii u3 ciie1ylonux THIOB TeCTUPOBaHUs Yalle Bcero unrerpupyercs B CI/CD
nafnjiain?
A) PerpeccronHoe TecTUpOoBaHUE
B) [IpousBoauTenbHOE TECTUPOBAHNE
C) TectupoBaHue MOJIB30BATEIHCKOTO HHTEp(erica
D) Bce BrilIEnEpEeUnCIIEHHBIE

7. Kakoii U3 ciie1yl0IUX HHCTPYMEHTOB YacTO UCIOJIb3yeTcs 1Jisl ABTOMATH3aIUH
CI/CD npoueccoB?
A) Jenkins
B) Microsoft Word
C) Adobe Photoshop
D) Notepad

8. UYTo Takoe cTaTH4YecKoe TeCTHPOBaHue?
A) TectupoBaHue, BBIIOIHIEMOE Ha pabOTaIOLIEM KOJIE
B) TectupoBanue, BHIIOIHSIEMOE O€3 BHIIIOTHEHUS IPOTPaAMMBI
C) Iporiecc, npu KOTOPOM TECTHI HE BBHITTOTHIIOTCS
D) TectupoBaHue, KOTOPOE BBIMIOIHIETCS TOJIBKO BPYUHYIO

9. Kakoii u3 cileqy0IuX MoAX0/10B HCIOJIb3YeTCs AJIsl THHAMIUYECKOro
TeCTUPOBAHUA?
A) Ananu3 koja 0e3 ero BBIIOJTHEHUS
B) BeimonHenue nporpamMmebl C IETbIO BBISIBICHHS OIIMOOK
C) Co3nanue TOKYMEHTAIIMH 110 TECTUPOBAHUIO
D) O6cyxnenue TpeOOBaHMI € 3aKa3UUKOM

10. KakoBa 0CHOBHAsI 11eJ1b TECTHPOBAHMUS HA YA3BUMOCTH?
A) ObecrieunTh BBICOKYIO MPOU3BOAUTEIHLHOCTD MPHIIOKEHHUS
B) Haiitu u ycTpaHuTh yS3BUMOCTH B CUCTEME
C) YBenuuuTh KOJIMUYECTBO (PYHKLIUH
D) Yopoctuts nporiecc pa3paboTku
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11. Yto Takoe Penetration Testing?
A) Iporuecc, npy KOTOPOM TECTUPOBIIUKH MBITAIOTCS B3JIOMATh CUCTEMY IS
BBISIBJICHHSI YSI3BUMOCTEH
B) IIpouecc, npu KOTOPOM CUCTEMA TECTUPYETCS TOIBKO HAa IPOU3BOJUTEIBLHOCTD
C) Ilpouecc, mpu KOTOPOM KOJ| TECTUPYETCS] BpYUHYIO
D) Ilponecc, mpu KOTOPOM TECThI HE BHIIIOIHSAIOTCS

12. Kakoii U3 cjieayomux HHCTPYMEHTOB HCMOJIb3YyeTCs IJIsi aBTOMATHU3AIUHN
TeCTHPOBAHMA 0€3011aACHOCTH?
A) OWASP ZAP
B) Microsoft Excel
C) Notepad++
D) Visual Studio

Tect 2: UHCTPYMEHTHI VISl TECTUPOBAHMS 0€30IIACHOCTH ¥ ABTOMATU3ALUA TeCTUPOBAHMS

1. KakoBa ocHoBHas ¢pynkuuss OWASP ZAP?
A) ObpaboTka JaHHBIX
B) TectupoBanue 6e30nacHOCTH BEO-TIPUIIOKEHUN
C) YnpasneHue npoeKTaMu
D) Co3nanue noxkymeHTanuu

2. Kakoii u3 ci1e1yl0IUX THIIOB T€CTOB MOKHO BBINOJHATH ¢ MOMOLIbI0 Burp Suite?
A) TectupoBaHue MOJIB30BATEIBCKOTO HHTEp(eEiica
B) TectupoBanue npou3BOIUTEIHLHOCTH
C) TectupoBanue 6€30MaCHOCTH BEO-NPUIIOKEHUIA
D) TectupoBanue A10CTYIHOCTH

3. UTo Takoe aBTOMATH3AlUsA TeCTUPOBAHUS (e30MacHOCTH?
A) Ilporecc, mpu KOTOPOM TeCThI 0€30MACHOCTHU BBIMOIHIIOTCS BPYUHYIO
B) IIpouecc, npu KOTOPOM TECTHI 0€30M1aCHOCTH BBIMOIHSAIOTCS aBTOMATUYECKH C
UCIOJIb30BAaHUEM HHCTPYMEHTOB
C) Iporecc, npu KOTOPOM TECTHI 0€30MACHOCTH HE BHITIOJIHSIOTCS
D) Iporecc, npu KOTOPOM TeCThl O€30MACHOCTH HE TPEOYIOT TOKYMEHTAIIMU

4. Kaxkoii u3 cj1eAy0IHX MeTOA0B UCIOJIb3YeTCsl VI TeCTUPOBAHMS HA YA3BUMOCTH?
A) CraTudeckuii aHaan3 Kojaa
B) Iunamuueckoe TecTUpoBaHUE
C) IlenrecTuHr
D) Bce BriIenepeuncieHHbIe

5. Kakoii u3 ci1e1y0ux HHCTPYMEHTOB NpeAHAa3HAYeH 1JIsl CKAHHPOBAHUS
yA3BUMOCTEH?
A) JIRA
B) Nessus
C) Git
D) Slack

6. Kakoii u3 ci1eIyI0UUX acTIeKTOB He SIBJISIeTCS YaCThI0 TeCTUPOBAHUS
oe3omacHocTH?
A) Ayaut kona
B) Ananus yrpo3
C) OnTumu3anus Ipou3BOAUTEILHOCTH
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D) TectupoBanue Ha ysI3BUMOCTH

7. Kakoii U3 ci1eIyIOIUX THIIOB ATAK MOKHO 00HAPYKUTH ¢ MoMoIbI0 Penetration
Testing?
A) SQL-unbeknu
B) XSS-araku
C) Artaku Ha O0TKa3 B 00CITyKUBaHUU
D) Bce BrlenepedncieHHbIe

8. Yro Takoe "(panbIIMBbIi MOJI0KUTEIbHBINA'" B KOHTEKCTE TECTHPOBAHUS
Oe3onacHocTu?
A) Vs3BUMOCTB, KOTOpast OblJIa 00OHApPYKEHA, HO HE CYIIECTBYET
B) Ys3BuMOCTB, KOTOpast IEHCTBUTEIBHO CYIIECTBYET
C) Omubka B TeCTUpOBAaHUU
D) Va3BumMocTb, KoTOpasi ObLIa UCIIPaBlieHA

9. Kakoii U3 ci1eTyIOIUX HHCTPYMEHTOB M03B0JIsIET BBINOJIHATH JHHAMHYECKOE
TeCcTUPOBaHMe 0e30MacHOCTH?
A) Fortify
B) Selenium
C) JUnit
D) Postman

10. Yto Takoe "ckaHupoBaHue ysi3BUMocTeii" ?
A) IIpouecc, npu KOTOPOM TECTUPOBIIUKHU BBITOJIHIIOT PYyYHbIE TECThI
B) IIpouecc aBTOMaTu3UpOBaHHOIO MTOMCKA YA3BUMOCTEN B MPUIIOKEHUN
C) Ilpouecc, mpu KOTOPOM TECTHI HE BHIMOIHAIOTCS
D) IIporuecc, mpy KOTOPOM TECTHI BHITOTHSIOTCS TOJIBKO B KOHIIE pa3padoTKu

11. Kakoii u3 cieayloummx nNoaxoa0B HCIOJIb3yeTcs ISl NOBbINIEHNs 0e30acCHOCTH Bed-
NPUJI0KEHUH ?
A) Koguposanue 6e3 TeCTUpOBaHUS
B) PerynspHoe BbINONHEHNE TECTUPOBAHUS HA YSI3BUMOCTHU
C) UrnopupoBanue TpeboBaHuil 6€30MacHOCTH
D) Ynpouienue apXxuTekTypbl IPUIOKEHUS

12. Kakyio po.ib MTpalOT MHCTPYMeHThI, Takne kKak OWASP ZAP u Burp Suite, B
npoiecce pa3padorku?
A) Yopomatot nporecc pa3paboTKu
B) O6ecneunBaroT aBTOMaTU3UPOBAHHOE TECTUPOBAHUE 0€30M1aCHOCTU
C) 3ameHs10T pa3paboTUNKOB
D) YMmenb1atoT KOJIMYECTBO TECTOB

IIpumepHbIe ToMaLIHKUE 32 TAHUS
Jlomamnee 3a1anue: PyuyHoe uccienoBareibCKkoe TeCTHPOBaHHE

1. Metoabl py4yHOro TecTHpoBaHus: ONHUIIUTE TP METOAA PYYHOIO TECTUPOBAHUS
(HampuMmep, YepHbIM SIMMK, Oenblid AWK, HCCIEeN0BATeNbCKOE TECTHPOBAHUE) U MPUBEIUTE
IIPUMEPBI, KOIAa KaX bl U3 HUX YMECTEH.

2. Co3nanme TecT-KelicoB: Hamummre nATh TECT-KEWCOB Ui BEO-TIPHIIOKEHHS
(HampuMep, UHTEpHEeT-Mara3uHa). YKaKuTe BXOJHbIE JaHHbIE, O’KUIAaeMbIid pe3ysbTaT U ILIaru
BBIIIOJIHEHMS 1T KJKJIOTO TECTA.

3. JlokymeHTHpoBaHue TectupoBaHusi: Co3jmaiiTe 1abMOH TeCT-IUIaHA JUIS TPOEKTa,
BKJIFOYAs pa3zelibl O LEIsAX TECTUPOBAHMS, MOAX0AX, PECYPCax U PACTIMCAHUH.
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4. Ortuer o aedexrax: [Ipugymaiite Tpu nedekxra, KOTOpble MOTYT BO3HUKHYTH B BEO-
MPUIOKEHUH, U CO3IalTe I KAXKIOTO U3 HUX OTYET O AedeKTe. YKaKUTE OMUCAHNE, ATy s
BOCIIPOU3BEICHHS, OKUIAEMbIN 1 (DaKTUIECKUN Pe3yJIbTaT.

5. AHAJM3 pe3yJbTaTOB TecTUpoBaHusi: [IpoBeauTe aHamm3 pe3yabTaTOB TECTUPOBAHHUS
Ha OCHOBE IMPEOCTABJICHHBIX JaHHBIX (HApUMEpP, KOJIMYECTBO MPOHJICHHBIX U HE MPOUICHHBIX
TeCTOB) 1 HAIITUIIUTC KpaTKI/Iﬁ OTYCT C BBIBOJAaMH U PCKOMCHAALIUSAMMU.

JlomamHee 3ajaHue: ABTOMATH3HPOBAHHOE (PYHKIMOHAJIbHOE TECTUPOBAHUE

1. O630p UHCTPYMEHTOB aBTOMAaTH3aIuK: VccnenyiiTe u cocTaBbTe KpaTKuii 0030p Tpex
MONYJISIPHBIX HHCTPYMEHTOB aBTOMaTu3aiuu (Hanpumep, Selenium, TestNG, JUnit), Bkirrogast ux
OCHOBHBIC (DYHKIIMH U 00JIACTH IPUMEHECHUSI.

2. Bbioop uHcTpymMenTa: OnummuTe CIEHApUld, B KOTOPOM BBI JOJDKHBI BBIOpATh
WHCTPYMEHT ISl aBTOMATHU3AIMH TECTUPOBAHUSA. Y KKUTE KPUTEPUU BbIOOpa U 000CHYHTE CBOI
BBIOOD.

3. Co3nanue AaBTOMATH3MPOBAHHOIO TecTa: Hamummure mpumep Koma s
AaBTOMATHU3MPOBAHHOIO TecTa C UCHOJb30BaHueM Selenium, KOTOphI mHpoBepsieT, UTO
M0JIb30BaTEIh MOXKET YCIICITHO BOWTH B YUCTHYIO 3aIHCh Ha BeO-caiTe.

4. Moaaepxka TecToB: ONMUIIUTE MPOIIECC OOHOBIEHUS ABTOMATU3UPOBAHHBIX TECTOB MPU
BHECEHUW W3MEHEHH B mpwiokeHne. Kakwe mard BBl NpeAnpuMeTe Ui oOecTieueHus
aKTyaJIbHOCTH TE€CTOB?

5. Hanucanue tectoB: Co3naiiTe TpU aBTOMATU3UPOBAHHBIX TECTA C HCIIOIH30BAHHEM
JUnit, KkoTOpble NPOBEPSIOT pa3IWYHbIE AacCHeKThl (QYHKIMOHAIBHOCTH BEO-TIPHUIIOKEHUS
(HampuMep, pOBEpKa HAIWYHS 3JIEMCHTOB Ha CTPAHUIIE, BBHIIOJHEHUE JCUCTBUU U TPOBEPKA
pe3yNIbTaToOB).

I[0Mamﬂee 3aJaHHueE: Hel'lpepblBHaﬂ HHTErpanvsa 1 HEIMPEPLIBHOC TECTUPOBAHUE

1. OcuoBbl CI: Onummwmre, uro Takoe HenpepsiBHass wuHTerpauus (CI) u kakue
MPEUMYIIECTBA OHA MPEAOCTaBIACT KOMaHAaM pa3paboTku. [IpuBeauTe mpuMepsl yCHEIHOTO
BHesipeHus: Cl B pOEKT.

2. HenpepbiBHOe TecTupoBaHme: OOBSCHUTE, KaK HENPEPHIBHOC TECTHPOBAHHE
OTIIMYAETCs OT TPAAUIIMOHHOTO TecTupoBaHus. Kakue MHCTpYMEHTHI Bbl ObI HCIIONB30BANU JITIS
aBTomaru3anuu trectupoBanus B CI/CD naiinuaiine?

3. Uurerpamuss tecroB B CI/CD: Onummre marud, HEOOXOAUMBIE Isi WHTErPalluU
aBToMaTH3upoBaHHBIX TecToB B CI/CD mnaitrutaiin. Kakue MHCTpYMEHTHI M NMPAKTUKUA Bbl OBl
PEKOMEHI0BaIM?

4. ABTOMaTH3MPOBaHHOe TeCTHPOBaHMe Ha KaxaoM »Jrtame: Co3maiite cxemy,
MOKA3bIBAIOIIYI0, KaK aBTOMAaTU3HPOBAHHOE TECTUPOBAHHWE MOXKET OBITh BHEIPEHO Ha KaXKIOM
sTane pa3paboTku (HarpuMep, Ha dTare pa3padoTKu, COOPKU, TECTUPOBAHMS U pa3BEPTHIBAHUS).

5. Oruer o tecrupoBanuu B CI: Hamummre otyer o TectupoBanuu mis CI/CD
nauraiia, BKJTFOYAsI METPUKH TECTUPOBAHUS (mampumep, KOJIMYECTBO
MPONICHHBIX/HEPONIEHHBIX TECTOB) U PEKOMEHAINH IO YAYUYIISHHUIO MPOIIecca TeCTUPOBAHUS.

IIpumepHbIe 3a1aHNS 111 KOHTPOJIbHON PadoThl

KonTpoubsnas padora: OnpenesieHne Me;kQyHKIIMOHATbHBIX TPeOOBAHUH H
TECTUPOBAHUE UHTECIPALlUMA

Yacmy 1: Onpedenenue medc@yHKYUOHATLHBIX MPeOOBAHUL

1. Onpenenenue  mexpyHKIMOHANBHBIX  TpeOoBaHumii: [laiite  ompenenenue
MeX(YHKIIMOHAIBHBIM TpeboBaHUsIM. Kak oHM oTanyaroTcst OT QyHKIIMOHAIBHBIX TpeOOBaHU?

2. llpumepbl  MeXK(PYHKIMOHAJIBHBIX TpedoBaHumii: [lpuBeaure Tpu mnpHUMepa
MEK(DYHKIIMOHAIBHBIX ~ TpeOOBaHMN s BeO-TpuiIOKeHus (Hampumep, TpeOoBaHUA K
0€30MacHOCTH, TPOU3BOIUTEIBHOCTH U IOCTYITHOCTH).
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3. 3HaueHmue MeK(PYHKITMOHATIBHBIX TpeOOBAHMIA: OO0bscHUTE, noyeMy
MeX(PYHKIIMOHATbHBIE TPEOOBAHMS BAXKHBI JUIS YCIIEITHOTO MPOSKTUPOBAHUS cUCTeMbl. Kak oHu
BJIUSIIOT Ha B3aUMOJICHCTBUE MEXKY Pa3IMUYHBIMU KOMIIOHEHTAMH CUCTEMBI?

Yacms 2: [lonumanue mpebosanuii K uHmezpayuu u 83aumMo0etcmeuto Mexcoy cucmemamu

4. TpeGoBanusi K uHTerpauuu: OnuimTe, 4To TaKoe TpeOOBaHMSI K MHTETPALlUU U TI0YEMY
OHH BKHBI JUIsl pa3pabOTKU paclpeieICHHBIX CUCTEM.

5. BzaumopeiictBue mMexay cucremamu: [IpuBenure mpuMepsl ClEHapHUeB, B KOTOPBIX
HEOOXOAMMO B3aUMOJICHCTBUE MEXK]Yy HECKOJIbKMMH cUcTeMaMu. KakoBbI OCHOBHBIEC BBI3OBBI,
CBSI3aHHBIE C MHTErpanuein?

6. MeTtoabl onpeiesieHusi Tpe0oBaHMii K HHTerpanun: HazoBure n onummre 18a METO1,
KOTOpBIE MOKHO HCIIOJIb30BATh Ui ONpeiesieHUs: TPeOOBAHUN K MHTETPAIllui MKy CUCTEMaMHU.

Yacms 3: Tecmuposanue APl u unmezpayuonnoe mecmupogaHue

7. TecrupoBanue API: O0bsicHuTe, 4TO Takoe TectupoBanue API u kak OHO CBsI3aHO C
MEX(PYHKIIMOHATHHBIMU TpeOOBaHUSIMH. B ueM ero ocHOBHBIE T1e/n?

8. UuTerpanmonHoe  TectupoBanme:  OnummTe  Mpolecc  HUHTETPAIMIOHHOTO
TecThupoBaHus. Kakue TUIIBI TECTOB BKJIIOYAIOTCS B 3TOT mporecc?

9. Mertoabl TecTupoBanusi: Ha3oBure Tpu MeToJa TECTUPOBAHHS, KOTOPHIE MOKHO
WCIIOJIB30BATh ISl TECTUPOBAHUS MHTETPALIMU MEXY cucTeMaMu. KpaTko onmuImmTe KaXKaplid U3
HUX.

Yacmyo 4: Hcnonvzosanue uncmpymenmos Ons meCmuposanusl 63auMo0eucmsuss Mexicoy
cucmemamu

10. Postman: OOsbsicuuTe, 4ro Takoe Postman M Kak e€ro MOXXHO HCIOJIB30BaTh IS
tectupoBanusi APIL. IlpuBenute mpumep 3ampoca, KOTOPBIH MOXKHO BBIMOJHUTH C TOMOIIBIO
Postman.

11. SoapUl: Omnummure, yro Takoe SoapUl u B kakux ciayyasx €ro MpeanodTureibHee
MCIIO0JIB30BAaTh MO CpaBHEHUIO ¢ Postman. YkaxuTe, Kakue THUIIBI CEPBHCOB MOYKHO TECTHPOBATH C
noMonuipto SoapUL.

12. CpaBuenne unctpymenToB: CpaBHure Postman um SoapUl mo Tpem kpurtepusim
(Hampumep, yAOOCTBO  HCIIOJIB30BaHUS, (PYHKUHOHAIBHOCTh, TMOJAEPKKA  Pa3THMUHBIX
IIPOTOKOJIOB).

Yacmo 5: [Ipakmuueckoe 3adanue

13. Mpakruueckoe 3aganue: Co3maiTe MpoOCTOM TeCTOBBIN crieHapwii st API (Hanpumep,
mist RESTful cepsuca) ¢ ucnons3oBanueM Postman. YkaxkuTe, kakue 3ampochl Bel Oynere
BBITIOJIHSITh, U KAKUE 0KUIa€MbI€ PE3YJIHTAThI BBl TIOJIYUHTE.
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