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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Wzyuenne auctumuiiHbl (Moayinsi) «CeTeBble TEXHOJOTHUW» SIBISETCS KIFOUEBBIM IS
obecrieuenus 3P hekTUBHON U 6e30macHO paboThl MHPOPMAIIMOHHBIX CHCTEM B COBPEMEHHBIX
OpraHM3aIMsaX. JDTO TAKXKE MO3BOJSET CICIHUATUCTAM aJalTHPOBATHCS K OBICTPO MEHSIOIIUMCS
TpeOOBaHUSM M MHHOBAIUSAM B 00J1aCTH MHPOPMAITMOHHBIX TEXHOJIOTHH.

Leap u3yyeHus1 AUCHHUILIMHBI (MOAYJs): (opMHUpOBaHHE 3HAHUN U HABBIKOB B 00JIACTH
MPOSKTUPOBAHUS, HACTPOUKM U obecriedeHHuss Oe30MacHOCTH KOMIIBIOTEPHBIX CeTed st
s dexTrBHON PabOTHI IPUTIOKEHUI B BBICOKOHATPYKEHHBIX CPEIax.

3agauu u3yveHusi JUCIHUINIUHBI (MOTYJIfA):

— W3YYWTh TPUHIMIBI TOCTPOCHUS ¥ (YHKIMOHUPOBAHUS PA3THYHBIX THIIOB
KOMIIBIOTEPHBIX CETe, BKIIIOYasl JIOKAIbHbIE, TTI00aJIbHbIE M KOPIIOPATUBHBIE;

— OCBOUTH METOJAbl aHalu3a M TMPEeIOTBPAIICHUS OCHOBHBIX YIpPO3 CETEBOM
0€e30I1aCHOCTH,

— HAYYUTBCS TPHUMEHATh CETEBbIC MPOTOKONBI ISl Pa3padOTKU W ONTUMH3AINUU
MPUIIOKEHUHN B pacTpe/IeTICHHbIX CHCTEMAX;

— OBJIaJeTh HaBbIKAMU KOH(HUTypallMd CETeBOr0 00OpyHOBaHMs IJisi OOecredeHus
HAJICKHOU 1 YPPEKTUBHON paOOTHI CeTeH;

— pa3paboraTh MOIXOAbI K (GMIBTpauy TpaduKa U 3alIUTe TaHHBIX OT MOTCHIINATBHBIX
aTaK B CETEBBIX OKPYKECHUSX.

B pe3yabTare 0CBOEHUSI TUCHHMIIMHBI (MOYJIs1) 00y4AIOUIUIICS 10/IKEH

3Hamy:

— YCTpPOMCTBO U OpraHHU3AINI0 KOMIIBIOTEPHBIX CETEH;
— OCHOBHBIC BEKTOPHI aTaKH Ha KOMITLIOTEPHBIC CETH;
— OCHOBHBIE TIPOTOKOJIBI CETEBOTO B3aMMOACHCTBUSI.
ymemb:
— paspabarbIBaTh MPUIIOKEHUS, paboTarorniue B BBICOKOHATPYKEHHBIX
KOMITBIOTEPHBIX CETSX;
— BBINIOJIHATH HACTPOIMKY CETEBOTO 00OPYI0OBAHUS,
— obecrieunBaTh 0a30BYyI0 0€30MACHOCTD CETEH.
enademup:
— HaBBIKAMH MPUMEHECHHSI CETEBBIX MTPOTOKOJIOB;
— TOHUMAaHHUEM, KaK yCTPOEHBI JIOKANbHbIE, TI00aTbHbBIE U KOPIIOPATUBHBIE CETH;
— HaBbIKaMHU (QUIBTpaLnU Tpaduka;
— HaBBIKAMH 3aIIUTHI JAHHBIX ¥ MPETOTBPAIICHUS aTaK.
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2. Temaruueckmii njian

Nen/ TpynoeMkocTh, akageMH4YeCKHE YAChI
" HaumeHnoBanue Qunas dopua TKY

AyaurtopHas padora .

pa3aena IMCUHUIIINHBI (Tekyumi

Jlexkiun CeMuHapbl
(MonyJis) (npakTuec Kontpo | CamocrosiTe/n KOHTPOJIb
Jb Hasi paboTa ycneBaeMoCTH)
KHe
3aHSATHA)

1 OCHOBHBIE ITPOTOKOJIBI 8 8 23 JomaliHee 3aaHue
CETEBOI0 [ToaroroBka k
B3aUMOJICUCTBHS CEMHHApY

2 Opranusaius cereii ¢ 8 8 23 JomaliHee 3aaHue
nocTynoM B IHTepHET [Moarororka k

ceMuHapy

3 Oprasuszamus 8 9 24 JomaliHee 3a1aHie
KOPIIOPaTHUBHBIX CETel IToaroroBka k

ceMuHapy

4 OCHOBEI CETEBO 9 9 24 JlomamHee 3amaHue
Oe3omacHOCTH KonTponpnas

pabora
3auem 4
Hmozo: 33 34 4 94
Obvem oucuyuniunsl (Mooyisn) 165
(6 ak. u.)

3. Copaepxanue TUCUUILIMHBI (MOTYJIs)

Neni/m HaumenoBanme pasgeia Coaepsxanue JMCHUITHHBI (MOIYJIA) IO TeMaM
JUCHHIJIMHBI (MO1YJIs1)
1 OcHoBHbIE TPOTOKOJEI ceTeBoro | Ctek  mpoTtokonoB. llpuknaanoit  ypoBens. [lpukiannoit u
B3aMMOJACHCTBUS TpaHcHOpTHBINA ypoBHU. CeTeBoil ypoBeHb. KaHanbHBIN U HU3NUECKUI
YPOBHH
2 Opranuszanus cereit ¢ qoctynom | [Ipotokonsr mapmipytusanmuud. OpraHuzanusi TJIOOATBHBIX — CETEH.
B HTEpHET BecnpoBogabie u  MoOwibHBIE ceTH. OTKa30yCcTOWYHMBEIE H
BHUPTYa&JIbHBIE CETH
3 Opranuszanus KOpIopaTHBHBIX Bupryansusle gactHble cetH. LlIndpoanue naHHBIX
ceTei
4 OcHOBBI ceTeBoit Oe3onacHOCTH | AyTeHTH(UKalUs U aBTopu3anus. AHanu3 U ¢uibTpanus Tpadduka.
Ataxu Ha TCP/IP. Ataku Ha DNS
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4, YyeOHO-MeTOaUYECKOE O0ecImeyeHne

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pacIpoCTPaHsIeMOro IPOrpaMMHOI0 OOECleYeHMs, BKJIOYas MPOAYKTHl OTEYECTBEHHOIO
IIPOU3BOACTBA.

Kaxnplil ciymarenb B TEYEHHE BCEro MEpHOAAa OOYYEHHs IOJIy4aeT MHAWBUIYaJIbHBIN
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMOIMOTEYHOH  CHUCTeME W 3JIEKTPOHHOU
MH(POPMALIMOHHO-00pa30BaTENbHOM cpele  yHUBEPCUTETa. OTH CHCTEMBbl IPEJOCTaBIIAIOT
BO3MOXKHOCTh JOCTYIIA K pecypcaM U3 000l TOUKH, 1€ €CTh MOJKIIOUCHUE K ceTH MHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TAK U 32 €ro Mpe/ieIaMu.

CnymarensM obecriedeH yJalleHHBIH JOCTYIl K COBPEMEHHBIM MPO(heCcCHOHAIBHBIM 0a3aM
JAHHBIX U UH()OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM.

Ocnosnas numepamypa:

1. KoMmbroTepHbIC CeTH : yYeOHUK M MPAKTUKYM JUIsSl By30B / TIOJI HAYYHOW pefakiuei A.
M. Heuaesa, A. E. Tpy6una, A. 0. AaucumoBa. — Mocksa : U3narensctBo HOpaiit, 2025. —
515 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-21452-9. — Tekct : 3JIeKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/572239.

Jlononnumensnasn n1umepamypa:

1. Cetu ¥ TEICKOMMYHUKAIIUY : YICOHHUK U MIPAKTUKYM Jijis By30B / o penakuueii K. E.
Cawmyitioa, 1. A. llammmosa, J[. C. KymsboBa. — 2-¢ u3a., nepepad. u gon. — Mocksa :
WznatenbctBo FOpaiit, 2025. — 464 c. — (Boicuiee oOpa3oBanue). — ISBN 978-5-534-17315-4.
— Tekcr : oanekrponsbli // OOpa3oBartenbHas 1miatrdopma HOpaiit [caiit]. — URL:
https://urait.ru/bcode/560392.

5. MarepuaabHO-TeXHHYECKOe 00ecreyeHne

VYHUBEpCUTET pacnojaraeT MaTepUalIbHO-TEXHUYECKOH 0a30il, COOTBETCTBYIOLICH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U 0OECIeunBarollell MpoBEIEHNUE BCEX
BUJOB JUCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPDHOW IIOATOTOBKH, IPAKTUYECKOW W Hay4dHO-
HCCJIEIOBATENIBCKOM paboT 00ydaromuxcsl, IPe1yCMOTPEHHBIX YU€OHBIM MJIAHOM.

[TomerieHus1, KOTOpPbIE MPECTABISAIOT CO00M yueOHbIE ayAUTOPUH AJIsl TPOBEACHUS 3aHATHH
JEKUMOHHOTO THWMA, 3aHATHM CEeMHUHApCKOro (MPakTUYECKOro) THMA, TPYIIOBBIX U
WHAVBUAYAJIBHBIX KOHCYJIbTALMNA, TEKYIIETO KOHTPOJISA U MPOMEKYTOYHON aTTeCTaliM, a TaKkKe
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOThl M IOMEUIEHUS JAJIsl XpaHEHUS U MPOPUIaKTUYECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IlomeneHus: yKOMIUIEKTOBaHbI CIIEUATN3UPOBAHHON
MeOEeNbI0 U TEXHUYECKHUMH CPEJICTBAMU OOYy4YEeHUSs, CIyXKAIlUMU JJI1 NPEICTaBICHUs y4yeOHOMI
uHpopManuu OOJIBIION ayTUTOPHH.

N3yuenne qucurInHbl (MOIYIIs1) 00ECIIEYNBACTCS B YUEOHBIX ayIUTOPHUSIX, OCHAIIICHHBIX:

— CTOJIaMU U CTYJIbSIMH;

— KOMIIBIOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJIbKYJIATOPaMU;

— CHeUaIU3UPOBAaHHBIM 000pYI0BaHUEM, BKIIIOYAsl IEMOHCTPAIMOHHOE 000pYyI0BaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTh 00y4arOIINXCsl, B TOM YUCIIE IPUCTIOCOOICHHbIE
JUISL MCTIONBb30BaHMs MHBAJIMIAMH M JIMLIAMU C OTPAaHUYEHHBIMU BO3MOXXHOCTSMH 30POBBS,
OCHAIIEHBl KOMIIBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO MOJKIIOYEHMs K ceTH «/HTepHeT» u
obecrieueHreM JOCTyna K B DJJIGKTPOHHYIO HWH(OPMAIMOHHO-00Pa30BaTEIbHYIO Cpeay
YHuBepcurera.

OOyyarommMcesi MpeNoCTaBIsAeTCs JOOCTYN (B TOM 4YHCIE YJAlIeHHBIN) K pecypcam
UH(POPMALIMOHHO-TEJIEKOMMYHHUKAIIMOHHON ceTH «VHTepHeT», 3JMEeKTPOHHBIM pecypcaM (B TOM
YHClie AJIEKTPOHHBIM OHOIMOTEYHBIM CUCTEMaM, COBPEMEHHBIM Mpo¢ecCHOHAIbHBIM 0a3zam
JTAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):
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https://urait.ru/bcode/572239
https://urait.ru/bcode/560392

Ne HanMeHoBaHue noprana Ccbuika
(u31aHMs, Kypca, 10KyMeHTa)

1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa

2. | basa mannbix s IT-ciienuanucToB https://habr.com

3. | basa nannbix ScienceDirect https://www.sciencedirect.com

4. | OdunmansHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/
BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepansubii mopran «Poccuiickoe odpazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eannoe okno qoctyna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. | Enunas xomteknus mupoBEIX 00pa30BaTeIbHBIX http://school-collection.edu.ru/
pecypcos

8. | ®enepanbHbIi HEHTP MHPOPMALIHOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

Ilepeuenn

UH(POPMALIMOHHBIX

TEXHOJIOTHH,

HCIIOJIB3YCMbIX

pu

OCYIIIECTBIICHUU

06p330B8.TeJ'IBHOI‘O Inpounecca 1o JUHCOUIlINHE (MOHYJ'IIO), B TOM 4YHCJIC KOMIIJICKT JIMLICH3MOHHOI'O

MpOrpaMMHOTO  OOecIeueHus,

COBpPEMEHHbBIE

I/IH(1)OpMaI_II/IOHHBIe CIIPaBOYHBIC CUCTCMBbI:

npodeccuoHanbHbIe

0a3pl  JTAHHBIX

u

HaumenoBanmne 110 IIpoussoacreo JInuen3nonnoe / cB000IHO
pacnpocTpansieMoe

OnepannoHHble CUCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exxHoe JIMLIEH3UOHHOE
Server)
Bpay3sepsbI:
Slupexc.bpaysep OTEYECTBEHHOE CBOOO/THO PacIpoCTpaHsIeMoe
Google Chrome 3apy0eKHOEe CBOOOJIHO PACIIPOCTPAHIEMOE
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) | 3apyOexxHOe JIMLIEH3UOHHOE
TeXstudio 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Adobe Acrobat Reader 3apy0exHOe cBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneueHne AJISl IVIAHUPOBAHUSA U YI€TAa BPEMCHU:

Toggle app | sapyGexHoe | cBOGOIHO pacIpocTpaHseMoe
CucreMbl ynpapJjeHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nmuuensnonHoe

Cucrtembl ynpapjeHusi 0a3aMHi JaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHoe

Cucrtembl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for 3apybexHOe JIMIICH3UOHHOE

HyperV

CnpaBoYHO-IIPABOBBIE CHCTEMBI:

Koncynperantllnroc: cipaBoyHo- OTEUECTBEHHOE JIMILIEH3UOHHOE

IpaBoOBasi CUCTEMA

CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security s OTEYECTBECHHOE JIMLIEH3UOHHOE

o6usneca CranmaptHblid Russian

Edition

Cpensl pa3padoTKu:

Visual Studio Code 3apy0exKHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apy0OexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Anaconda 3apy0OeKHOE CBOOOIHO PaCIPOCTPaHAEMOE
Robotic Operating System 3apyOexHoe CBOOOHO pacIpoCTpaHsieMoe
CopelliaSim 3apy0ekHOoe cBOOOJTHO pacpoCTpaHsIeMOe
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https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Google Colaboratory | sapy6exnoe
TlakeThbl NPOrPAMMHBIX CPEACTB H OHOJIHOTEK:

CBOOOJIHO pacrpocTpaHsIeMoe

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexKHOE CBOOOIHO pacIpOCTpaHsIEMOe
Cucrtemsbl ynpapieHusi onéanorpagudeckoii HHpopManueii:

Zotero | 3apyOexkHOE | CBOOOIHO pacIpOCTpaHsIeMOe
CepBHCHI H CITYKOBI:

Bind 3apy0exKHOe CcBOOOJIHO PACIIPOCTPAHSIEMOE
Docker 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEMOe

6. MeToanueckne M OIeHOYHbIE MATEPHAJIBI
MeToan4yeckne yKkazaHus JJ1s1 00yYAIOIMXCS M0 OCBOEHHUIO TUCIHUILUIMHBI (MO1YJIA)

B npouecce nzydyenus qucummiinHel (Moayis) «CeTeBble TEXHOJIOTMW) B paMKaxX TEKYILEro
KOHTPOJISl YCIIEBAEMOCTH UCHOJIb3YIOTCS TaKUe BUbI YU€OHOH paboThl, KaK JIEKLIMU, CEMUHAPBI,
KOHTpOJIbHAsI paboTa, JOMAITHUE 3aJaHus, a TAKXKE pa3IMuHbIe BUAbI CAMOCTOSTEIIbHON paboThl
oOyyaroluxcst 10 3aJaHUI0 [pernojaBarels, HalpaBlE€HHblE Ha pa3BUTHE HaBBIKOB
npoeCCHOHATBHON JIEKCHKH, 3aKpEeIUIeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIHA,
MOOUIPEHNE UHULIUATHB.

Jlexyus — cHUCTEMaTWYEeCKOe, IIOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
nperno/iaBaTesieM yueOHOT0 MaTepuaia, Kak IMpaBuiio, TCOPETUYECKOTO XapaKTepa.

B mpormecce neknmii peKOMEHIYETCS BECTH KOHCHEKT JIEKIUH: KPAaTKO M CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC WJCH, BBIBOJBI W OOOOIICHUS JICKIIMU; BBIICIATH BaXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoO0XO0IMMO OTMETHUTH BONPOCHI WMJIM MaTEpUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHCHHS, U MOMBITAThCS HANTH OTBETHI B PEKOMEHIOBaHHOM iuTeparype. Eciu
pa3o0parbcsi B Marepuaje HE yHaercs, cieayeT chopMyIupoBaTh BOIPOC W 3a1aTh €ro
NPEIoIaBaTeI0 Ha KOHCYJIBTAI[MH WM BO BPEMSI CEMUHAPCKOTO (TIPAKTUYECKOTO) 3aHSATHS.

Yuacmue 6 cemunape (ayoumopnas paboma) — akTuBHasi paboTa CiymaTess Ha CEMUHapeE,
€ro OTBETHI Ha BOMPOCHI MPEToaBaTelis U y4acTHe B JUCKYCCHH.

Jljist yCnenHoro yq9acTvsi B CEMHHAPE CIYIIATesIM PEKOMEHAYETCS 3apaHee 03HAKOMHUTHCSI
C TeMOW O0CYXIEHHUS, MPOYUTATh HEOOXOAMMbBIE MaTepuaibl U MOATOTOBUTH BOMPOCHL. BaxkHO
AKTUBHO CJIYIIaTh M BOBJICKATHCS B IMCKYCCHIO, BRICKA3bIBasi CBOM MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJABATENSI CTOUT OBITh YBEPEHHBIM, YETKUM M JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIN MaTeprall. Takxke MOJIe3HO MO ICPKUBATH TUAJTIOT C OJJHOKYPCHUKAMH,
9TOOBI 000TaTUTH OOCYXKACHHE U PACITUPUTH CBOU 3HAHMUSI.

Jlomawnee 3a0anue — HabOPp 3a/1a4 1O TEMaM HEJICIIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMH Ba)XKHO BHUMATEJIbHO O3HAKOMUTBCS C
TpeOOBaHUSIMU U CPOKaMH BBINOJIHEHUs. PekoMeHyeTcss pa3douBaTh 3aaHUs Ha dTarbl, YTOObI
n30exaTh MEperpy3ku M Jydllle yCBOUTh Marepuai. Mcmosnb3oBaTh pa3nuyHble HUCTOYHUKU
uH(popMalny, BKI0Yasi yaeOHUKU U OHJIAltH-peCcypcChl, AJis 60jiee rIyOOKOro MOHUMAHUS TEMBI.

Konumponvnaa paboma — nucbMenHas pabota ¢ HaOOpOM 3a/1a4, KOTOPbIE HY>)KHO PELIUTh 32
OTpaHUYEHHOE BpeMSI.

[lenb KOHTPOJIBHOM PabOTHI - MOMYUYUTh CIIEUATBHBIE 3HAHUS 110 OJJHON MM HECKOJIBKHM
TeMaM JUCUHUILUINHBI (MOYJIS) U MPOJEMOHCTPUPOBATH HABBIKM MX MPAKTUYECKOTO MPUMEHEHHUSI.

Camocmosmenvnaa paboma — paboTa ciymiatenei, HampaBieHHas Ha YIIIyOJeHHOE
U3y4eHHE OTJCNIbHBIX TEM M BOIPOCOB YUeOHON JUCIUIUIMHBI (MOIYIIS).

B mporecce camocTOsTEN HON pabOTHI CIyIIATeNH B3aUMOJAEHCTBYIOT C PEKOMEHIOBAaHHBIMHU
MaTepuajaMid NP MHUHHUMAJIBHOM Yy4YacTHM IIpeHojaBaTess. 3afauyd CIymaTess BKIIOYAaloT paboTy ¢
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KOHCIICKTaMH JICKIH# (00paboTKa TeKCTa), HOBTOPHOE H3yUYEeHUE YICOHBIX MaTEPHAJIOB IIJIAHOB U TE3HCOB
OTBETOB, U3YYCHUE JIOMOIHUTEIHLHBIX TEM, BHIITOIHEHUE YICOHO-UCCIIETOBATEIbCKUAX 3aJaHUI U JPYyTOe.

Cucrema OLCHUBAHUSA PE3YyJbTATOB Oﬁy'leHl/lﬂ o JMCIMIIJINHEe (MO}IyJ’[]O)

OueHuBaHuE YPOBHSI Yy4EOHBIX JOCTHXKCHHHM OOYYArOUIUXCS MO TUCHHUILIHHE (MOIYIIIO)
OCYIIECTBIISICTCS B BUJIE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.
IIpome:xxyTouHasi aTrecTauMsi 1O JUCIUIUIMHE (MOAYJIO) OCYIIECTBISETCS B (opme

3auema, Npyu STOM MPOBOAUTCS OLIEHKA KOMIETEHIIUH, C(HOPMUPOBAHHBIX MO AUCLIUILINHE.

I[JISI OLCHUBAHWA TCKYHICI'O KOHTPOJIA YCIICBACMOCTU U HpOMeX(YTOqHOﬁ aTTecralnuu
UCTIONB3YETCsl JecATHOAUIbHAS IIIKaja OIICHUBAHUS, KOTOpas COOTHOCUTCS C TPaJdllMOHHOM
MATUOAIITPHON MIKAIOHN CIEAYIONUM 00pa3oM:

JecaTubannbHasi IlarudannbHas Onenka 3a OO0mas xapakTepucTHKA pe3yJibTaTa
OLICHKA OLIEHKA 3a4er 00yuyeHus! 10 JUCHUILIUHE (MOLYJIIO)

10 OTan4Ho 3auTeHo Crnylmarens NOJHOCTBIO BIIAJEET 3HAHUSIMU,

9 OTIYHO 3a4TeHo W3JIOKEHHBIMA B paboueil mporpamme, Wu

8 OTINYHO 3449TEHO rIIyOOKO OCMBICISET AUCHUIUINHY (MOIYJH).

On CaMOCTOSITEIIBHO u JIOTHYECKU
MOCJIEIOBATEIFHO OTBEUAET Ha BCE BOIPOCHI,
aKIIEHTUPYS BHUMaHHE Ha HauOoJee BaXKHOM.
VYmeer aHaIIM3UPOBATh, CpaBHUBATb,
KJIACCU(UIPOBATD, 000011aTh,
KOHKPETH3UPOBaTh M  CHCTEMATH3HPOBATH
VM3YYCHHBIM MaTepHall, BBIACTSAS KIIOUYCBEHIC
MOMEHTBl W  YCTaHaBIHMBas MPUIHHHO-
CJICIICTBEHHBIEC CBs3U. YeTko ¢opMyaupyer
OTBETHI, YBEPEHHO WHTEPIIPETUPYET
pe3yIbTaThI aHAJIIN30B u TIPYTHX
WCCTIECOBAHMM, a TaKXe pEIIaeT CIOKHbBIE
3amaun. CliymaTtenb XOpOIIO 3HAKOM C
METOAAMH HCCIIEJOBAHUSA, HEOOXOIUMBIMHU
JUIST TIPAKTHYECKOW JESTEIBHOCTH, W YMEET
CBSI3BIBATh TEOPETHIECKHE aCIIEKThI
MUACHUIUINHBL  (MOIYJISI) C MPaKTHICCKUMH

3aa4YaMu.
Xopormo 3a4reHo Crnymarensb 001a1aeT 3HAHMSAMM MPEIMETA
6 Xopomo 3ayTeHo II04YTHU B IIOJIHOM o0neme pa60qeﬁ

pOrpaMMbl M CaMOCTOSITENIBHO, JIOTHYECKH
MOCJIE/IOBATEIbHO M BCECTOPOHHE OTBEYAET
Ha BCC BOIIPOCHI, aKICHTHUPYSA BHHMAaHHWEC Ha
HaunboJiee 3HAUYUMBIX MOMeHTax. OH yMmeeT
aHATN3UPOBATD, CpaBHUBATH,
KJIACCU(PHUIIMPOBATD, 0000111aTh,
KOHKPETH3HUPOBATH W CHUCTEMAaTH3HPOBAThH
W3Y4YEHHBIA  Marepuasl,  BbLACHAS  €ro
KIIOYEBbIC  aCMEeKThl W yCTaHaBIUBAs
IIPUYINHHO-CJICACTBECHHBIC CBA3H.
DopMynMpyeT CBOM OTBETHI, YBEPEHHO
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JecarudannpHas IlsaTuéannbHas Ouenka 3a OO0mast XapaKTepuCTHKA pe3yJbTaTa
OLICHKA OLICHKA 3ayer 00y4eHHUs N0 JUCHUTILVINHE (MOIY.TI0)

MHTEPHPETUPYET pPE3yJIbTaThl aHAIU30B H
JIPYTHX WCCIENOBAaHMUA, a TakXKe pemaeT
CIIOKHBIC CUTYallMOHHBIC 3a/1a49M.
Cnymarens XOpOIIO 3HAKOM C METOJaMHU
HCCIIeIOBaHMS, HEOOXOIUMBIMH JUIST
MPaKTUYECKON  NESITETbHOCTH, W  yMEET

CBSI3bIBATH TEOPETUUECKHUE ACTIEKTHI
MpeaMeTa ¢ IPaKTHYECKUMHU 3a/1adyaMH.
5 Y 10BNETBOPUTENBHO|  3auTEHO Caymatens obnagaer 0a30BBIMH 3HAHUSIMHU
4 YV 10BIE€TBOPHTENHHO 3a4TeHO M0 JAVCHIHIUINHE (MOMYIIO), HO HUCIBITHIBAET

TPYIHOCTH TIPH CAMOCTOSITETIFHBIX OTBETaX U
UCTIONB3YyeT HEeTOuHble (OPMYITUPOBKH. B
XOlle OTBETOB OH JIONMYCKaeT OINNOKH,
Kacarolquecst cyTH BorpocoB. CiymaTenb
CHOCOOEH pemarb TOJBKO CaMble IMPOCTHIC
3aJa4d W BJIaNeeT IUIIb MHUHUMAIbHBIM
HabOpOM METOJIOB HCCIIETIOBAHUSI.

3 He cnan He 3autreno | Cnymarens He OBJaaen 00s3aTelIbHBIM

He cnan He 3aureno | MUHEMYMOM 3HaHWH MO TIpEeaMETy U HE
MOET OTBETHUTh HAa BOIPOCHI, JAXKE ECIH

1 He cnaun He 3aureno
MpenojaBarTenb 3agaeT JOMOJHUTEIbHbIC

HABOJSAIINE BOMIPOCHL.

Juctuummna (Monynb) «CeTeBble TEXHOIOTUN) OIICHUBACTCS CIETYIOIIM 00pa3oM:

AKTHBHOCTH Bec Onucanmne

Jomarmaue 3aganus | 60% | 3a kaxoe U3 3a1anuii MoxHO HaOpath 10 OamuioB

AymuropHas pabora | 10% | AkTiBHast paboTa CTyICHTa Ha CEMUHApE, OTBETHI Ha BOIIPOCHI
MPEeToiaBaTelis, yJacTHe B TUCKYCCUH

3ayer 30% | [TucbmeHHast K ycTHast padoTa HaJl 3aJaHueM, HalpaBIeHHBIM Ha
MPOBEPKY MOJTYYCHHBIX 3HAHUI M HABBIKOB 110 JUCHUHUILIMHE (MOIYJIIO)

B pamkax u3yueHus: AMCUUILIIMHBI (MOIYJIs1) BO3MOYHO MOJIy4€HHE OOHYCHBIX 0allioB.

@®opmysia pacyéra HUTOroBOM OLEHKM N0 aucuuiuinHe (Moayaw) «CereBblie
TexnoJorum»: «0,6 x cpennee 3a nomamnue 3aganus + 0,1 x aynuropHas padora + 0,3 X 3ader».

Texkymmii KOHTPOJIb yCIIEBAEMOCTH 00y4aOIIUXCS MO0 JUCHUILIHHE (MOLY110)

IIpuMepHBbIEe TEMbI CEMUHAPCKUX 3aHATHH
1. OcHOBHBIE MPOTOKOJIBI CETEBOI0 B3aMMOAEHCTBUS

— CTek mpoTOKOJIOB: CTPYKTypa U (PyHKUINHU KaXKIOTO YPOBHSI.

— IlpuknagHoii ypoBeHb: npoTokoisl U ux npuMmenenue (HTTP, FTP, SMTP u ap.).
— Paznuums Mex 1y NpUKIaIHBIM U TPAHCIIOPTHBIM YPOBHSIMH.

— TpancnoptHslil ypoenb: npotokosnsl TCP u UDP, ux ocobeHHOCTH 1 IpUMEHEHHE.
— CereBoii ypoBeHb: mpotokoisl [P, ICMP u ux posp B MapupyTu3anuu.
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— Kananpnsiii ypoBenb: Texnonoruu Ethernet, Wi-Fi u ux ocob6ennocTw.

— ®usnueckuil ypoBeHb: XapaKTEPUCTUKU U CTAHAAPTHI NTepeladl JaHHBIX.

— Amnanu3 B3auMOJECHCTBUS pa3InuHbIX YpoBHEUW B Mojenu OSI.

— IlpuMmepsl peaJbHBIX CETEBBIX B3aMMOJEHUCTBUM, OCHOBAaHHBIX Ha CTEKOBBIX
MIPOTOKOJIAX.

— DBynyiee ceTeBbIX NPOTOKOJIOB: HOBbIE TEXHOJIOIMH U ITPOTOKOJIBI.

2. Opranmu3auus cerei ¢ nocrynom B UHTepHer

— IIporokoiibl MapiIpyTHU3alKi: OCHOBHBIE TUIIBI M UX ocodeHHocTH (RIP, OSPF, BGP).
— Opranu3zanus r1o6anbHbIX CETEH: MPUHIUIBI U TEXHOJIOTHH.

— becnpoBoaHbIe CETH: CTaHAAPTHI, TEXHOJIOTHH U 0€30IaCHOCTb.

— MooGunsnbIe cetu: 4G, 5G 1 ux BaUsSHUE HA J0CcTyN B IHTEpHET.

— OTKa30yCTONYMBBIE CETH: MPUHIUIIBI IPOEKTUPOBAHUS U PEATTU3ALIUU.

— BupryanbHble ceTH: KOHUENUS U IPUMEHEHNE B KOPIIOPATUBHOU Ccpeie.

— CpaBHeHHUE IPOBOAHBIX M OECIIPOBOIHBIX CETEH: IUTIOCHI U MUHYCHI.

— TenaeHunu B OpraHu3anuu ceTer ¢ 10cTynom B MHTepHeT.

— Keiicbl no opranusanuu cereil 11 pa3iIndHblX OU3HEC-MOIEEH.

— be3omnacHOCTh B r0OANBHBIX CETSIX: YTPO3bl U METObI 3ALUTHI.

3. Opranu3anusi KOpNOPATUBHBIX ceTeil

— Buprtyanbusie yacthblie cetu (VPN): npuHIUIBI paOOTHI U TEXHOIOTHH.

— IlIudpoBaHue 1aHHBIX: OCHOBHBIE AITOPUTMbI U METOJIBI.

— CpaBuenue paznuunbix TunoB VPN: PPTP, L2TP, OpenVPN u ux 0co6eHHOCTH.
— Ponp mmudposanus B obecrieueHnn 6€30MaCHOCTH KOPIIOPATHBHBIX CETEH.

— AHanu3 yrpo3 6e30MacHOCTH B KOPIOPATUBHBIX CETSX.

— MeToap! 3aIMThI JaHHBIX B KOPITOPATUBHBIX CETSX.

— Opranuzanus 6€30MacHOro0 yJaJIeHHOTO JI0CTYIa K KOPIOPAaTUBHBIM pecypcam.
— Keiic-ctaguu: ycnemnsie npumepsl BHeApeHUs: VPN B KoMnaHusIX.

— Tenpenuuu B o01acTu MUPPOBAHUS U 3AIIUTHI TAHHBIX.

— bynyiee KopropaTUBHBIX CETEN: HOBBIE TEXHOJIOTUN U ITOJAXO/BI.

I[IpumepHbIe TOMaLIHKE 32 TaHUS
JomamHee 3a1anue: OCHOBHBbIE MPOTOKOJIbI CETEBOr0 B3aUMO/1eiiCTBHSI

1. OnummMre CTeK MPOTOKOJOB M €ro ypOBHU. BKiounTe B OTBET OCHOBHBIE (YHKIIHUU
KQKJIOTO YPOBHS.

2. Yto Takoe npukiagHoi ypoBeHb? IIpuBenure npumepsl IpOTOKOJIOB, pabOTAIOLINX Ha
9TOM YPOBHE.

3. OObsAcHUTE pa3aMuusi MEXJy TPAaHCIOPTHBIM M CETEBBIM YpOBHSIMHU. Kakyro poib
KKl U3 HUX UTPAET B CETEBOM B3aMMOECHCTBUM?

4. OnumuTe KaHaldbHBIM ypoBeHb. Kakue MpOTOKOIBI M TEXHOJOTUU HCIOJIB3YIOTCS Ha
STOM YpOBHE?

5. Yto Takoe ¢puzndeckuil ypoBeHb? KakoBbl €ro OCHOBHbIE XapaKTEPUCTUKU U (PYHKIIUH?

Jomammnee 3aganue: Opranusanus cereu ¢ rocrynoMm B UuTepuer

1. YUro Takoe mnporokonsl Mapumpyruzauuu? IlpuBenure npumepsl U OOBACHUTE HX
Ha3Ha4YeHHE.

2. Onummre, Kak OpraHU3yloTcs rio0aimbHble ceTH. Kakue TeXHOJOTHMH U MPOTOKOJIBI
WCTIONIb3YIOTCA ISl UX CO3/IaHus?

3. Uto Takoe OecripoBOHbIE U MOOUIIbHBIE ceTH? KaKkoBbl HX OCHOBHBIE ITPEUMYIIECTBA U
HEIO0CTAaTKN?

4. OOBsACHHUTE, UTO TAKOE OTKA30yCTOMUUBBIE ceTr. Kakue TeXHOIOTUU UCIIONb3YIOTCS IS
o0ecrneyeHrs 0TKa30yCTONYUBOCTH?
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5. Uro Takoe BupTyanmpHble cetn? Kak OHM IOMOTAalOT B OpraHM3alldd CETEBOTO
B3aUMOJICUCTBUS?

Jomamnee 3aganue: Opranu3anusi KOPNOPaATUBHBIX ceTei

1. Yto takoe BupTyanbHble yacTHble ceTH (VPN)? Onummre OoCHOBHBbIE NPUHLMIIBI MX
paboTHI.

2. KakoBsl mpeumymiectBa ucnoib3oBanus VPN B koprnopatuBHbIx cersax? IlpuBeaute
HIpUMEpPbI TPUMEHEHHUS.

3. Uto Takoe mmppoBanue naHHbIX? KakoBbI €r0 OCHOBHBIE METO/IbI U AJITOPUTMBI?

4. O0psacHUTE, KaK MU(ppoBaHUE JAHHBIX 00ECIeYMBaET 0€30MaCHOCTh B KOPIIOPATUBHBIX
CeTsIX.

5. KakoBbl OCHOBHBIE yrpo3bl 0€30M1aCHOCTH KOPIOPATUBHBIX CEeTeH, U KaK IIU(ppOBaHUE
MIOMOTAET UX MUHUMH3UPOBATDH?

IIpumepHBbIe BONPOCHI 111 MOATOTOBKH K 3a4eTy

1. Yro Takoe cTeK NPOTOKOJIOB, U KAKUE YPOBHU OH BKJIHOYAET?

2. Onumute QyHKIMU MPUKIIAJHOTO YPOBHS U IPUBEAUTE MPUMEPHI IPOTOKOJIOB.

3. KaxoBbI OCHOBHBIE pa3muyus MEXIAY MPUKIAIHBIM U TPAHCIIOPTHBIM YPOBHSIMH?

4. Kakue mpoTOKOJIbI OTHOCATCA K TPAHCIOPTHOMY YPOBHIO, M B YEM UX OTIHYHUE?

5. OnuiuuTe poJib CETEBOr0 YPOBHS U OCHOBHBIE IPOTOKOJIBI, UCIIOJIb3yEMbIE HAa ATOM

YPOBHE.

KakoBsl (hyHKIIMM KaHAIEHOTO YpOBHA B Mojenu OSI?

Yro BKIItOYaeT B ce0s1 GU3NUECKUl YPOBEHb, U KAKUe€ TEXHOJIOIUU €MY COOTBETCTBYIOT?

Kak B3auMoz1elicTBYIOT pa3IM4yHble YPOBHU CTEKA IPOTOKOJIOB IPU Nepeaayue JaHHbIX?

Yro takoe [P-agpecanus u kak oHa pabOTaeT Ha CETEBOM ypOBHE?

10. KakoBbI OCHOBHBIE IPUHLIHUIIBI PabOTHI TpoTOKOIa TCP?

11. Yro Takoe MapiipyTU3alus, U Kakue MPOTOKOJIbI UCIIOJIb3YIOTCS Ul €€ pealnu3auu?

12. OOBsiCHUTE pa3INdrs MEXTY CTATUICCKON U JUHAMHYECKON MapIIPyTH3AIHCH.

13. Kak opranuzyrotcs riio0anbHble CeTH, U KaKue TEXHOJIIOTUHU UCIIOb3YI0TCA?

14. Yto Takoe OecrpoBOIHBIE CETH, U KAKOBBI UX OCHOBHBIE XapaKTEPUCTUKH?

15. KakoBbI 0COOEHHOCTH MOOMIIBHBIX ceTeid, Bkimodas 4G u 5G?

16. OnumuTe MPUHIUIB 0TKa30yCTOWYHMBBIX CETEH.

17. Yro Takoe BUPTyaJbHBIE CETH, U KaK OHU UCIIOJIb3YIOTCSI B COBPEMEHHBIX cUCTeMax?

18. KakoBsI mpenmyIiecTBa U HEJOCTATKH OECIIPOBOIHBIX CETEH 110 CPAaBHEHHUIO C
MIPOBOJIHBIMU?

19. KakoBBI OCHOBHBIC YTPO3bI OE30TTACHOCTH B TII00AIBHBIX CETIX?

20. Yro takoe NAT, u KaKk OH HCIIOJIb3YETCS B CETAX € AOCTyNoM B MHTepHeT?

21. Yro Takoe BupTyanbHbIe YacTHEIC ceTd (VPN), 1 kak oHu paboTrarotr?

22. KakoBsl ocHOBHBIE TUIIBI VPN 1 nx oco6enHoctu?

23. O0bscHUTE, Kak MH(pOBaHUE JaHHBIX 00ecTIeYrBaeT 0€30aCHOCTh B KOPIIOPATHBHBIX
CeTsX.

24. Kakue anropuT™bl IIM(QPOBAHUS JAHHBIX HANOOJIee pacIpOCTPAHEHBI?

25. KakoBbI OCHOBHBIE YTPO3bl 0€30MaCHOCTH B KOPIIOPATUBHBIX CETAX?

26. Yto Takoe yIaJeHHBIN JOCTYII, U KaK OH Pean3yeTcs B KOPIOPATHBHBIX CETSX?

27. KakoBbI IpenMyIecTBa ucnoib3oBanuss VPN i ynaneHHbIX COTPYIHUKOB?

28. OnumuTe METO bl 3aIIUTHI JAHHBIX B KOPTIOPATUBHBIX CETSX.

29. KakoBbI COBpeMEHHbIE TEH/ICHIIMH B OpPraHU3aIl[Ui KOPIIOPATUBHBIX ceTei?

30. Yro Takoe moimTHKa 0€30ITaCHOCTH CETH, U KaKHe 3JIEMEHTHI OHA BKITFOYACT?
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