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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma mucrurummabl  (Momynsi) «SRE  (Obecriedenne HaaEKHOCTH
NPUIOKEHUH)»  COCTaBJIeHa B  COOTBETCTBUM C  (peepanbHBIM  TOCYJAapPCTBEHHBIM
o0pa3oBaTeNbHBIM CTaHJIAPTOM BBICIIEr0 OOpa3oBaHusi — OakajaBpuaT MO CHEIHAIBHOCTH
02.03.01 MaremaTika W KOMIBIOTEPHBIC HaykKu, Npoduib WCKyCCTBEHHBI WHTEIUICKT,
YTBEP)KICHHBIN MpHKa3oM MMHUCTEpCTBA HAyKd M BbICIIEr0 oOpa3zoBanus Poccuiickoi
®enepanun Ne 807 ot 23.08.2017 roaa.

Wzyuenne mucuurmmabl (Monynss) «SRE (OOecriedeHne HaAEKHOCTH TMPUIIOKESHHH )»
MO3BOJISIET OOECIEYUTh CTaOMIBHYIO M OecriepeOoiiHy0 padoTy MPHIIOKEHUN, MHUHUMUZUPYS
BpEMsl IIPOCTOSI U OBICTPO pearupys Ha MHIUIACHTHI. DTO KPUTHUYECKU BAXKHO IS TTOJIEPKAHUS
BBICOKOT'O YPOBHS MOJIb30BATEILCKOTO OMbITa U 3()(PEKTUBHOCTH OU3HEC-TIPOIIECCOB.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosimas nucnurimHa (MOJTIyIb) BKIIOYCHA B YICOHBIH IIJ1aH 1O MPOTrPaMMe TIOITOTOBKU
OakanaBpuata no HampasieHuto 02.03.01 MartemaTtuka U KOMIIBIOTEpHBIE HAYKU, MPOQPHIIH
VckycCTBeHHBI HMHTEUIEKT M BXOJIUT B BapHATUBHYIO dYacTh bioka 1, dopMmupyemyro
y4acTHUKAMH 00pa30BaTEIIbHBIX OTHOIICHHA.

Jucnunnuza (MOIynb) siBIsieTCsl BEIOOPHOUM U AOCTymHa Ui u3ydenus Ha 1, 2, 3 wnm 4
Kypce Bo 2, 3,4, 5, 6, 7 win 8 cemecTpe Ha BBIOO.

espb n3yyeHuss TUCUMILIMHBI (MOXYJISl): OCBOCHHE METOAOB U MPAKTUK JJISI TOBBIIEHUS
HAJEKHOCTH, MAaCIITAOMPyeMOCTH U 3PPEKTUBHOCTU IKCILTyaTAI[MH MPOTPAMMHBIX CHCTEM.

3anaum u3ydeHusi JMCUMILUIMHBI (MOXYJIfAA) HAMpPaBJICHb HA (POPMUPOBAHKE Y CTYJCHTOB
CIENYIOIINNI 3HAHUW, YMEHUN U HABBIKOB:

— 3HaHWE OCHOBHBIX KOHIENUUU 1 npakTuK SRE, BKIIIOUast KIIOUYEBbIE METPUKH;

— 3HaHHWE CTaHJAPTHBIX METOJ0B MOHHUTOPUHTA MPUJIOKEHUN U UHPPACTPYKTYPHI,

— 3HAHME PA3JUYHBIX CTPATETHI U METOJOB Pa3BEPTHIBAHUS IPUIIOKECHUM;

— 3HaHHWE MPUHIMIIOB Pa0OTH CUCTEM YBEIOMIICHUN;

— YMEHME YCTaHABJIMBATh U HACTPAUBATh MHCTPYMEHTHI MOHHUTOPHHTIA;

— YMEHHE Pa3BePThIBATh TECTOBBIE MPUIIOKEHUS U YIIPABIATh UX KOHTCUHEPHU3ALINEH;

— YMEHHE MPOEKTUPOBATh U HACTPANBATH METPUKH JIJISI IPUITOKEHU;

— YMEHHE HacTpauBaTh CUCTEMY BU3yAIIM3aLIMU METPUK;

— HaBBIK TPOEKTUPOBAHMS CTpaTeruu OaNaHCHUPOBKH HATrPy3KH [UIsI TOBBIIICHUS
YCTOWYHUBOCTH CEPBUCOB;

— HAaBbIK HACTPOMKH CHUCTEMBI MOHUTOPHUHIA IS CBOEBPEMEHHOIO pPEArupOBAHUS HaA
WHITAICHTEI.

DNEeKTPOHHBIA JOKYMEHT



2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETA U B (POpME CaMOCTOSTENILHONW PabOThl 00YyUYarOIIUXCS:

Komnerenuus Conep:xxanue Nuauxkarop Ilepeyenpb MIAHMPYEMBIX
KOMITeTEeHIIHH KOMIIeTeHIHH pe3yabTaToB 0GyUeHust 1o
JUcCHMIIMHE (MOTYJIIO)
YK-1. Crioco0eH oCyIIecTBIATh VK-1.1. 3HaeT MeTOAbI IIONCKA U aHAJIN3a
MTOUCK, KPUTHUECKUM uHpopmaluu B 00J1acTu
aHaJIU3 U CUHTE3 MCKYCCTBEHHOTO MHTEIICKTA,
nH(popMaIuu, TPUMEHSIThH OCHOBHBIE MTPUHIIUATIBI KPUTHICCKOM
CHUCTEMHBIN TTOAXO/ JIJIS OIICHKU MCTOYHHUKOB MH(OpMAIHH 1
PEIICHUS TTOCTABICHHBIX UX PEJICBAHTHOCTH
3ama4 VK-1.2. YMeeT KpUTUYECKHU OLICHUBATh
HMCTOYHHMKHU MH(pOpMaIuu u
CHUHTE3UPOBATh JIAHHBIE U3
Pa3IMYHBIX UCTOYHUKOB JJIS
pelieHus 3aa4, MPUMEHSTh
CUCTEMHBIN TOJXO] K aHAIIU3Y U
PEIICHUIO0 KOMIUIEKCHBIX TPOOJIeM
VK-1.3. HNmeeT npakTHUeCKUit OMbBIT PaOOTHI
C COBPEMEHHBIMH HHCTPYMEHTAMU U
TEXHOJIOTHSMU TSI 00pabOTKH
uH(popmManuu, GopMyIUpOBaHUU U
CTPYKTYpUPOBAHHHU 3a/1a4 Ha
OCHOBE II0Jy4eHHOM MH(opMaluu
OIIK-1. Crioco0eH KOHCYITETHPOBATh OIlK-1.1. 3HaeT OCHOBHBIE KOHILIEIIUN U
1 UCIIOJIb30BaTh TEOpUH B o0yacTu
(byunamenTanbHbIe 3HAHNS B MaTeMaTUYeCKOro aHalin3a 1
00J1aCTH MATEMAaTHYECKOTO CMEKHBIX JICIILITHH, METO/IBI i
aHaJIN3a, KOMIUIEKCHOTO U [O/TXOITbL, HCTIOMB3YEMBIE B
(GYHKIIMOHAILHOTO aHAaJIH3a
anrebph, AHATHTHIECKO]] Pa3IMYHBIX 00JIACTAX MAaTEMATUKHU
reoMeTpH, OIIK-1.2. YMeeT NpuMeHATh MaTEMAaTUYECKUE
JuddepeHmaTLHO METO/IbI [T pEIICHUS
T€OMETPHH M TOTIOJIOTHH, NPO(ECCHOHANIBHBIX 33124
?;?B%Ieel; ZI;IITI;?/IH;}II)ZDT(HOI?I OIIK-1.3. HmeeT npakTUYECKUI OTBIT
MATEMATHKA T pa3paboTKu u peanusausi
MATEMATHIECKOH JIOTHKIL, MaTeMaTUYeCKUX MOJIEIeH B
TeOpHH BEPOATHOCTEH, poecCHOHAEHOM IS TENIbHOCTH
MAaTEMATUYCCKOU
CTaTUCTHUKHU U CHy‘IaI\/’IHBIX
HPOLIECCOB, YHUCIICHHBIX
METOJIOB, TEOPETUUECKOM
MCXaHUKHU B
npohecCHOHANBHOMN
JIeSATEIbHOCTH
OIIK-6 Cnoco0OeH pa3pabaTbiBaTh OIIK-6.1. 3HaeT alnropuTMbl pazpaboTKH,

AJITOPUTMBI U
KOMIIBIOTEPHBIE
IIPOrpaMMBbl, IPUTOIHBIE

KOMITBIOTEPHBIE TIPOTPAMMBI, a
TaK)KE AJITOPUTMBI BEIYHACITUTEIILHOM
MAaTEMATUKU B 001aCTH
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AJId ITPAKTHYCCKOI0
MMPUMCHCHHA

HCKYCCTBCHHOI'O MHTCJUICKTA

OIIK-6.2.

YMmeeT pazpabaTeiBaTh
MaTeMaTHYECKUE MPOTrpaMMHbIE
MPOAYKTBHI U KOMILIEKCHI C
UCTIOJI30BAaHUEM COBPEMEHHBIX
TEXHOJIOTMH IIPOrpaMMUPOBAHUS B
00J1aCTH HCKYCCTBEHHOTO
HHTCJIJICKTAa

OIIK-6.3.

NmeeT nmpakTU4eCcKkuil OnbIT
pa3paboTKH MHTEIUICKTYaTbHBIX
MH(OPMALIMOHHBIX CUCTEM ISt
BH3YaIH3aI[iH PE3yJIbTaTOB
UCCIIEIOBaHMI B 00J1acTH
MCKYCCTBEHHOI'O MHTEIIJICKTA

IK-1. CnoocobeHn
MaTEMAaTHYECKOI
TOYHOCTEIO,

000CHOBBIBATH

AHAJIN3UPOBATDH

dbopMyIupoBaTh 337241 C

IK-1.1.

3HaeT METO/IbI U MOAXOJIBI K
(hopMyTUPOBAHUIO 3a/1a4, a TAKKE
OCHOBHBIC TPHHIIUTIBI
MaTeMaTHYECKOTO JOKa3aTeIbCTBA
U aHaJIM3a Pe3yJIbTaTOB

YTBEPKJIEHHS CTPOTO U

IIOJIyYEHHBIE PE3YIIbTaThI
B 00JIaCTH MaTEeMaTUKU U
KOMITBIOTEPHBIX HAyK

IK-1.2.

YMeeT KOppEKTHO CTaBUTh U
dbopMynupoBaTh MaTeMaTHYECKHE
3a/1auu, TPUMEHSTH CTPOTHE
METO/Ibl JJOKA3aTeIbCTBA U
aHATM3UPOBATH TOJIYYCHHBIC
pe3ynbTaThl

I1K-1.3.

HmeeT onbIT paboThI € 3a7a4aMu B
00J1aCTH MaTEMATHUKH U
KOMITBIOTEPHBIX HAYK, BKITIOYast
HpI/IMeHCHI/IC MATCMATHYCCKUX
METOJIOB JIJISl pEeUICHUS
HpaKTI/ILICCKI/IX 3a1a4
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaumenoBanue Ounas popma
pasneia AMCUUILIMHBI KonrakTtHas padoTa T}( y
(Moys1) Texcuun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Beenenne B SRE 7 7 32 Keiic
2 CoBpeMEeHHbIE 7 7 32 Keiic
nHCTpyMeHThl SRE
3 MOHUTOPUHT 7 7 33 Ketic,
Komnokusym
4 IIpoekt 7 7 33 IIpoekt
3auem ¢ oueHKoIl 4
Hmozo: 28 28 4 130
O6vem oucyuniunst (Mooys) 190
(6 ak. u.)
O6vem Oucyuniunvt (MoOyas) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIs)
Nenr/m HaumenoBanue pazjeJia Coaep:xanue TUCHUILNIMHBI (MOAYJIS1) IO TeMaM
AUCHUNJIUHBI (MOYJIs1)
1 Beenenune B SRE Beenenue B SRE: ponu, mporneccst, SLO/SLI/Error Budget.
Kubernetes: 6a3oBsie pacumpenus u cereBoit goctyn (CRD, Ingress).
Jemuoii TectoBoro mpuioxkenusi B Kubernetes u opranm3zanms on-call.
2 CoBpeMeHHbIE HHCTPYMEHTHI Mertpuku: coop u xpanenue ¢ Prometheus. Jloru: cOop u ananus ¢
SRE Kibana (ELK/OpenSearch). O6cepsabunutu Kubernetes: meTpuku,

JIOTH, COOBITHS, 0A30BbIE MIPAKTUKHU. [IpOEKTHpOBaHUE METPUK
npwioxkenus u SLI o best practices. Busyanu3zanus: Grafana,
nambopap! ¥ manenu SLO.

3 MoHuTOpHHT AnepTuHr: mpaBuia, MappyTusanus, Alertmanager, runbooks.
Crpareruu nemos: rolling, blue/green, canary, nporpeccuBHast
BbIlada. banancupoBka Harpy3ku u ycroitunBocts (L4/L7, obmme
nonxojsl). Troubleshooting: Kubernetes, mpunoxxenus u Kafka;
pa3bop MHIIKUJICHTOB.

4 ITpoekr IIpoexT: mocranoBka, qu3aitH u wiad SRE. [IpoekT: peannzanus u
uHTerpanys. IIpoekT: MCTIBITaHNS U 3aIIUTA.
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5. YueOHO-MeTOaHYECKOE O0ecIIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaeaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. Site Reliability Engineering. Hane:xxHocts u 6e30Tka3zHOCTh Kak B Google : mpakTuyeckoe
pykoBoxctBo / b. beitep, K. [Ixoync, k. Ileropd, H. P. Mépdu. - Canxt-IletepOypr : [Tutep,
2019. - 592 c. - (Cepus «becrcemnepst O’Reilly»). - ISBN 978-5-4461-0976-0. - Tekcr :
anexktpoHHbI. - URL: https://znanium.ru/catalog/product/2139467.

2. Site Reliability Workbook: mpaktuueckoe mpuMeHEHHE : HAYYHO-TIOMYJISIPHOE H31aHue /
coct. b. beiiep, H. P. Mépdu, JI. Pensun [u np.]. - Cankr-IlerepOypr : [Tutep, 2021. - 544 c. -
(Cepus «bectcemnepsr O’Reilly»). - ISBN 978-5-4461-1087-2. - Tekcr : anextponHsbiii. - URL:
https://znanium.com/catalog/product/1733732.

3. Pozenrans, K. Xaoc-unxuHupuHr. PeBomonus B pa3pabOTKe yCTONYMBBIX CHUCTEM :
npaktudeckoe pykoBoactBo / K. Pozenrans, H. [Ixonc ; niep. ¢ anrn. B. C. SluenkoBa. - Mocksa
: JIMK TIlIpecc, 2021. - 284 c. - ISBN 978-5-97060-796-1. - Tekcrt : amekTpoHHbii. - URL:
https://znanium.com/catalog/product/2109480.

4. TIuotto, XK. 3anmyckaem Prometheus. MoHUTOpUHT HHPPACTPYKTYPHI U TIPHIIOKEHUH :
npaktudeckoe pykoBojactBo / K. IIuBotro, b. Bpasun ; nep. ¢ anrn. A. H. KuceneBa. — Mocksa :
Books.kz, 2023. - 394 c. — ISBN 978-6-01810-341-4. - Tekcr : anekrponnsii. - URL:
https://znanium.ru/catalog/product/2205125.

Hononnumenvnan r1umepamypa:
1. Ceiconerun E. I'. Pa3paboTka MHTEpHET-NpUIIOKEHUN : yuyeOHUK A By3oB / E. I'.

Ceiconerun, C. JI. PoctyHues ; non Hayuynoi pepakuueit JI. I'. JlopocuHckoro. — Mocksa :
NznatenberBo KOpaiit, 2025. — 80 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17124-2.
— Teker : osnextpoHHbii // OOpa3oBarenpHas miatgopma IOpaiitr [caifitr]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3pabotku B asp. Net web forms : yueOnuk mns By3os / C. T. I'ynseBa, B. B.
Muponos, H. O. Korenuna, U. W. JlaBpem. — Mocksa : U3patensctBo FOpaiit, 2025. — 134 c.
— (Bricmiee obOpazoBanue). — ISBN 978-5-534-19885-0. — Tekct : 3neKTpOHHBIA //
O6pasoBarenbHas iatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.

3. Bexen, /1. bezonacubiii DevOps. D¢ ¢dexkTuBHas SKCIUTyaTalusi CUCTEM : MPAKTHUECKOe
pykoBoactBo / JI. Bexen. - Cankrt-lIletrepOypr : Ilutep, 2020. - 432 c. - (Cepus «Jlusa
npodeccuonanony). - ISBN 978-5-4461-1336-1. - Tekcr : onekrponHsii. - URL:
https://znanium.com/catalog/product/1756107TTonyskToBa H. P. Pa3paboTka BeO-MpHIOKEHUIA :
yuebHuk 1iis By30B / H. P. ITonyskroBa. — 2-e uzg. — Mocksa : M3aarensctBo HOpaiit, 2025. —
204 c. — (Beicmee obpaszoBanue). — ISBN 978-5-534-18645-1. — TekcT : 31eKTpOHHBIH //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567610.

4. TyzoBckuit A. ®@. TlpoektupoBanune U pa3zpaboTka web-TpuIOKEeHUN : YYeOHUK ISt
By30B / A. @. Ty3oBckuii. — Mocksa : M3garensctBo FOpaiit, 2025. — 219 c. — (Bricmiee
obpazoBanme). — ISBN 978-5-534-16300-1. — Texkcr : anextponnsiii // OOpa3zoBarenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/561176.
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6. MartepuajbHO-TeXHHYeCKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepUalbHO-TEXHUYECKOM  0a30i, COOTBETCTBYIOLIEH
JIEMCTBYIOIMM ITPOTHBOIIOKAPHBIM IPAaBUJIaM U HOPMaM U 00eclieunBaroIeii IpoBeieHUE BCeX
BUJIOB JMCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW IIOATOTOBKH, IPAKTUYECKOW U Hay4dHO-
UCCIIEI0BATEIbCKON PabOT 00yJaroIUXCsl, IPEAYCMOTPEHHBIX YUEOHBIM IIIIAHOM.

[Tomernienust, KOTOPBIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH IJIsl TPOBEACHUS 3aHATHHA
JEKIMOHHOTO THUIA, 3aHATUH CEMMHApCKOro (IPakTUYEeCKOro) THIIA, TIPYNIOBBIX U
VHAMBUAYAJIbHBIX KOHCYJIbTALMM, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHON aTTECTAllH, a TaKkKe
IIOMEIIEHUS I CAMOCTOATENIbHOM paObOoThl U MOMEIIEHUS I XPaHEHUs U NTPO(UITAKTUYECKOTO
oOciy>xuBaHus yueOHOro 060opynoBanus. IlomemeHns: yKOMIUIEKTOBAaHbI CIICIUATIN3UPOBAHHON
MeOeNnbl0 U TEXHUYECKHMMHU CpPEeACTBAaMH OOyuYeHMs, CIyKalllUMU Ul MpPEeACTaBICHUs y4eOHOH
uHpopManuu O0JIBIION ayTUTOPHH.

N3yuenue qUCUUIUIMHBI (MOAYIA) o0ecrieunBaeTcs B ydeOHbIX ayIMTOPHX, OCHAILICHHBIX:

— CTOJIaMHU U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOW;

— MEXaHWYECKUMH KaJIbKYJISTOpaMH;

—  CHENHUAIN3UPOBAHHBIM 000pYIOBAHUEM, BKIIIOUYAs IEMOHCTPAIIMIOHHOE 000PYAOBaHHE.

[TomerieHus 1711 CaMOCTOATENBHOM paboThl 00yUarOIINXCsl, B TOM YUCIIE IPUCIIOCOOICHHBIE
JUISL MCTIONBb30BaHUsI MHBAJIMJAMH M JIMLAMU C OTPAaHUYEHHBIMU BO3MOXHOCTSMHU 3/10pPOBbS,
OCHAIIIEHbl KOMIIbIOTEPHOH TEXHMKOH C BO3MOYKHOCTBIO HOJKIIOUEHUsS K ceTH «MHTepHEeT» U
o0ecrieueHHEM  JIOCTylla B 3JEKTPOHHYI0  HH(OpMAaNMOHHO-00pa30BaTENbHYIO  Cperly
YHuBepcurera.

OOyyarommMcsl IPeNOCTaBIAETCS JOCTYNl (B TOM 4YHCIE YHAIEHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTH «VHTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHClle AJIEKTPOHHBIM OHOIMOTEYHBIM CUCTEMAaM, COBPEMEHHBIM NpOo¢eCcCHOHAIbHBIM 0Oa3zam
JTAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHnoBanue moprasia Ccblaka
(u31aHus, Kypca, IOKYMEHTA)
1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OuOIMoTEKA
2. | baza mannseix g I T-crienuaancTos https://habr.com
3. | Baza mannseix ScienceDirect https://www.sciencedirect.com
4. | OdurnmaneHeIi calT MUHHCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BEICIIIETO 0Opa3oBanus Poccuiickoit deneparuun

5. | ®enepanbhsiii moprai «Poccuiickoe oopasosanue" | https://www.edu.ru/

6. | Mudopmanmonnas cucrema "Eaunoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. | Enunas koyuekuus qudpoBeIX 0Opa3oBaTeNbHBIX http://school-collection.edu.ru/
pecypcoB

8. | denepanpHbIi HeHTP HHPOPMALIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr MHOPMALIMOHHBIX TEXHOJOTHM, HCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa3oBaTeNLHOTO MpoIiecca M0 TUCIUILIMHE (MOAYIII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3HOHHOTO
IPOrpaMMHOT0  OOecreyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMALMOHHBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanue I1O IIpou3BoacTBO JIuneH3noHHoe / CBOOOIHO
pacnpocTpaHsieMoe

OnepanuoHHbIe CUCTEMBbI:

Microsoft Imagine (Windows Client, Server) | sapy6exmoe | muuensnonHoe
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BpaysepsI:

Sunexc.Bpaysep OTEYECTBEHHOE CBOOOJIHO pacrpocTpaHsIeMoe
Google Chrome 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
Od¢ucHble NpUIOKEHNS:

Microsoft Imagine (Visio, OneNote) 3apyOexHOoe JMIEH3UOHHOE

TeXstudio 3apyOexkHOE CBOOOIHO pacIpOCTpaHsIeMOe
Adobe Acrobat Reader 3apy0eIKHOE CcBOOOJTHO PACIIPOCTPAHIEMOE
IporpamMmHoe oGecneveHue 15l IVIAHMPOBAHHUS M YY€TA BPEMEHM:

Toggle app | sapyGesxuoe | cBOGOIHO pacIpocTpaHseMoe
CucTeMbl YHpaBJIeHHsI MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nmuuensnonHoe

CucTeMbl ynpaBJjieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuueHsnonHOE

Cucrtemsbl peseppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | 3apy6exHoe | nuiensuonHOE
CnpaBoYHO-NIPABOBbIE CHCTEMbI:

KoncynpranTILiroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE JIMIICH3HOHHOE

cucTeMa

CpencTBa AHTHBMPYCHO# 3aIUTHI:

Kaspersky Endpoint Security mis 6usneca OTEYECTBEHHOE JIHLIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe cBOOOJTHO PACIPOCTPAHIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOIHO paCIpPOCTPaHsIEMOe
Anaconda 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Robotic Operating System 3apy0eKHOE CBOOOJIHO PACIIPOCTPAHIEMOE
CopelliaSim 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACIPOCTPAHSIEMOE
IlakeTbl IPOrpaMMHBIX CPEeACTB M OMOJINOTEK:

AutoPsy 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0exHOe cBOOOJIHO pacrpocTpaHsIeMoe
Cucrtembl ynpapjeHusi onéanorpaguyeckoii HHGopmManueii:

Zotero | 3apy6exHoe | cBOGOIHO pactpocTpaHseMoe
CepBHCHI B CITYKOBI:

Bind 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOIHO PaCIPOCTPaHAECMOE

7. MeroanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToanyeckue yKazaHus 1 00y4AIOUIUXCS 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B mpouecce wusyuenus pucuuruiHbl (Moxynsi) «SRE (ObGecneuenue Haa€KHOCTU
IPWIOKEHUI)» B paMKaX TEKYIIEro KOHTPOJIS YCIEBAEMOCTU HCIIOJIB3YIOTCS TaKHE BUIbBI
yueOHOM paloThl, KaK JIEKIUU, CEMUHAPBI, KEHMBI, KOJJIOKBUYM, MPOEKT, a TaKXKe pa3IMyHbIe
BUJIBI CAMOCTOSATENIBHOM pabOThl 00YUYaIOLIMXCS MO 33/1aHUIO0 MIPETIo1aBaTells, HalpaBJIeHHbIE Ha
pa3BUTHE HAaBBIKOB HpO(beCCI/IOHaIII)HOI\/’I JICKCUKH, 3aKpCILICHUEC MPAKTUYCCKUX
npodeCCHOHATBHBIX KOMIIETEHIIHH, TOOIIPEHNE HHUIUATHB.

Jlekyuss — CUCTEMaTHYeCKOe, IOCJIEIOBATEILHOE, MOHOJOTHYECKOE  H3JI0KCHHE
nmpenoaaBareneM y4eOHOro MaTepuaa, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mporecce neknmii peKOMEHAYETCs BECTH KOHCIIEKT JICKIWHA: KPaTKO M CXEMaTHYIHO
(buKCUpPOBATh OCHOBHBIC HJIEH, BBIBOJBI M OOOOIICHMS JICKIMH, BBIICISITh BAKHBIE MBICIH,
KIIIOYEBBIE CJIOBAa M TepMHUHBI. HeoOXOAMMO OTMETHTHh BOMPOCHI WM MaTepHalbl, KOTOpbIE
BBI3BIBAIOT 3aTPY/IHEHUSI, U MOMBITATHCS HAWTU OTBETHl B PEKOMEHJIOBAaHHOU juTeparype. Ecnu
pa3zoOpaThCcsi B MaTepuane He yjaaercs, cleayeT chopMmyiaupoBaTh BONPOC M 3agaTh €ro
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MPernoAaBaTesNio Ha KOHCYJIbTAllUK WM BO BPEMsI CEMUHAPCKOTO (ITPAKTHYECKOI0) 3aHATHSI.

Yyacmue 6 cemunape (ayoumopmuas paboma) — akTuBHas paboTa CTyJIeHTa Ha CEMHUHApE,
€r0 OTBETHI Ha BOIIPOCHI MTPETIOIaBATENS M YYACTHE B JIUCKYCCHH.

JIJis yCTIeHOTO y4acTHsl B CEMHHAPE CTYACHTaM PEKOMEHIYETCs 3apaHee 03HAKOMUTHCS C
TEMON OOCYXKICHHUS, POYUTATh HEOOXOJMMBIC MaTepHaibl U MOJATOTOBUTH BOMPOCHL. BaxkHO
AKTHUBHO CJIYIIaTh M BOBJICKATHCS B IMCKYCCHIO, BRICKA3bIBasi CBOM MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOIPOCHI MPENOAABATENSl CTOUT OBITH YBEPCHHBIM, YETKHUM M JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIN MaTepuall. Takxke MOJIe3HO MOICPKUBATH IUATIOT C OJJHOKYPCHUKAMH,
4TOOBI 000raTUTh OOCYKICHHUE M PACITUPUTH CBOU 3HAHUSI.

Keiic — mpakTtuueckass paboTa CTyIEHTOB HaJ pPEaTbHBIMH WM CMOJAEIHPOBAHHBIMU
3aJ]Ja4aMH, 4TO MO3BOJISET CTYACHTY IPUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTHKE.

CTyneHT caMOCTOSITENIbHO pa3padbaThIBaeT CTPATETUIO PEILICHNUS IOCTABICHHON 3a]au, YTO
CHOCOOCTBYET Pa3BUTHIO HABBIKOB KPUTUYECKOI'O MBIIUICHUS U CAMOCTOSATENBHOTO MPUHATHS
pemenuid. Takoil MoAX0X HOMOraeT NOArOTOBUThH OyIYIIUX CHELMAIUCTOB K peaJIbHBIM BbI30BAM
B UX IPO(eCcCUOHATBHOMN IeSTETbHOCTH.

KOJZ]ZOKSZ/I)/M — YCTHBIC OTBCTHI Ha BOIIPOCHI, CIMCOK KOTOPBLIX U3BECTCH CTYJICHTY 3apaHCc.

B nponecce MmoArOTOBKU K KOJUIOKBUYMY H606XO,Z[I/IMO IMPpOaHAJIU3UPOBATH y‘le6HBIe
MaTcpHralibl, O3HAKOMUBIINCH C JICKLIUAMU, y‘IC6HI/IKaMI/I n JOINOJHUTCIBHBIMHU HMCTOYHHMKaMMH,
AKICHTHUPYSA BHUMAHUC HA KIHOYCBBIX TEMax. PCKOMGH,I[yeTCH CO34aThb CTPYKTYPUPOBAHHLIC
KOHCIICKTBI, BBLACIAA OCHOBHBIC UJIC€HU, TCPMUHBI 1 q)OpMy.HI)I.

IIpoexm — uccnenoBaTenbcKas padboTa 1o Kypcy U Ipe3eHTalus pe3yibTaToB.

Jlnsg ycnemHol NOArOTOBKM K MPOEKTY: YETKO ONpPENeNIUTE LEAH M 33Jayd MpOeKTa,
pacripesieluTe posid U OOS3aHHOCTH MEXIY YYaCTHMKaMM, a TaKXKe YCTaHOBHTE CPOKHU
BBITMIOJTHEHUSI KayKJ0M 4acTH paboThl. PerynspHo npoBoanuTe BCTpeuH it 00CyKIEHUS porpecca
Y PELIEHNS BO3HUKAIOLINX BOIIPOCOB.

Camocmosmenvrnass paboma — padoTa CTYJEHTOB, HAIpaBlieHHass Ha YINIyOJIEHHOE
M3YYEHHE OTJIENbHBIX TEM U BOMPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B miporiecce camocTosITeNbHOM pabOThI CTYIEHTHI B3aUMOICHCTBYIOT C PEKOMEHJOBAaHHBIMHU
MaTepuaiaMH MPu MUHUMAIILHOM yYacTHH MpenoiaBatess. 3aauu CTyJeHTa BKIIOYA0T padoTy
C KOHCTIIEKTaMH JIeKIIUi (00paboTka TeKCcTa), MOBTOPHOE U3yUeHNE YUeOHBIX MAaTEPHUATIOB, TUTAHOB
U TE3UCOB OTBETOB, U3yU€HHUE JOMOTHUTEIBHBIX TEM, BHIMOIHEHHE yU4eOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBAHHA Pe3yJIbTATOB 00y4YeHHS N0 JUCHHUILIHHE (MOAYJIIO)

Kpurtepun nosyyeHusi ypoBHsl M OLleHUBAaHUSA CPOPMHUPOBAHHOCTH KOMIIETCHUMH 110
aucuunannae (Moay./0) «SRE (Ob6ecnieuenne HaAEKHOCTH MPUITOKEHHI)»

OueHuBaHue ypoBHS Y4€OHBIX JAOCTHKEHHUH, 0Oydyarouuxcs Mo JUCHUIUIMHE (MOIYJIIO),
OCYIIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALlUH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIHHE (MOIYJIIO) OCYIIECTBISIETCS B (opme
3auema ¢ OYeHKOU, TIPU HTOM TPOBOAMTCSA OILIEHKAa KOMIETEHLUH, cHOpPMUPOBAHHBIX I10
JTUCIIUATIITAHE.

Jlnst omeHWBaHMS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M TMPOMEKYTOYHON AaTTecTaruu
I/ICHOJIBSYGTCH I[eCSITI/IGaJIJIBHaSI miKajaa OLCHHBAaHUA, KOTOpaSI COOTHOCHUTCA C Tpa,Z[HLIHOHHOfI
NATHOATUTPHON MITKAJION CIIEAYIOIIMM 00pa3oMm:
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuas
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yueHusl 1O JUCHUILIUHE (MOYJII0)

10

OTiInyHO

3auTeHo

9

OTiInyHO

3auTeHo

8

OT1anaHO

3aureHo

CTyZIeHT MOJIHOCTBIO BJaaeeT 3HAHUSAMH,
W3J0KEHHBIMH B paloueil mporpamme, u
rTyOOKO — OCMBICTISIET On
JIOTUYECKH

JUCIIUTUTHAHY.
CaMOCTOSITEIIBHO "
MOCJIEIOBATEIHHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTUPYs BHMMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KJIacCU(PUIIUPOBATH, 0000IIATH,
KOHKPETHU3UPOBATh W CHCTEMATH3HPOBAThH
W3YYEHHbIH MaTepual, BBIICISS KIFOUCBBIC
MOMCECHTHBI 158 yCTaHaBJIUBas IMPUYIHNHHO-
CIIe/ICTBEHHbIE CBsi3H. YeTko (opmynupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
JIPYTUX
UCCIIC/IOBAHUM, & TaKXKe pEIIaeT CIO0KHBIC

C

pe3ynbTaThl aHaJIN30B u

3agaud. CTyIEHT XOpOIIO 3HAKOM
METOJaMH HCCIIEIOBAHUSA, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) C TPAaKTHYECKUMHU

3aJadyaMu.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT o0JjamaeT 3HAHUSAMHU MpeaMeTa

MOYTH B TIOJHOM o0beMe paboueid
MPOTPaMMBI U CAMOCTOSITEIBHO, JIOTHUECKH
MOCJIEeIOBATENIFHO U BCECTOPOHHE OTBEYAET
Ha BCE BONPOCHI, aKIEHTHPYSI BHUMAaHUE Ha
HaunOoJee 3HAaUMMBIX MOMeHTaxX. OH ymeeT
aHAJIHM3HUPOBATH, CpaBHHMBATB,
KJIACCU(UIMPOBATD, 0000111aTh,
KOHKPETH3UPOBATh M CHUCTEMaTH3HPOBAThH
BBIICTSISL  €T0

W3y4YeHHBIH  MaTepuad,

KJIIOYEBbIE  aCMeKThl M  YCTaHaBJIMBas
CBSI3H.
YBEPEHHO

MHTEPIPETUPYET pe3yibTaThl aHAIU30B H

MPUYMHHO-CIIEICTBEHHBIE
®opMynUpyeT CBOM OTBETHI,

JIPYTUX HCCIICOBAaHUM, a TaKXKe periaet
CJIOKHBIE CUTYallnOHHBIC 3amaun. CTyIeHT

XOopouio 3HAaKOM C METOJaMH

HUCCICA0BaHMs, H€O6XOI[I/IMI>IMI/I JUISL

HpaKTI/I‘ICCKOfI ACATCIIBHOCTH, W YMECT

CBA3bIBATb TCOPECTUICCKUC ACIICKThI

nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIE (hOpMYyIHpOBKH. B
XO0JI¢ OTBETOB OH JIOMYCKACT OIIUOKH,
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HdecarudannpHas IlsaTtuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO TMCHUTUINHE (MOIYJIIO0)

Kacaloumecs CyTd BompocoB. CTyaeHT
CIIOCOOCH pelaTh TOJBKO CaMble MPOCTHIC
3a7a4d W BJAJEET JIMIIbL MHHUMAJILHBIM
HabOpPOM METOJIOB MCCIIC/IOBAHMSI.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
He cnaun He 3auTenO MHUHHAMYMOM 3HAHWUM 110 IpeaMeTy M HE
1 He can He 3aureno | MOXET OTBETUTH Ha BONPOCHI, JAXE €CJIH

mnmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIIIIE BOTIPOCHI.

Huctunnuna (monyns) «SRE (OGecniedyenne Haa&XKHOCTH MPHIOKEHUN)» OLIEHUBAETCS
CJIEIYIOIIUM 00pa3oM:

AKTHBHOCTH Bec |KoauuectBoO Onucanue

Ketic 40% 4 [IpakTrueckas paboTa CTYIEHTOB HaJl peaTbHBIMHU U
CMOJC/IMPOBAHHBIMHU 3aJavdaMU, YTO IMO3BOJIACT CTYACHTY
NPUMEHSTH TEOPETUUECKHE 3HAHHS HA TIPAKTHKE

Kommoxsruym 30% 1 YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX M3BECTECH
CTYJICHTY 3apaHee.

IIpoekT 30% 1 3ammTa HTOrOBOTO IIPOCKTa

®opmyJia pacyéTa HTOroBoi oueHkN no gucuumnanue (moay ) «SRE (Obecneuenue
Haa&KHOCTH npuiIokeHuii)»: «0,4 x cpennee 3a kercel + 0,3 X komutokBuyM + 0,3 X IpoeKT».

Texyumii KOHTPOJIb ycreBAeMOCTH 00y4aKOIIUXCs M0 JUCHUILIHHE (MOAYJII0)
IIpumepHbIe 3a1aHUA KEHCOB
Beenenne B SRE

1. Onpenenenne poaeii B SRE: B xomanne pa3paOoTKu NpHIOKEHUS A OHJIAMH-
MmarasuHa BBenute poiau SRE-umxenepa, DevOps-unxenepa u pazpadborunka. Onummure, Kak 3Tu
pOJIM B3aUMOJEHCTBYIOT B IIpolecce oOecnedeHus HaAEKHOCTH, M TMPEAJIOKUTE IUIaH
pacripeiesieHust 00s3aHHOCTEH JyIst 00pabOTKH MHITHICHTOB.

2. YcranoBka SLO u Error Budget: [[na cepsuca goctaBku ensl onpeaenure SLO mo
noctyrmHocTH (99,9%), SLI (Bpems otkmka API) u Error Budget (0,1% downtime). Paccuunraiite
JIOITyCTUMOE BpeMsl MPOCTOsl 3a Mecdall U o0bicHuTe, Kak Error Budget Bnusier Ha mpuHsTHE
pELICHUH O penn3ax.

3. PaGora ¢ CRD B Kubernetes: Coznaiite co6ctBenHoe Custom Resource Definition
(CRD) mns ympaBnenusi koHpurypanusimu mukpocepBrcoB B Kubernetes. Paspepuute ero B
KJIaCTEpE U IIPOJAEMOHCTPUPYITE, KaK OHO HHTETPUPYETCS ¢ KOHTPOJJIEPAMU /1711 aBTOMAaTU3aLluU
MacIITaOMpOBaHUSI.

4. Hactpoiika Ingress 175 cereBoro aocryna: B Kubernetes-kinacrepe Hactpoiite Ingress
st BeO-npuiioxkenus ¢ noanepxkkoir HTTPS, mapupytuzanueit Tpaguka Ha OCHOBE MyTed U
6a3o0Boil ayrenTudukanueit. [IporecTupyiite AOCTYIHOCTh NPHIOXKEHHS W3BHE M 00pabOTKY
omn6ok 404/500.

5. Jlenioii TeCTOBOro MpuiIoKeHusi U opranu3amnus on-call: Pazsepuute npocroe Beo-
npuioxenue (Hanpumep, Ha Oa3ze Nginx) B Kubernetes ¢ ucnosnp3zoBanmem Helm-uaprtos.
Opranusyiite potanuo on-call qexxypcTB UIst KOMaHABI U3 3 YelOBEK, BKJIIOYasl paclucaHue u
IpOLEeyphl SCKaAllMM UHIIUJECHTOB B Hepabouee Bpemsl.
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CoBpeMeHHble HHCTPYMeHTHI SRE

1. Coop merpuk ¢ Prometheus: Ycranosure Prometheus B Kubernetes-kiactepe u
HacTpoiTe coop MeTpuk ¢ npmioxkeHuid (Hanpumep, CPU, mamsats, HTTP-3anpocsr). Co3naiite
IpaBUJIa ISl arperalyuy JaHHBIX U SKCIIOPTUPYNUTE UX B XPAHUITUILE IS TOCTIEIYIOIIETro aHaIn3a.

2. Ananu3s jgoroB ¢ Kibana: Unrterpupyiite ELK-ctek (Elasticsearch, Logstash, Kibana)
s coopa soroB u3 Kubernetes-niogos. Hactpoiite nam6opa B Kibana niist punbrpanuu u norcka
OIIMOOK B JIOTax MPUIIOKEHHUSI, BKIIIOYasl BU3YyaIU3alMI0 TPEHOB 10 BPEMEHHU.

3. OocepBadouiutu Kubernetes: B kiacrepe Kubernetes HacTpoliTe MOHUTOPUHT METPUK
(c Prometheus), noros (¢ Fluentd) u co6situii (c Kubernetes API). Co3naiite 6a30ByI0 MPaKTHKY
JUIS aBTOMATHYECKOTO OTIOBEILEHHS TIPH MPEBBIIICHUH ITOPOTOB 110 UCIOIB30BAHUIO PECYPCOB.

4. TIpoexTupoBanue MeTpuk u SLI: J[nsa API-cepBuca cnpoektupyiite merpuku (latency,
error rate, throughput) u coorBerctByromme SLI mo best practices (RED/USE meromonorun).
OObsicHUTEe, KaK 3TU METPUKH MOMOTYT B OIICHKE HAA&KHOCTH U MPEUIOKHUTE CHOCOOBI UX
U3MEpEHUsI.

5. Bm3yanuszanuss ¢ Grafana: Coszpaiite gam6opan B Grafana, moakmoOy€HHBIR K
Prometheus, ¢ manenssmu g SLO (moctymHOCTS, latency) u 1mosb30BaTeIbCKUMU METPHUKAMH.
JloGaBbTe anepThl Ha OCHOBE MOPOrOB W MPOAEMOHCTPUPYWTE, Kak AamoOopa MOMOraeT B
MOHHUTOPHHTE COCTOSIHHSI CUCTEMBI.

MoHuTOpPUHT

1. Hacrpoiika asepTunra c Alertmanager: B Prometheus HacTpoiiTe npaBuia anepruara
JUIs  KPUTHYECKUX MeTpuK (Hampumep, downtime cepBUCa) U MapIIPYTU3ALUIO Yepes3
Alertmanager nHa Slack/email. Co3pmaiite runbook ¢ maramMu 1O YCTPaHEHUIO THUIHYHOTO
MHIIMJIEHTa, TaKoro Kak neperpyska CPU.

2. Peanm3zauus crparerun rolling deployment: B Kubernetes peammsyiite rolling
deployment anst o0OHOBIIEHUSI Bepcuu mpuiioxeHus: 6e3 downtime. OnuimmTe mporecc, BKIoYas
npoBepky health checks, u cmonenupyiite crieHapuii oTkata npu 0OHapyKEHUHU OLTHOOK.

3. Blue/Green u Canary deployment: Hactpoiite blue/green deployment i Be6-cepBuca
B Kubernetes, Bkitodas OasaHcHUpoBKY Tpaduka. 3areM mepelautre K canaly-cTpaTeruu,
nocreneHHo Hampasisis 10% Tpaduka Ha HOBYIO BEPCHUIO, M OMUIINTE KPUTEPUHU AJISI MOJTHOTO
NEPEKITIOYCHUSI.

4. BanaHcMpoBKa HAarpy3ku # ycroiluuBocth: Hacrtpoiite L7-0anancupoBuk
(mampumep, ¢ NGINX Ingress) nns pacnpeneneHus Tpaduka MEXIy MHKPOCEPBUCAMHU.
Peanu3yiite MexaHu3Mbl yCTOHUMBOCTH, TakHe Kak circuit breaker u retry, s o6paboTku c6oeB
B 3aBUCUMOCTSIX.

5. Troubleshooting unuuaenToB: B kimactepe Kubernetes ¢ mpunoxenuem u Kafka
pa3bepuTe HHIUACHT: MOTeps cooluieHuii B Tonuke. Mcnonb3yiite nnctpymenTs (kubectl, logs,
metrics) JUIsl TUarHOCTHKH, ONpeAeNuTe root cause (Hampumep, KoHUrypamus retention) u
NPEIIOKUTE MEPHI 110 TPEIOTBPAIICHUIO.

IIpumepHBbIe BOPOCHI VI KOJJIOKBHYMA

1. Yro Ttaxoe SRE (Site Reliability Engineering) u KakoBbl OCHOBHBIE POJIM B ITOU
IUCIUAIIINHE?

2. OObsacuuTe KiroueBbie mpomecchl B SRE, Takume kak yrpaBiieHHE WHIHMICHTAMH U
MIOCTMOPTEMBI.

3. Yro Ttakoe SLO, SLI u Error Budget? IlpuBeaute mpumepbl MX TPUMEHCHHS B
IPaKTHKE.

4. Yro takoe CRD (Custom Resource Definitions) B Kubernetes u kak oHU pacuupsioT
(GyHKIMOHATIBHOCTH Kiactepa?

5. Kak paboraer Ingress B Kubernetes mins ynpasnenus ceteBsiM goctynom? [IpuBenure
npuMep KOH(PHUTypaluu.
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6. OnumuTe mpolecc Aerios TeCTOBOro npuioxeHus: B Kubernetes u opranuzanuio on-
call mexypcTs.
7. Kaxkx Prometheus cobupaet u xpanut meTpuku? OObsICHUTE OCHOBHBIE KOMIIOHEHTHI €70
APXUTEKTYPHI.
8. Uro takoe ELK-ctex m kak Kibana ucnons3yercs st anaimza joroB? Kak aTo
otHocutcs k OpenSearch?
9. Kakue Bumbsl oocepBabmimutu noctynHubl B Kubernetes (MeTpuku, JOTH, COOBITHS) U
Kakue 0a30BbIC MPAKTUKHA UX MOHUTOPUHTA?
10. Kak mpoektupoBath MeTpuku npuiiokeHus u SLI mo best practices? IlpuBemute
MIPUMEPBI XOPOIIUX U TUIOXHX METPHK.
11. Yro takoe SLO-nmanemu B Grafana u kak OHU IMOMOTAIOT B BU3YyaJIU3aIMH JTAHHBIX?
12. Onwumute npouecc co3mpanus namobopaoB B Grafana nns monutopunra Kubernetes-
KJ1acTepa.
13. Kak unrerpupoBats Prometheus ¢ Grafana asnst mocTpoeHust KOMIUIEKCHBIX TalIOOpI0B
o SLO?
14. Kak paborator mpaBuia ajeptuHra B Prometheus w Mapmpyrusanus depes
Alertmanager?
15. Yro Takoe runbook u kKak OH HCIIOIB3yeTCs B TIPOIIECCe 00PaOOTKH aepTOB?
16. CpaBuure ctpateruu aemios: rolling, blue/green, canary u mporpeccuBHas BblIaya.
Korna xakyio BbIOpaTh?
17. OOwsicaute pazuuiy mexnay L4 u L7 GanancupoBkoil Harpy3ku U OOIIME MOIXObI K
00€CTIeUCHUI0 YCTOMYMBOCTH CUCTEMBI.
18. Kak mpoBoauth  troubleshooting B  Kubernetes? IlpuBenure  mnpumepsl
pacrpoCTpaHEeHHBIX MPOOJIEM U UX PEIICHUM.
19. Onummte mnpornecc troubleshooting npunoxenwuii, pazBepHyThix B Kubernetes, ¢
($hOoKycOM Ha JIOTU U METPUKH.
20. Kaxk pa36upare unnuaentsl B Kaftka? [IpuBeaurte maru ananuza u npeaoTBpaICHUS
MOJ00HBIX MPOOJIEM B OYIyIIIEM.
IIpumepHoOe onncaHue U KPUTEPUU OLEHMBAHUS K MPOEKTY
Tema nmpoexrta: Pa3zpaboTka ¥ BHEApEHUE KOMILIEKCHOTO PELIEHUs JUIsl pa3BEepThIBAHUS,
MOHHTOPHHTAa W TOAJEPKKH HajaekHoro mpuioxkeHuss B Kubernetes ¢ wucnompzoBaHuem
uHcTpymeHTOB SRE.
3agauum npoexra:
— VYcranoButh u Hactpouth Kubernetes-kimacrep ¢ HeoOxomumbeiMu CRD u Ingress-
KOHTPOJIJIEPOM.
— Pa3BepHyTh TeCTOBOE MPUIIOKEHUE U 00ECTIEUUTh €T0 JOCTYIHOCTh yepes Ingress.
— Hactpouts c6op meTpuk ¢ momotisio Prometheus n Busyanuzanuto B Grafana.
— Opranu3oBaTth IEHTPATU30BaHHBINA COOp M aHAIM3 JIOTOB ¢ moMotibio Kibana.
— Paspaborats 1 BHEIpUTH MpaBuia anepToB ¢ Alertmanager.
— HactpouTts 6aancupoBKY Harpy3Ku JJi 00ECTICUCHHS] OTKA30yCTOMYHUBOCTH.
— IIpoBecTu TecTupoBaHHE U AUATHOCTUKY CHCTEMBI, onucaTh mporecc OnCall.
Kpurepun ouennBanus:
1. KoppekTHoCTh U n0J1HOTA pa3BepThiBanusa Kubernetes-pecypcos:
— IlIpaBunwHas ycranoBka CRD u Ingress-koHTposiepa.
— YcnenHslil Aemon U 10CTYITHOCTD IPUIIOKEHHUS.
2. HacTpoiika MOHMTOPHHTA M BU3yaJIU3aLHH:
— Koppexrnslit coop meTpuk Prometheus.
— Coznanne napopMaTuBHBIX Aamoopa0oB B Grafana.
— UentpanuzoBanuslii coop u ananu3 noros B Kibana.
3. YnpagJiieHue ajiepramMu:
— Pa3paboTka pereBaHTHBIX MPABUIT aJIEPTOB.
— Hacrpoiika Alertmanager u mpoBepKa MoJy4eHUs YBEIOMIICHHIA.
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4. OdecrieyeHne yCTOHYMBOCTH U 0aTaHCUPOBKA HATPY3KH:
— Hacrpoiika u nmpoBepka paboThl 6aTaHCUPOBIIMKA HATPY3KH.
— Ouenka BIUgHUA OaJIaHCUPOBKHU HA OTKA30yCTOMYNBOCTD.
5. Auarnoctuka u OnCall-npoueccni:
— IlpoBeneHue TeCTUPOBAHUS U YCTPAHEHUE BBISIBICHHBIX TPOOJIEM.
— Onmnucanue npouecca OnCall u geiicTBuil npu HHIMIEHTAX.
6. JJloOKyMeHTHPOBAHHOCTH H KA4eCTBO 0TYETA:
— UYerkoe onycaHue BHIIIOJHEHHBIX 1LIATOB U PE3Y/IbTATOB.
— Amnanu3 npo6yieM U IpeUI0KEeHHbIE YIyUIIeHUS.
— KauectBo odopmiieHus u moaHoOTa OTYETA.

3aganus AJ151 IPOMEKYTOUYHOM ATTECTANUM 110 JUCHHUILIMHE (MOTYJII0)

Ne i/t 3apanne OTBeT Komnerenuus

1. Yro Takoe Custom Resource Definition (CRD) B r YK-1
Kubernetes?

a) CTaHmapTHBINA O0BEKT TSI XpaHEHUS KOH(DUTYparuu
0) KonTpoiuiep aist ynpapieHUs MOAaMH

B) MIHCTpyMeHT OanaHCHPOBKHU HATPY3KH

r) Pactmmpenne API Kubernetes mist cozmanwst
COOCTBEHHBIX PECYPCOB

2. Kakas ocnoBnast pynkiust Prometheus? 0 YK-1
a) Busyanusarnus g0ros

6) COop 1 XpaHEeHHE METPHUK C BO3MOXXHOCTBIO OIIpoca
B) YIpaBieHne KOHQUTypaHusIMu

r) banancupoBka Harpy3ku

3. Urto U3 NepevnciIeHHOTO SIBIAETCS KOMIIOHEHTOM CTEKa a OIIK-6
ELK?

a) Elasticsearch, Logstash, Kibana

0) Prometheus, Grafana, Alertmanager
B) Kubernetes, Helm, CRD

r) Kafka, Zookeeper, Fluentd

4. UTo U3 nepeunciIeHHOTo SBIAETCS IPUMEPOM CTPATETHH a OIIK-6
ACIUIOSL ¢ MUHUMAJIbHBIM BPEMCHEM HpOCTOH?
a) Blue-Green Deployment

6) Recreate Deployment

B) Manual Deployment

r) Canary Deployment

5. s gero ucnionesiyetcst Alertmanager B cBsi3ke C 0 IK-1
Prometheus?

a) st cObopa MeTpuk

0) st HacTpOMKM M yIpaBJICHUS ajepTaMu 1
YBEIOMIICHHSMHU

B) Jlst 6aaHCHPOBKY HArpy3KH

r) JI1st 1ensios NpuIosKeHUH

6. Kakoii 06bexT Kubernetes ucronszyercst st B TIK-1
YIpPaBJICHUS JOCTYIIOM K IIPHUIOKEHHUIO M3 BHEIIHEH
cetu?

a) Pod

0) Service

B) Ingress

r) ConfigMap
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Uro Bxoaut B 00s3anHOCTH OnCall-unxenepa?

a) Pa3paboTka HOBBIX (WYHKITHI MPHIIOKEHUS

0) YnpaBiieHHE Peno3uTOPUSIMH KOJia

B) MOHUTOPUHT COCTOSIHHUSI CUCTEMBI M PEarupoOBaHUC
Ha UHIUIEHTEI

r) Hactpoiika CI/CD naiimiaiiHOB

[K-1

Kakoii Tun ¢yHKIMM 9acTo UCHonb3yeTcs s
MOJICJINPOBAHUSI BPEMEHH OTKJIMKA CUCTEMBI B TEOPHH
BEPOSITHOCTEH?

a) JluneiiHast GyHKIHS

0) Jlorapudpmuueckas pyHKIUs

B) KBagparnunas hyHKIms

') DKCIIOHEHITHAIBHOE pacpe/IeICHIe

OIIK-1

Ha3oBute kinro4eBoil okasareib JUis OLEHKH
MPOM3BOJUTENBHOCTH NMpHI0keHus: B Prometheus.

latency

YK-1

10.

Kak mazsiBaercs o0bekT Kubernetes, koTopbrit
onuchIBaeT npasmia Mapmpyrusanua HTTP-tpaduka?

Ingress

OIIK-6

11.

Kax Ha3pIBaeTCsi HHCTpYMEHT BU3YyalIU3allud METPUK,
4acTo UCIONIb3yeMblil BMecTe ¢ Prometheus?

Grafana

OIIK-6

12.

Kaxk Ha3bIBaeTcs Mepa LIEHTpanbHOU TEHACHIUMH, YaCTO
HCHONb3yeMas IPU aHAIN3E JIOTOB U METPUK?

MeanaHa

OIIK-1
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