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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouast mporpamMma nucruruimHbl (Moayss) «Pa3paborka backend-cepBrucoB» cocTaBiieHa
B COOTBETCTBUH C (hefiepalIbHbIM TOCYJAapCTBEHHBIM 0Opa30BaTEIbHBIM CTAaHAAPTOM BBICIIETO
oOpa3zoBaHus — Oakanaspuat 1o cuneruansHoct 02.03.01 Marematuka 1 KOMIBIOTEPHBIE HAYKH,
npopmib VCKyCCTBEHHBIH WHTEIUICKT, YTBEP)KICHHBIH NpUKa3oM MUHHCTEpCTBA HAyKH U
BeIciero oOpasoBanust Poccuiickoit deneparu Ne 807 ot 23.08.2017 roxa.

Nzyuenune nucuumimabl (Moayiis) «Paspaborka backend-cepBrucoB» mo3BOMISIET CO3/1aBaTh
Ha/Ie)KHBIE M MacHITa0MpyeMble CepBEepHBbIC MPHIOXKEHHs, obOecreuuBaromue 3pQPeKTUBHOES
B3aUMO/ICHCTBHE MKy KIIMEHTOM U CEPBEPOM. DTO (PyHAaMEHTAIBLHBIA HABBIK IS Pa3pabOTKU
COBPEMEHHBIX BEO-TIPUIIOKEHUI U CEPBHCOB, MOJACPKUBAIOLINX OW3HEC-TIOTUKY U 00paboTKy
JTAHHBIX.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosimas aucuumuinia (MOAysIb) BKIIFOUEHA B YUEOHBIH IIJ1aH 0 TPOrpaMMe MOArOTOBKH
OakanaBpuata no HampasieHuto 02.03.01 MartemaTtuka U KOMIIBIOTEpHBIE HAYKU, MPOQPHIIH
WckyccTBeHHBIM WHTEUIGKT M BXOAMT B BapuaTUBHYIO dacTth bioka 1, dopmupyemyto
Y4aCTHHUKaMU 00pa30BaTEeIbHBIX OTHOIICHUH.

JucnuniuHa (MOAYIb) SBIsS€TCS BEIOOPHOM M JOCTYIHA Ui U3y4eHus Ha 2, 3 unu 4 Kypce
B 4,5, 6, 7 wim 8 cemecTpe Ha BBIOOP.

Heap u3yyeHuss JMCHMUILIMHBI (MOAyJs). (GOpPMUPOBAHME HABBIKOB IPOEKTUPOBAHUSA,
CO3MaHMS M TOJJEPKKU CEPBEPHOM YACTH MPHIOKEHUH [UIs oOecredeHHsl HaJEKHOTO U
s¢dekTHBHOTO 0OMEHa TAHHBIMH U OM3HEC-JIOTUKH.

3agauyu u3yveHus: JMCUMIIMHBI (MOYJsl) HAMpaBieHbl HA POPMUPOBAHUE Y CTYACHTOB
CIEMYIOIINI 3HAHWI, YMEHUN U HABBIKOB:

— 3HaHue PpelMBOPKOB Spring ¥ TEXHOJOTHUN BCIIOMOTaTeIbHBIX IIPOEKTOB,;

— yMeHue co3aBaTb Web-puiioskeHHsl Ha MUKPOCEPBUCHOM apXUTEKTYpE;

— yMEHHUE BCTPauBaTh CEPBUCHI B CYIIECTBYIONLYIO HHOPACTPYKTYPY;

— HAaBBIK peIlIeHHs BBICOKOYPOBHEBBIX 3aj1ay 10 pa3paboTKe.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus Conep:xxanue Nuauxkarop Ilepeyenpb MIAHMPYEMBIX
KOMITeTEeHIIHH KOMIIeTeHIHH pe3yabTaToB 0GyUeHust 1o
JUcCHMIIMHE (MOTYJIIO)
YK-1. Crioco0eH oCyIIecTBIATh VK-1.1. 3HaeT MeTOAbI IIONCKA U aHAJIN3a
MTOUCK, KPUTHUECKUM uHpopmaluu B 00J1acTu
aHaJIU3 U CUHTE3 MCKYCCTBEHHOTO MHTEIICKTA,
nH(popMaIuu, TPUMEHSIThH OCHOBHBIE MTPUHIIUATIBI KPUTHICCKOM
CHUCTEMHBIN TTOAXO/ JIJIS OIICHKU MCTOYHHUKOB MH(OpMAIHH 1
PEIICHUS TTOCTABICHHBIX UX PEJICBAHTHOCTH
3ama4 VK-1.2. YMeeT KpUTUYECKHU OLICHUBATh
HMCTOYHHMKHU MH(pOpMaIuu u
CHUHTE3UPOBAThH JIAHHBIE U3
Pa3IMYHBIX UCTOYHUKOB JJIS
pelieHus 3aa4, MPUMEHSTh
CUCTEMHBIN TOJXO] K aHAIIU3Y U
PEIICHUIO0 KOMIUIEKCHBIX TPOOJIeM
VK-1.3. HNmeeT npakTHUeCKUit OMbBIT PaOOTHI
C COBPEMEHHBIMH HHCTPYMEHTAMU U
TEXHOJIOTHSMU TSI 00pabOTKH
uH(popmManuu, GopMyIUpOBaHUU U
CTPYKTYpUPOBAHHHU 3a/1a4 Ha
OCHOBE II0Jy4eHHOM MH(opMaluu
OIIK-1. Crioco0eH KOHCYITETHPOBATh OIlK-1.1. 3HaeT OCHOBHBIE KOHIIEIIUN U
1 UCIIOJIb30BaTh TEOpUH B o0yacTu
(byunamenTanbHbIe 3HAHNS B MaTeMaTUYeCKOro aHalin3a 1
00J1aCTH MATEMAaTHYECKOTO CMEKHBIX JICIILITHH, METO/IBI i
aHaJIN3a, KOMIUIEKCHOTO U [O/TXOITbL, HCTIOMB3YEMBIE B
(GYHKIIMOHAILHOTO aHAaJIH3a
anrebph, AHATHTHIECKO]] Pa3IMYHBIX 00JIACTAX MAaTEMATUKHU
reoMeTpH, OIIK-1.2. YMeeT NpuMeHATh MaTEMAaTUYECKUE
JuddepeHmaTLHO METO/IbI [T pEIICHUS
TeOMETPHHU M TOIIOJIOTHH, NPO(ECCHOHANIBHBIX 33124
mudbep CHIMAIBHBIX OIIK-1.3. HmeeT npakTUYECKUI OIBIT
ypaBHEHHH, IUCKPETHOI paspaBoTKH 1 peaTH3AHA
MaTEMaTHUK U .
MATEMATHIECKOH JIOTHKIL, MaTeMaTUYeCKUX MOJIEIeH B
TeOpHH BEPOATHOCTEH, poecCHOHAEHOM IS TENIbHOCTH
MAaTEMATUYCCKOU
CTaTUCTHUKHU U CHy‘IaI\/’IHBIX
HPOLIECCOB, YHUCIICHHBIX
METOJIOB, TEOPETUUECKOM
MCXaHUKHU B
npohecCHOHANBHOMN
JIeSATEIbHOCTH
OIIK-6 Cnoco0OeH pa3pabaTbiBaTh OIIK-6.1. 3HaeT alnropuTMbl pazpaboTKH,

AJITOPUTMBI U
KOMIIBIOTEPHBIE
IIPOrpaMMBbl, IPUTOIHBIE

KOMITBIOTEPHBIE TIPOTPAMMBI, a
TaK)KE AJITOPUTMBI BEIYHACITUTEIILHOM
MAaTEMATUKU B 001aCTH
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AJId ITPAKTHYCCKOI0
MMPUMCHCHHA

HCKYCCTBCHHOI'O MHTCJUICKTA

OIIK-6.2.

YMmeeT pazpabaTeiBaTh
MaTeMaTHYECKUE MPOTrpaMMHbIE
MPOAYKTBHI U KOMILIEKCHI C
UCTIOJI30BAaHUEM COBPEMEHHBIX
TEXHOJIOTMH IPOrpaMMHUPOBAHHUS B
00J1aCTH HCKYCCTBEHHOTO
HHTCJIJICKTAa

OIIK-6.3.

NmeeT nmpakTU4eCcKkuil OnbIT
pa3paboTKH MHTEIUICKTYaTbHBIX
MH(OPMALIMOHHBIX CUCTEM ISt
BH3YaIH3aI[iH PE3yJIbTaTOB
UCCIIEIOBaHMI B 00J1acTH
MCKYCCTBEHHOI'O MHTEIIJICKTA

IK-1. CnoocobeHn
MaTEMAaTHYECKOI
TOYHOCTEIO,

000CHOBBIBATH

AHAJIN3UPOBATDH

dbopMyIupoBaTh 337241 C

IK-1.1.

3HaeT METO/IbI U MOJAXOJIBI K
(hopMyTUPOBAHUIO 3a/1a4, a TAKKE
OCHOBHBIC TPHHIIUTIBI
MaTeMaTHYECKOTO JOKa3aTeIbCTBA
U aHaJIM3a Pe3yJIbTaToB

YTBEPKJIEHHS CTPOTO U

IIOJIyYEHHBIE PE3YIIbTaThI
B 00JIaCTH MaTEeMaTUKU U
KOMITBIOTEPHBIX HAyK

IK-1.2.

YMeeT KOppEKTHO CTaBUTh U
dbopMynupoBaTh MaTeMaTHYECKHE
3a/1auu, TPUMEHSTH CTPOTHE
METO/Ibl JJOKA3aTeIbCTBA U
aHATM3UPOBATH TOJYUCHHbBIE
pe3ynbTaThl

I1K-1.3.

HmeeT onbIT paboThI € 3a7a4aMu B
00J1aCTH MaTEMATHUKH U
KOMITBIOTEPHBIX HAYK, BKITIOYast
HpI/IMeHCHI/IC MATCMATHYCCKUX
METOJIOB JIJISl pEeUICHUS
HpaKTI/ILICCKI/IX 3a1a4
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3. Temaruueckuii njiax

Nen/ TpynoeMkocTh, akageMH4YeCKHEe YaChl
n HaumenoBanue Ounas popma TKY
pasneia AMCUUILIMHBI KonraktHas padoTa CaMOCTOSITE (Texymmii
(MoayJin) Jlekuuu CeMuHapsbl Kontpoan LHAst KOHTPOJTL
(mpakTuveckue ycreBaeMocTH)
padora
3aHATHS)
1 Beenenue B Spring 4 4 20 Keiic
Framework
2 Pa6ora ¢ B/1 4 4 20 Keiic
3 Paspa6orka Web- 4 4 20 Keiic
MPUITOKEHUN
4 [IponBunyTHIC 16 16 70 Keiic
BO3MOXKHOCTH Spring Komnoksuym
3auem c OUeHKOl 4 [IpoekT
Hmozo: 28 28 4 130
O6vem oucyuniunst (Mo0y/s) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOya) 5
(6 3au. eo.)
4. CopepxaHue JMCUUILTHHBI (MO1YJIs)
Neni/n HaumenoBanme pasgeia Coaepsxanue JMCHUILITHHBI (MOIYJIA) 1O TeMaM
AUCHUNJIMHBI (MOYJIs1)
1 Beenenue B Spring Framework Beenenue B Spring Framework u Spring Boot. Spring context, 6unbt u
Dependency Injection
2 PaGora ¢ B]] JDBC u Spring JDBC s noctyna x ganaeiM. JPA, JOOQ, JDBI u
murpaiuu ¢ Liquibase/Flyway
3 Paspabotka Web-npunoxenwuii REST API na Spring Web MVC. MexcepBuCHasi KOMMYHUKAIIHS:
REST clients u gRPC
4 IIpoaBuHYTBIE BO3MOKHOCTH Coobuenus u IMS: ActiveMQ u RabbitMQ. ITotokoBas o6paboTka
Spring nanHbIx ¢ Apache Kafka. besonacHocts npunoxenunii Ha Spring
Security. Monutopunr u Spring Actuator. CoObITHITHO-
opueHTHpOBaHHas apxuTekTypa u Event Listeners. Aspect-Oriented
Programming u kpocc-cpe3ounbie 3aaaun. [11ab10HB MUKPOCEPBUCOB
W OTKa30yCTOMYMBOCTh. MIHTErpanus u aemnoi: konterinepsl, CI/CD,
obnaxa. [IpomsBoguTensHOCTE, K3mKpoBanue (Redis) u
npoHIMpOBaHUE
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 JI000# TOUYKH, Tlie eCTh NOAKII0oUeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. Xexnep, M. Spring Boot mo-ObicTpomy : mpakTHueckoe pykoBoacTtBo / M. Xeknep. -
Cankr-ITerepOypr : [Tutep, 2022. - 352 c. - (bectcemnepsr O’Reilly). - ISBN 978-5-4461-3942-2.
- Texcr : anextponnbit. - URL: https://znanium.com/catalog/product/2122953.

2. Yomuc, K. Spring B nefictBuu : mpaktuyeckoe pykooacTtso / K. Yomic ; mep. ¢ anrm. A.
H. Kucenesa. - 6-e u3n. - Mocksa : JIMK Ilpecc, 2022. - 544 c. - ISBN 978-5-93700-112-2. -
Texkcr : anextponnsbii. - URL: https://znanium.com/catalog/product/2110012.

3. Counka, JI. Spring Obictpo : mpaktudeckoe pykoBoactBo / JI. Cromikd. - CaHKT-
[etepOypr : [Tutep, 2023. - 448 c. - ISBN 978-5-4461-1969-1. - Tekcr : snexTponHsIii. - URL:
https://znanium.com/catalog/product/2122935.

4. T'yrteeppec, @. Spring Boot 2: nyumine npakTuku st IpodeCCHOHANIOB : MPAaKTUYECKOe
pykoBozcTBo / @. I'yreeppec. - Cankrt-IlerepOypr : [Tutep, 2021. - 464 c. - (Cepust «bubnmorexa
nporpammucta»). - |ISBN  978-5-4461-1587-7. - Tekcr : onektpoHsbii. - URL:
https://znanium.com/catalog/product/1733697.

Jononnumensnan numepamypa:

1. TTonyskroBa, H. P. Pa3paboTrka BeG-mpuiokeHuil : yyeOHuk Uit By3oB / H. P.
[TomyakToBa. — 2-¢ m3n. — Mocksa : M3marensctBo HOpaiit, 2025. — 204 c. — (Bricuiee
oOpazoBanue). — ISBN 978-5-534-18645-1. — Tekct : anekTpoHHbIN // OOpa3zoBarenbHas
wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567610.

2. 3apameHckux, E. I1. PazpaGoTka HHPOPMAIIMOHHBIX CUCTEM : YU€OHUK U MPAKTUKYM JIJIs
By30B / E. 1. 3apamenckux. — 2-e uzn. — Mocksa : M3narensctBo FOpaiit, 2025. — 78 ¢. —
(Beiciee o6pazoBanme). — ISBN 978-5-534-21420-8. — Tekct : 31neKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/571333.

6. MaTepuaabHO-TEXHHYECKOE 00ecTeyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHMYECKOH 0a30i, COOTBETCTBYIOILEH
JEMCTBYIOIMM MTPOTHUBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00ecrieunBaroNIeii MpoBeIeHUE BCeX
BUOB JHUCIUIUIMHAPHOW ¥ MEXIWCIUILUIMHAPHON TTOATOTOBKH, IMPAKTHYECKOW M HAy4YHO-
UCCIIEIOBATEILCKON PabOT 00YUaroNMXCsl, MPEAYCMOTPEHHBIX YUEOHBIM IIITAHOM.

[TomeneHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [Tl TPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYEeCKOro) THIA, TPYNIOBBIX U
VMHAUBUAYaAJIbHBIX KOHCYJIbTAIMNA, TEKYIIIETO KOHTPOJISI U MPOMEKYTOYHON aTTECTalllH, a TaKkKe
MIOMEIIEHUS Il CAMOCTOATENBbHOM pabOThl U MOMEIIEHUS Ui XpaHEeHUS U MPO(YUIAKTUIECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOeIbl0 U TEXHUYECKHMHU CPEICTBAMH OOYUYEHHsI, CIYXKAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIu OOJIBIION ayAUTOPHUH.

Wzydenune qucuuiiinHbl (MOyst) oOecrieuuBaeTcs B y4eOHBIX ayIUTOPHSX, OCHAIICHHBIX:
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— CTOJIaMH U CTYJIbSIMU;

— KOMITbIOTEPHOU TEXHUKOM;

—  MEXaHWYECKUMHU KaJbKYyJIATOPaAMH;

— CIEeUUaTU3UPOBAHHBIM 000PYI0BAaHUEM, BKIIFOYAs IEMOHCTPAIMOHHOE 000PYI0BaHUE.

[TomereHust y1st CAMOCTOSITENILHOM pabOTHI 00yUJaAIOIIUXCS, B TOM YUCJIE IPUCTIOCOOTICHHBIS
JUI. UCHOJIb30BaHUS WHBAJIWJAMH W JIMIIAMU C OTPAHUYECHHBIMH BO3MOXHOCTSMH 3J0pPOBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
obecrieueHHEeM  JOCTyNa B JJCKTPOHHYH  HHGOPMAIIMOHHO-0Opa30BaTEIbHYIO  Cpeay
YHuBepcurera.

OOyyarmumMcs MPeaoCTaBIsgeTCss JOCTyn (B TOM 4YHCIE YAAJICHHBIH) K pecypcam
WH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHON ceTH «HTepHeT», JIeKTPOHHBIM pecypcaMm (B TOM
YHUCJIE JJICKTPOHHBIM OMOJMOTEYHBIM CHCTEMaM, COBPEMEHHBIM NpPO(ecCHOHAIBLHBIM 0Oa3zam
JAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHnoBanue nmopraa Ccblika
(u3naHus, Kypca, 10KyMEHTA)
1. | Hayunas snextponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OoubmoTeKa
2. Basa gausbix mus | T-cienuanucTos https://habr.com
3. | ba3a mannbIx ScienceDirect https://www.sciencedirect.com
4. | OdunmaneHbli calT MUHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oopasoBanus Poccutickoit @eneparuu

5. | ®enepanbhsiii moprai «Poccuiickoe oopazosanue” | https://www.edu.ru/

6. | Muadopmanmonnas cucrema "Exaunoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTelbHEIM pecypcam"

7. Enunast komekius 1udpoBeix 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAIIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr MH(DOPMAIIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPU  OCYIIECTBICHHUH
00pa3zoBaTeNbHOIO MpoIiecca Mo AUCIUTUINHE (MOIYJII0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
MH(OpPMalLMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmne 110 IIpousBoacreo JInnensuonnoe / cBOGOIHO
pacnpocTpaHsiemMoe

OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nnnensuonHOE
bpaysepsi:
Sunekc.Bpaysep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsieMoe
Google Chrome 3apy0ekHOoe cBOOOJTHO pacpoCTpaHsIeMOe
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) 3apy0exHOe JIIEH3HOHHOE
TeXstudio 3apyOexHoe CBOOOHO pacIpoCTpaHsIeMOe
Adobe Acrobat Reader 3apyOexHoe CBOOOHO pacIpoCTpaHsieMOe
IIporpammHoe o6ecniedeHne 115 IVIAHMPOBAHNUS M Y4eTa BPeMEHH:
Toggle app | 3apyOexHOe | cBOOOJTHO pacpOCTpaHsIeMOe
CucreMbl ynpapJjieHHsI TPOEKTAMM:
Microsoft Imagine (Project) | sapy6exnoe | nuuensuonnoe
Cucrtembl ynpapjaeHHusi 0a3aMHi JaHHBIX:
Microsoft Imagine (SQL Server) | sapyGesxHoe | nmuuensnonHoe
Cucrtembl pe3epBHoro konupopanusi (backup):
Acronis Backup Advanced for HyperV | sapy6exHoe | nniensuonHOE
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CHpaBO‘IHO-HpaBOBBIe CHUCTEMBI:

Koncynprantllimoc: cipaBogyHO-TIpaBOBast OTEYECTBEHHOE JMLECH3HOHHOE
cucTeMa

CpencrBa aHTUBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security amst 6usneca OTEYECTBECHHOE JUIEH3UOHHOE

Crampmaprasii Russian Edition

Cpenbl pa3padoTKm:

Visual Studio Code 3apy0exHoe CcBOOO/THO PACTIPOCTPAHSIEMOE
Bash (Unix shell) 3apyOexkHOE CBOOOIHO pacIpOCTpaHsIEMOe
Anaconda 3apyOexkHOE CBOOOHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
CopelliaSim 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
Google Colaboratory 3apy0exHoe cBOOO/THO PACTIPOCTPAHSIEMOE
IlakeThl MPOrpaMMHBIX CPeICTB M OHOJIHOTEK:

AutoPsy 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0eKHOE CBOOOIHO PACIIPOCTPAHIEMOE
Cucrtembl ynpaJjieHust ouoanorpaduyeckoii uHgopmanmeii:

Zotero | 3apyOeKHOE | CBOOOIHO PaCIpPOCTPaHsIEMOe
CepBHCHI B CITYKOBI:

Bind 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Docker 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMoe

7. MeroanyecKue M OlleHOYHbIe MATEPHAJIbI
MeToanyeckue yKazaHHus I 00y4AOUIUXCS 110 OCBOCHUIO TUCHHMILIMHBI (MOYJIs1)

B mpouiecce uzydenust nucuuruinabl (Moayisi) «Pa3paborka backend-cepBucos» B pamkax
TEKYIIET0 KOHTPOJISl YCIIEBAEMOCTH UCIONB3YIOTCSl TaKhe BBl y4eOHON paloThI, KaK JIEKIUH,
CCMHUHAPBHI, KeﬁCBI, KOJUIOKBHUYM, IIPOCKT, a TAKXKC Pa3JIMIHBIC BUbI CaMOCTOSTEILHOU pa6OTI)I
oOydaromuxcsi 1O 3aJlaHuI0 TpEernojaBaTesisd, HaMpaBlIeHHbIE Ha pa3BUTHE HABHIKOB
po(heCCHOHATTLHOM JICKCUKH, 3aKPEIUICHHNE TMPAKTHYECKUX MPOo(ecCHOHATBHBIX KOMITETSHITHIHA,
MOONIPEHNE NHUIIUATHB.

Jlexyus — cHUCTEMAaTHYeCKOe, TOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHUE
nmpenoaaBareneM y4eOHOro MaTepuana, Kak MpaBuio, TEOPETUYECKOTO XapaKkTepa.

B mpomecce neknuii peKOMEHIYeTCs BECTH KOHCIIEKT JICKIUH: KPaTKO M CXEMaTHIHO
¢dbuKcUpoBaTh OCHOBHBIC HJIEH, BBIBOJBI M OOOOIICHMS JEKIMH, BBIIEISITh Ba)KHBIE MBICIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTH BOMPOCHI WM MaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYAHECHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJIOBAHHOW nmuTepatype. Ecmu
pa3o0paThCsi B MaTepuaie He YHaeTcs, CIeAyeT CPOpPMYIHpPOBAaThH BONPOC M 3a1aTh €ro
MPEToAaBaTeNo Ha KOHCYJIBTAIUU WA BO BPeMsI CEMUHAPCKOTO (MTPAKTHYECKOT0) 3aHSITHSI.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktuBHas paboTa CTyJeHTa HAa CEMUHApE,
€ro OTBETHI Ha BOMPOCHI MIPETIOJaBaTENs U y4aCTHE B TUCKYCCHH.

JIst yCIenHOTo y9acTHs B CEeMUHApe CTYIEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMHUTHCS C
TEMOU OOCYXKIEHHS, MPOYUTAaTh HEOOXOAUMBIE MaTepUaTbl U MOATOTOBUTH BOIMPOCHL. BaxHO
AKTUBHO CJIYIIATh M BOBJICKATHCS B TUCKYCCHIO, BRICKA3bIBAsi CBOM MHEHHS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJABATENSI CTOUT OBITH YBEPEHHBIM, YETKUM U JIOTUYHBIM,
ONHPAsACh HA U3YYCHHBIH MaTeprall. Takxke MOJIe3HO MO ICPKUBATh JTUAJTIOT C OJJHOKYPCHUKAMH,
9TOOBI 000TaTUTh OOCYXKICHHUE U PACITUPUTH CBOU 3HAHMUSI.

Keiic — npaktuueckas paboTa CTYJEHTOB HaJ pPEaJbHBIMU WU CMOJIECIMPOBAHHBIMU
3a/1auaMu, YTO MO3BOJISIET CTYICHTY IPUMEHSITh TEOPETUUECKHUE 3HAHUS HA MTPAKTHUKE.
CTyneHT caMOoCTOSITeNIbHO pa3pabaTbIiBaeT CTPATETHIO PEIICHUs TOCTABICHHON 3a]aul, YTO
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CHOCOOCTBYET Pa3BUTHIO HABBIKOB KPUTUYECKOI'O MBIIUIEHHS U CaMOCTOATENBHOTO NMPUHATHS
pemennii. Tako# moaxo/ moMoraeT NoAroTOBUTh OYYIIMX CIIEHUAIMCTOB K PeaIbHBIM BHI30BaM
B UX IPO(eCCUOHATBHOMN IeSTEIbHOCTH.

Konnoxeuym — ycTHBIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTYACHTY 3apaHee.

B mnpomecce moAarotoBku K KOJUIOKBUYMY HEOOXOAMMO IPOAHAIU3UPOBATH YueOHbIE
MaTepuaibl, 03HAKOMUBIINCH C JICKIUSMHU, Y4COHHMKAMH U JOIMOJIHUTEIBHBIMU HUCTOYHUKAMHU,
aKLIEHTUPYS BHHMMAaHHE Ha KJIIOYEBBIX Temax. PekoMmeHayercsi co3naTh CTPYKTYpHUPOBAHHBIE
KOHCIIEKTHI, BBIJICTISIS OCHOBHBIC UJICH, TEPMHUHBI M JOPMYJIBL.

IIpoexm — uccrnenoBarenbckas paboTa 1o Kypey U Mpe3eHTalus pe3yJbTaToB.

Jlisg ycnemHol NOArOTOBKM K IPOEKTY: YETKO ONPENESNIUTE LENM M 33Jaud IPOeKTa,
pacrpefieuTe PoOad U OO0S3aHHOCTH MEXKAY YYAaCTHHKAMH, a TaKKe YCTAaHOBHUTE CpPOKHU
BBITNIOJIHEHUS KayKJ0M 4acTH paboThl. PerynspHo npoBoanuTe BCTpeuH i 00CYKAESHUs [Tporpecca
U peUICHHs BO3HUKAIOLINX BOIPOCOB.

Camocmosmenvruas paboma — padoTa CTYJEHTOB, HAIpaBJE€HHAs Ha YIIYOJIEHHOE
W3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B miporiecce camocTosITeNbHOM pabOThI CTYIEHTHI B3aUMOJIEHCTBYIOT C PEKOMEHJOBAaHHBIMHU
MaTepuaiaMy MPU MUHUMAIIBLHOM y4YacCTHH MpenojiaBatess. 3aauu CTyJeHTa BKIIOYA0T padoTy
C KOHCITEKTaMH JICKIIHiA (00paboTKa TEKCTa), TOBTOPHOE H3yUCHHE yUCOHBIX MATEPHUAJIOB, TIIAHOB
U TE3UCOB OTBETOB, U3yUEHHUE JOMOJHUTEIBHBIX TEM, BHIIIOJHEHHE YUeOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

CucremMa OLleHMBAHUA Pe3y/JIbTATOB 00y4YeHHS 10 JUCHUILIMHE (MOAYJII0)

Kpurepun nosy4yeHusi ypoBHSl ¥ OLleHHBAHUS c()OPMHUPOBAHHOCTH KOMIIETEHIMI 110
aucuumianuae (Mmoay.Jo) «Pazpadorka backend-cepBucos»

OneHuBanue ypoBHS Y4€OHBIX JOCTM)KEHUH, OOy4aromuxcs Mo JUCHUIUIMHE (MOIYJIIO),
OCYILIECTBIISIETCS B BUJE TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH U ITPOMEXYTOUYHOHN aTTECTalUH.

IIpome:xyTouHasi arrecTalusi 1O AMCUUIUIMHE (MOAYJIO) OCYUIECTBIsSEeTCS B (opme
3auema ¢ OYEHKOU, TIPU HTOM TPOBOAMTCSA OIIEHKA KOMIETEHIUH, CcHOPMUPOBAHHBIX IO
JTUCIUIINHE.

Jlns oleHMBaHHS TEKYIIETO KOHTPOJS YCHEBAEMOCTH M TMPOMEKYTOUHON aTTecTaluu
UCTIONB3YETCS JIecATUOAIUIbHAS IIKaja OLEHUBAHUS, KOTOpask COOTHOCHUTCS C TPaTUIIMOHHOMN
nATUOATUTPHON MIKAJION CIEAYIOIINM 00pa3oMm:

Jecarubannbuas IlaTtubamnbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Ouenka 3a 3a4eT
OLlCHKA OLICHKA 00y4eHUs MO TMCHUTUINHE (MOIYJII0)
10 OTanaHO 3auTeHo CTyneHT TOJHOCTHIO BIAJCET 3HAHUSIMH,
9 OTIUYHO 3ayTeHo U3JI0O)KCHHBIMH B pa60qe1‘/'1 nporpaMmme, u

8 OTIM4EO 3auTeHo rry0oko  ocmbicisgeT auctumuiuHy.  OH
CaMOCTOSITEITHLHO u JIOTHYECKH
MOCIIEI0BATEIIEHO OTBEYAET Ha BCE BOMPOCHI,
akKIIGHTUpYs  BHUMaHWe Ha  HauOoee
BAYKHOM. YwMmeer aHaJIU3UPOBATh,
CpaBHHBATH, KJIacCU(UIUPOBaATH, 000011aTh,
KOHKPETH3UPOBAaTh W CHCTEMATH3UPOBATH
W3YYCHHBIM MaTepHal, BBIACISS KIIOUCBBIC

MOMCHTBEI MW  yYCTaHaBJIMBas IIPUYUHHO-

CJIe/ICTBEHHBIE CBs3H. UeTko (Gopmynupyer

DNEeKTPOHHBIA JOKYMEHT



JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO TMCHUTUINHE (MOIYJIIO0)

OTBETHI, YBEPEHHO HUHTEPIPETUPYET
pe3yabTaThl AHaJIN30B u IpyTHX
WCCJIEIOBAHNMN, a TaKXe peIIaeT CIOKHBIE
3agaud. CTyZeHT XOpoIlo 3HaKkoM ¢
METOAAMHU HCCIEJOBAaHUs, HEOOXOIUMBIMU
JUISL TIPAaKTUYECKOM NEATENbHOCTH, U YMEET
CBSI3bIBATH TEOPETUYECKUE aCIIEKTHI
JUCHUIUIMHBL (MOAYIS) C TMPAaKTUYECKUMHU

3aJJaYaMH.
Xoporto 3auTeHo Crynent oOnamaeT 3HAHUSAMHU IpenMeTa
6 Xopomio 3aYTeHo MOYTH B TIOJHOM o0beMe pabodeid

mporpaMmbl 1 CaMOCTOATCIIBHO, JIOTUYCCKU
MOCIIEIOBATENIEHO M BCECTOPOHHE OTBEYAET
Ha BCE BOIIPOCHI, aKLIEHTUPYS BHUMaHHUE Ha
HaunOoJee 3HaUMMBIX MOMeHTax. OH ymeeT
aHAIM3UPOBATb, CpaBHHBATB,
KJIACCU(PHUIMPOBATD, 00001maTh,
KOHKPETH3UPOBaTh W CHUCTEMAaTHU3HPOBATH
W3Y4EHHBIA  MaTEpHall, BBIICNSS  €ro
KIIFTOUEBbIC ACIICKThI u yCTaHaBJIMBas
MPUYUHHO-CIIEJICTBEHHBIE CBSI3M.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
WHTEPIPETUPYET PE3yNbTaThl aHAJIN30B H
JIpyTUX HCCIIEIOBAaHUM, a TaKXKe pellaeT
CJIOKHBIE CUTYallnOHHBIC 3amaun. CTyneHT
XOpOIIIO 3HAKOM c MeTOoJIaMH
HCCIICOBAHU, HEOOXOIUMBIMH JUISE
MPAKTHYECKON JNEeATENhbHOCTH, W YMeeT
CBSI3BIBATh TEOpETHIECKUE ACTIEKTHI
MpeaIMeTa ¢ IPAKTHYSCKUMHU 3a/1a4aMH.

5 Y 10BIETBOPUTENHHO 3auTeHo CryneHT oOnamaer 0a30BBIMHU 3HAHHSIMH

4 Y 10BIETBOPUTENBHO 3auyTeHo 110 IUCUMILIMHE (MOIYIII0), HO UCTIBITHIBAET
TPYIHOCTH TPU CAMOCTOSITEIFHBIX OTBETAX

Y HCIIOJIb3yeT HETOUHbIE (OopMyIUpoBKU. B
X0Jie OTBETOB OH JIOMYCKaeT OLIMOKH,
Kacarorquecst cyTH BompocoB. CTyaeHT
CHOCOOEH pelaTh TOJIBKO CaMble MPOCTHIE
3aa4u U BJIaACCT JIMIIb MHHUMAJIbBHBIM
HaOOpOM METOJIOB HCCIIEIOBAHUSI.

He CIAaH He 3aureno CTyI[CHT HE OBJIaAC]I 00s13aTEJIbHBIM
He cJaH He 3aureno MHUHHUMYMOM 3HAHUHU II0 nmpeaMeTy U HE
1 He craH He 3auTeno MOXET OTBETHUTH Ha BOIIPOCHI, HAXKE €CJIN

MPENOJABATENb 3aJaeT JOMNOJHUTEIIbHBIE
HaBOJISIIIIE BOTIPOCHI.

Hucuummua (Monynb) «Pa3paborka backend-cepBHCOBY OLIGHHMBAETCS  CIEIYIOLIHMM
obpazoM:
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AKTHBHOCTH Bec Onucanue
Keiic 40% | [IpakTuueckas paboTa CTYACHTOB HaJ| peabHBIMH I
CMO/ICJTMPOBAHHBIMH 33]a4aMH, YTO TTO3BOJISAET CTYACHTY IPUMEHSITh
TEOPETHIECKHE 3HAHUS Ha PAKTHKE
KommoxBryMsr 30% | YcTHBIE OTBETHI Ha BOIPOCH, CICOK KOTOPBIX M3BECTEH CTYICHTY
3apaHee
IIpoekr 30% | 3amuTa UTOrOBOrO MPOEKTa

®opmyaa pacuéra
backend-cepsucoB»: «0,4 X cpennee 3a keiicel + 0,3 X cpenHee 3a koyiokBuymbl + 0,3 ¥

IIPOCKT».

UTOTOBOH OIIEHKM MO0 aucuuiuviude (MoayJmw) «Paspadorka

Texkyummii KOHTPOJIb yCIIeBAeMOCTH 00y4aOIIUXCS M0 JUCHUILIHHE (MOAYJII0)

IIpuMmepHbIe 3aaHus 1JIs1 KelCOB
Beeagenne B Spring Framework

Coznaiite HOBBIN MTpoeKT Ha Spring Boot ¢ ucnons3oBanueM Spring Initializr, HacTpoiiTe
0a30BbIi KOHTEKCT MPUIIOKEHUS U 3apETUCTPUPYITE IPOCTON OUH (Hanpumep, CEpBUC IS
BbIBOJIa TPUBETCTBUA) C aHHoTamue (@Component, mpoBepuB ero paboTy uepes
TECTOBBII METO/L.

Peanusyiite Dependency Injection B Spring-mpuiokenuu, co3gaB HHTepdeElc u IBe
peanu3anuu (Hanmpumep, Ui oTrpaBku email u SMS), HHKEKTUPOBaB X B KOHTPOJLJIEP C
noMmouibpo @Autowired ¥ IPOTECTUPOBAB NEPEKIIIOUEHUE Yepe3 KOHPUTYPaLIUIO.
Hactpoiite Spring Context ¢ ucmonb3oBanneM XML-koH(pUTYypauu, onpeaenuB OMHBI
JUIsS. pENIO3UTOPUS U CEpBHCA, M TIPOJIEMOHCTPUPYITE X B3aUMOJIEHCTBHE B KOHCOJIBHOM
npuioxenuu 6e3 Spring Boot.

Paspaboraiite mpuioxeHue ¢ HecKonbkuMu mpoduiasimu (dev u prod), Tae B KaxaoM
npoduiie MHXXEKTUPYETCSl pa3Has peanu3anus OuHa (Hampumep, 0aza TaHHBIX B MaMSITH
Vvs. peanpHas), wucnoiab3dyd (@Profile wu npoBepuB  mepekIrOUYEHHE — uepes3
application.properties.

Cospaiite npocroit REST-kontposmep B Spring Boot, MHXEKTHpOBaB cepBHC yepe3
KOHCTPYKTOp, W 00BbsicHUTEe TmpeumymectBa Dependency Injection Hag mnpsiMbIM
co3zlaHueM o0BEeKTOB, MpoTecTHpoBas endpoint ¢ Postman.

Pa6ora c B/1

Peanusyiite noctyn k 6a3ze nanubix H2 ¢ momomnsto JDBC B Spring-npuioxxeHuu, co31aB
kJjacc Juis BeinosiHeHus npoctoro SELECT-3ampoca 1 BeIBOAA pe3ysIbTaTOB B KOHCOJb,
ucrnonb3ys DataSource u3 KoHpUTypaIuu.

Hactpoiite Spring JDBC Template mist Bemmonaenuss CRUD-oneparuii ¢ 6a30ii 1aHHBIX
PostgreSQL, coszmaB DAO-kmacc nnsi ynpasieHus: cymHocTbio "llomb3oBaTens"
(tobaBnenue, 0OHOBIIEHHE, yaJIeHUE U UTEHHUE 3aInceil).

Buenpure JPA c Hibernate B Spring Boot-npoekT, onpenenus CyuiHOCTb U pENO3UTOPHI
uis paboTtel ¢ 6asoit maHHBIX MySQL, peamnsoBaB 3ampocbl ¢ JPQL nans moucka
IIOJIB30BATENEN IO KPUTEPHUSIM.

Hcnone3yiite JOOQ niast reHepanuu KoJa W3 CXeMbl 0a3bl JaHHBIX M BBIIOJHEHHUS
TUIMIU3UPOBAHHBIX 3allPOCOB, CO3JAaB CEPBHUC IS M3BIEUYEHUS JAHHBIX O 3aKa3ax W3
TaOIUIBI 1 00paOOTKH UX B MPUIIOKECHUH.

Hacrpoiite murparuu 6a3bl JaHHbIX ¢ momonistio Flyway B Spring-npoekre, coznaB SQL-
CKPHIITHI JJIi CO3JaHMs TaOJIMIl M BCTaBKM TECTOBBIX JAHHBIX, M MPOTECTUPYHTE HX
IIPUMEHEHHUE IIPU 3aITyCKE IPUIIOKEHUS.
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Pa3padorka Web-npuJsioxkeHui

1. PaszpaGoraiite REST API na Spring Web MVC ¢ KOHTposiepoM Ui YIpaBJICHUS
pecypcamu "Ilpoaykrel", peanuszoBaB endpoints mis GET, POST, PUT u DELETE c¢
BaJMIallvell BXOJHBIX TaHHBIX uepe3 @ Valid.

2. Coszpaiite KIMEHTCKY 4acTh i REST-koMMyHUKay MEXy cepBUCAMHM, UCIIONB3YS
RestTemplate B Spring Boot mns ormpaBku 3ampocoB Kk BHemHemy API (mampumep,
MOJTYYCHHUE IAHHBIX O MOT0/Ie) ¥ 00pabOTKH OTBETOB.

3. Hactpoiite gRPC-cepBuc B Spring-npuioeHuu ¢ oMoIbio protobuf, onpenenus cepBuc
JUIst 0OOMEHa COOOIIEHUAMU MEXAY MUKpOCEpBUCaMH (HarpuMep, nepeaada nHhopmanuu
0 3aKa3e) ¥ MPOTECTUPOBAB €0 C KIMEHTOM.

4. PeanusyiTe acMHXpOHHYHO 00paboTky 3ampocoB B REST API ¢ wucnosb3oBanuem
@Async, cozmaB endpoint ans  oTmpaBKM  email-yBemomiieHM W TIPOBEpUB
HEOIOKUPYIOLIee MOBEACHUE C TOMOIIBI0 MHOTOMIOTOYHOM HArPy3KH.

5. Hurerpupyiite WebSocket B Spring Web MVC nns peaabHOro BpeMeHH, CO3/1aB 4aT-
NPUIOKEHHE C CepBepoM, o00pabaThiBalOIUM  COOOLIEHHS OT KJIHUEHTOB H
TPAHCIUPYIOUIUM UX APYTUM HOJKIIOYEHHBIM M0JIb30BATENSIM.

IIpoaBuHYTHIE BO3MOKHOCTH Spring

1. Hactpoiite JMS-coobmenus ¢ ActiveMQ B Spring-npuioxeHUH, co3/laB Mpojrocepa u
KOHChIOMEpa Il OTHpaBKM H OOpabOTKM COOOIIEHW B OYepenu, CUMYIHPYS
ACMHXPOHHYIO 00pabOTKY 3aKa30B.

2. Peanmsyiite motokoByto 00paboTKy naHHbix ¢ Apache Kafka B Spring Boot, HacTpous
TONUK JUId NyONuKanuu coObITUH (Hampumep, JIOTM JAEHCTBUI IoJib30BaTesei) U
KOHCBhIOMepa JUIsl UX 00pabOTKHU B pealbHOM BPEMEHH.

3. Buenpurte Oe3omacHOCTh B MpPHIJIOKEHHE C MOMOINBIO Spring Security, HacTpOUB
ayrertudukaruio mo JWT-rokenam niust REST API, Bxirowas ponu mons3oBateneid u
3anuTy endpoints OT HECAHKIIMOHUPOBAHHOI'O IOCTYTIA.

4. Vcnonw3yiite Spring Actuator /Il MOHMUTOPUHTA IPUIIOKEHUs, 00aBUB endpoints asis
health-check, meTpuk u J0roB, W mpoTeCTUpyWTe HUX B Opay3epe WIH C IOMOIIBIO
MHCTPYMEHTOB Bpojie Prometheus.

5. Hactpoiite kammpoanue ¢ Redis B Spring-npuinoxeHuu, aHHOTHPOBAB METO/IbI CEPBUCA
@Cacheable nst yckopeHus 3ampocoB K 0a3e JaHHBIX, U U3MEPHTE MPOU3BOIUTEIHLHOCTh
¢ oMol JMeter niepen U 1ociie BHEAPEHHUS.

IIpumepHbIe 3aaHUs 1J1s1 KOJUIOKBUYMa

Ne 3aganue OtBer
n/n
1 VYkaxknTe OCHOBHOM aHHOTalMIo B Spring Security ans @PreAuthorize

3alMUTbI METOAOB KOHTPOJUICPOB.

2 VYkaxnuTe Ha3BaHHE MEXaHU3Ma ayTeHTU(HUKAINU B JWT
Spring Security, OCHOBaHHOTO Ha TOKEHaX.

3 VYKaXnuTe KONUYEeCTBO CTaHAAPTHBIX pojield B Spring 2
Security (manpumep, USER, ADMIN).

4 VYkaxknuTe Ha3BaHUE SHIANOMHTA B Spring Actuator s /actuator/health
MPOBEPKH 370POBbSI IPHIIOKEHHSI.
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Ne 3apanne OtBer
n/n

5 YkaxxuTe OCHOBHOM HHCTPYMEHT B Spring Actuator amst Micrometer
MOHHTOPHHIa METPHUK ITPHIOKCHHUH.

6 VkaknTe Ha3BaHHE CBOMCTBA IS BKIIIOUEHHS BCEX management.endpoints.web.exp
SHAMOUHTOB Actuator B KOH()UTYPAIIVH. osure.include=*
7 VkaknTe OCHOBHOM MHTEPQENC IS CO3TaHuS ApplicationListener

CIIyImaTeNei coopITHH B Spring.

8 VKaKXUTe Ha3BaHUE aHHOTAIMH TS Ty OIMKAIINA @EventListener
COOBITHH B COOBITHIHO-OPHUEHTHPOBAHHOMN
apXUTEKTYPE.

9 yKa)KI/ITe KOJINYECTBO OCHOBHBIX KOMITIOHCHTOB B 2

MOJIeNI MyOIuKauuu-noanucku (Hampumep, publisher,
subscriber).

10 Vkaxkute Ha3BaHHe aHHOTALIMU I CO3IaHUA aCIIEKTOB @Aspect
B Aspect-Oriented Programming.

11 VYxkaxuTte ocHOBHOH Tun coBeta (advice) B AOP s @ATfterReturning
BBITIOJTHEHHS KOJIa MTOCIIE METO/IA.

12 VYkaxure HazBanue nouatus B AOP st kpocc- Concern
CPE30YHBIX 33124, TAKUX KaK JIOTHPOBAHUE.

13 VkaknTe Ha3BaHHUE I1a0I0HA MUKPOCEPBUCOB TS Circuit Breaker
00paboTKH cO0EB M IOBTOPHBIX TIOMBITOK.

14 VYkakuTe OCHOBHON MHCTPYMEHT JIJIsl peaii3aiun Resilience4j
OTKa30yCTOHYMBOCTH B MHKPOCEPBHUCAX.

15 VkakuTe Ha3BaHUE MATTEPHA JIISL Pa3/IeICHUsI Bounded Context
CEPBHCOB Ha JIOMEHBI B MHKPOCEPBHCAX.

16 VYKaxxute Ha3BaHUE UHCTPYMEHTA JUJIS Docker
KOHTCHHEPHU3AINH PUIIOKEHHIH B HHTETPALIUH U
JIEIUIOE.

17 Vxaxure ocHoBHOM ATan B CI/CD s Build

ABTOMAaTU4YCCKOI'0 TCCTUPOBAHUSA KOJA.

18 VYkaxuTe Ha3BaHHE 00IaYHON MIaTGOPMBI IS ACTUIOS AWS
Spring-npunoxxennit (Harpumep, AWS, Azure).

19 VYkaxnTe Ha3BaHHE MHCTPYMEHTA I KAILIMPOBAHUS @Cacheable
nanubIx B Redis B Spring.

20 VYkaXuTe OCHOBHOM MHCTPYMEHT AJIsl MPOQUINPOBAHHUS VisualVM
MIPOU3BOJUTEIBHOCTHU Java-IpuiIoKeHn .

IIpuMepHoe onucaHue U KPUTEPUH OLleHUBAHUS K MPOEKTY

Onucanue:

Pazpaboraiite backend-npunoxenue Ha Spring Boot ¢ REST APl ans ynpaBnenus
MpeAMETHOM 001acThIO (HAaIpuMeEp, CHCTeMa yIpaBiieHus OMOIMOTEKOM, 3aKa3aMu U OJIOTOM).
IIpunoxxeHue JOJKHO BKIIIOYATh:

— Kondurypamnuto u ucnonszoBanue Spring Beans ¢ Baeapennem 3aBucumocteit (IoC).
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— TMoaxmouenue u paboTy ¢ pensimoHHOM 0a3oii nanHbIX yepe3 JPA u Spring Data.
— Peanusanuto ocHoBHbIx CRUD-onepanuii yepe3 REST-koHTpoIiepsl ¢ KOPpEKTHOM
ob6pabotkoit HTTP-3anpocoB u ommobok.
— be3omacHOCTh NPUIIOKEHUS: ayTEHTU(HUKAIMIO W aBTOPU3ALMIO TOJH30BATENICH C
pasrpaHUYEHHUEM JIOCTYIIA IO POJISIM.
— KommpoBanne Haubosee dYacTo 3amnpamidBacMbIX JAHHBIX JUIS  HOBBIIICHUS
IPOU3BOIUTENBHOCTH.
— JlorupoBaHuE BbI30BOB CEPBUCHBIX METOJI0B C TIOMOLIbIO aCIEKTHO-OPUEHTUPOBAHHOTO
nporpammupoBanus (AOP).
— YmpaBineHue TpaH3aKIUSAMU Tpu pabore ¢ 0a30if NaHHBIX ISl OOecTeueHUs
LIEJIOCTHOCTH JIaHHBIX.
— HWurerpamuio ¢ BHemHUM REST-cepBucom (Hampumep, MONY4YeHHME aKTyalbHOMU
MHGOPMALIUU WU TaHHBIX [Vl PacIMpeHHs QyHKIMOHATIA).
— Peanmmzammuio WebSocket mis oTnpaBKu YBEIOMIICHHH TOJIB30BATEIISIM B PEATbHOM
BpPEMEHH.
— Hanuune Habopa IOHHUT- W MHTErPAllMOHHBIX TECTOB, MOKPHIBAIOLIUX KIIHOYEBBIC
KOMITOHEHTHI ITPHIIOKEHHSL.
— JIOKyMEHTAIMIO IPOEKTa C ONMCaHUEM (PYHKLMOHAJIA U MHCTPYKIUSMHU I10 3aITyCKYy.
Kpurepun ouenuBanmsi:
1. ®yHKUIHOHAJBLHOCTH H MOJHOTA pPealTu3aluu
[TpoekT noKeH MOJHOCThIO COOTBETCTBOBATh TEXHUUECKOMY 33JJaHHIO: PEaTM30BaHbl BCE
kioueBbie pynkuuu (CRUD, 6e3omacHocTs, naTerpanus, WebSocket u T.11.). Hegocraromue mim
YaCTUYHO PEeaTM30BaHHbIe (YHKIIMY CHUXKAIOT OLICHKY.
2. KayecTBO apXUTeKTYpbI H HCI0JIb30BaHHe Spring
KoppektHoe npumenenne mnpuHuunos loC u DI, mnpaBuwibHOE pa3zeneHue CloEB
(KOHTpPOJUIEPHI, CEPBUCHI, PEMO3UTOPUH), HCIOJIb30BaHHe Spring Boot u comyrcTByrOmUX
TEXHOJIOTUH coriacHo best practices.
3. PaGoTa c 6a30ii TaHHBIX U yHpPaBJieHHe TPAH3AKIUSIMH
KoppexkTHoe MojnenupoBaHue AaHHBIX ¢ nomouibio JPA, sddextuBHOE HCMONB30BaHHE
Spring Data, mpaBuiibHasi HACTPOWKA U IPUMEHEHHE TPAH3aKIMK ISl TIPEIOTBPAIICHUS OIIMOOK
U TOTEPH JTAaHHBIX.
4. Be3onacHOCTb NPUJIOKEHUS
Hanéxnas ayTeHTU(UKAMSA U aBTOPHU3ALMS C pa3rpaHUUYEHUEM MpaB JOCTyma, o0paboTka
omnOoK 0e30MacHOCTH, MPEAOTBPAILIEHNE TUITMYHBIX YA3BUMOCTEH.
5. IIpou3BOANTEJBLHOCTh H PACIIUPSIEMOCTh
Hcnonp3oBaHne KAMIMPOBAHUS IJIsi ONITUMU3AINY, JorupoBanue yepe3 AOP nns ynoOcTBa
HNOJJIEP)KKM M TUArHOCTHKH, a TaKXKe TMOKas apXUTEKTypa, MMO3BOJIAIONIAs JIETKO PaclIUpsTh
(GyHKIIOHA.
6. UHTerpanms 1 KOMMYHHKALUS
KoppektHas u HanéxHas unrerpauus ¢ BHemrHuMu REST-cepBucamu, 006paboTka ommbox
npy B3auMoJelicTBUH, a Takxke padora WebSocket ams oOMeHa cOOOLIEHHSIMH B peabHOM
BpPEMEHH.
7. TecTupoBaHMe M JOKYMEHTALIUS
Hamnure mOKpBHIBAOIUX TECTOB (FOHUT W HWHTETPAIIMOHHBIX) C XOPOIIMM IOKPBITHEM
KJIIOYEBbIX KOMIIOHEHTOB, IMOHSATHAs W IOJIHAS JOKYMEHTAIMs, MO3BOJIAIONIAs 3allyCTUTh U
MCIIOJIb30BaTh MPUJIOKEHUE 0€3 TOTOTHUTEIbHBIX MOSCHEHUH.

3apaHus AJ1s1 MPOMEKYTOYHOM ATTeCTAIlUM MO JMCUMILINHE (MOTYJIIO0)

Ne i/ 3ananue OTBeT Komnerenuus

1. Urto Takoe koHTeitHep naBepcuu ynpasienus (IoC) B a YK-1
Spring Framework?
a) KoMITOHEHT, KOTOPBIH YIpaBIseT dKU3HESHHBIM ITHKJIOM
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00BEKTOB U BHEAPESHUEM 3aBHCUMOCTEH

0) Cuctema 0€301MacHOCTH JJIST TIPHITOKCHHH
B) Cpenctso st co3ganust REST API

r) MexaHu3M K3IIMPOBAHUS JaHHBIX

Kaxoit HTTP-meTon 00BIYHO HCTIONB3YyeTCs s
obHoBnenus pecypca B REST API?

a) GET

0) POST

B) PUT

r) DELETE

YK-1

Kakotii ctanmapt onuchiBaeT 00bEKTHO-PEISIIMOHHOS
otobpaxkenne (ORM) B Java?

a) JDBC

6) REST

B) SOAP

r) JPA

OIIK-1

Kakoii Mexanu3m B Spring UCTIONB3YeTCS IS yIIPABICHUS
TpaH3aKIUIMU?

a) @Transactional

0) @Autowired

B) @Controller

r) @Component

YK-1

Kaxk Ha3piBaeTCsi 00BEKT, yIpaBisieMblii Spring
KOHTEHHEPOM, KOTOPBII CO3aETCsI, HACTPAUBAETCS U
YIPaBJIACTCA B TCUCHUEC JKUSHCHHOT'O LTUKJIA HpI/IHO)KCHI/Iﬂ?
a) Service

0) Repository

B) Entity

r) Bean

OIIK-1

Kaxoii meTon EntityManager ncrionb3yercs st
COXpaHEHHUs! HOBOTO 00beKTa B 0a3y 1aHHbBIX?
a) merge()

6) remove()

B) persist()

r) find()

[IK-1

Kakoii Mmexanu3m Spring Security oTBe4aer 3a
ayTCHTU(HUKAIIHIO TIOIh30BaTENs?

a) AuthorizationManager

0) AuthenticationManager

B) CacheManager

r) TransactionManager

[K-1

Kak Ha3piBaeTcs mporecc BHEAPEHHs 3aBUCIMOCTEH B
00BeKTHI Spring?

NuBepcus
yIpaBJICHHS

VK-1

Kak Ha3pIBaeTCs SI3bIK 3aPOCOB, UCTIONb3yeMblii B JPA?

JPQL

OIIK-6

Kak naszwiBaercs anHoTanus st oopadborkun HTTP GET-
3ampoca B Spring?

@GetMapping

OIIK-1

11.

Kaxko#l npoTokoJ ucnosip3yercs Juisl IByHaIIpaBIeHHON
cBsi3u B Spring WebSocket?

STOMP

OIIK-6

DNEeKTPOHHBIA JOKYMEHT
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