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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma mucrurummabl  (Momyinsi) «SRE  (OOecriedenne HaAEKHOCTH
NPUIOKEHUH)»  COCTaBJIeHa B  COOTBETCTBUM C  (peepanbHBIM  TOCYJAapPCTBEHHBIM
o0pa3oBaTeNbHBIM CTaHJIAPTOM BBICIIEr0 O0Opa3oBaHUS — OakajgaBpuaT IO CHENHATbHOCTU
38.03.05 bwusnec-uadpopmaruka, npoduabr buszHec-aHamIUTHKA, YTBEPKIACHHBIM MPHUKA30M
MunucTepcTBa HayKH U BbIcIIero oopasoBanus Poccuiickoit @eneparuu Ne 838 ot 29.07.2020
roja.

Wzyuenne mucuurmmabl (Monynss) «SRE (OOecriedeHne HaAEKHOCTH TMPUIIOKESHHH )»
MO3BOJISIET O0ECIEeYUTh CTAaOWMIBHYIO M OecrepeOorHy0 paboTy MPHIOKEHUN, MUHUMHU3HPYS
BpEeMsI IIPOCTOSI U OBICTPO pearupys Ha WHIUIACHTHI. DTO KPUTUYCCKU BAKHO IS MOICPIKAHUS
BBICOKOT'O YPOBHS MOJIb30BATEILCKOTO OMbITa U 3()(PEKTUBHOCTH OU3HEC-TIPOIIECCOB.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosimas aucuumuinia (MOAysIb) BKIIFOUEHA B YUEOHBIH IIJ1aH 0 TPOrpaMMe MOArOTOBKH
OakanaBpuarta 1o HanpasieHuro 38.03.05 busnec-undopmaruka, npoduib busHec-aHaIUTHKA 1
BXOJIUT B BapUATHBHYK dYacTh bioka 1, dopmupyemyro ydacTHUKaMu OOpa30BATEIBHBIX
OTHOLIEHHUM.

Juctunnuza (MOysb) sIBIsIETCS BBIOOPHOM U JOCTYIHA JUIsl U3yueHus Ha 3 uiu 4 Kypce B
5, 6 unmm 7 cemectpe Ha BBIOOP.

Heap n3yyeHus 1MCUMIIMHBI (MOLYJI1): OCBOCHHE METO/I0B U IIPAKTHUK JJIs1 TOBBIILIECHUS
HAJEKHOCTH, MAaCIITAOUPyeMOCTH U 3PPEKTUBHOCTU IKCILTyaTAI[MH MPOTPAMMHBIX CHCTEM.

3agauu u3y4eHusi IMCHUIIMHBI (MOAYJIA):

— u3y4uTh (QyHAaMeHTanpHble TpuHIMIBl SRE, BKiIOYas KOHIENUIUM HAAEKHOCTH,
JOCTYTHOCTH, TPOU3BOIUTENILHOCTH U MaCIITA0MPYEMOCTH, a TAKKe UX IPUMEHEHNE B PealIbHbIX
IIPOEKTAx;

— OCBOUTBH ITPAKTUYECKHE HABBIKM MOHUTOPHHIA, aHAJIW3a UHIUICHTOB, aBTOMATH3alUH
MIPOIIECCOB U YIPABJICHUS pUCKaMU JUTsl o0ecriedeHus: becriepeOoiHoi paboThl MPUITOKEHUH;

— paspaboraTe yMeHMs N0 uHTerpanuu SRE-NpakTuk B )KM3HEHHBIH LUK pa3pabOTKU
[1O, Bkmowas paboOTy C MHCTPYMEHTaMM MJIsi TECTUPOBAHHUSA, JEIUIOMMEHTa W ONTHMM3ALUU
CUCTEM

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOXYJIs1) 00y4ar0MiiCsl T0JIZKEeH:

3HamMb:

— OCHOBHbIE KOHIIeNIMHU 1 IpakTuku SRE, BKiIIouas KiroueBble METPUKY;

— CTaHJapTHbIE METO/Ibl MOHUTOPHHTA NPUJIOKEHUHN U MHPPACTPYKTYPHI;

— Ppa3JMuHbIE CTPATETHH U METO/IbI pa3BEPTHIBAHUS MTPUIIOKEHU;

— TPUHIUIBI pabOThI CUCTEM YBEIOMIICHHIA;

ymemp:

— YCTaHaBIMBAaThb U HACTPAWBaTh UHCTPYMEHTHI MOHUTOPUHTA;

— Ppa3BepTHIBATh TECTOBbIE MPUIIOKEHUS U YIPABJIATh UX KOHTEHHEpHU3alueH;

— TMPOEKTUPOBATh U HACTPAUBATh METPUKH JUIS TPUIIOKEHHIA;

— HAacTpauBaTh CUCTEMY BU3yaIH3allUd METPUK;

enademo.

— HaBBIKOM TPOEKTHPOBAHMS CTpAaTerMy OaJlaHCUPOBKH HArpy3KH JUIs IOBBIIICHUS
YCTOMYMBOCTH CEPBHCOB;

— HAaBBIKOM HACTPOMKH CHUCTEMbl MOHHTOPWHIA JJIi CBOEBPEMEHHOIO PEarupoBaHUs Ha
VHIUJIEHTHI.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON pabOoThl 00YYarOLINXCS € eJarornd4ecKUMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuusi | Conep:kanne KOMIeTeHIHH Nuauxkarop IlepeyeHpb MIAHMPYEMBIX
KOMIeTEeHIIH U pe3yJbTaTOB 00y4YeHHs 10
JUcHUIIMHE (MOTYJIIO)
VK-1. Crioco0eH oCyIIeCTBIISATh VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIN3a
MTOMCK, KPUTHICCKUI aHAIH3 U nH(pOopMaIuu B 001aCTH
cuHTe3 nH(popManuy, aQHAUTHUKHA, OCHOBHBIE TIPUHITHITHI
MPUMEHSTH CHCTEMHBIH KPUTUYECKOHN OLIEHKH HCTOYHHUKOB
MOJIXOJT IS pEIIeHNUs nH(GOPMAITUH U UX PEIEBAHTHOCTH.
MOCTaBJICHHBIX 33729 VK-1.2. YMeeT KpUTHYIECKH OIICHUBATh
WUCTOYHUKHU HH(OpMALINHU U
CHUHTE3UPOBATh JaHHBIC U3
Pa3IMYHBIX HCTOYHUKOB JIJIS
pelIeHus 3a1a4, IpUMEHSTh
CUCTEMHBIH MOIXO/ K aHAJIM3Y H
PEIICHHI0 KOMIUIEKCHBIX IPo0IeM
YVK-1.3. NmeeT npakTudeckuii ombIT paboThI
C COBpEMEHHBIMU HHCTPYMEHTaMH
Y TEXHOJIOTUSIMH IJ1s1 00paboTKU
nHpopMaIuu, GOpMyINPOBAHUH H
CTPYKTypUPOBAaHHUHY 3a/1a4 Ha
OCHOBE TMOJTY4YeHHOH MH(OopMauu
OIIK-2. Crioco0OeH NMpOBOANUTH OIIK-2.1. 3HaeT OCHOBHBIE TEHAEHIINHA U
WCCIIeIOBAaHNE U aHAIH3 XapaKTEePUCTUKH PHIHKA
pBIHKA HHPOPMAIIMOHHBIX WHPOPMAITMOHHBIX CHCTEM U
CUCTEM B UHPOPMAIIIOHHO- UHPOPMAITHOHHO-
KOMMYHUKAIIMOHHBIX KOMMYHUKAIIMOHHBIX TEXHOJIOTUH
TEXHOJIOTHi, BEIOUPAThH OIIK-2.2. YMeeTr mpoBOJUTE UCCIIEIOBAHUE U
panroHa bHbIC PEIICHUS JUIs aHaJu3 PEIHOYHOU MH(pOpMAIIUU
yHpaBiIeHUs OM3HECOM JUTSL OLIEHKH MOTpeOHOCTel On3Heca
1 BBIOOpA ONTUMAIIGHBIX pEHICHUN
OIIK-2.3. NmeeT npakTUYECKHI OTIBIT B
pa3paboTKe U BHEIPEHUHU
CTpaTeruii yrnpasieHus ON3HECOM
Ha OCHOBE aHaJM3a PhIHKA
WHPOPMAITMOHHBIX TEXHOJIOTUH
IK-2. Cnocob6eH HCIonh30BaTh IK-2.1. 3HaeT OCHOBHBIE MATEMAaTHUUCCKHE
COOTBETCTBYIOIINI METOABI U HHCTPYMEHTAJIbHbIE
MaTeMaTHYECKHH anmapar v CpeICTBa, IPUMEHSIEMbIE IS
MHCTPYMEHTAJIbHBIE CPEACTBA 00paboOTKH ¥ aHaK3a HHPOPMAIUH
Ut 00pabOTKH, aHATTU3a 1 IK-2.2. Ymeer 3pPeKTUBHO UCTIONB30BATh
cUCcTeMaTH3aluyi HHPOPMALTUH MaTEeMaTHYECKUH armapar Jjis
M0 TeMe UCCIIeIOBaHUS JUIs CUCTEMaTH3alluK JJAHHBIX U
peleHus 3a1aq pemenus npodeccroHamIbHBIX
npodeccuoHaNbHON 3aga4y
JEATCIIBHOCTH [1K-2.3. HmeeTt npakTHUECKHUHA OTBIT pabOTHI
C MHCTPYMEHTAaMH aHaJN3a
nH(pOpMAITIHU B paMKax
MCCIIEIOBATENBCKUX MTPOEKTOB
[K-3. Crioco0eH roToBUTh Hay4YHO- IK-3.1. 3HaeT TpeOOBaHMS U CTAHAAPTHI

TCXHUYCCKHUEC OTYCTHI,

odopMIIeHUSI HAYYHO-TEXHIUUECKHAX
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MIPE3EHTALINH, HAyYHbIE
MyOJIMKaIMK IO Pe3ysibTaTaM

OTYETOB, IPE3CHTAIIUH U
TyOJTUK AT

BBITIOJIHEHHBIX UCCIICTOBAHUN I1K-3.2. YMeeT CTpyKTypUpOBaTh U
MPEACTABIATH Pe3yIbTaThI
HCCIIEOBAHNN B AICHOU U
JIOCTYITHO# hopMme
[K-3.3. NmeeT npakTU4ecKuit OTBIT
MOJTrOTOBKU M MyOIUKAIMN
HAYYHBIX MaTEPUAJIOB,
OTPaKAIOIINX PE3YIbTATHI
BBIMOJIHEHHBIX MCCIEAOBAHUN
[1K-8 CriocobeH o pyKOBOJICTBOM IK-8.1. 3HaeT NPUHIUIBI U CTAHAAPTHI
CICIUAINCTA OOJIee BRICOKOM yIpaBJIcHHs TPOSKTAMHU
KaTeropuu OCYIIECTBISATh I1K-8.2. Ywmeer pa3pabaTsIBaTh IIAHBI U
TUTaHUPOBAHUE U OpraHU30BBIBATH MIPOCKTHYIO
OpraHU3aIHI0 IPOCKTHON JIESITETIbHOCTh B COOTBETCTBUU C
JIeSITETIbHOCTH Ha OCHOBE YCTaHOBJICHHBIMHU CTaHIaPTaMH
CTaH[IAPTOB YIIPaBJICHUS I1K-8.3. Nmeet mpakTUYECKUN OTIBIT

MPOCKTaMH

yuacTusi B MPOEKTHOH pabore,
BKJIIOYAs! [UIAHUPOBAHUE
KOOPJIMHAIIMIO 33/1a4
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMuYecKHe Yachl
n HaunmeHnoBanue Ounas popma
pasneia AMCUUILIMHBI KonTakTHas padora T}( y
(Moys1) Texcuun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Beenenne B SRE 7 7 32 Keiic
2 CoBpeMEeHHbIE 7 7 32 Keiic
nHCTpyMeHThl SRE
3 MOHUTOPUHT 7 7 33 Ketic,
Komnokusym
4 IIpoekt 7 7 33 IIpoekt
3auem ¢ oueHKoIl 4
Hmozo: 28 28 4 130
O6vem oucyuniunst (Mooys) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOyas) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIs)
Nenr/m HaumenoBanue pazjeJia Coaep:xanue TUCHUILNIMHBI (MOAYJIS1) IO TeMaM
AUCHUNJIUHBI (MOYJIs1)
1 Beenenune B SRE Beenenue B SRE: ponu, mporneccst, SLO/SLI/Error Budget.
Kubernetes: 6a3oBbie pacmupenus u cereBoit goctyn (CRD, Ingress).
Jermuoii TectoBoro npuioxkenusi B Kubernetes u opranm3zanms on-call.
2 CoBpeMeHHbIE HHCTPYMEHTHI Mertpuku: coop u xpanenue ¢ Prometheus. Jloru: cOop u ananus ¢
SRE Kibana (ELK/OpenSearch). O6cepsabunutu Kubernetes: meTpuku,

JIOTH, COOBITHS, 0a30BbIE MIPAKTUKHU. [IpOEKTHPOBAHIE METPHK
npuioxxenus u SLI o best practices. Busyanusanus: Grafana,
nambopap! ¥ manenu SLO.

3 MoHuTOpHHT AnepTuHr: mpaBuia, MappyTusanus, Alertmanager, runbooks.
Crpareruu nemos: rolling, blue/green, canary, nporpeccuBHast
BbIlada. banancupoBka Harpy3ku u ycroiunBocTs (L4/L7, obmme
nmonxojsl). Troubleshooting: Kubernetes, nmpunoxxenns u Kafka;
pa3bop MHIIKUJICHTOB.

4 ITpoekr IIpoexT: mocranoBka, qu3aitH u wiad SRE. [IpoekT: peannzanus u
uHTerpanys. IIpoekT: MCTIBITaHNS U 3aIIUTA.
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. Site Reliability Engineering. Hane:xxHocts u 6e30Tka3zHOCTh Kak B Google : mpakTuyeckoe
pykoBoxctBo / b. beiiep, K. [Ixoync, [lx. Ileropd, H. P. Mépdu. - Canxt-IletepOypr : [Tutep,
2019. - 592 c. - (Cepus «becrcemnepst O’Reilly»). - ISBN 978-5-4461-0976-0. - Tekcr :
anexktpoHHbId. - URL: https://znanium.ru/catalog/product/2139467.

2. Site Reliability Workbook: mpaktuueckoe mpuMeHEHHE : HAYYHO-TIOMYJISIPHOE H31aHue /
coct. b. beiiep, H. P. Mépdu, JI. Pensun [u np.]. - Cankr-IlerepOypr : [Tutep, 2021. - 544 c. -
(Cepus «bectcemnepsr O’Reilly»). - ISBN 978-5-4461-1087-2. - Tekcr : anexrponHsiii. - URL:
https://znanium.com/catalog/product/1733732.

3. Pozenrans, K. Xaoc-unxuHupuHr. PeBomonus B pa3pabOTKe yCTONYMBBIX CHUCTEM :
npaktudeckoe pykoBoactso / K. Pozenrans, H. [Ixonc ; niep. ¢ anrn. B. C. SluenkoBa. - Mocksa
: JIMK TIlIpecc, 2021. - 284 c. - ISBN 978-5-97060-796-1. - Tekcrt : amekTpoHHbii. - URL:
https://znanium.com/catalog/product/2109480.

4. TIuotTo, XK. 3anmyckaem Prometheus. MoHUTOpUHT HHPPACTPYKTYPHI U TIPHIIOKEHUH :
npaktudeckoe pykoBojactBo / K. IIuBotro, b. Bpasun ; nep. ¢ anrn. A. H. KuceneBa. — Mocksa :
Books.kz, 2023. - 394 c. — ISBN 978-6-01810-341-4. - Tekcr : anekrponnsii. - URL:
https://znanium.ru/catalog/product/2205125.

Hononnumenvnan r1umepamypa:
1. Ceiconerun E. I'. Pa3paboTka MHTEpHET-NpUIIOKEHUN : yuyeOHUK A By3oB / E. I'.

Ceiconerun, C. JI. PoctyHues ; non Hayuynoi pepakuueit JI. I'. JlopocuHckoro. — Mocksa :
NznatenberBo KOpaiit, 2025. — 80 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17124-2.
— Teker : osnextpoHHbii // OOpa3oBarenpHas miatgopma IOpaiitr [caifitr]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3pabotku B asp. Net web forms : yueOnuk mns By3os / C. T. I'ynseBa, B. B.
Muponos, H. O. Korenuna, U. W. JlaBpem. — Mocksa : U3patensctBo FOpaiit, 2025. — 134 c.
— (Bricmiee obOpazoBanue). — ISBN 978-5-534-19885-0. — Tekct : 3neKTpOHHBIA //
O6pasoBarenbHas iatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.

3. Bexen, /1. bezonacubiii DevOps. D¢ ¢dexkTuBHas SKCIUTyaTalusi CUCTEM : MPAKTHUECKOe
pykoBoactBo / JI. Bexen. - Cankrt-lIletrepOypr : Ilutep, 2020. - 432 c. - (Cepus «Jlusa
npodeccuonanony). - ISBN 978-5-4461-1336-1. - Tekcr : onekrponHsii. - URL:
https://znanium.com/catalog/product/1756107TTonyskToBa H. P. Pa3paboTka BeO-MpHIOKEHUIA :
yuebHuk 1iis By30B / H. P. ITonyskroBa. — 2-e uzg. — Mocksa : M3aarensctBo HOpaiit, 2025. —
204 c¢. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-18645-1. — TekcT : 371€KTPOHHBIH //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567610.

4. TyzoBckuit A. ®@. TlpoektupoBanune U pa3zpaboTka web-TpuIOKEeHUN : YYeOHUK ISt
By30B / A. @. Ty3oBckuii. — Mocksa : M3garensctBo FOpaiit, 2025. — 219 c. — (Bricmiee
obpazoBanme). — ISBN 978-5-534-16300-1. — Texkcr : anextponnsiii // OOpa3zoBarenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/561176.
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6. MartepuajbHO-TeXHHYeCKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepUalbHO-TEXHUYECKOM  0a30i, COOTBETCTBYIOLIEH
JIEMCTBYIOIMM ITPOTHBOIIOKAPHBIM IPAaBUJIaM U HOPMaM U 00eclieunBaroIeii IpoBeieHUE BCeX
BUJIOB JUCLUUIUIMHAPDHOW W MEXIUCUUIUIMHAPDHOW IIOATOTOBKM, IPAKTUYECKOW M Hay4dHO-
UCCIIEI0BATEIbCKON PabOT 00yJaroIUXCsl, IPEAYCMOTPEHHBIX YUEOHBIM IIIIAHOM.

[Tomernienust, KOTOPBIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH IJIsl TPOBEACHUS 3aHATHHA
JEKIMOHHOTO THUIA, 3aHATUH CEeMMHApCKOro (IpakTU4YeCKOro) THIIA, TPYHIOBBIX H
MHAMBUAYAJIbHBIX KOHCYJIbTALMN, TEKYIIIETO KOHTPOJISI U IPOMEKYTOUHOM aTTECTAallM, a TaKkKe
IIOMEIIEHUS I CAMOCTOATENIbHOM paObOoThl U MOMEIIEHUS I XPaHEHUs U NTPO(UITAKTUYECKOTO
oOciy>xuBaHus yueOHOro 060opynoBanus. IlomemeHns: yKOMIUIEKTOBAaHbI CIICIUATIN3UPOBAHHON
MeOeNnbl0 U TEXHUYECKHMMHU CpPEACTBAMHM OOy4YeHMsI, CIyKallUMH JUIs MpeACTaBIeHUs y4eOHOH
uHpopManuu O0JIBIION ayTUTOPHH.

N3yuenue qUCUUIUIMHBI (MOAYIA) o0ecrieunBaeTcs B ydeOHbIX ayIMTOPHX, OCHAILICHHBIX:

— CTOJIaMHU U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOW;

— MEXaHUYECKUMH KaJbKYJIsSTOpaMUu;

— CIEUMAIU3UPOBAHHBIM 000PYI0BaHUEM, BKIIIOUAs JEMOHCTPALMOHHOE 000pYy10BaHUE.

[TomerieHus 1711 CaMOCTOATENBHOM paboThl 00yUarOIINXCsl, B TOM YUCIIE IPUCIIOCOOICHHBIE
JUISL MCTIONBb30BaHUsI MHBAJIMJAMH M JIMLAMU C OTPAaHUYEHHBIMU BO3MOXHOCTSMHU 3/10pPOBbS,
OCHAIIIEHbl KOMIBIOTEPHON TEXHHMKON C BO3MOKHOCTBIO HOJKIIOUEHHs K ceTH «MHTepHeT» u
o0ecrieueHHEM  JIOCTylla B 3JEKTPOHHYI0  HH(OpMAaNMOHHO-00pa30BaTENbHYIO  Cperly
YHuBepcurera.

OOyyarommMcsl IPeNOCTaBIAETCS JOCTYNl (B TOM 4YHCIE YHAIEHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHON ceTH «VIHTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHClle AJIEKTPOHHBIM OHOIMOTEYHBIM CUCTEMAaM, COBPEMEHHBIM NpOo¢eCcCHOHAIbHBIM 0Oa3zam
JTAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHnoBanue nmopraa Ccbuika
(u31aHus, Kypca, IOKYMEHTA)
1. | Hayunas snektponHas 6ubiroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubnmoTreka
2. Bbasza mausbix g | T-cnenquanucros https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIETO 00Opa3oBanus Poccuiickoit deneparuun

5. | ®enepanbhsiii moprai «Poccuiickoe oopasosanue" | https://www.edu.ru/

6. | Muadopmanmonnas cucrema "Eaunoe okHo noctymna | http://window.edu.ru/
K 00pa3zoBareibHBIM pecypcam”

7. | Enunas koymexkuus qudpoBeIX 0Opa3oBaTeNbHBIX http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITUOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr WHDOPMAIIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPU  OCYIIECTBICHHUH
00pa3zoBaTenbHOTO MpoIiecca Mo AUCIUTUIINHE (MOYJI0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOeclieueHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMalLMOHHbBIE CIIPABOYHbBIE CUCTEMBI:

HaunmenoBanue 110 IIpousBoacTBO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe
OnepanuoHHbIe CUCTEMBbI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nunensuonHOE
bpaysepsi:
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Sunekc.Bpaysep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsIeMoe
Google Chrome 3apy0eIKHOE CcBOOOJIHO PACIIPOCTPAHIEMOE
OducHble NPUITOKEHUSA:

Microsoft Imagine (Visio, OneNote) 3apyOexHoe JIMIEH3UOHHOE

TeXstudio 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEeMOe
Adobe Acrobat Reader 3apyOeKHOe CBOOOJIHO pacrpocTpaHsieMoe
IporpamMmmHoe oGecnieveHune 115l IVIAHMPOBAHHUS M YY€TAa BPEMEHM:

Toggle app | 3apy0OeKHOE | CBOOOJTHO pacIpocTpaHsIeMoe
CucTeMbl YHpaBJeHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapy6esxuoe | muuensnonnoe

Cucrtembl ynpapjeHusi 6a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHoe

Cucrtembl pe3epBHoro konupopanusi (backup):

Acronis Backup Advanced for HyperV | sapy6Gesxuoe | nuuensnonnoe
CnpaBoYHO-IIPABOBBIE CHCTEMBI:

KoncynprantILiroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE JIMIICH3HOHHOE

crcTeMa

CpecTBa AaHTHBMPYCHO# 3aIUTHI:

Kaspersky Endpoint Security amst 6usneca OTEUECTBEHHOE JIMLICH3HOHHOE

Crangaptabiii Russian Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHSIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOIHO pacIpOCTpaHsIEeMOe
Anaconda 3apyOeKHOE CBOOOIHO paCIpPOCTPaHsIEMOe
Robotic Operating System 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
CopelliaSim 3apy0eKHOE CcBOOOJIHO PACIIPOCTPAHIEMOE
Google Colaboratory 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHSIEMOE
IMakeThl MPOrPAMMHBIX CPEICTB H OHOINOTEK:

AutoPsy 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0exHOe cBOOOJIHO pacrpocTpaHsIeMoe
Cucrtembl ynpasjeHusi 0néanorpaguyeckoi HHpopManuei:

Zotero | 3apyOexKHOE | CBOOOIHO PaCIPOCTPaHAECMOE
CepBHCHI B CITYKOBI:

Bind 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Docker 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJibl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpouecce wusyuenus aucuuruiHbl (Moxynsi) «SRE  (ObGecneuenue Haa€KHOCTU
IPWIOKEHUI)» B paMKaX TEKYIIEro KOHTPOJIS YCIEBAEMOCTU HCIIOJIB3YIOTCS TaKHE BUIbBI
yueOHOI paloThl, KaK JIEKIUU, CEMUHAPBI, KEHMBI, KOJJIOKBUYM, MPOEKT, a TaKXKe pa3IMyHbIe
BUJIBI CAMOCTOSATENIBHOM pabOThl 00YyJaOLIMXCS M0 33JaHUI0 MPETIoAaBaTellsl, HalpaBJIeHHbIE Ha
pa3BUTHE HAaBBIKOB HpO(beCCI/IOHaIII)HOI\/’I JICKCUKH, 3aKpCILICHUEC MPAKTUYCCKUX
npodeCCHOHATBHBIX KOMIIETEHIIHA, TOOIPEHNE HHUIMATHB.

Jlekyusi — CHCTEMAaTHYEeCKO€, IIOCJEeJ0BaTEIbHOE, MOHOJIOTUYECKOE  HU3JI0KEHHUE
npernojiaBaTeseM yueOHOro Marepuana, Kak IpaBuio, TEOPETUYECKOr0 XapaKTepa.

B mpouecce nekuuil peKOMEHIyeTcsi BECTM KOHCHEKT JIEKIUH: KpaTKO M CXEMaTH4HO
(UKCUpOBaTh OCHOBHBIE WJEW, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KJIIOYEBbIE CJIOBa U TepMUHBL. HeoO0XoaMMo OTMETUTh BOMNPOCHI WM MaTepHajbl, KOTOpbIE
BBI3bIBAIOT 3aTPYAHEHHUS, U TONBITAThCS HAliTU OTBETHI B PEKOMEHI0BAaHHON nuTeparype. Eciaun
pa3oOpaTbCsi B MaTepuane He YAAeTcs, CleAyeT CcpOpMYIMpOBaTh BONPOC M 3ahaTb €ro
IIPENoAaBaTel0 Ha KOHCYJIbTALMK UM BO BPEMSI CEMUHAPCKOTO (IIPAaKTUYECKOT0) 3aHATHUS.
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Yuacmue 6 cemunape (ayoumopmnas paboma) — aktTuBHas paboTa CTyJeHTa Ha CEMUHApE,
€r0 OTBETHI Ha BOIIPOCHI MTPETIOIaBaTelNsl U y4acTHE B JUCKYCCHH.

JJ1s1 yCIenHOro y4acTHsl B CEeMUHApe CTYICHTaM PEKOMEHIYETCSI 3apaHee 03HAKOMHUTHCS C
TEMON OOCYXXACHHUS, MPOUYUTATh HEOOXOJUMBIC MaTepHajibl U MOJATOTOBUTH BOMPOCHL. BaxkHO
AKTUBHO CJIYIIATh U BOBJIEKATHCS B IMCKYCCHIO, BHICKAa3bIBasi CBOM MHEHUS U apTyMEHTHPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJIABATENs CTOUT OBITH YBEPEHHBIM, YETKHUM M JIOTUYHBIM,
ONMHUPAasiCh HA U3YYCHHBIH MaTepuail. Tarke MoJIe3HO MOAICPKUBATH JUAJIOT C OJHOKYPCHHKAMH,
4T00BI 000TaTUTh 00CYXKACHUE U PACIIUPUTH CBOHM 3HAHUSI.

Keiic — npaktudeckas pa0oTa CTYACHTOB HaJ| pPEIbHBIMU WJIH CMOJCIUPOBAHHBIMU
3a/la4aMHM, YTO IIO3BOJIAET CTYJAEHTY IPUMEHATh TEOPETUUECKHUE 3HAHUSI Ha IPAKTHKE.

CryaeHT caMOCTOATENIBHO pa3padaThIiBaeT CTPATETUIO PELICHUS IOCTABIEHHOM 3a/1a41, 4TO
CIIOCOOCTBYET PA3BUTHUIO HABBIKOB KPUTHYECKOI'O MBIIIJIEHUS U CAMOCTOSTEIBHOIO MPUHATUS
pewennii. Takoi moaxoa moMoraer NOAroTOBUTh Oy yIIMX CIELUAIUCTOB K PealbHbIM BHI30BaM
B UX IPO(EeCCHOHATHLHOMN IETETLHOCTH.

Konnoxeuym — ycTHBIE OTBETHI Ha BOIIPOCHI, CIIUCOK KOTOPBIX U3BECTEH CTYJICHTY 3apaHee.

B mpomecce mMOAroTOBKM K KOJUIOKBUYMY HEOOXOAWMO TPOAHAIM3UPOBATH YyUeOHBIE
MaTepHualbl, 03HAKOMUBLIMCH C JIEKLUSAMM, YUEOHHKAMU U JONOJHUTEIbHBIMU HCTOYHHKAMH,
aKLIEHTUPYs BHMMAHHE Ha KJIIOYEBBIX TemaX. PekoMmeHayercss co3naTh CTPYKTYpHPOBAHHBIE
KOHCIIEKTbI, BbIJIEJIAS OCHOBHBIE UJIEH, TEPMUHBI U (POPMYJIBI.

Ilpoexm — uccrnenoBarenbckas padoTa 110 Kypey U Ipe3eHTalusl pe3ysibTaToB.

Jns ycnemHod MOATOTOBKM K MPOEKTY: YETKO ONpEeNesUTe LEedH M 3aJadd IMPOeKTa,
pacopenenure pojud U O0S3aHHOCTH MEXIYy YYacTHHKaMH, a TaKXKe YCTAaHOBUTE CpPOKHU
BBITIOJTHEHUSI KXKI0U 4acTH paboThl. PerynspHo mpoBoanuTe BCTpeuH A 00CYKASHHS Tporpecca
U PEIICHHs] BO3HUKAIOIIUX BOIPOCOB.

Camocmosmenvnasa paboma — paboTa CTYJEHTOB, HalpaBlCHHAs Ha YIIIyOJEeHHOE
M3YYEHHUE OTJENbHBIX TEM U BOIIPOCOB YUEOHON AUCHMIIIUHBI (MOTYJIS).

B nporecce camoctosTensHON paboThl CTYAECHTHI B3aUMOJIEHCTBYIOT C PEKOMEHI0BAHHBIMU
MaTepuaiaMH Mpyu MUHUMAJIBHOM y4acTHH MpernoiaBares. 3aaun CTyIeHTa BKJIIOYaloT padboTy
C KOHCIIEKTaMU JIeKI1i (00paboTka TeKCTa), MOBTOPHOE U3yUeHHE YUeOHBIX MaTepHalOB, IJIAHOB
U TE€3UCOB OTBETOB, M3yUEHUE JIONOJHUTENBHBIX TEM, BHINOIHEHHE YU€OHO-NCCIIEI0BATENbCKUX
3aIaHUI U IpYyToe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqemm Mo JTUCHMIIJINHE (MOI[yJ'lIO)

Kpurtepun nosyyenusi ypoBHsi M OlleHUBaHUA ¢POPMHUPOBAHHOCTH KOMIIETEHUMH 1O
aucuunnne (moay.am) «SRE (Odecneyenne HaIEKHOCTH NMPUITOKEHUIT)»

OrneHuBaHue YpOBHS Y4E€OHBIX JOCTIKCHUH, OOYYArOMIMXCs MO TUCIUIUIMHE (MOIYIIO),
OCYIIECTBIISIETCS B BUJIE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEKYTOYHOM aTTECTAIINH.

I[IpomexyTouHasi aTTecTamusi MO AUCUUIUIMHE (MOIYJIO) OCYIIECTBIseTCsS B (opme
3auema ¢ OWEHKOU, TIPU STOM TPOBOJUTCS OIEHKA KOMIETEHIMH, CHOPMHUPOBAHHBIX IO
JUCLHUILIINHE.

21.]'[5[ OLCHUBAHUA TCKYLICTO KOHTPOJA YCIIEBACMOCTU H HpOMe)KyTOLIHOI\/'I aTTecTalluu
WCIIONIB3YETCS JIECATHOAIIbHAS IKaJIa OIEHWBAHMS, KOTOpas COOTHOCUTCS C TPaJAMIIMOHHOU
MATUOATIIFHON MIKAJION CIEAYIONUM 00pa3oM:
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yueHusl 1Mo JUCHUILIHHE (MOYJII0)

10

OTiInyHO

3auTeHo

9

OTiInyHO

3auTeHo

8

OT1anaHO

3aureHo

CTyZIeHT MOJIHOCTBIO BJaaeeT 3HAHUSAMH,
W3J0KEHHBIMH B paloueil mporpamme, u
rTyOOKO — OCMBICTISIET On
JIOTUYECKH

JUCIIUTUTHAHY.
CaMOCTOSITEIIBHO "
MOCJIEIOBATEIHHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTUPYs BHMMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETHU3UPOBATh W CHCTEMATH3HPOBAThH
W3YYEHHbIH MaTepual, BBIICISS KIFOUCBBIC
MOMCECHTHBI 158 yCTaHaBJIUBas IMPUYIHNHHO-
ClleICTBEHHbIe CBsi3H. YeTko (opmymupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
JIPYTUX
UCCIIC/IOBAHUM, & TaKXKe pEIIaeT CIOKHBIC

C

pe3ynbTaThl aHaJIN30B u

3agaud. CTyIEHT XOpOIIO 3HAKOM
METOJaMH HCCIIEIOBAHUSA, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) C TPAaKTHYECKUMHU

3aJadyaMu.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT o0JjamaeT 3HAHUSAMHU MpeaMeTa

MOYTH B TIOJHOM o0beMe paboueid
MPOTPaMMBI U CAMOCTOSITEIBHO, JIOTHUECKH
MOCJIEeIOBATENIFHO U BCECTOPOHHE OTBEYAET
Ha BCE BONPOCHI, aKIEHTHPYS] BHUMaHHE Ha
HaunOoJee 3HAaUMMBIX MOMeHTaxX. OH ymeeT
aHAJIHM3HUPOBATH, CpaBHHMBATB,
KJIACCU(UIIMPOBATD, 0000111aTh,
KOHKPETH3UPOBATh M CHUCTEMaTH3HPOBAThH
BBIICTSISL  €T0

W3y4YeHHBIH  MaTepuad,

KJIIOYEBbIE  aCMeKThl M  YCTaHaBJIMBas
CBSI3H.
YBEPEHHO

MHTEPIPETUPYET pe3yibTaThl aHAIU30B H

MPUYMHHO-CIIEICTBEHHBIE
@opMynUpyeT CBOM OTBETHI,

JIPYTUX HCCIICOBAaHUM, a TaKXKe periaet
CJIOKHBIE CUTYallnOHHBIC 3amaun. CTymIeHT

XOopouio 3HAaKOM C METOJaMH

HUCCICA0BaHMs, H€O6XOI[I/IMI>IMI/I JUISL

HpaKTI/I‘ICCKOfI ACATCIIBHOCTH, W YMECT

CBA3bIBATb TCOPECTUICCKUC ACIICKThI

nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIE (hOpMYyIHpOBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIIUOKH,
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA 0o0y4eHUs IO JMCHUTUINHE (MOIYJIIO0)

Kacaloumecs CyTd BompocoB. CTyaeHT
CIIOCOOCH pelaTh TOJBKO CaMble MPOCTHIC
33744l M BaAeeT JHIIb MHUHUMAIbHBIM
HabOpPOM METOJIOB MCCIIC/IOBAHMSI.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
He cnaun He 3auTenO MHUHHAMYMOM 3HAHWUM 110 npeaMeTy M HE
1 He can He 3aureno | MOXET OTBETUTH Ha BONPOCHI, JAXE €CJIH

mnmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIIIIE BOTIPOCHI.

Huctunnuna (monyns) «SRE (OGecniedyenne Haa&XKHOCTH MPHIOKEHUN)» OLIEHUBAETCS
CJIEIYIOIIUM 00pa3oM:

AKTHBHOCTH Bec |KoauuectBoO Onucanue

Ketic 40% 4 [IpakTrueckas paboTa CTYIEHTOB HaJl peaTbHBIMHU U
CMOJC/IMPOBAHHBIMHU 3aJavdaMU, YTO IMO3BOJIACT CTYACHTY
NPUMEHSTH TEOPETUUECKHE 3HAHHS HA TIPAKTHKE

Kommoxsruym 30% 1 YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX M3BECTECH
CTYJICHTY 3apaHee.

IIpoekT 30% 1 3ammTa HTOrOBOTO IIPOCKTa

®opmyJia pacyéTa HTOroBoi oueHkN no gucuumnanue (moay ) «SRE (Obecneuenue
Haa&KHOCTH npuiIokeHuii)»: «0,4 x cpennee 3a kercel + 0,3 X komutokBuyM + 0,3 X IpoeKT».

Texkyumii KOHTPOJIb ycreBAeMOCTH 00y4aKOIIUXCs M0 JAUCHUIIIHHE (MOAYJII0)
IIpumepHbIe 3a1aHUA KEHCOB
Beenenne B SRE

1. Onpenenenne poaeii B SRE: B xomanne pa3paOoTKu NpHIOKEHUS A OHJIAMH-
MmarasuHa BBenute poiau SRE-umxenepa, DevOps-unxenepa u pazpadborunka. Onummure, Kak 3Tu
pOJM B3aUMOJICMCTBYIOT B IIpolecce oOecreueHus HaA&KHOCTH, U TpeUIoKHUTe IUIaH
pacripeiesieHust 00s3aHHOCTEH JyIst 00pabOTKH MHITHICHTOB.

2. YcranoBka SLO u Error Budget: [[na cepsuca goctaBku ensl onpeaenure SLO mo
noctyrmHocTH (99,9%), SLI (Bpems otkmka API) u Error Budget (0,1% downtime). Paccuunraiite
JIOITYCTUMOE BpeMsl MPOCTOsl 3a MecAll U o0bacHuTe, Kak Error Budget Bnusier Ha mpunsTHe
pELICHUH O penn3ax.

3. PaGora ¢ CRD B Kubernetes: Coznaiite co6ctBenHoe Custom Resource Definition
(CRD) mns ympaBnenusi koHpurypanusimu mukpocepBrcoB B Kubernetes. Paspepuute ero B
KJIaCTEpE U IIPOJEMOHCTPUPYITE, KAK OHO HHTETPUPYETCS ¢ KOHTPOJUIEpPAMU /171l aBTOMAaTU3alluu
MacIITaOMpOBaHUSI.

4. Hactpoiika Ingress 175 cereBoro aocryna: B Kubernetes-kinacrepe Hactpoiite Ingress
st BeO-npuiioxkenus ¢ noanepxkkoir HTTPS, mapupytuzanueit Tpaguka Ha OCHOBE MyTed U
6a3o0Boil ayrenTudukanueit. [IporecTupyiite AOCTYIHOCTh NPHUIOXKEHHUS W3BHE M 00pabOTKY
omn6ok 404/500.

5. Jlenioii TeCTOBOro MpuiIoKeHusi U opranu3amnus on-call: Pazsepuute npocroe Beo-
npuioxenue (Hanpumep, Ha Oa3ze Nginx) B Kubernetes ¢ ucnosnp3zoBanmem Helm-uaprtos.
Opranusyiite potanuio on-call qexxypcTB UIst KOMaHABI U3 3 YelOBEK, BKJIIOYasl paclucaHue u
IpOIEeyphl SCKaAllMK UHIIUJIECHTOB B Hepabouee Bpemsl.
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CoBpeMeHHble HHCTPYMeHTHI SRE

1. Coop merpuk ¢ Prometheus: Ycranosure Prometheus B Kubernetes-kiactepe u
HacTpoiTe coop MeTpuk ¢ npmioxeHui (Hanpumep, CPU, mamsats, HTTP-3anpocsr). Co3naiite
IpaBUJIa ISl arperayy JaHHBIX M SKCTIOPTUPYHTE UX B XPAHIIIUINE JUIS TOCIEAYIOIIEro aHAIN3a.

2. Ananu3s jgoroB ¢ Kibana: Unrterpupyiite ELK-ctek (Elasticsearch, Logstash, Kibana)
1t coopa storoB u3 Kubernetes-niogos. Hactpoiite nam6opa B Kibana st punbrpanum u norcka
OIIMOOK B JIOTax MPUIIOKEHHUSI, BKIIIOYas BU3YyaIH3aI[HI0 TPEHIOB 10 BPEMEHHU.

3. OocepBadouiutu Kubernetes: B kiacrepe Kubernetes HacTpoliTe MOHUTOPUHT METPUK
(c Prometheus), noros (¢ Fluentd) u co6siTuii (¢ Kubernetes API). Co3naliTe 6a30ByI0 MpakTHKY
JUISl aBTOMATHUYECKOTO OTIOBEIEHUS MPH MPEBBIIICHUH ITOPOTOB 110 MCIIOJIB30BAHUIO PECYPCOB.

4. TIpoexTupoBanue MeTpuk u SLI: J[nsa API-cepBuca cnpoektupyiite merpuku (latency,
error rate, throughput) u coorBerctByronme SLI mo best practices (RED/USE merononorun).
OObsicHUTEe, KaK 3TH METPUKHU IOMOTYT B OILICHKE HaA&KHOCTH U MPEUIOKHUTE CIHOCOOBI HX
U3MEpEHUsI.

5. Bm3yanuszanuss ¢ Grafana: Coszpaiite gam6opan B Grafana, moakmoOy€HHBIR K
Prometheus, ¢ manenssmu g SLO (moctymHOCTS, latency) u 1mosb30BaTeIbCKUMU METPHUKAMH.
JloGaBbTe anmepThl Ha OCHOBE IMOPOrOB W MPOAEMOHCTPUPYHTE, Kak HamoOop] MOMOraeT B
MOHHUTOPHHTE COCTOSIHHSI CUCTEMBI.

MoHuTOpPUHT

1. Hacrpoiika asepTunra c Alertmanager: B Prometheus HacTpoiiTe npaBuia anepruara
JUI  KpPUTMYECKUX MeTpUK (Hampumep, downtime cepBHca) W MapIIpyTH3alMIO dYepe3
Alertmanager nHa Slack/email. Co3pmaiite runbook ¢ maramMu TO YCTpPAaHEHHIO THUITUMYHOTO
MHIIMJIEHTa, TaKoro Kak neperpyska CPU.

2. Peanm3zauus crparerun rolling deployment: B Kubernetes peammsyiite rolling
deployment anst oOHOBIIEHUSI Bepcuu mpuioxeHus 6e3 downtime. OnummTe nporecc, BKIoYas
npoBepky health checks, u cmonenupyiite crieHapuii oTkaTa npu 0OHapyKEHUU OIINOOK.

3. Blue/Green u Canary deployment: Hactpoiite blue/green deployment i Be6-cepBuca
B Kubernetes, Bkitodas OasaHcHUpOBKY Tpaduka. 3areM TNepelanTe K canary-CTpaTeruu,
nocreneHHo Hampasisis 10% Tpaduka Ha HOBYIO BEpCHIO, M OMUIINWTE KPUTEPHH JUIS TOJHOTO
NEPEKITIOYCHUSI.

4. BanaHcMpoBKa HAarpy3ku # ycroiluuBocth: Hacrtpoiite L7-0anancupoBuk
(mampumep, ¢ NGINX Ingress) nns pacnpeneneHus Tpaduka MEXIy MHKPOCEPBUCAMHU.
Peanu3yiite MexaHu3Mbl yCTOHYMBOCTH, Takue Kak circuit breaker u retry, ans o06paboTku cOoeB
B 3aBUCUMOCTSIX.

5. Troubleshooting unuuaenToB: B kimactepe Kubernetes ¢ mpunoxenuem u Kafka
pa3bepuTe HHIUACHT: MOTeps cooluieHuii B Tonuke. Mcnonb3yiite nnctpymenTs (kubectl, logs,
metrics) JUIsl TUarHOCTHKH, ONpEeAeNUTe root cause (Hampumep, KOHUrypaius retention) u
NPEIIOKUTE MEPHI 110 TPEIOTBPAIICHUIO.

IIpumepHBbIe BOPOCHI VI KOJJIOKBHYMA

1. Yro Ttaxoe SRE (Site Reliability Engineering) u KakoBbl OCHOBHBIE POJIM B ITOU
IUCIUAIIINHE?

2. OObsacHuTe KiroueBbie mpomecchl B SRE, Takme kak ympaBlieHHe WHIWICHTAMH U
MIOCTMOPTEMBI.

3. Yro Ttakoe SLO, SLI u Error Budget? IlpuBeaute mpumepbl MX TPUMEHCHHS B
IPaKTHKE.

4. Yro takoe CRD (Custom Resource Definitions) B Kubernetes u kak oHU pacuupsioT
(GyHKIMOHATIBHOCTH Kiactepa?

5. Kak paboraer Ingress B Kubernetes ans ynpasnenus ceteBbiM goctynom? [IpuBenure
npuMep KOH(PHUTypaluu.
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6. OnumuTe mpolecc Aerios TeCTOBOro npuioxeHus: B Kubernetes u opranuzanuio on-
call mexypcTs.
7. Kaxkx Prometheus cobupaet u xpanut meTpuku? OObsICHUTE OCHOBHBIE KOMIIOHEHTBI €T0
APXUTEKTYPHI.
8. Uro takoe ELK-ctex m kak Kibana ucnons3yercs st anaimza joroB? Kak aTo
otHocutcs k OpenSearch?
9. Kakue Bumbsl oocepBabmimutu noctynHubl B Kubernetes (MeTpuku, JOTH, COOBITHS) U
Kakue 0a30BbIC MPAKTUKHA UX MOHUTOPUHTA?
10. Kak mpoektupoBath MeTpuku mnpuioxkenuss u SLI mo best practices? I[IpuBenute
MIPUMEPBI XOPOIIUX U TUIOXHX METPHK.
11. Yro takoe SLO-nmanemu B Grafana u kak OHU IMOMOTAIOT B BU3YyaJIU3aIMH JTAHHBIX?
12. Onwumute npouecc co3mpanus namobopaoB B Grafana nns monutopunra Kubernetes-
KJ1acTepa.
13. Kak unrerpupoBats Prometheus ¢ Grafana ans moctpoeHusi KOMIDIEKCHBIX 1alIOOpI0B
o SLO?
14. Kak paborator mpaBuia ajeptuHra B Prometheus w Mapmpyrusanus depes
Alertmanager?
15. Yro Takoe runbook u kKak OH HCIIOIB3yeTCs B TIPOIIECCe 00PaOOTKH aepTOB?
16. CpaBuute crpateruu aemos: rolling, blue/green, canary u mporpeccuBHasi Bblgaya.
Korna xakyio BbIOpaTh?
17. OOwsicaute pazuuiy mexnay L4 u L7 GanancupoBkoil Harpy3ku U OOIIME MOIXObI K
00€CTIeUCHUI0 YCTOMYMBOCTH CUCTEMBI.
18. Kak mpoBoauth  troubleshooting B  Kubernetes? IlpuBenure  mnpumepsl
pacrpoCTpaHEeHHBIX MPOOJIEM U UX PEIICHUMN.
19. Onummte mnpornecc troubleshooting npunoxenuii, passepHytbix B Kubernetes, ¢
($hOoKycOM Ha JIOTU U METPUKH.
20. Kaxk pa36upare unnuaentsl B Kaftka? [IpuBeaurte maru ananuza u npeaoTBpaICHUS
MOJ00HBIX MPOOJIEM B OYIyIIIEM.
IIpumepHoOe onncaHue U KPUTEPUU OLEHMBAHUS K MPOEKTY
Tema nmpoexrta: Pa3zpaboTka ¥ BHEApEHUE KOMILIEKCHOTO PELIEHUs JUIsl pa3BEepThIBAHUS,
MOHHTOPHHTAa W TOAJEPKKH HajaekHoro mpuioxkeHuss B Kubernetes ¢ wucnompzoBaHuem
uHcTpymeHTOB SRE.
3agauum npoexra:
— VYcranoButh u Hactpouth Kubernetes-kinacrep ¢ HeoOxomumbeiMu CRD u Ingress-
KOHTPOJIJIEPOM.
— Pa3BepHyTh TeCTOBOE MPUIIOKEHUE U 00ECTIEUUTh €T0 JOCTYIHOCTh yepes Ingress.
— Hactpouts c6op meTpuk ¢ momotisio Prometheus n Busyanuzanuto B Grafana.
— Opranu3oBaTth IEHTPATU30BaHHBINA COOp M aHAIM3 JIOTOB ¢ moMotibio Kibana.
— Paspaborats 1 BHEIpUTH MpaBuiIa anepToB ¢ Alertmanager.
— HactpouTts 6aancupoBKY Harpy3Ku JJi 00ECTICUCHHS] OTKA30yCTOMYHUBOCTH.
— IIpoBecTu TecTupoBaHHE U AUATHOCTUKY CHCTEMBI, onucaTh mporecc OnCall.
Kpurepun ouennBanus:
1. KoppekTHoCTh U n0J1HOTA pa3BepThiBanusa Kubernetes-pecypcos:
— IlIpaBunsHas ycranoBka CRD u Ingress-koHTposiepa.
— YcnenHslil Aemon U 10CTYITHOCTD IPUIIOKEHHUS.
2. HacTpoiika MOHMTOPHHTA M BU3yaJIU3aLHH:
— Koppexrnslit coop meTpuk Prometheus.
— Coznanne napopMaTuBHBIX Aamoopa0oB B Grafana.
— UentpanuzoBanuslii coop u ananu3 noros B Kibana.
3. YnpagJiieHue ajiepTaMu:
— Pa3paboTka pereBaHTHBIX MPABUIT aJIEPTOB.
— Hacrpoiika Alertmanager u mpoBepKa MoJy4eHUs YBEIOMIICHHIA.
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4. OdecrieyeHne yCTOHYMBOCTH U 0aTaHCUPOBKA HATPY3KH:
— Hacrpoiika u nmpoBepka paboThl 6aTaHCUPOBIIMKA HATPY3KH.
— Ouenka BIUSHUS 0aIaHCUPOBKHU HA OTKA30yCTONYHUBOCTb.

5. Auarnoctuka u OnCall-npoueccni:
— IlpoBeneHue TeCTUPOBAHUS U YCTPAHEHUE BBISIBICHHBIX TPOOJIEM.

— Onmnucanue npouecca OnCall u geiicTBuil npu HHIMIEHTAX.
6. JJloOKyMeHTHPOBAHHOCTH H KA4eCTBO 0TYETA:

— Yerkoe onurcaHne BRIITOJHSHHBIX IITAr0B U PE3YyJIbTATOB.

— Amnanu3 npo6sieM U NpeUI0KeHHbIE YITyUIIeHHUS.

— KauectBo odopmiieHus u moaHoOTa OTYETA.

3aganus AJ151 IPOMEKYTOUYHOM ATTECTANUM 110 JUCHHUILIMHE (MOTYJII0)

Ne n/m 3ananue OtBer Kommnerenuus
1 VKaXuTe OCHOBHOI METOJI IIOMCKa TTouck o KIrOUYEeBLIM CII0BAM YVK-1
uHdopmanuu B oomactu SRE. (keyword search, literature
review)

2 Vkakute HHCTpyMEHT u1s Kputrueckoro | Google Scholar (google scholar, VK-1
aHaJ3a UCTOYHUKOB WH(POPMAIUH B arxiv)
SRE.

3 YkaxxuTe Moax0]] K CHHTE3Y TaHHBIX U3 Arperanus (aggregation, meta- YK-1
pa3nuyHbIX HCTOYHUKOB B SRE. analysis)

4 VKaKHTE COBPEMEHHYIO TEXHOJIOTHIO IS Python (python, elasticsearch) VK-1
o0pabotku nHpopmannu B SRE.

5 VKaKUTE OCHOBHYIO TEHICHIIUIO PHIHKA Asromatu3aius (automation, ai- OIIK-2
nHpopmanmoHHbIX cucteM B SRE. driven monitoring)

6 VYKaXnuTe XapaKTepUCTUKY PhIHKA Macmrabupyemocts (scalability, OIIK-2
texHonoruii B SRE. cloud-native solutions)

7 VYKaxuTe METOJ UCCIIEAOBAHUS AHKeTHpoBaHue (surveying, user OIIK-2
notpedHocTel OusHeca B SRE. interviews)

8 VKaKUTE pallioOHaIbHOE PEIICHUE IS A/B tectuposanue (a/b testing, OIIK-2
BbIOOpa HHCTPYMeHTOB B SRE. experimentation)

9 VKaxuTe MaTeMaTHYECKUI METOT IS JnHamudeckoe TIK-2
00paboTku nanHbIX B SRE. nporpammupoBanue (dynamic

programming, error budget
calculation)

10 VYKaKUTE HHCTPYMEHTAIBHOE CPEACTBO Prometheus (prometheus, grafana) IK-2
Juis aHanm3a uHbopMarmn B SRE.

11 VYkaxxkutre MaTeMaTUYeCKUN anmapat s CTaTUCTHUECKHI aHAIIN3 T1IK-2
cucremMarn3aiuu gaHaeix B SRE. (statistical analysis, time-series

forecasting)

12 VYkaxknTe METOA JUIs pelIeHHs 3a7a4 B Q-o0yuenue (g-learning, policy [K-2
SRE. optimization)

13 YkaxuTe cTaHaapT opopMIICHUS HAYIHO- IEEE (ieee, apa) IK-3
Texandeckux oTueToB B SRE.

14 VYKaxKHUTe CrIOCO0 CTPYKTYPUPOBAHUS BBeieHre-MeTonbI-pe3ybTaThl- IK-3
pe3ynbTaToB uccaeaoanuii B SRE. 3akoueHue (imrad, structure)

15 VYkakuTe HHCTPYMEHT JIJIS TOJITOTOBKU PowerPoint (powerpoint, google IK-3
npesenranuii B SRE. slides)

16 VYxaxure Gopmar myOIuKaniyu HayqHBIX PDF (pdf, html) IK-3
Matepuaios B SRE.

17 VKaKnTe IPUHIKIT YIIPABICHUS Agile (agile, scrum) I1K-8
npoektamu B SRE.

18 VYkaxuTe cTaHaapT ISl INTAaHUPOBAHUS PMBOK (pmbok, prince2) [1K-8

npoekToB B SRE.
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19 VYKaxuTe 3Tan opraHu3aliy MpOeKTHOU Koopaunanus 3amgay (task [1K-8
nesirenbHOCcTH B SRE. coordination, planning)
20 VKaKUTE HHCTPYMEHT ISl yIIPABICHHS Jira (jira, trello) I1K-8

npoektamu B SRE.
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