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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouass mporpamma gucummiuHbl (Momyinsi) «MHpopmammoHHas 0€30MacHOCTH»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BEICIIEr0 oOpa3oBaHmsi — OakamaBpuar 1o crernuanbHOcTH 38.03.05 busnec-undopmaruka,
npoduns busHec M aHaIMTHKA, YTBEP)KIEHHBIM MpUKa3oM MUHHUCTEpCTBA HAYKH M BBICIIETO
obpazoBanus Poccuiickoit @eaepannu Ne 838 ot 29.07.2020 rona.

Wzyuyenne nucuurummabl (monynsi) «MuHdopmanuonHas 0e30MacHOCTH»  MO3BOJISET
3alIUTUT, WH(POPMALMOHHBIE pPECypChl M JaHHbIE OT HECAHKIMOHMPOBAHHOTO JIOCTYIIA,
peloTBpalias yrpo3bl U KubepaTaku. ITo 00ecredrBaeT COXpPaHHOCTh KOH(UIEHIIUAIbHOCTH,
IEJIOCTHOCTH U TOCTYITHOCTH WH(OPMAIIUH, YTO KPUTUYHO U1 CTAOUIBHOM pabOThI OpraHu3aui
1 0€30M1aCHOCTH I0JIb30BATENCH.

Huctumumaa (Moayns) «MHpopmanmonHas 6e30macHOCThY pa3paboTaHa W yTBEpKIeHA
coBmectHO ¢ AO «Jlaboparopus Kacriepckoroy.

MecTo TMCHUNJIMHBI (MOYJIfA) B CTPYKTYpPe 00pa3oBaTe/IbHOI MPOrpaMMbl

Hacrosamas aucuunianHa (MOAyNb) BKIIOUYEHA B y4eOHBIE IUIAHBI IO Mporpammam
MOATrOTOBKU OakanaBpuata 1o HarpasieHuto 38.03.05 busznec-undpopmaruka, npodpuins buznec u
QHAIUTHKA W BXOAUT B dYacTb broka 1, ¢opmupyemyro ydacTHUKamMu 0Opa3oBaTelbHBIX
OTHOLIEHHUM.

Juctunnuza (MOyib) sIBIsIETCS BBIOOPHOM U JOCTYIHA [Tl U3yueHus Ha 3 unu 4 Kypce B
6, 7, 8 cemecTpax Ha BEIOOP TOCTIE YCIIEITHOTO OCBOCHUS TUCITUTUTHHEI « OCHOBBI TPOMBIIIIIICHHON
pa3pabOTKU».

Heap u3yvyeHus: IMCUMIIMHBI (MOAYJIs1): hopMHUpOBaHHE 3HAHUN U HABBIKOB 110 3aIIUTE
uH(poOpMaluu ¥ MHPOPMAIIMOHHBIX CUCTEM OT Pa3JIMYHBIX YI'PO3 U HECAHKIIMOHHPOBAHHOIO
JOCTyTaA.

3agauyu u3ydeHusi TMCHUINIHHBI (MOILYJIs):

— M3Y4YUTh OCHOBHBIE MOHSTHUSI, YTPO3bl U MPUHIUIBI HTHPOPMALIMOHHON 0€3011aCHOCTH,
BKJIIOYAsi MOJICJIH 3aIUThI U CTAHIaPTHI;

— TMPaKTUYECKHE METOJBI U TEXHOJOTHH 3aIIUTHl MH(POpPMAIINK, TAKUX KaK MIH(ppOBaHuUE,
ayTeHTU(UKALMsI U KOHTPOJIb TOCTYIIA,;

— HaY4YUThCA AHAJIM3UPOBATH 3aKOHOJATCJIbHBIC n OTUYCCKHUC ACIICKTOB
nH(GOPMaIIMOHHON 0€30IaCHOCTH, a TAK)Ke Pa3BUTHE YMEHUH IO BHISIBICHUIO U MIPEIOTBPALLIEHUIO
KHOepyrpos.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOXYJIs1) 00y4ar0MiiCsl T0JIZKEeH

3HaAmMb:

— KJaccuUKaIUIo0 OCHOBHBIX yrpo3 HH(OOPMAIMOHHOM 0€3011acHOCTH

— CTpaTeruu 3aluThl HHPOPMAIHH

— BUJBI HOPMATUBHBIX JOKYMEHTOB, PETJIaMEHTUPYIOIINE 3alTUTy HHGOpMAIUH;
ymembs:

— pa3pabaTeiBaTh TpeOOBaHMs M0 0OecTieueHnI0 HHHOPMAITMOHHONW 0€301TacCHOCTH
—BECTH y4eT 3aTpaT U PUCKOB IIPH BbIPA0OTKE CTpaTEruii 3aluThl HUHGOpPMaIUY;
enademo:

— HaBbIKaMU ayauTa MHPOPMAIIMOHHON 6€30MmacHOCTH NH(POPMAIMOHHBIX CUCTEM,
— TPaKTHKOW MOCTPOCHUSI KOMITJIEKCHOM CHCTEMBI 3aIIUThI HH(OPMAIIUH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON pabOThl 00YYarOLINXCS € IeJarorndyecKUMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuusi | Conep:kanne KOMIeTeHIHH Nuauxkarop IlepeyeHpb MIAHMPYEMBIX
KOMIeTeHIIN U pe3yJbTaTOB 00y4YeHHs 10
JUcHUIIMHE (MOTYJIIO)
VK-1. Crioco0eH oCyIIeCTBIISATh VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIN3a
MTOMCK, KPUTHICCKUI aHAIH3 U nH(pOopMaIuu B 001aCTH
cuHTe3 nH(popManuy, aQHAUTHUKHA, OCHOBHBIE TIPUHITHITHI
MPUMEHSTH CHCTEMHBIH KPUTUYECKOHN OLIEHKH HCTOYHHUKOB
MOJIXOJT IS pEIIeHNUs nH(GOPMAITUH U UX PEIEBAHTHOCTH.
MOCTABIICHHBIX 33144 VK-1.2. YMeeT KpUTUYECKU OLICHUBATh
WUCTOYHUKHU HH(OpMALINU U
CHUHTE3UPOBATh JaHHBIE U3
Pa3IMYHBIX HCTOYHUKOB JIJIS
pelIeHus 3a1a4, IpUMEHSTh
CUCTEMHBIH MOIXO/ K aHAJIM3Y H
PEIICHHI0 KOMIUIEKCHBIX IPo0IeM
YK-1.3. NmeeT npakTudeckuii ombIT paboThI
C COBpEMEHHBIMU HHCTPYMEHTaMH
Y TEXHOJIOTUSIMH IJ1s1 00paboTKU
nHpopMaIuu, GOpMyINPOBAHUH H
CTPYKTypUPOBAaHHUHY 3a/1a4 Ha
OCHOBE TMOJTY4YeHHOH MH(OopMauu
OIIK-2. CrniocoOeH MpOBOANTH OIIK-2.1. 3HaeT OCHOBHBIE TEHACHIINHA U
WCCIIEIOBAaHNE U aHAIH3 XapaKTePUCTHKH PHIHKA
pBIHKA HHPOPMALIMOHHBIX WHPOPMAIIMOHHBIX CHCTEM U
CHCTEM B UHPOPMAIIIOHHO- WHPOPMaIHOHHO-
KOMMYHHUKaIIMOHHBIX KOMMYHUKAIIMOHHBIX TEXHOJIOTUH
TEXHOJIOTHiA, BEIOUPAThH OIIK-2.2. YMeeTr mpoBOJUTE UCCIIEIOBAHUE U
panroHa bHbIC PEIICHUS JUIs aHaJu3 pEIHOYHOU MH(pOpMAIIUU
yHpaBiIeHUs OM3HECOM JUTSL OLIEHKH MOTpeOHOCTel On3Heca
1 BBIOOpA ONTUMAIIGHBIX pEHICHUN
OIIK-2.3. NmeeT npakTUYECKHI OTIBIT B
pa3paboTKe U BHEIPEHUHU
CTpaTeruii yrnpasieHus ON3HECOM
Ha OCHOBE aHaJM3a PhIHKA
WHPOPMAITMOHHBIX TEXHOJIOTHH
[K-2. CriocobeH HCIoIb30BaTh IK-2.1. 3HaeT OCHOBHBIE MATEMATUUECKHE
COOTBETCTBYIOIIUI METO/IbI U UHCTPYMEHTAIILHBIC
MaTeMaTH4YeCKHUil armapar u CpeICTBa, IPUMEHSIEMBIE IS
WHCTPYMEHTAJIbHbIE CPE/ICTBA 00paboTKH 1 aHaJK3a HHPOPMAIUH
U1 00pabOTKH, aHATIN3a U IK-2.2. Ymeet 3 PpeKTUBHO UCTIONB30BAThH
cUCcTeMaTH3aluyi HHPOPMALTUH MaTEeMaTHYECKUH armapar Jjis
M0 TeMe UCCIIeIOBaHUS JUIs CUCTEMaTH3alluK JJAHHBIX U
peleHus 3a1aq pemenus npodeccroHamIbHBIX
npodeccuoHaNbHON 3aga4y
JEATCIIBHOCTH I1K-2.3. Hmeet npakTHYECKHiA OMBIT pabOTHI
C MHCTPYMEHTAaMH aHaJN3a
WHPOPMAITUH B PaAMKaXx
UCCIIEIOBATENBCKUX ITPOEKTOB
[K-3. Crioco0eH roToBUTh Hay4YHO- IK-3.1. 3HaeT TpeOOBaHMS U CTAHAAPTHI

TCXHHUYCCKHEC OTUCTHI,

o opMIIEHHUS HAYYHO-TEXHUUECKUX
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MpPE3CHTAllMU, HAYYHBIC
MyONHKAIIH TT0 pe3ybTaTaM

OTYETOB, PE3CHTALUHN U
1y OJIMKaIHi

BBITIOJIHEHHBIX UCCIICTOBAHUN I1K-3.2. YMeeT CTpyKTypUpOBaTh U
MPEACTABIATH Pe3yIbTaThI
HCCIIEOBAHNN B AICHOU U
JIOCTYITHO# hopMme
IK-3.3. NmeeT npakTU4ecKuit OTBIT
MOJTrOTOBKU M MyOIUKAIMN
HAYYHBIX MaTEPUAJIOB,
OTPaKAIOIINX PE3YIbTATHI
BBIMOJIHEHHBIX MCCIEAOBAHUN
[1K-8 CriocobeH mos pyKoBOACTBOM IK-8.1. 3HaeT NPUHIUIBI U CTAHAAPTHI
CICIUAINCTA OOJIee BRICOKOM yIpaBJIcHHs TPOSKTAMHU
KaTeropuu OCYIIECTBISATh I1K-8.2. Ywmeer pa3pabaTsIBaTh IIAHBI U
TUTaHUPOBAHUE U OpraHU30BBIBATh MIPOCKTHYIO
OpraHU3aIHI0 POCKTHON JIESITETIbHOCTh B COOTBETCTBUU C
JIeSITeIbHOCTH Ha OCHOBE YCTaHOBJICHHBIMHU CTaHIAPTaMH
CTaH[IAPTOB YIIPaBJICHUS I1K-8.3. Nmeet mpakTUYECKUN OTIBIT

MPOCKTaMH

yuacTusi B MPOEKTHOH pabore,
BKJIIOYAs! [UIAHUPOBAHUE
KOOPJIMHAIIMIO 33/1a4
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1. TemaTu4yeckuii mjian

Nen/ TpynoeMKocTh, akageMHYecKHe Yachl
n HaumeHnoBaHnue Ounas ghopma
pasaesia JUCHHUILIHHBI AyautopHas padora T}( y
(Monysst) Texuun CeMHHapbI CamocTo (Tekymuii KOHTPOJIb
Konrtpoas | sTeanHa yCIeBaeMOCTH)
(mpakTHYecKue
s1 pabora
3aHATHSA)
1 OcHOBBI 0€30ITaCHOCTH 6 6 26 Jlomarnavie 3amanust
KOpITIOpaTUBHOM
HHPPACTPYKTYPHI
2 Bpenonocnoe 6 6 26 Jlomamaue 3ananus
IIPOrpaMMHOE
obecrieueHue
3 Kpunrorpapudeckas 6 6 26 Jomarnrnue 3ananus
3ammTa HHpopMaIus
4 MeTozp! 3alInThI 6 6 1 24 Jlomaravie 3amanust
uHpOpMaIUH AynuropHas pabora
5 Aynut 6e30macHoCTH 6 6 1 24 Jomamnrane 3amanus
UHPOPMAITUOHHBIX KonnoxBuym
CUCTEM
3auem ¢ oyeHKoU 2
Hmoczo: 30 30 4 126
Obvem oucuyuniunsl (Mooyisn) 190
(6 ax. u.)
Oovem Oucyunaunvl (M00yia) 5
(6 3au. eo.)
2. Copepxanue TUCUMILIMHBI (MOLYJI5)
Nen/m HaumenoBanue pazjesa Coaep:xanue TUCHUILIMHBI (MOAYJIS) IO TeMaM
AUCHUIJIMHBI (MOLYJIs1)
1 OcHOBBI 0€30IaCHOCTH AmvunuctpupoBanre OC: Windows, Linux. CeTu nepenayn JaHHBIX.

KOPIIOPaTUBHOM Monens OSI. Buptyanu3zamus u KOHTeHHEpHI
MHPPACTPYKTYpPHI
2 Bpenonocnoe nporpaMMmHoe Knaccudukanys BpeZOHOCHOTO IPOrpaMMHOT0 00€ecTIedeHusl.
obecrieueHue ConmanbHas HHXEHEpUs U QUIIMHT. AHAIN3 BPEJOHOCHBIX ITPOTpaMM
(peBepc-MHXKMHUPHHT).
3 Kpunrorpaguueckas 3ammra OcHoBBI KpunTorpadpuuecKo 3amuTsl HHGOpMaUru. YTpaBIeHHe
UHpOpMALHS JOCTYNOM: UAEHTH(UKALMS, ayTeHTU(DHUKALNSA, aBTOPU3ALIHSL.
Ynpasnenue kinoyamu U PKI
4 Mertobl 3amUTH HHPOPMAIHN Knaccudukanms nporpaMMHBIX CPEICTB 3aIIUTHl HHPOPMAIIUH.
MOHUTOPUHT U pearupoBaHue Ha MHIUIEHTHI (1udpoBas
KPUMUHAJIMCTHKA). PUCK-OpHeHTHPOBaHHBIM MOAXO0/ IPH TOCTPOSHUN
cuctembl 3amuThl. [I1aHupoBanne PUHAHCOBBIX PECYPCOB.
5 Aynut 6e30macHoCTH HopmarusHble ocHOBBI 3a1uThl HHpopManuu B PO. Mojens yrpos u

I/IH(bOpMaLII/IOHHBIX CUCTEM

3JI0YMBIIUIEHHUKA. TecTupoBaHuE Ha TPOHUKHOBEHHE - METOI0JIOTUS
Y IPOrPAMMHBIA HHCTpYMEHTapuil. bezonacHoCTh NpUiIoKeHu
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3. YueOHO-MeTOOHYECKOE O0ecIeyeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMOIMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHnognas numepamypa:

1. Poguue, 0. A. MHudopmamumonnas Oe3omacHOCTh. HalmoHalbHBIE CTaHAAPTHI
Poccwuiickoit @enepanum : yuedHoe nmocodue / 0. A. Pomuues. - 3-¢ uzn. - Cankr-IlerepOypr :
[Tutep, 2023. - 384 c. - (Cepust «YueOHuUK 11t By30B»). - ISBN 978-5-4461-2112-0. - Tekcr :
anekTpoHHbIA. - URL: https://znanium.com/catalog/product/2123368.

2. CkabnoB, H. Ayautr Oe3omacHOCTH WH(GOPMAIMOHHBIX CHCTEM : MPAaKTHYECKOE
pykoBonctBo / H. Ckabmos. - Cankt-IlerepOypr : ITurep, 2018. - 272 c. - (Cepus «bubnmnorexa
nporpammuctay). - ISBN 978-5-4461-0662-2. - Tekct : osaekrponHeid. - URL:
https://znanium.com/catalog/product/1760857.

3. Hlanbrun, B. ®. 3anmra nHGOpMaIy B KOMIBIOTEPHBIX CUCTEMaX M CETSX : ydeOHOe
nocooue / B. @. [llanwrus. - 2-¢ usn. - Mocksa : JIMK Ilpecc, 2023. - 594 ¢. - ISBN 978-5-89818-
506-0. - Tekcr : anekTponnsii. - URL: https://znanium.com/catalog/product/2107178.

4. Cxusipo, JI. B. HckyccTBO 3ammThl W B3jioMa WHGOpPMAIMUA : TPAKTHYECKOE
pykoBozctso / JI. B. Cxmsipos. - Cankt-Ilerepoypr : BXB-IletepOypr, 2004. - 289 c. - ISBN 5-
94157-331-6. - Tekcr : anektpoHHbIit. - URL: https://znanium.ru/catalog/product/1856816.

5. 3enkoB, A. B. Nudopmannonnas 6€30MacHOCTh U 3alIUTa HHOOPMAINH : YICOHUK JUIS
By30B / A. B. 3enkoB. — 2-e u3zn., nepepad. u non. — Mocksa : U3natensctBo FOpaiit, 2025. —
107 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 3neKTpoHHBIHA //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567915.

6. CysopoBa, I'. M. MHHpopmanmonHas Oe30macHOCTh : y4eOHHK Ui By30B / I'. M.
CyBopoBa. — 2-e u3., nepepad. u gomn. — Mocksa : U3natensctBo FOpaiit, 2025. — 277 ¢. —
(Beiciee oOpazoBanme). — ISBN 978-5-534-16450-3. — TekcT : SJEKTpOHHBIA //
OopazoBarenbHas miatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567672.

Jononnumensnan numepamypa:

7. Kosbipb, H. C. AHanu3 u oneHka puckoB HH(POPMALMOHHON 6€30MacHOCTH : y4eOHUK
st By3oB / H. C. Kosbipp, B. H. Xanuzes. — Mocksa : U3natensctBo HOpaiit, 2025. — 154 c.
— (Boicmiee obOpazoBanue). — ISBN 978-5-534-17866-1. — Tekct : 3IeKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/581502.

8. Ko3sipp, H. C. Onenka puckoB u ayauT HHOOPMAITMOHHON 0€301TaCHOCTH : YISOHHK IS
By30B / H. C. Ko3sips, B. H. XanuzeB. — Mocksa : U3narensctBo HOpaiir, 2025. — 186 ¢. —
(Beiciiee  oOpazoBanme). — ISBN 978-5-534-17864-7. — TekcT : OJCKTPOHHBIA //
OopazoBarenbHas miargpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/581501.

4. MartepuajibHO-TeXHMYeCKoe o0ecrnevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTHBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00ecrieunBarolIeil MpoBeIeHUE BCeX
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https://znanium.com/catalog/product/2123368
https://znanium.com/catalog/product/1760857
https://znanium.com/catalog/product/2107178
https://znanium.ru/catalog/product/1856816
https://urait.ru/bcode/567915
https://urait.ru/bcode/567672
https://urait.ru/bcode/581502
https://urait.ru/bcode/581501

BUJIOB JUCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHOW MOATOTOBKU, MPAKTHUYECKOH M HAay4YHO-
UCCIIEIOBATEILCKON PaboT 00yJaronuXcs, MPeAyCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomereHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIe ayIUTOPUH [Tl POBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WHAUBUAYaAIbHBIX KOHCYJIbTAIIMMA, TEKYIIETr0 KOHTPOJIS U MPOMEKYTOYHON aTTeCTalluu, a TaKxKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenienrs yKOMITJIEKTOBaHbI CHEIIMATU3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yueHne qUCUUIUTMHBI (MOAYIISA) 00eCTIeYMBAETCS B YUEOHBIX ayTUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYEeCKHUMH KaJbKYJISTOpaMHu;

—  CIEUHMaTU3UPOBAHHBIM 000PYI0BaHHEM, BKIIIOUYasl JEMOHCTPAllMOHHOE 000pyAOBaHNUE.

[TomerieHust 4711 CaMOCTOSATENBHOM pabOTH 00y4YarOIINXCsl, B TOM YUCIIE IPUCTIOCOOTICHHBIE
JUISL MCTIONb30BaHM MHBAIWIAMH M JIMIAMU C OTPAHMYEHHBIMU BO3MOXHOCTSMHU 3JI0POBBS,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
ofOecriedyeHHEeM  JIOCTyla B  JJIEKTPOHHYIO  HH(OPMAalMOHHO-00pa30BaTeNbHYIO  Cpely
YHuBepcurera.

OOyyaromMMcst TPEIOCTaBIAETCA MAOCTYN (B TOM 4YHCIE YIOAlICHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
Yuclie JJIEKTPOHHBIM OUOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX 1 HH()OPMAIIMOHHBIM CITPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Ccblika
(u31aHusL, Kypca, IOKYMEeHTA)
1. | Hayunas snextponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OoubIMoTeKa
2. Basa gausbix mus | T-cienuanucTos https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbubiii mopran «Poccuiickoe oopazosanue” | https://www.edu.ru/

6. WNudopmarmonnas cucrema "Enunoe okHo noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAIIUMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr WHDOPMAIIMOHHBIX TEXHOJOTHH, MCHOIB3YEMbIX TMPH  OCYIIECTBIECHUU
00pa3zoBaTeNbHOIO MpoIiecca 1Mo AUCIUTUINHE (MOIYJII0), B TOM YHCJIE KOMIUIEKT JTUIIEH3MOHHOTO
IpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000IHO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe cBOOOJIHO pacnpocTpaHsieMoe

Od¢ucHble NpUIOKEHNS:

ONEeKTPOHHBIA JOKYMEHT
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0exKHOoe cBOOOJHO pacIpOCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IporpammHoe o0ecneveHne IJisl IVIAHUPOBAHUSI U YYeTa BPeMEHH:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucTeMbl YHpaBJeHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pe3epBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencrBa aHTUBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mist 6usaeca OTE€YECTBEHHOE | JUIIEH3HOHHOE

Crampmaprasii Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeMOe
Cucrtembl ynpapjeHusi 0ndanorpaguyeckoii HHGpopManueii:

Zotero | 3apyOexHoe | cBOOOHO pacnpocTpaHsieMoe
CepBHuCHI U CJIYKObI:

Bind 3apy0exKHOe CcBOOOJHO pacIpOCTPAHIEMOE
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

5. MeToauuyecKHe 1 OlleHOYHbIE MaTepHaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B npouecce nzyuenust nucuuiuinasl (Moayis) «MHopmanonHas 6€30macHOCTbY B paMKax
TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH HCIOJIb3YIOTCS TaKUe BHJIbI yUeOHOH paboThl, KaK JIEKIHH,
CEMHUHAaphl, ayIUTOpHas paboTa, JOMAIHUE 3a/laHus, KOJJIOKBUYM, a TaKXKe pa3jIMuHble BUIbI
CaMOCTOSITENIbHOW paboThl OOyyaromuXcs MO 3aJaHHI0 TpernojaBaTeNs, HalpaBJIeHHbIE Ha
pa3BUTHE  HABBIKOB  NPO(ECCHOHANBHOM  JIEKCHKH,  3aKpelyieHHe  MPaKTHYEeCKHX
npo¢eCCHOHATBHBIX KOMIETEHIIMH, TOOIPEHNE HUHUIATHB.

Jlekyusi — cUCTEMAaTH4eCKoe, MOCJIEAOBATEIbHOE, MOHOJOTMYECKOE  H3JIOKEHHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KJIFOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI WM MAaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HAMTU OTBETHI B pEKOMEHJ0BaHHOU nuTepatype. Ecimu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT chopMyiIupoBaTh BONPOC W 3a7aTh €ro
IPEMo/IaBaTes0 Ha KOHCYJIbTAIIMH UM BO BPEMsI CEMUHAPCKOTO (PAaKTUYECKOT0) 3aHSATHS.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktuBHas paboTa CTyJeHTa HAa CEMUHApE,

ONEeKTPOHHBIA JOKYMEHT




€ro OTBETHI Ha BONPOCHI IIPENOaBaTelNsl U y4acTHE B AUCKYCCHH.

Jl1g ycnemHoro yyacTusi B CEMMHApe CTyJEHTaM PEKOMEHAYETCS 3apaHee O3HAKOMUTHCS C
TEMON OOCYXXAEHUs, IPOYUTaTh HEOOXOJMMbIE MaTepHUaibl U HNOArOTOBUTH BONpPOCHL. BaxkHO
AaKTHUBHO CJIyIIaTh ¥ BOBJIEKAThCS B IUCKYCCHIO, BHICKA3bIBasi CBOM MHEHHUS U apIyMEHTUPYS HX.
IIpu oTBeTax Ha BOIPOCHI IPENOJABATENS CTOUT ObITH YBEPEHHBIM, YETKHMM U JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOJIe3HO MOAECPKUBATH AUAJIOL C OJHOKYPCHUKAMU,
YTOOBI 060raTUTh 0OCYKIEHHUE U PaCIIUPUTh CBOU 3HAHUS.

Homawmnee 3a0anue — HaOOP 3a1a4 IO TEMaM HEJICIIH.

[Ipu pabGore Hax AOMAIIHUMM 33JaHUSMM BaXXHO BHUMATEIbHO O3HAKOMUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh HEperpy3ku U Jydllle yCBOMTh Marepuain. Mcrosb30BaTh pa3inyHble MCTOYHUKHU
uH(OpMaLKK, BKIIIOYasl YUeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Tiy00KOro MOHUMAHHUS TEMBI.

Konnoxeuym — ycTHBIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTYICHTY 3apaHee.

B mnpomecce moAaroToBkuM K KOJIOKBUYMY HEOOXOAMMO IPOAHAIM3UPOBATH Y4eOHBIC
MaTepuayibl, 03HAKOMUBIIHUCH C JICKIUAMH, YYCOHUKAMH U JIOTIOJHUTEIHLHBIMH HWCTOYHHKAMU,
aKIIEHTUPYS BHHMMAaHHE Ha KIIOYEBBIX TeMaX. PexkoMmeHIyercs co3laTh CTPYKTYpPHUpPOBaHHbBIC
KOHCIICKTBI, BBIJICTISII OCHOBHBIC UJICH, TEPMHUHBI I POPMYJIBL.

Camocmosmenvnasa paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIYOJEHHOE
U3y4EHHE OTJCIBHBIX TEM M BOIPOCOB Y4eOHOW JUCIUTUIMHBI (MOIYIIS).

B nporuecce camoctosTenbsHON paboThl CTYAEHTHI B3aUMOJICHCTBYIOT C PEKOMEH1I0BaHHBIMU
MaTepHrajaMH P MUHUMAIFHOM YYaCTHHU MPEToiaBaTels. 3a1aun CTyIeHTa BKIIOYAIOT paboTy
C KOHCIIEKTaMu JIeKI1i (00paboTka TeKCTa), IOBTOPHOE U3yUeHHE YUeOHbIX MAaTepHalIOB, IJIAHOB
¥ TE3MCOB OTBETOB, U3YUEHHUE JOMOJHUTEIBHBIX TEM, BHIIIOJHEHUE YI€OHO-NCCIIETOBATEIBCKUX
3alaHUU U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ no JTUCHUIIJIMHE (MOI[y.TIlO)

Kpurepun nosy4eHusi ypoBHS M OLCHHBAHUS C()OPMHUPOBAHHOCTH KOMIICTCHIHI 11O
aucuunanne (MoayJo) «Uudopmanuonnasi 6€30MacCHOCTb»

OrneHuBaHue YpOBHsS Y4€OHBIX JOCTHKEHHH, oOydaromuxcs MO AUCHUIUIMHE (MOIYIIO),
OCYIIECTBIISAETCSA B BUJIE TEKYIIErO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEKYTOYHOM aTTECTALAH.

IIpomexyTouHasi arrecTamusi MO AUCHUIUIMHE (MOAYJIO) OCYIIeCTBIseTcs B (opme
3auema ¢ OWEHKOU, TIPU STOM TPOBOJUTCS OIEHKA KOMIETEHIMH, CHOPMHUPOBAHHBIX IO
JTUCIIUTIITNHE.

Jnst olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEXYTOYHOW aTTeCTaluu
UCIIONIB3YETCS JIECATHOAIIbHAS IIIKaJla OIEHUBAHMS, KOTOpas COOTHOCUTCS C TPaJAUIIMOHHOU
NATUOAIIILHOM IIKAJION CeTyroIM 00pa3oM, eCiIi MHOE HE yKa3aHo B CHiIa0yce NUCHUIUIMHBL:

HdecaTubannbuas) IlaTtudannbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Onenka 3a 3a4er
OLIEHKA OLICHKA o0y4eHuUs MO TMCHUTUINHE (MOILYJIIO0)
10 OTtnuaHO 3auTeHo CTyIeHT MOJHOCTBIO BIAACET 3HAHUSIMHU,
9 OTIUYHO 3ayTeHo H3JI0)KCHHbBIMU B pa60qe1‘/'1 IporpaMmme, u
) OTIMYHO 3aqTenHo ry0OKO  ocMbIcisieT aucuumuHy. OH

CaMOCTOSITETILHO u JIOTUYECKH
[I0CJIEI0BATENIbHO OTBEUAET Ha BCE BOIIPOCHI,
aKLUeHTHpYys BHHMMaHMe Ha  HauOolee
BAYKHOM. YwMmeer aHaJIU3UPOBATh,

ONEeKTPOHHBIA JOKYMEHT



JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

CpaBHMBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETHU3HPOBaTh W CHCTEMAaTH3UPOBAThH
M3YUYCHHBIH MaTepHal, BBIACISIS KIIOYCBBIC
MOMEHTBI W  YCTAQHABIWBAas MPUYNHHO-
ClIe/ICTBEHHbIC CBsi3H. YeTko (opmymupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yIbTaThl AHaJN30B " JPYTUX
WCCIICIOBAHUM, a TaKkkKe peIiaeT CIOXKHbIC
3agaud. CTYAGHT XOpOIIO 3HAKOM C
METOJaMH HCCIICIOBAHMS, HEOOXOIMMBIMHU
JUTS TIPAKTHYECKOU JEATCIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETHIECKHUE ACTICKTHI
JUCHUTUTAHBL  (MOAYJISA) C MPaKTHISCKUMHU
3a/1a4aMH.

Xopowo

3auTeHo

Xoporo

3auTeHo

Crynent oOnajgaeT 3HAHUSIMUA IIpeaMeTa
MOYTH B TIOJHOM oObeMe pabodeid
mporpaMmsbl 1 CaMOCTOATEIIBHO, JIOTUYCCKU
MOCJIEeIOBATENILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOIIPOCHI, aKLICHTUPYsI BHUMAaHUE Ha
HaunOoJee 3HaUMMBIX MOMeHTax. OH ymeeT
aHAITU3UPOBATH, CPaBHUBATE,
KJIACCU(PHUIMPOBATD, 00001maTh,
KOHKPETH3UPOBATh M CUCTEMAaTH3HPOBAThH
W3Y4EHHBIA  MaTEpHall, BBIICNSS  €ro
KIIIOUEBbIC ACIICKThI u yCTaHaBJIMBas
MPUIHHHO-CIICICTBCHHBIC CBSI3H.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
HHTEPIPETUPYET PE3YJIbTAThl AHAIHU30B W
JPYTUX WCCICIOBAHUM, a TaKXkKe peraeT
CJIO’KHBIE CUTYyallnOHHBIC 3amaun. CTymeHT
XOPOIIIO 3HAKOM c METOaMHU
HCCIICOBAHU, HEOOXOIUMBIMH JUISE
MPAKTUYCCKOW JICITENBHOCTH, W yMeEeT
CBA3BIBATH TEOPETUUCCKHUE ACIEKThI
mpeaIMeTa ¢ IPAKTHYSCKUMHU 3a/1a4aMH.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

CryneHT oOnamaer 0a30BBIMHU 3HAHHSIMH
0 JTUCHHUIUTHHE (MOJIYJII0), HO HCTIBITHIBAET
TPYAHOCTH TIPU CAMOCTOSTENFHBIX OTBETAX
1 WCIOJIB3YeT HeTOYHbIe (hOpMyIUpoOBKU. B
X07I¢ OTBETOB OH JOMYCKAeT OIIMOKH,
Kacarorquecst cyTH BompocoB. CTyaeHT
CHOCOOCH peliaTh TOJBKO CaMbIe MPOCTHIC
3aJaud M BIAJEET JHIIb MHUHHMAJIEHBIM
HA0OPOM METOJIOB UCCIICIOBAHUSI.

He cnan

He 3auteno

He cnan

He 3auteno

He cnan

He 3auteno

CrymeHT He OBIafeNn 00s3aTeIbHBIM
MHUHUMYMOM 3HaHUH TIO0 TPEIMETy U He
MOJXKET OTBETUTh Ha BOIPOCHI, JaKE €CIIU

ONEeKTPOHHBIA JOKYMEHT




JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)

nmpenogaBarciib  3a4acT JOIMOJIHHUTCIILHBIC

HaBOJISIIINE BOTIPOCH.

Hucuummna (Monynb) «MHpopManmonnas 0e30MacHOCTb» OIIEHUBACTCS CIETYIOLIHM
obOpazoM:

AKTHBHOCTb Bec |KoauuyectBo Onucanue

Homamree 3amanne | 40% 15 HaGop 3axau no remam Henenu

Komnoxksuym 25% 1 YcTHBIE OTBETHI HAa BOIPOCHI, CITMCOK KOTOPBIX
M3BECTEH CTYACHTY 3apaHee

AynuropHas 10% 1 AKTHBHas paboTa CTyJeHTa Ha 3aHATUU

pabora

3ayer c oneHkoir | 25% 1 [TucbmMenHas Ui ycTHas paboTa HaJ| 3alaHUueM,
HAIPaBIEHHBIM HA IPOBEPKY MOJIYYCHHBIX 3HAHUN U
HAaBBIKOB I10 JUCIUTIIMHE (MOYJIIO)

®opmyJia pacyéTra HTOrOBOM OLEHKHU IO AucHUILIMHE (Moayar0) «MHpopmannonHas
0e3onacHocTh»: «0,4 X cpennee 3a goManrnue 3aganus + 0,25 x komnoksuym + 0,1 X aynutopHas
pabora + 0,25 X 3a4eT ¢ OLEHKOW».

Texkyummii KOHTPOJIb ycIeBAeMOCTH 00y4aKIIUXCS M0 JUCHUILIHHE (MOAYJII0)
IIpuMepHbIe JOMALIHHE 3aJaHUS

Jomamnee 3axanne no teme «IlociaencrBus arak. O0HapyKeHue U yaJeHHe»

1. Ilpoananusupyiite peanbHbIi caydail kubeparaku (Hapumep, WannaCry unu NotPetya)
Y OIMIINTE €€ MMOCIEACTBUSA A1 OPraHU3aLUH.

2. CocraBbTe aNropuTM JIEHCTBHM 1O OOHAPYXKEHUIO U yaalleHuto BpenoHocHoro I10 Ha
KOMITIBIOTEPE.

3. Hccnenyiite coBpeMeHHblE MHCTPYMEHTHI Jii OOHapyxeHus BperoHocHoro 1O u
cenaiTe CpaBHUTENBHYIO TaOIUILy UX BO3MOYXKHOCTEH.

4. OnumuTe OCHOBHBIE MPU3HAKH 3apa)KeHUsl ccTeMbl BpeJoHOCHBIM [10.

5. Pa3zpaboraiiTe 1uiaH BOCCTaHOBJIEHUS WH(OPMALMOHHOM CHUCTEMBI IOCIIE YCIIEIIHOM
aTaKH.

Jomamnee 3aganue mo teme «MeToabl COUAIBLHON HHKEHEPUH»

1. TloaroroBbTe AOKIAX O NHATH Hauboyiee paclpoCTPaHEHHBIX METOAaX COLMATIbHOMN
WHKEHEPHUH C IPUMEPAMU.

2. CocraBpTe cleHapuil (UIIMHIOBOrO mNHUchbMa U OOBICHUTE, KAaK paclo3HaTh €ro
IIPU3HAKHU.

3. Ilpoananusupyiite pealbHble CIydyau YCHEIIHBIX aTak ¢ MCIOJIb30BAaHHUEM COLMAIbHON
WHXEHEPUU U BBIIEINTE OUIMOKH JKEPTB.

4. PazpabotaiiTe peKOMEHIAINH JJIsl COTPYTHUKOB MO MPEAOTBPAILICHUIO aTaK COLUAIBHOM
WHKEHEPUH.

5. IlpoBenuTe poJIEBYIO UTPY: OJIMH CTYJCHT BBICTYIIAET B POJIU 3JI0YMBIIIEHHHUKA, APYT O
— NOTEHIMAIBHOMN KEPTBBI, U IPOAHATMZUPYITE PE3yIbTATHI.

Jlomaimnee 3a1anue
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YTo ucnonb3syem

Java Spring

Spring Security

Keycloak (¢ PostgreSQL DB)
Docker + Compose

YTto Hapo caenaTthb

PeanuaoBaTe npocToe Beb-npunoxeHne ¢ Ucnonb3osaduem Java Spring.
Tematvka — Ha Balww Brkyc. TpeboBaHMIA K KOHTEHTY, xpaHeHuo B B[l u T.4. HeT.
Yro AomkHo BbiTh
a. [naeHas cTpaHvua (NeHauHr), AocTynHeIW Bes asTopusauyun Bcem (a-ns y
HaC KNaccHblil CepBUC, PETUCTPUPYINTECE)
b. Crpanuua peructpauwn u norvHa (MoxHo GpaTte CTaHAAPTHYIO M3
Keycloak, moxete cBolo Kpacweyo chopmy AnA Hee caenatk)
c. Crpanuua, koTopas AocTynHa niobomy 3apermcTpupoBaHHOMY
nonL3oBaTenta (a-nAa NWYHLIA KaBWHEeT, JaHHBIE KAKWEe-TO MO KNWEHTY W
T.A.)
d. CrpaHuua, koTopan fgonxHa GbiTe AOCTYNHA TONBKO aAMUHUCTPATOPY
(a-ns Kakaa-To agMuHKa)

2. MNoakntounte Spring Security u nogpyxuTe ato ¢ Keycloak. Hactpouts
aBTOPU3ALMIO W ayTeHTUgKUKaLWIO, HACTPOWTE ponKn “user” U “admin”

3. 3anakoeaTb npunoxeHue B docker compose. MNaeHoe TpebosaHwe — npw
npoBepke [omkHo BeiTk goctaTtodHo caenate docker compose up M Bee JOMKHO
pabotate

4, TMokaaaTb KNUEHTCKWA NYTh W NPOAEMOHCTPUPOBATE CO CKPUHLWOTaMK B

README pervctpauuwio, Bxof, HasHaveHuwe emy B Keycloak ponu

agMUHWCTpaTopa (W Kak MeHseTcA Beb-NpunoxeHne Npu aTom OeRCTBMW ONA

Hero)

B pawem npunoxeHnn aonkHa GeiTe HacTpoeHa aawmura ot CSRF

B pawem npunomeHnn aonuHel Geite HacTpoeHsl CORS Policy

Cpenaitte Tak, 4Tobbl B BaWe NPpUNOXKEHWe MOXKHO BEINO NnonagaTk TONLKO Yepes

NGINX. PekomeHayio Aenate no DNS aanueam Tak: «example.com» — sawe

npunoxeHne, a «api.example.com» — sawe APl gna Hero. obaeuTe Takne

sanuMcK npu otcyTeTeun DNS cepeepa moxHo Yepes /etc/hosts B UNIX-like
cucTemax

Hactpoite Ha NGINX Bazoeblin MTLS. Beinyctute ceoi CA ANsA KNWMEHTOB M

HACTpOWTE ero Tak, 4Tobkl ecnu K Bam obpawanuce bes cepticukara, To

nonyyanu 6l ownbky 403 (paboTalo Wi Nnpumep -

https://smallstep.com/hello-mtls/doc/server/nginx)

9. lpw noMoLwM NepemMeHHon 5551 client = dn oTpasute B NGINX norax
log format DN ceptudmkara.

10. BeinycTUTE KNMEHTCKWA cepTndukaT, yeTaHoBUTE B cucTemy CA OnA OoBepua K

KNWEeHTCKWIA cepTrudmkart. NpogeMoHCTpupyiTe, 410 npu paboTte ¢ bpay3epom He

BO3HMKaeT owmbok camonognucanHoro ceptndmkara. MNpoeepbTe, YTO B NOMKM

NGINX nonana 3anuck O BalWKMX NOXOMOSHWAX

—

Noom

oo

Kak npenocTaBuTh pe3ynbTathl

o PenoavTtopuid ¢ KOAOM cepeuca Ha Git
e B penoautopun OBA3ATENBLHO ponweH BeiTe oT4yeT. B otuete OBA3ATENEHO

JAOMKHbI BbiTe KAPTUHKKM C AEMOHCTpaUMeit (hyHKUMOHaNbHOCTH

HpI/IMepHLIe BOIIPOCHI VI IMOATOTOBKH K CEMUHapam

ONIeKTPOHHBIA TOKyMEHT



Bonpocel k cemunapy nmo reme «KoHTpoab 1o0cTyna. MOHUTOPUHI JAHHBIX»

1. Kakrie OCHOBHBIE MOJENM KOHTPOJIS JOCTYNa CYIIECTBYIOT M B Y€M WX OTIUYUSA
(manpumep, DAC, MAC, RBAC)?

2. Kakue Meronpl ayTCHTH()HUKAIMU M aBTOPU3ALIUUA TPUMEHSIOTCS Ui 00eCreYeHUs
KOHTPOJISL TocTyma?

3. KakoBbI OCHOBHBIC 32/1a4¥ 1 METOJIbI MOHUTOPHHTA JJAHHBIX B KOPIOPATUBHOM CETU?

4. Kakue  WHCTPYMEHTBI W  TEXHOJIOTMH  HCIIOJNB3YIOTCS  JUIS  OOHApYKCHHS
HECAHKIMOHUPOBAHHOTO JOCTyma?

5. KakoBbl OCHOBHBIC TIPHUHIMUIIBI IOCTPOCHHUS TOJUTHKH KOHTPOJIA JOCTyNa H
MOHHMTOPHHTA JIJIs 3alIUTHI HHPOpMarm?

Bonpocsl k cemunapy no reme «MeTobl IEeHTECTUHIA»
Kakwue sTamnsl BKIFO9aeT B ce0sl MPOLIECC MPOBEICHUS TECTUPOBAHUS HA TPOHUKHOBEHUE?
B yem paznuna mexay 0ebiM, CepbIM U YEPHBIM MIEHTECTUHTOM?
Kakue nHCTpyMEHTBI U TEXHUKU UCTIONB3YIOTCA JJIsl CKAHUPOBAHUS YSI3BUMOCTEH?
Kak npoBoauTcs 3KcIutyaTanust yai3BUMOCTEH M KaKie PUCKH ITPU 3TOM BO3HUKAIOT?
5. Kakue TpeOoBaHHS TMPEABSBISAIOTCS K OTYETHOCTH W PEKOMEHJIAIUSAM II0 HWTOTaM
MeHTecTUuHra’?

NS

Bonpocsl k ceMuHapy 1o teme « OMIINHIOBbIE ATAKH»

1. Kakue Tuns! GUIIMHIOBBIX aTaK CYIIECTBYIOT U KaK OHU OTJIMYArOTCA?

2. Kakue nmpu3HaKy Mo3BOJISIOT PACHIO3HATH (PUIIMHTOBOE ITHCHMO MJIH BEO-CalT?

3. Kakue mncuxosnoruyeckue MNpUEMbl HCHOJIB3YIOT 3JOYMBIIIJIEHHUKH B (DUIIMHIOBBIX
aTakax?

4. Kakue TeXHUUECKUE U OpraHU3aLOHHbIE MEPBI IOMOTAIOT 3alUTUTHCS OT (PUIIUHra?

5. KakoBbl OCHOBHBIE JTalbl PACCIEIOBAHUS WHIMIEHTA, CBA3aHHOTO C (DUIIMHTOBOM
aTakou?

HpnMeprle 3alaHuA 1JIS1 KOJJIOKBUYMAa

1. Kakue OCHOBHBIE BUJBI BPEIOHOCHOTO MPOrPaMMHOI0 00ECHEYEHUs CYLIECTBYIOT?
IIpuBenuTe NpUMEPBL.

2. Kakue metoas! pacnipoctpanenus BpegoHocHoro I10 Haubonee pacnpocTpaHeHbl?

3. KaxoBbI TUTTHYHBIE TIOCTIECTBHSI 3apaKEHUS] CUCTEMBI TPOSTHAMH U ransomware?

4. Kaxue nmpu3HaKu MOTYT CBUIETEIBCTBOBATH O 3apaykKeHUH KOMIIbIOTEpa BUpycoM?

5. OnuumTe OCHOBHBIE METOIbI OOHAPYXKEHUS U yAaleHus BperoHocHoro I10.

6. Kakue Mepsl 3aLIUTHI OT BUPYCOB U APYyroro BperoHocHoro ITO Mo)kHO MPUMEHUTH Ha
YpOBHE MOJIb30BaTENS U OpraHU3au?

7. UYro Takoe colualbHas HWH)XEHEpUsT U KaKhe OCHOBHBIE METOJABI HCIOJIb3YIOTCS
3JI0YMBIIIJICHHUKAMU?

8. KakoBbl 0cO6EHHOCTH (PUIIMHTOBBIX aTaK M KaK UX MOKHO pacro3HaTh?

9. Kakwue ncuxonornueckue NpruéMbI MPUMEHSIOTCS B aTaKaX COIMAIbHON HHKECHEPHH?

10. Kakue npeBeHTHBHbIE MEPbI IOMOT'YT CHU3UTh PUCKH YCHEIIHBIX (PUITMHIOBBIX aTak?

11. Kak mnoBBICUTH OCBEIOMJIEHHOCTb IIOJb30BaTENIEN Ul 3aIIUThl OT COLMAIBHOU
WUHKEHEPHUH?

12. B ué™m pa3HHIIa MEXKTY CHMMETPUYHBIM U aCHMMETPUIHBIM MIHPpOBaHHEM?

13. Kakue  ajropuT™Mbl  CHMMETPHUYHOrO  MIM(pPOBaHUSA  SBIAIOTCA  Hambousee
pacnpocTpaHEHHBIMU?

14. Kak pabotaet anroput™m RSA u rae on npumensercs?

15. Yto Takoe mudpoBast MOAMUCH U KaK OHA 00ECTICUMBAET 1IETOCTHOCTh U AyTEHTUYHOCTh
JTaHHBIX ?

3apanusi AJsl MPOMEKYTOYHOM aTTeCTAIUM MO JIUCUUILIHHE (MOTYJIIO0)

ONEeKTPOHHBIA JOKYMEHT



Ne ni/m 3aganue OtBeTt Kommnerennus
1 YKaXuTe METOJ IMPOTHBOICHCTBUS AHTHBHpYC (aHTUBUPYC, YK-1
Bpemonocuomy I10. antivirus)
2 VYKaxuTe BUJ COUATBHON HHXEHEPHH. OummHr (QUIIUHT, YK-1
phishing)
3 YKkaXuTe KOMIIOHEHT YIIPABIEHUS TOCTYIIOM. Aytentudukanus YK-1
(ayrenTHdUKaIHS,
authentication)
4 Ykaxurte cTaHAapT 11 OLEHKUA PUCKOB. ISO 27001 (iso 27001, VK-1
nco 27001)
5 VKaKHUTE PHIHOK U HHCTPYMEHTOB Kaspersky (kaspersky, OIIK-2
AHTHUBUPYCOB. KacIlepCKUi)
6 YKaxuTe paloHAIEHOS PEIICHUES JUTSI 3aIlUThI Firewall (firewall, OIIK-2
ceTel. (atipBoi)
7 VYKaXuTe HHCTPYMEHT AJI1 MOHUTOPHHI A SIEM (siem, cuem) OIIK-2
MHIUICHTOB.
8 VYxkaxure miatdpopmy Uist aHanu3a peiaka Ub. Gartner (gartner, rapTaep) OIIK-2
9 YkaxxuTe MaTeMaTHYECKUH armapar s Anroput™m RSA [K-2
KPHINITOTpadHH. (anropuTM™ 182, 152)
10 YKaxuTe MOJCIb ISl OLICHKH YTPO3. STRIDE (stride, ctpaiin) TIK-2
11 VKaKUTE MHCTPYMEHT JJIsl TECTUPOBAHUS Ha Metasploit (metasploit, IK-2
IPOHUKHOBEHHE. METaCIIONT)
12 YkaxxuTe METOo]T aHAIIN3a PUCKOB. FMEA (fmea, ¢pmea) [K-2
13 Yxkaxute popmar A 0T4EeTa IO UHIUICHTY. PDF (pdf, mad) IK-3
14 VKaKUTE HHCTPYMEHT JJIsl IPE3CHTAIINH 110 PowerPoint (powerpoint, IK-3
ayauTy O€30MacHOCTH. May3pHOUHT)
15 VYKaXuTe CTUIIb IUTUPOBAHUS IS TyOTUKAIIA IEEE (ieee, alTpumui-u) IK-3
o Kpunrorpaduu.
16 Yxkaxute miaropmy ams myOoIuKaui mo OWASP (owasp, oyacir) IK-3
MIEHTECTY.
17 YKaXuTe METOIOIOTHIO JUTS TNTAHUPOBAHIS Agile (agile, smkaiin) I1K-8
npoextoB Ub.
18 VYKaxuTe HHCTPYMEHT AJIs TpeKkuHra 3axad B Mb- Jira (jira, mxupa) [1K-8
MPOEKTaX.
19 YKaxuTe cTaHAapT Ui yIPaBIeHNs IPOEKTaMH B NIST (nist, HHCT) K-8
UBb.
20 YkaxuTe moaxo]] K O KEeTHPOBAaHUIO B ROIl-anamu3 (roi-aHamus, T1K-8

KOMIUJIEKCHOH 3aIlUTE.

roi)

ONEeKTPOHHBIA JOKYMEHT
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