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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGowas mporpamma gucuMiiMHbL (Moayns) «BBegeHne B MH(POPMALMOHHYIO
0e30MacHOCThY)  COCTaBJI€Ha B  COOTBETCTBUM C  (pemepanbHBIM  TOCYJAapPCTBEHHBIM
00pa30oBaTeNbHBIM CTAaHIAPTOM BBICIIETO 00pa3oBaHus — OakanaBpuar no HamnpasieHuio 38.03.05
«busnec-unpopmatuka», npopunb  «buzHec-aHANUTHKA»,  YTBEPXKICHHBIH  MPUKA30M
MunucTepcTBa HayKH U BbIcIIero oopasosanus Poccuiickoit @enepannu Ne 838 ot 29.07.2020
roja.

W3ydenne mucuuriinHbl (MOayns) «BBeaeHwe B WHPOPMAIMOHHYIO 0€30MaCcHOCTH»
MO3BOJISET 3AIUTUTH HHPOPMAIIMOHHBIE PECYPCHI U JaHHBIE OT HECAHKIIMOHUPOBAHHOTO I0CTYTIA,
MpenoTBpaIias yrpo3bl U KubepaTaku. ITo 00eClednBaeT COXPAaHHOCTh KOH(UICHIINATLHOCTH,
LEJIOCTHOCTHU U IOCTYITHOCTU HH(POPMAIINH, YTO KPUTHYHO I CTaOMIbHON paboThl OpraHu3aiuit
1 0€30MacCHOCTH TOJIb30BATENECH.

MecTto tucuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hacrosimas nauciumimHa (MOJynb) BKJIOYEHA B ydeOHbIE IUIaHBI 10 Iporpammam
NOJArOTOBKM OakanaBpuara mo HampaBieHuto 38.03.05 «busnec-unpopmaruka», mpopuiib
«bu3Hec-aHanMUTHKa» U BXOAWT B BapuaTUBHYIO yacTh bioka 1, popMupyemyro ydyacTHUKaMu
00pa3oBaTeNbHbIX OTHOIIECHUH.

Jucnumimza (MOIyib) sIBJIsIETCS BBIOOPHOW U TOCTYNHA JUIsl U3yueHus Ha 3 u 4 Kypce B 0,
7 unu 8 cemecTpe Ha BBIOOP IMOC]E YCHEIIHOI'O0 OCBOCHMS JUCHUIUIMHBI (MOAysst): «OCHOBBI
IIPOMBIIIIEHHON pa3padoTKW».

Hesb n3yyeHuss AUCUMIIMHBI (MOaYy.as): popMUpOBaHUE 3HAHHUI M HABBIKOB IO 3aIUTE
uHpopMalUu U HH(POPMALMOHHBIX CHUCTEM OT Pa3jIM4YHBIX YIpO3 M HECAHKIHMOHUPOBAHHOI'O
JIOCTYIIA.

3agaum M3y4yeHus AUCHUILIMHBI (MOAYJIs1):

— H3YYUTb OCHOBHBIE IIOHATHS, YTPO3bl U MPUHIMIIEI HH(POPMALIMOHHON 0€30MacHOCTH,
BKJIIOYAsi MOJIEJH 3aIlUThl U CTaH/1apThI;

— TMPaKTUYECKHE METOJbl U TEXHOJIOTHH 3aIIUThl MH(POpPMAaLMK, TAKUX KaK IIHU(ppOBaHuE,
ayTeHTU(UKaLMs U KOHTPOJIb TOCTYIIA,;

— HAyu4WuTbCS  AHAJU3MPOBAaTh  3aKOHOAATENIBHBIE W JTHYECKHE  aCIEKTOB
UH(POPMALIMOHHOM 6€30IacCHOCTH, a TAKXKe Pa3BUTHUE YMEHUH 1O BBISBICHUIO U PEIOTBPAILEHUIO
KHOepyrpos.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOIYJIs1) 00y4arOIMiiCsl T0JIZKEeH:

3HAmMb:

— OCHOBHBIE NOHATHS HH(OpMaLMOHHON Oe3omacHocTH U Tpuany CIA;

— TPaBOBbIE U SKOHOMHUYECKHE OCHOBBI 3auuThl MHPopmanuu: 152-O3, GDPR, onenxka
cTouMocTH HHIMaeHTa, ROI;

— KJacCH(MKalMIO aTaK Ha IOJb30BaTeNii M MPUHLUIBI 0a30BOM 3alUTHI: (DUILKHT,
BpenoHocHoe [10, ayrenTudukaius, ynpapieHe cEKpeTaMu,

— OCHOBHBIE MOHATHUS KpUIITOTpaduu W TPaHULIBI TPUMEHUMOCTH KPUNTOrpaduyecKux
MEXAHHU3MOB,

— MPUHLHUIBI CETEBOM U IEPUMETPOBOI O€30MacHOCTH;

— yrpo3bl 0€30MacHOCTH CHCTEM HCKYCCTBEHHOTO MHTEIJIEKTa U HCIOJIb30BaHUE
reHepaTuBHOro M B kauecTBE HHCTPYMEHTA aTaKH;

ymembo:

— TMPUMEHATh TOHATHIHBINA anmapar MHPOPMAIMOHHON O€30MacHOCTH NpU OMUCAHUH
CHUCTEM U CLIEHAPUEB yIPo3;

— MpOBOAWTH 0A30BBIN MPABOBOM ayAUT MPOEKTA HA COOTBETCTBUE TpeboBaHUsAM 152-D3
u GDPR;
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— HacTpamBaTh 0a30BBIE CpPEACTBA MEPCOHATBHOW 3alIUTHI: MHOTO(AKTOPHYIO
ayTeHTU(UKAINIO, MEHEKEP MapoJieH, YIpaBlIeHUe CeKPeTaMU B IPOEKTE;

— TPUMEHSATH KpUNTOrpadudecKue MHCTPYMEHTHI U aHATH3upoBaTh TLS-cepTudukarsi;

— aHAM3HUPOBATh CETEBOU TpadUK U Paclo3HABAThH aTaku YelIoBeK MmocepenHe;

— Pacnio3naBars ataku Ha U-cucTEMBI M TPU3HAKH CUHTETUYECKOTO MEIMAKOHTEHTA,

é1a0ems:

— METOJAMKOW MOCTPOCHUs MoAeau yrpo3 u aHanuza uHuujaeHtoB no CIA, STRIDE,
MITRE ATT&CK;

— MeTOJHuKOW (hopMupoBaHHus OM3HEC-000CHOBaHHMS WHBECTHLMH B MH()OPMAIIOHHYIO
0€30I1aCHOCTE,

— HaBBIKAMH TPUMEHEHUsS O0a30BbIX 3alIUTHBIX MEXAHM3MOB: AayTEHTHU(HUKAIIUH,
YIpaBJICHUS CEKpeTaMu, MG POBAHUS;

— HaBBIKAMH aHAJIM3a CETEBOTO TpaduKa U OIEHKH IMepUMeTpa OE30IaCHOCTH,

— HaBBIKAMHM pACIIO3HABaHUS aTaK Ha CHUCTEMbl HCKYCCTBEHHOTO WHTEIUICKTA U
CHHTECTHYCCKOTO MCAUAKOHTCHTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuusi | Conep:kanne KOMIeTeHIHMH Nuauxkarop IlepeyeHpb MIAHNPYEMBIX
KOMIIeTeHLIMH pe3yJabTaTOB 00y4eHMsI 110
JucHMIJInHe (MOIYJIIO)
VK-1. Crioco0eH OCyIIeCTBIISATh VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIN3a
MTOMCK, KpUTHICCKUN aHAIH3 1 nH(pOopMaIuu B 001aCTH
cUHTe3 HH(popManuy, AQHAJTUTHKH, OCHOBHBIE IPUHLIUTIBI
MPUMEHSTh CHCTEMHBIH KPUTUYECKOHN OLIEHKN HCTOYHHUKOB
HOJXOZ ATl peLeHUs MH(QOPMALIMH U MX PEJIEBAHTHOCTH.
MOCTABIICHHBIX 33144 VK-1.2. YMeeT KpUTHUYECKH OLICHUBATh
UCTOYHUKHU HH(OpMALINU U
CHUHTE3WPOBATh JaHHBIC U3
Pa3INYHBIX HCTOYHUKOB JUIS
peleHus 3a1a4, IPUMEHATh
CUCTEMHBIH MOJIXO/ K aHAIM3Y H
PELICHHUIO KOMIIEKCHBIX PO0OJIeM
YVK-1.3. NmeeT npakTudeckuii ommbIT paboThI
C COBPEMEHHBIMU MHCTPYMEHTaMHU
Y TEXHOJIOTUSIMH IJ1s1 00paboTKH
nHpopMaIuu, GOpMyIUPOBAHUH H
CTPYKTYpUPOBAaHUH 3a/1a4 Ha
OCHOBE TMOJTY4YeHHOH HH(OopMaun
OIIK-2. Crioco0eH mpoBOANTH OIIK-2.1. 3HaeT OCHOBHBIC TCHICHITNH U
UCCIICIOBAHUE U aHATIN3 XapaKTepUCTUKU PBIHKA
pBIHKA HHPOPMALIMOHHBIX WHPOPMAIIMOHHBIX CHCTEM U
CUCTEM B UHPOPMAIIIOHHO- UHPOPMAITHOHHO-
KOMMYHHMKALIHOHHBIX KOMMYHHMKaIIMOHHBIX TEXHOJIOTHH
TEXHOJIOTHI, BRIOMPATH OIIK-2.2. YMeeTr mpoBOJUTE UCCIIEOBAHUE U
panroHa bHbIC PEIICHUS JUIs aHaJu3 PEIHOYHOU MH(pOpMAIIUU
ynpasiieHHs OM3HECOM JUTSL OTICHKH TTIOTPeOHOCTeH On3Heca
Y BbIOOPA ONTUMAIBHBIX peIICHUN
OIIK-2.3. NmeeT npakTHUeCKU OTIBIT B
pa3paboTKe U BHEIPEHUHU
CTpaTeruil ynpasieHus OU3HECOM
Ha OCHOBE aHAJIN3a PhIHKA
WHPOPMAIMOHHBIX TEXHOJIOTHH
[K-2. CriocobeH HCIoIb30BaTh IK-2.1. 3HaeT OCHOBHBIE MaTEeMaTHIECKHE
COOTBETCTBYIOIINI METOABI U HHCTPYMEHTAJIbHbIE
MaTeMaTHUYeCKHi armapar u CpeZCTBa, IPUMEHSIEMBIE IS
MHCTPYMEHTAJIbHBIE CPEACTBA 00paboOTKH ¥ aHaK3a HHPOPMAITUH
Ut 00pabOTKH, aHATTU3a 1 [K-2.2. Ymeet 3¢ (heKTUBHO HCIIONB30BAThH
cUCTeMaTH3aluHi HHPOPMALTUH MaTeMaTHYECKHI anmapart Jis
MO TeMe UCCIIeIOBaHUS JUIs CUCTEMaTH3alluK JJAHHBIX U
peleHus 3a1aq pemenus npodeccroHambHBIX
npodeccnoHaNbHON 3aga4
JEATCIIBHOCTH [1K-2.3. Hmeet npakTHYECKHiA OMBIT pabOTHI
C MHCTPYMEHTAaMH aHaJN3a
MHPOPMALIUH B PaMKax
MCCIIEIOBATEIBbCKUX ITPOCKTOB
MK-3. Crnioco6eH roToBUTh HAy4HO- IK-3.1. 3HaeT TpeOOBaHUS U CTaHJAPTHI

TCXHHUYCCKHE OTUCTHI,
IMPE3CHTALIMN, HAYYHLIC

o(opMIIeHHUST HAYYHO-TEXHUUSCKUX
OTYETOB, IPE3CHTAUN U
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HY6J'II/IKEII_II/II/I 110 pe3yJibTaTaM
BBITIOJTHEHHBIX UCCIICAOBAHMI

My OTMKAITHi

[1K-3.2.

YMeeT CTpyKTYypUpOBaTh U
MPEACTABISTH PE3YIbTAThI
HCCIIEIOBAHUM B ICHOU U
JIOCTYITHO# hopMme

I1K-3.3.

NmeeT mpakTHUEeCKUNA OMBIT
MOJATOTOBKY U ITyOJIUKAIIUU
Hay4YHBIX MaTEPHAJIOB,
OTPaKAIOIINX PEIYITHTATHI
BBITIOJIHEHHBIX UCCIICAOBAHUM

[1K-8

Crioco0eH 1moj1 pyKOBOJICTBOM
crieranycTa 6osee BRICOKOM
KaTEeTOpPHH OCYIIIECTBISTh
TUTAHUPOBAHUC U
OpraHU3aIMI0 MPOEKTHON
JIeSITEJIbHOCTH Ha OCHOBE
CTaHJapTOB YIIPABICHHUS
MPOEKTaMHU

IK-8.1.

3HAEeT NPUHLHUIIEI U CTaHAPThHI
YHpaBIeHHsI MPOSKTaAMHU

[1K-8.2.

YMmeeT pazpabaTeIBaTh TUTaHBL U
OpPraHU30BHIBATH MTPOCKTHYIO

JIEATEILHOCTh B COOTBETCTBUU C
YCTaHOBJICHHBIMH CTaHAapTaAMU

I1K-8.3.

Nwmeet mpakTryecKuid ONbIT
yu4acTusi B MPOEKTHOH pabore,
BKJII0Yasl INTAHUPOBAHHUE U
KOOPAMHALIMIO 33/1a4
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3. TemaTu4yeckuii mjian

Nen/ TpynoeMKocTh, akageMu4ecKue Yachl
n HaumenoBanue Ounas ¢popma
pasaesia JUCHHUILIHHBI AyautopHas padora TUK ¥
(Monysst) Texuun CeMHHapbI CamocTto (TekyliMii KOHTPOJIb
Konrtpoas | sTeanHa ycIIeBaeMoCTH)
(mpakTHYecKue s paBoTa
3aHATHS)

1 [oHsTHIHBIN annapar, 6 2 26 AynmutopHas paboTa
METOJIOJIOTHS U Kontponpnas padora
KOHTEKCT

2 ATaku Ha MOJIb30BATENS 8 4 26 AynuropHas pabora
u 0a30Bas 3aIInuTa Komnoksuym

3 HNHcTpyMeHTBI 2 26 AynmutopHas paboTa
Kpunrorpadhuu

4 [Mepumerp 2 26 AynuropHas pabdora
0e3o0macHOCTH

5 [Ipuxmamabie CUCTEMBI 8 24 AynuropHas padora
u 6ezonacHocts MU
3auem ¢ oyeHKoIl 2

Hmozo: 28 26 8 128
O6vem oucyuniunst (M00ys) 190
(6 ax. u.)
Obvem Ooucyunaunvt (Mooyns) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIs)
Neni/n HaumenoBanme pasgeia Coaepsxanue TMCHUILTHHBI (MOYJIA) O TeMaM
AUCHUIJIMHBI (MOLYJIs1)
1 [TouaTuitHbIi anmapar, OcCHOBHBIE MOHATHSI HH()OPMAIMOHHOM 0€301MacCHOCTH
METO/IOJIOTHUS U KOHTEKCT Puck-oprueHTHpOBaHHBIH MOJX0]1, MOJICITUPOBAHHUE YIPO3
JKV3HEeHHBII UK aTaKy U MPOIIECCHl PearupoOBaHUs Ha UHITHICHTHI
[TpaBoBbIe OCHOBBHI 3aIIUTHI HHGOPMAITIH
2 ATaKu Ha TOJIb30BaTeNs U ConmanbHas HHXEHEpHs M (QUIIMHTOBBIE aTaKU
0a3oBas 3ammTa BpenonocHoe nmporpaMMHoe obecrieueHre
AyteHTu(UKanys, aBTOpU3AIHs, UACHTU(UKALINS
YnpasieHue cekpeTaMu U JIOCTYIIaMH B IPOCKTE
3 WHCTpyMeHTBI KpunTorpabun HHCTpyMeHTBI KpunTorpahuu
4 [lepumerp Oe30macHOCTH [lepumMeTp 6€30IACHOCTH: CETEBBIE aTaKH
5 [TpuxitagHble CHCTEMBI U udpoBas kpuMUHATUCTHKA U Pa300pbl HHIIUACHTOB
6e3omacunocts M Be3onacHocTh BeO-cepBHCOB
Be3onacHocTh cUCTEM UCKYCCTBEHHOTO HHTEILIEKTa
Hesundopmanus, nundeiiku 1 BepuduKanns HICTOYHUKOB
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. 3enkos, A. B. MadopmarnmonHas 6€30macHOCTh U 3aliTa HHPOpMAIIUY : YICOHUK IS
By30B / A. B. 3enkoB. — 2-e usn., mepepad. u non. — Mocksa : U3natensctBo FOpaiit, 2026. —
107 c. — (Bpiciee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 31eKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/588741.

2. Pomnues, 0. A. UndopmanmonHas 6€301aCHOCTh: HOPMAaTHBHO-TIPABOBBIE ACIIEKTHI :
yuebHoe nocobue / FO. A. Ponuyes. - Cankt-IlerepOypr : ITutep, 2021. - 272 c. - ISBN 978-5-
4461-9992-1. - Tekcr : anexktponHbiid. - URL: https://znanium.ru/catalog/product/1857033.

Jlononnumenvnas numepamypa:

3. Paiitman, M. A. HnadopmanumonHas Oe30macHOCTh I Toib3oBarens. [IpaBuiia
camo3amuThl B IHTEpHETE : MpakTHyeckoe pykoBoAcTBO / M. A. Paiitman. - Cankr-IlerepOypr :
BXB-Ilerepoypr, 2023. - 400 c. - ISBN 978-5-9775-1170-4. - Tekcrt : snekrponusii. - URL:
https://znanium.com/catalog/product/2123367.

6. MartepuajbHO-TeXHHYECKOe ofecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUJIaM U HOPMaM U 00ecleurBaroeil MpoBeieHHe BCexX
BUJIOB JIUCHUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW IOATOTOBKH, HPAKTHUYECKOH M HAy4HO-
UCCIIEI0BATEIbCKON PaboT 00yJaromuxcs, NpeayCMOTPEHHBIX YU€OHBIM IIJIaHOM.

[TomenieHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [T IPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
VHAUBUAYaAJIbHBIX KOHCYJIbTALIMN, TEKYIIIETO KOHTPOJISI U MPOMEKYTOYHOM aTTECTalllH, a TaKkKe
MOMEIIEHUS Il CAMOCTOATENBbHOM pabOThl U MOMEIIEHUS I XpaHEHUs U MPO(UIAKTUYECKOTO
obcimyxuBaHusl yueOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIUMAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMHM OOyUYEHHMsI, CIyXKAIlUMH Ui MpeACTaBIeHUs yueOHOH
uH(popMaluu 00JbILION ayIUTOPUH.

N3yuenne qUCUUIUIMHBI (MOAYIA) o0ecTieunBaeTcsl B y4eOHBIX ayIUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMH U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOU;

— MEXaHWYECKUMHU KaJIbKYJIATOpaMH;

—  CHENHMAIU3UPOBaHHBIM 000pYyI0BaHUEM, BKIIIOYAs IEMOHCTPAIIMOHHOE 000pYI0BaHHE.

[TomMerieHus 17151 CaMOCTOATENBHOM pabOTh 00yUYaIOIIUXCs, B TOM YHCIIE TPUCIIOCOOICHHbIE
JUISL MCTIONBb30BaHMsS MHBAJUIAMH M JIMLIAMU C OTPAHUYEHHBIMU BO3MOXXHOCTSMH 3J0POBBS,
OCHAILIEHBI KOMIIBIOTEPHON TEXHUKOM C BO3MOXHOCTBIO MOAKIIOYEHHs K ceTu «MHTepHeT» M
oOecriedeHHEeM  JIOCTyNa B JJEKTPOHHYIO  HH(OPMAalMOHHO-00pa30BaTEeNIbHYI0  Cpeay
YHuBepcurera.
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https://urait.ru/bcode/588741
https://znanium.ru/catalog/product/1857033
https://znanium.com/catalog/product/2123367

OO0yyarmumMcsl TPeaoCTaBIsSeTCs JOCTyn (B TOM 4HCIE YAAJICHHBIH) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCIIe 3JICKTPOHHBIM OHOIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MpPOGECCHOHAIBHBIM 0a3am

JAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaunmenoBaHue noprasa

(u3naHus, Kypca, 10KyMEHTAa)

CcbliIka

1. | Hayunas snextponHas 6ubmuoreka elibrary.ru
onbnmoTeka

https://elibrary.ru/defaultx.asp

2. Baza manaeix mug I T-cnenuanucros

https://habr.com

3. Basza nauneix ScienceDirect

https://www.sciencedirect.com

4. | OdunmansHbii cailT MUHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/
BEICIIIEro oOpazoBanus Poccutickoit ®eaeparuu

5. | ®enepanbhbiii mopran «Poccuiickoe odbpasosanue” | https://www.edu.ru/

6. | Uudopmarmonnas cuctema "Equnoe okno qoctyma | http://window.edu.ru/
K 00pa3oBaTenbHBIM pecypcam”

7. | EnunHas xomekims nudpoBsix obpasoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITHOHHO - http://fcior.edu.ru/

00pa3oBaTeIbHBIX PECYPCOB

[lepeuens WHGOPMAIMOHHBIX TEXHOJIOTHH,

UCIIOJIB3YEMBIX  IIPH

OCYIIECTBIICHUU

06p330B8.TeJ'IBHOI‘O Inpounecca 1o JUHCOUIIINHE (MOI[y.]'IIO), B TOM 4YMCJIC KOMIIJICKT JJULICH3MOHHOI'O

MPOrPaMMHOTO  OOCCIICYCHHS, COBPEMEHHBIE TpPO(ecCHOHANbHBIC 0a3bl  JaHHBIX U
MH(OPMaIMOHHBIE CIIPABOYHBIE CHUCTEMBI:
HaumenoBanmue 110 IIpousBoacreo JInuen3nonnoe / cB060IHO
pacnpocTpaHsiemMoe
OnepanoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapy6exmnoe | muuensnonHOE

bpaysepsbl:

Slupexc.bpaysep OTEUYECTBEHHOE | CBOOOJHO PaclpoCTpaHsIeMoe
Google Chrome 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Od¢ucHble NPUIOKEHHUS

Microsoft Imagine (Visio, OneNote) 3apy0exHoe JIMIEH3HOHHOE

TeXstudio 3apy0exHoe cBOOOJIHO pacpOCTPaHIEMOe
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe

IIporpamMmmHoe odecnieyenue JAJIsi IVIAHUPOBAHUS U YYeTa BPeMEHH:

Toggle app | 3apyOexHoe | cBOOOIHO pacnpocTpaHsieMoe
CucreMbl ynpapJjieHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGexuoe | nuuensnonHoe

Cucrtembl ynpapjieHus1 0a3aMHi JaHHBIX:

Microsoft Imagine (SQL Server) | sapy6exnoe | nmrensnonnoe

Cucrtembl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | 3apy6exHoe | nuuensuonHOe
CnpaBoYHO-NIPABOBBIE CHCTEMBI:

KoncynbrantlLiiroc: cripaBOYHO-TIPaBOBast OTEUECTBEHHOE | JIMIICH3MOHHOE

cucTeMa

Cpe/cTBa AHTHBMPYCHO#i 3aIUTHI:

Kaspersky Endpoint Security asst 6usneca OTEUECTBEHHOE | JINIICH3MOHHOE
Cranpmapraeiid Russian Edition

Cpeabl pa3padoTkm:

Visual Studio Code 3apy0exHoe CcBOOOJIHO pacIpOCTPaHIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOJIHO pacHpoOCTpaHsIeMOe
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Anaconda 3apyOekHOE cBOOOJ/IHO pacnpocTpaHsIeMOe
Robotic Operating System 3apy0exKHOe CcBOOOIHO pacIpoCTpaHIEMOE
CopelliaSim 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
Google Colaboratory 3apy0exHOe CBOOOJTHO pacpOCTPaHIEMOe
IlakeThbl MPOrpaMMHBIX CPeICTB M OHOJIHOTEK:

AutoPsy 3apyOexkHOE CBOOOJIHO pacnpocTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0eIKHOE CcBOOOJHO pacIpOCTpaHIEMOE
CucTteMbl ynpasjieHus1 0ubanorpapudeckoii mugopmanueii:

Zotero | 3apyOexKHOE | CBOOOJIHO pacnpocTpaHsIeMOe
CepBHCHI B CITYKOBI:

Bind 3apy0eIKHOE CBOOOJHO pacIpOCTpaHIEMOE
Docker 3apyOeKHOE CBOOOJTHO pacIpoCTpaHsIEeMOe

7. MeToanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToauyeckne yKazaHus il 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B mpouecce wu3ydeHus OUCUMIUIMHBI (MOmynsi) «BBeneHune B WH(POPMAIMOHHYIO
0€30I1aCHOCTh» B pPaMKax TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH HCIONB3YIOTCS TAaKUE BHJIBI
y4eOHOH paboThl, Kak JEKUUH, CEMHHApPbI, ayJUTOpHas padoTa, KOJUIOKBUYM, KOHTPOJbHAs
paboTa, a TaKKe pa3jMyYHble BUJbl CAMOCTOSITENbHON padoThl OOyyaroluXcs IO 3aJaHuio
npenoaaBarcyid, HalpaBJICHHBIC Ha Pa3sBUTUC HABBIKOB HpO(i)GCCI/IOHaJII)HOI\/JI JICKCUKH,
3aKperuIeHUe MPAKTHYECKUX MPOPECCHOHATBHBIX KOMIETEHIIUH, TOOIIPEHNE HHUIINATHB.

Jlexyus — CHCTEMAaTH4YeCKOe, MOCJIEI0BATEIbHOE, MOHOJOTHYECKOE  H3JI0KECHUE
npernoiaBaTesieM yueOHOT0 MaTepuaia, Kak IMpaBuiio, TCOPETUYECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIyeTCsS BECTH KOHCIICKT JICKIUW: KPaTKO M CXEMAaTHIHO
(UKCUPOBATh OCHOBHBIC HJCH, BBIBOJBI W OOOOIICHUS JICKIIMW; BBIICIATH BaXKHBIC MBICIIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTH BOMPOCHI WM MaTepUaIbI, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciau
pa3o0parbcsi B Marepuaie He yaaercs, cieayeT chopMyIupoBaTh BOIMPOC W 3a1aTh €ro
MPernoAaBaTeNo Ha KOHCYIbTAIUMU UM BO BPeMsI CEMUHAPCKOTO (MTPAKTHYECKOT0) 3aHATHSI.

Cemunap — 310 (hopma yueOHOUM IesATeTbHOCTH, IPOBOAUMAs B Y4€OHOM 3aBEEHUU IO/
PYKOBOACTBOM TMpemNojaBaTess, TI/A€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
MPAKTUYECKUX 3aJaHMsIX U IPYrux (opMax B3aMMOACHCTBHUSL.

Jlns ycrenrHoi moAroTOBKA K CEMUHAPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TeMOM
3aHATHA WU OCHOBHBIMHU MaTCpUalaMH, 4TO0Bl MMETHh BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
oOcyxaeHuu. Takxke MOJNEe3HO MOATOTOBUTH BOIMPOCHI U HUJIEU ISl OOCYKIEHUS, YTO MOMOKET
r1y0’Ke MOHATh MaTepUal U MPOJIEMOHCTPUPOBATH 3aUHTEPECOBAHHOCTb.

Ayoumopnas paboma — akTUBHas paboTa CTy/IeHTa Ha CEMUHape, ero OTBETHI Ha BOIIPOCHI
IPEenoJiaBaTess U y4acTHe B IUCKYCCHU.

I[J'IH yYCCHIHOI'0 y4aCTrd B CEMHUHAPE CTYACHTAM PCKOMCHAYCTCA 3apaHEC O3HAKOMUTLCSA C TEeMOH
O6CY)K}_'[€HI/I$I, IpOYUTATh HeO6XOZ[I/IMBIe MaTCpUuajibl U MOATOTOBUTH BOIIPOCHI. BaxHo aKTHBHO CIIymaThb 1
BOBJICKATLECA B JHUCKYCCHIO, BBICKa3biBasd CBOUM MHCHHA U apryMEHTUPYS HX. HpI/I OTBETax Ha BOIIPOCHI
nmpenogaBarejid CTOUT OLITH YBEPECHHBIM, YETKHUM U JIOTUYHBIM, OITNPAsCh Ha HSYQCHHBIﬁ marepual. Taxxe
MOJIC3HO MOAACPKUBATH AUAJIOI C OAHOKYPCHUKAMU, 4TOOBI 00OraTUTh O6CY)K,Z[CHI/IC " paClIupUTb CBOU
3HaHMH.

KOJZJIOKGMJ/’M — YCTHBIC OTBCTHI Ha BOITPOCHI, CIMCOK KOTOPBIX M3BECTCH CTYJICHTY 3apaHec.
B nmponecce IMOoATOTOBKU K KOJUIOKBUYMY HCO6XOI[I/IMO MpOaHaJIN3npPOBaATH y‘{e6HBIe
MaTc€pHralibl, O3HAKOMUBIINCH C JICKIUAMU, y‘Ie6HI/IKaMI/I U JONOJHUTCIBHBIMHU HMCTOYHHMKAaMMH,
AKIICHTHUPYSIT BHUMAHUC Ha KIIHOYCBBIX TEMax. P CKOMCHAYCTCA CO3JaTb CTPYKTYPHPOBAHHBIC
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KOHCIICKTBI, BBIACIIASA OCHOBHBIC HICHU, TCPMUHEBI 1 q)OpMYJ'IBI.

Koumponvhas paboma — nuceMeHHasi pabota ¢ HabopoMm 3a/1a4, KOTOPbIC HYKHO PEIITUTh 3a
OrPaHUYCHHOE BPEMSI.

HCHB KOHTpOHbHOﬁ paGOTbI — [NOJIYYUTb CICHUAJIBHBIC 3HAHUA I10 O,HHOI\/JI HNIJIN HECKOJIBKUM
TeMaM TUCHHUILUIMHBI U TIPOJICMOHCTPUPOBATH HABBIKH UX MPAKTHYECKOTO IPUMEHEHHS.

Camocmosmenvnasa paboma — paboTa CTYICHTOB, HAIpaBICHHAs Ha YIIIYOJECHHOE
U3yUYEHHE OTJEIIbHBIX TEM M BOIPOCOB YUCOHOW JUCIUTUTHHBI (MOIYIIS).

B niporiecce camocTosTeNbHOM paboOThI CTYICHTHI B3aUMOICHCTBYIOT C PEKOMEHTOBAaHHBIMHU
MaTepHrajaMH NP MUHUMAJILHOM y4aCTHUU TperoaBaress. 3aiaqn CTyICHTa BKIFOYAIOT paboTy
C KOHCITEKTaMH JISKIHiA (00paboTKa TEKCTa), TOBTOPHOE U3yUCHHE yUeOHBIX MATEPHUAJIOB, TIJIAHOB
U TE3MCOB OTBETOB, U3YYCHHUE JIOMOJHUTEIBHBIX TEM, BBHIIIOJHEHUE YI€OHO-UCCIICIOBATEIBLCKUX
3aJJaHUN U IPYTOE.

CucremMa OleHMBAaHUSA Pe3y/IbTATOB 00y4YeHMS N0 JUCHUILIMHE (MOAYJII0)

Kputepun nosyyenusi ypoBHsi M OlleHUBaHUS cOPMHUPOBAHHOCTH KOMIIETEHUMH 1O
AUCHHILIMHE (Moay./110) «BBeneHne B MH(POPMALMOHHYIO 0€30I1ACHOCTH»

OueHuBaHue ypoBHSI YU4E€OHBIX JOCTHKEHHUH, OOyUYaIOMMUXCA MO AUCIHUIUIMHE (MOIYJIO),
OCYIIIECTBIISIETCS B BUE TEKYIIET0 KOHTPOJISl yCIIEBAEMOCTH U IMTPOMEXKYTOYHOM aTTeCTaIUH.

IIpomexyTouHasi aTTecTamusi 1O JUCHUIUIMHE (MOIYJIO) OCYIIECTBISeTCS B (opme
3auema ¢ OWEHKOU, TPU STOM TPOBOJUTCSA OICHKA KOMIIETEHIHMH, cHOpMHpPOBAHHBIX IO
mucturuiiae.  JIis  OlleHWBaHUS TEKYHIEro KOHTPOJS YCIEBAEMOCTH U MPOMEKYTOUHOU
aTTecTallid HCIOJb3YeTCs JAecATUOAIIbHAS IIKana OICHUBAHUS, KOTOpas COOTHOCHUTCS C
TPaAULIMOHHOMN MATUOAIIILHON IKATION CIeIYIOIINM 00pa30M, eCiIi HHOE He YKa3aHo B cuiiadyce

JUCIUIUINHBI:
JecaTubannbuas IlarudamnbHas O0mas xapakTepucTHKA pe3yJibTaTa
Onenka 3a 3auet
OLIEHKA OLIEHKA 00yuYeHusl Mo TUCHUILIHHE (MOYJII0)
10 OTan4HOo 3aureHo CTyZeHT MOJHOCTHIO BIAJCET 3HAHUSIMH,
9 OTIMYHO 3auTeHo W3IIOKEHHBIMU B pabodell mporpaMme, H
8 OTIMYHO 3auTeHo riryooko ocmbicisger guctumuiuHy.  OH

CaMOCTOSITEIBHO u JIOTHYECKH
TIOCJIE/IOBATEIIbHO OTBEYAET Ha BCE BOIPOCHI,
aKleHTUpys BHHMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KIacCU(UITUPOBaATH, 000011aTh,
KOHKPETH3UPOBATh W CHUCTEMATH3HPOBAThH
W3y4YCHHBIH MaTepHuall, BBLACISS KIIIOUYEBbIE
MOMEHTBl W yCTaHaBIUBAas NPUYUHHO-
ClIe/ICTBEHHBIE CBs3H. UeTko (opmynupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yIbTaThl aHAITN30B u JPYTUX
WCCIICIOBAHUHM, a TaKXe pelIaeT CIOXKHbIC
3amaun. CTyZEHT XOpOIIO 3HAKOM C
METOJaMH HCCIIEIOBaHMsI, HEOOXOTUMBIMH
U TPAKTHYECKOW JEATENbHOCTH, U yMEeT
CBSI3bIBATH TEOpeTUIeCKUe aCIIeKTHI

JAUCIHUITIMHBI (MOI[YJ'I}I) C MNPaKTUYCCKUMHU
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JecaruoanabHas IIaTudannbHas OO0mast xapakTepucTHKA pe3yJibTaTa
OneHka 3a 3a4yert

OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)
3aJauaMH.
7 Xoporio 3auTeHo CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa
6 Xopomio 3auTeHo IIOYTH B TIOJIHOM oOBeMe pabodei

MPOTPAMMBI U CAMOCTOSITEIBHO, JIOTHUECKH
MOCJIeIOBATENIFHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HanboJjiee 3HAaUMMBIX MOMeHTaX. OH ymeeT
aHAITM3UPOBATH, CpaBHUBATE,
KJIACCU(UIMPOBATD, 00001maTh,
KOHKPETH3UPOBATh W CUCTEMATH3HPOBAThH
W3yYCHHBIH  MaTepHhal, BBIIENSAS  €ro
KIIOYEBbIC  ACMEeKThl M yCTaHaBIHBAs
MPUIHHHO-CIICICTBCHHBIC CBSI3H.
DOopMyIUpyET CBOM OTBETHI, YBEPEHHO
HMHTEPIIPETUPYET PE3yIAbTAaThl AHAIU30B U
JPYTUX WCCICIOBAHUM, a TaKkKe pelaeT
CJIOKHBIE CUTYyallnOHHBIC 3a1auu. CTyneHT
XOPOIIO 3HAKOM c METOaMU
HCCIICOBAHU, HEOOXOIUMBIMH JUIS
HpaKTH‘ICCKOfI ACATCIIBHOCTH, W YMCECT
CBAI3BIBATH TEOPETUUCCKHUE ACIEKTHI
mpeaMeTa ¢ IPaKTHUYECKUMH 3aauaMH.

5 Y 10BIETBOPUTENHHO 3auTeHo CryneHT oOnamaer 0a30BBIMH 3HAHHSIMH

4 Y 10BIETBOPUTEIHHO 3auTeHo 110 AMCLIUIUINHE (MOJIYJII0), HO UCTIBITBIBACT
TPYAHOCTH IIPU CaAMOCTOATCIIbHBIX OTBETAX

W WCIIOJIb3yeT HETOYHBIE (POPMYIUPOBKHU. B
XO0Jle OTBETOB OH JIONyCKaeT OIIUOKH,
Kacaroliuecs CcyTtd BomnpocoB. CryneHT
CHOCOOEH pelaTh TOJIBKO CaMble MPOCTHIE
3alaud M BJIAJEET JIMIIb MUHUMAaJbHBIM
Ha0OpPOM METOJ0B HCCIIEI0BAHMUS.

3 He cnaun He 3aureno CrymeHT He oOBIafen O00sS3aTeNbHBIM

He cJaH He 3auTenoO MHUHHUMYMOM 3HaHWK 110 npeaMeTy U HE

1 He claH He 3auTeHo MOXET OTBETHUTH Ha BOIPOCHI, NAXKE €CJIU

npenogaBareiib  3a4acT JOIMMOJHHUTCIIbHBIC

HaBOJISIIIIUE BOIIPOCHI.

Hucnunmuna (Moayns) «BBemenune B wMHGOPMAIIMOHHYIO O€30MACHOCTH)» OIEHUBACTCS
CJIEAYIOIIUM 00pa3oM:

AKTHBHOCTH Bec |KoanuectBo Onucanne

Kontponbnas padora | 10% 1 ITucemenHas paboTta ¢ HAOOPOM 3a/1a4, KOTOPBIE HYKHO
pEIUTh 3a OTPAaHHYCHHOE BPEeMs

Komnoxsuym 40% 1 YCTHBIE OTBETHI Ha BOIPOCHI, CIUCOK KOTOPBIX U3BECTEH
CTYJECHTY 3apaHee

Aymuropnas pabora | 10% 1 AxTuBHas paboTa CTyJIeHTa Ha 3aHITUU
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AKTHBHOCTH Bec |KoanuectBo Onucanne

3ayeT ¢ OLEHKO’ 40% 1 [MucermeHHast K yCTHasE paboTa Hall 3aJJaHHEM,
HaNpaBJICHHBIM Ha MPOBEPKY MOMYYCHHBIX 3HAHUH 1
HAaBBIKOB I10 TUCIHUILIHHE (MOIYITIO)

®opmyJa pacyéTra HUTOroBOW OIEHKHM MO JAUcCHMIUIMHE (Moaynaw) «BBenenue B
HH(pOPMANMOHHYI0 Oe3omacHocTh»: «0,4 X KoHTposbHas padora + 0,4 X kommwtokBuym + 0,1 x
ayautopHas pabota + 0,4 X 3a4eT ¢ OLIEHKOI».

Texkyuuii KOHTPOJIb YCIIEeBAEMOCTH 00y4alOIIMXCS 10 IUCHUIIMHE (MOLYJII0)
IIpumepHbIe BONPOCHI 1l NOATOTOBKH K 3aHATHAM

Bonpocel k cemunapy no teme «IloHATHHHBINA annmapar, MeTOI0JI0THSI U KOHTEKCT»

1. Kakuie OCHOBHEBIC MTOHATHSI BXOAAT B 0a30BbIi ammapatr HHGOPMAIIMOHHOM OE30MaCHOCTH
(KOH(UACHIIMATBHOCTb, LIETOCTHOCTbD, JOCTYITHOCTH)?

2. B ueMm cyTh pUCK-OPHEHTHPOBAHHOTO MOIX0/a K 3alIUTe HHPOpMAUU?

3. Kakwue stamns! Brinrouaet sxu3HeHHbIN Uk ataku (Kill Chain)?

4. KakoBbl OCHOBHBIC TMIPOIECCHI PEArUPOBAHUS HA WHIMACHTH WHGOPMAITMOHHON
Oe3omacHOCTH?

5. Kakue npaBoBBI€ OCHOBBI PETYJIHPYIOT 3aUTy HHPopManuu B Poccuiickoit Denepannn?

Bonpochl Kk ceMHHApPY 110 TeMe KATAKH HA M0JIb30BaTeJIs1 M 0a30Basi 3alIUTa»

1. Kakue BuABI COIMANIBHOM HHXKEHEpUU HanbOoJee paclpOCTPaHEHBI B KOPIOPATUBHOM
cpene?

2. KakoBbl npu3HAKU (GUIIHHTOBOW aTaKW U METOBI 3alIUTHI OT Hee?

3. Kakue TUmbl BpeIOHOCHOTO MPOTPaAaMMHOIO OOECIEUYEHHs CYIIECTBYIOT U KAaKOBBI UX
0COOEHHOCTH?

4. B uyem paznuunie MexAy ayTeHTU(UKAIMel, aBTOpU3aleil 1 uaeHTuduKanmuen?

5. Kak ocymectBisiercs ynpaBieHUE CEKpETaMHu U JOCTYIIaMU B IIPOEKTE pa3padOTKu?

Bonpocel k cemuHapy no reme « MHcTpyMeHTHI KpUNITOrpaduu»
1. B yem pa3Huia Mex1y CHMMETPUYHBIM U aCUMMETPUYHBIM MIUPPOBaHUEM?
2. Kakue 0CHOBHBIE aJITOPUTMbI CHMMETPUYHOTO IIM(PPOBAHUS UCHIOJB3YIOTCS HA IPAKTUKE
(AES, DES)?
3. Kak pabotaet anroputm RSA u kakoBa ero maremMaTHueckasi OCHOBa?
4. Yro Ttaxkoe uupoBast MOANKUCH U KaK OHA 00ECIIEYUBAET 11EIOCTHOCTD TAHHBIX ?
5. Kakue cymecTByt0T METOBI YIPaBICHHUS KPUITOTpapUUECKUMH KITF0OYaMu?

IIpumepHbIe BOPOCHI I KOJUIOKBUYMA

KonnokBuyM no teme «OCHOBBI 0€30IACHOCTH H 3a1IIMTA OT aTaK»

1. [aiite omnpenenenve uHGOPMAMOHHON O€30MAaCHOCTH W HA30BUTE €€ KIIOYEBBIE
CBOMCTBA.

2. OnumuTe MOJIENb YTPO3 U €€ POJIh B TOCTPOSHUH CHCTEMBI 3aIlUTHI.

3. IlepeuncnuTe OCHOBHBIE 3TAIbl PACCIICAOBAHUSI MHIUACHTA 0€30MTaCHOCTH.

4. Kakue mNCUXOJOTHYECKHE MPHUEMbl HCIONb3YIOT 3JIOYMBIIIJICHHUKHA B COLIMAIbHOU
WUHKEHEPHUH?

5.  OnumuTe MEXaHU3M JeMCTBHS MporpaMM-BeIMOraresen (ransomware).
Kakue metonpl ayTeHTHPHUKAIMKA 00€CTIeYMBAIOT HAaUOOIBIINNA YPOBEHb 3AIIUTHI?
Kakosbl npunnumne! ynpasnenus goctynom (DAC, MAC, RBAC)?
[TpuBeauTe mpuMep peanbHOM aTaku METOJIOM (DUIIMHTA U €€ MTOCIEICTBUS.
Kakne oprannszanimoHHbIE MEPBI TOMOTAOT 3AIUTUTHCSA OT BpetoHOCHOTro [10?

©oN>
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10. PaspabotaiiTe HMHCTPYKIMIO JJIS TOJB30BaTEIsl TPH TOJO03PEHUN Ha 3apakKCHHUE

KOMITbIOTEPA.

IIpumepHble 3a1aHUsA VISl KOHTPOJIbHOH padoThl

Bonpoc 1. YkaxuTe OCHOBHOW CTaHIApT CHUCTEMbl MEHEIKMEHTa HH()OPMALUOHHOU

0€30I1aCHOCTH.

Ortser: ISO/IEC 27001

Bonpoc 2. HazoBuTe THII aTaky COLMATIBHON MHKEHEPUH YEpE3 DJIEKTPOHHYIO TOUTY.
OtBer: ®umunr (Phishing)

Bonpoc 3. Ykaxure kareroputo BpeaoHocHoro [10, 6JI0KUpyIOIero J0CTyI K TIaHHBIM.
OtBet: Ransomware (IIporpaMMbI-BbIMOTaTENN )

Bonpoc 4. HazoBute MeTo ayTeHTU(DHUKAIINY ¢ UCIIOJIBL30BaHUEM JIBYX (DaKTOPOB.
Ortger: /IByxdakropHnas ayrentudukanus (2FA)

Bonpoc 5. YkaxuTte MaTreMaTH4ECKYI0 OCHOBY ajiroputma RSA.
OtBet: Teopus uncen (pa3ioKeHUE HA MHOXKHUTEIH )

Bonpoc 6. HazoBuTe airopuTM CUMMETPUYHOTO MIK(POBaHUS ¢ OJIOUHOM CTPYKTYPOH.
Otset: AES (Advanced Encryption Standard)

Bomnpoc 7. Ykaxurte mpoToKoJl 0OMeHa Kiitouamu 0e3 MpeiBapUTeIbHOIO CeKpeTa.
Orteert: uddu-Xennman (Diffie-Hellman)

Bonpoc 8. HazoBute cricteMy MOHUTOpUHIA COOBITHI 0€3011aCHOCTH.
Ortsert: SIEM (Security Information and Event Management)

BOl'lpOC 9. YKa)KUTE TEXHOIOTHIO npeaAOTBpAIICHUA YTCUCK JAHHBIX.
Ortger: DLP (Data Loss Prevention)

Bonpoc 10. [{aiite TouHOE onpeiesieHue BPeIOHOCHOTO IPOrPaMMHOTO 00eCTICYeHUSI.
OtBet: Malware (Bpe1oHOCHOE MPOTrpaMMHOE O0eCTIeUeHNe)

3apanus AJ1s1 MPOMEKYTOYHOM ATTeCTAIMM MO JMCUMILINHE (MOTYJIIO0)

Ne n/m 3ananue OTtBeT Komnerenuus

1 YKaxxute MOACIb IS OIIEHKUA PUCKOB Mopnuensb yrpo3 (Threat YK-1
0€30IacCHOCTH. Model)

2 Hazosure stans! xxu3zHenHoro nukia ataku (Kill Passenxa / Bropxenue / YK-1
Chain). Dkcrutyararysi /

3akperuienue / JlencTBus

3 VYxaxure rnpaBoBoii akT PO B o0nacTu 3ammThl 152-®3 «O YK-1
nHpOpPMALIUH. MIEPCOHAIBHBIX JTaHHBIX»

4 HazoBuTe npuHIMIT yIIPaBICHUS JOCTYIIOM Ha RBAC (Role-Based YK-1
OCHOBE POJICH. Access Control)

5 YKaxkute BEpOSITHOCTHYIO MOJEIb JJIsl OUEHKU BaitecoBckas ceTh OIIK-2
yrpos. (Bayesian Network)

6 HazoBuTe MareMaTHUECKyIO CTPYKTYDY, Koneunsie mosnst (Galois [K-2
ucronb3yemyio B AES. Fields)

7 YKaxuTe KOHLEHNLINIO TUCKPETHON MaTeEMaTHUKU MopnynbHas apudmMeTuka [K-2
JUIs1 KpUIITOrpaguH.

DNEeKTPOHHBIA JOKYMEHT




8 HazoBure MeTo KOJIMYECTBEHHON OLIEHKHU Quantitative Risk OIIK-2
PHCKOB. Assessment

9 Yxaxute QyHKITUIO 00eCTIedeHHSI IETOCTHOCTH Kpunrorpadraeckas IK-2
JTAHHBIX. xen-QyHKIHs

10 | HazoBuTe MHCTPYMEHT AJIsl TECTUPOBAHHS Ha Metasploit Framework OIIK-2
MIPOHUKHOBCHHE.

11 YKaxxute JOKYMEHT JUIsl pearupOBaHUs Ha Ilnan pearupoBaHust I1K-8
WHIMICHTBIL. (Incident Response Plan)

12 | HazoBute MeToa 0OHAapy»KEeHHUSI BTOPKECHUH B IDS (Intrusion Detection OIIK-2
CETb. System)

13 | YkaxuTte TUN ySI3BUMOCTH BEO-TIPUIIOKCHUI 110 SQL Injection / XSS I1K-8
OWASP.

14 | HazoBure metox 3amutel oT MITM-atak. TLS / SSL mmdpopanue I1K-8

15 | YkaxuTe npuHIHI paboTh HHYPACTPYKTYPHI JloBepue uepes memnouky IK-3
OTKPBITHIX KITFOUCH. ceptudukaron (Trust

Chain)

16 | HazoBuTe cTangapT 3alUThl IEPCOHATBHBIX GDPR (General Data [K-3
nmanueix B EC. Protection Regulation)

17 | YkaxuTe HHBapUAHT B MOJIEIH yTPO3 WNuBapuanT 6e30macHOCTH IK-2
0e30MacHOCTH. (Security Invariant)

18 | HazoBure yrpo3y /uist CUCTEM MAaIlTUHHOTO Adversarial Attack IK-2
o0y4eHusl. (cocTs3aTenbHAS aTaka)

19 | YkaxkunTe meron BepuduKanuu muppoBoro Hudposas moammcs / IK-3
KOHTEHTa. Bopasurle 3Hakun

20 | HazoBwure 31amn ugpoBoii KpUMHUHATUCTHKH. COop /10Ka3aTenbCTB / I1K-8

Anamms /
JlokymMeHTupoBaHue
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