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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mporpamma gucnumuimHabl (Moayns) «MHpopMmanmonnas Oe3omacHOCTh 1»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BeIciiero oOpa3oBaHusi — OakamaBpuar mno Hanpasienuto 02.03.01 «Marematnka w
KOMIIBIOTEpPHBIE Hayku», npoduib «Pa3zpaboTka», yTBEp>KIEHHBIH MpuKazoM MuUHHCTEpCTBa
HayKH ¥ BbIciiero oopaszoBanus Poccuiickoit @enepanuu Ne 807 ot 23.08.2017 roxa.

Wzyuenne npucuurumasl (Moaynsa) «Mudopmannonnas Oe3onmacHOCTh 1» mO3BOJIAET
3alIUTUT, WH(POPMALMOHHBIE pPECypChl M JaHHbIE OT HECAHKIMOHMPOBAHHOTO JIOCTYIIA,
IpeloTBpalias yrpo3bl U kubepaTaku. ITo 00ecredrBaeT COXpaHHOCTh KOH(UIEHIIUAIBHOCTH,
IEJIOCTHOCTH U TOCTYITHOCTH WH(OPMAIIUH, YTO KPUTUYHO U1 CTAOUIBHOM pabOThI OpraHu3aui
1 0€30M1aCHOCTH I0JIb30BATENCH.

Huctummaa (Mmoayinb) «MuapopmanmonHas 6e3omacHocTh 1» paspaboTaHa U yTBepKIeHa
coBMmectHO ¢ AO «Jlaboparopus Kacrnepckoro».

MecTo AMCHUIINHBI (MOYJIS) B CTPYKTYpe 00pa30oBaTe/ibHON MPorpaMmbl

Hacrosamas aucuunianHa (MOAyNb) BKIIOUYEHA B y4eOHBIE IUIAHBI IO Mporpammam
noaroToBku OakanaBpuara o HampasieHuto 02.03.01 «MaremaTnka 1 KOMITBIOTEPHBIE HAYKHY,
npoduns «Pa3zpaboTka» M BXOJUT B BapHaTHUBHYIO 4acTh bioka 1, popmupyemyro yuacTHUKaMu
00pa3oBaTebHBIX OTHOIICHUH.

JuctunnuHa (MOAylb) SIBISETCST BHIOOPHOW M JOCTyNMHA Jid M3ydeHus Ha 3 kypce 6
cemectpe. JlocTyrHa K M3y4EHHIO TIOCIIE YCIEIIHOTO OCBOCHUSI TUCIUTITUHBI (MOAYJIs1): «OCHOBBI
MIPOMBIIIICHHON pa3paboTKI»

Heap u3yvyeHus: IMCUMIIMHBI (MOaYJis1): hopMHUpOBaHKE 3HAHUN U HABBIKOB 110 3aIIUTE
uHpopManu U MHPOPMAIMOHHBIX CHUCTEM OT PA3IUYHBIX yrpo3 U HECAHKIIMOHMPOBAHHOTO
JOCTyTaA.

3agaum n3y4yeHus TUCHUILIMHBI (MOYJIs1):

— U3YYUTh OCHOBHBIC MOHSTHUSA, YTPO3bl U MPUHIUIIEI HHPOPMAIIMOHHONW O€30MaCHOCTH,
BKJIIOYAsi MOJICJIH 3aIUThI U CTAHIaPTHI;

— TMPaKTUYECKHE METOJBI U TEXHOJOTHH 3aIIUTHl MH(POpPMAIINK, TAKUX KaK MIH(ppOBaHuUE,
ayTeHTH(UKAIUS U KOHTPOJIb JOCTYyIA,

— Hayu4uThCS  aHAJU3MPOBAaTh  3aKOHOJATENIbHBIE U JTUYECKHE  aCIEKTOB
nH(GOPMaIIMOHHON 0€30IaCHOCTH, a TAK)Ke Pa3BUTHE YMEHUH IO BHISIBICHUIO U MIPEIOTBPALLIEHUIO
KHOepyrpos.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOXYJIs1) 00y4ar0MiiCsl T0JIZKEeH

3HaAmMb:

— OCHOBHBIE YIp03bl HH()OPMAIITMOHHOM 0€30MMaCHOCTH;

— CTpaTeruu 3auuThl UHOpMaIuy,

— HOpPMAaTHBHBIEC JOKYMEHTBI, PETJIAMEHTUPYIOLIUX 3aIIUTy UH(pOpMaLnH;

ymembw:

— (dopmupoBath TpeOOBaHUS IO 3alUTE HHHOPMAITIH;

— BECTHU Y4€T 3aTpaT U PUCKOB MPHU BHIPAOOTKE CTPATETHil 3aIIUTHI HH(POPMAIINH;

enademp:

— HaBBIKOM MPOBEIEHUS ayuTa 0€30MaCHOCTH HHPOPMAIIMOHHBIX CUCTEM;

— HaBBIKOM COCTABJICHHS ONITUMAJILHOTO TUIaHA KOMILJIEKCA Mep M0 3aluTe HH(OPMAIIUU.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEPCUTETA U B POPME CAMOCTOSATENILHONW PabOThHI 00yYarOIIUXCA:

KomnereHnuus Conep:xanue Nuaukarop IlepeyeHp MJIAHNPYEMBIX Pe3YJbTATOB
KOMIIeTeHIIUH KOMIIeTeHIIHH 00y4YeHHsI 0 TUCHHUILUIHHE (MOIYJII0)
YK-1. Criocoben VK-1.1. 3HaeT MeTOoIbI IOUCKA Y aHAIU3a
OCYIIIECTBIIATH TIOUCK, uH(popManuu B 001acTH pa3pabOTKH,
KPUTHUYCCKHI aHATN3 U OCHOBHBIC PUHITUITBI KPUTHYECKOH
CUHTE3 UHPOpMAITUH, OIICHKU MCTOYHUKOB MH(OpPMALIHK U
MPUMEHSTH CUCTEMHBIN WX PEIICBAHTHOCTH
MOJIXO/T JIJISL PEIICHUS VK-1.2. YMeeT KpUTHYECKH OLICHUBATh
MOCTaBJICHHBIX 337124 HUCTOYHUKU WH(POPMALIUU U
CHUHTE3UPOBATH JAHHBIC M3 PA3INIHBIX
WMCTOYHUKOB JIJISL PEIICHUS 3a/1a4,
MPUMEHSTh CHCTEMHBIN TOIXO/] K
aHAIIM3Y ¥ PEIICHUIO KOMITJICKCHBIX
po0JemM
VK-1.3. Hmeer npakTHYECKUIA OTIBIT PabOTHI €
COBPEMECHHBIMU UHCTPYMEHTAMU H
TEXHOJIOTUSIMH I 00pabOTKH
uH(popmanuu, GopMyITUpPOBaHUU U
CTPYKTYPUPOBAHHH 33]1a4 Ha OCHOBE
MOJIy4eHHOM MH(OpManuu
YK-2. CriocobOeH orpenensiTh YK-2.1. 3HaeT JIeHCTBYIOIINE TIPABOBBIE
KPYT 3a/1a4 B paMKax HOPMBI, PETYJIUPYIOIINE JICATEIbHOCT
MOCTaBIICHHOW TIEJTH 1 B 00JIaCTH peIIeHUs 33]]a4, OCHOBHBIC
BBIOMpATh METO/IbI U TIOJIXO/IbI K OIPE/ICIICHUIO
ONTUMATBHBIE CITOCOOBI Kpyra 3aj1a4
WX pEeLICHUs, UCXOI U3 YK-2.2. YMeer onpenensats Kpyr 3a1a4 B
JEHCTBYIOIINX paMKax MOCTaBJICHHOM 11eMH,
MIPABOBBIX HOPM, BBEIOMPATh ONTUMAIBHBIE CTIOCOOBI
UMEIONIUXCS PECYPCOB peleHHs 3a]1a4, YIUTHIBAsI
U OTpaHUYECHUH MMEIOIINECS] PECYPCHI U OTPAHUUEHUS
YK-2.3. Hmeer npakTHYEeCKUN OIBIT
MIPUMCHECHUS 3HAHUI O MPABOBBIX
HOpMax M pecypcax B peajabHbIX
CUTYaIUX, pa3pabOTKH U pean3aliuu
pelIeHni B COOTBETCTBHH C
YCTAHOBJICHHBIMU OTPAHHYCHUSIMU
OIIK-1. Crniocoben OIIK-1.1. 3HaAeT OCHOBHBIE KOHUENINUU U TEOPUH
KOHCYJIbTUPOBATh U B 00JIaCTH MaTeMaTUYECKOTO aHaIn3a
UCII0JIB30BATh M CMEKHBIX JUCIUTUINH, METObI U
bynnamenTanbipe HOAXO/IbI, HCIIOJIL3yEMEIE B
3HaHUS B 00J1aCTH
A TMATHCCKOIO pa3IMYHBIX 00JaCTSIX MAaTeMATUKHI
AHATIH32, KOMILTEKCHOTO I OIIK-1.2. YMeeT npuMeHsITh MaTeMaTHYeCKue
(byHKIIHOHABHOTO METO/JIBI JJIsl PEIICHUS

aHaM3a anredpsl,

npodeccuoHaNbHBIX 3aa4
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aHATUTUYECKOU
TEOMETPHH,

mud dhepeHInanbHON
TEOMETPUHU U TOTIOJIOTHH,
mddepeHInaTbHBIX
YpaBHEHU, TUCKPETHOMN
MaTEMaTHKH H
MaTeMaTUYECKOM JIOTHUKH,
TEOPUHU BEPOATHOCTEM,
MaTeMaTU4YeCKOM
CTaTHCTUKH U CITy4alHBIX
MIPOIIECCOB, YHCICHHBIX
METOJIOB, TEOPETUUECKON

OIIK-1.3.

MMeeT mpakTUYECKUi OIBIT
pa3pabOTKH U peann3arus
MaTeMaTUYECKUX MOJEJIEHN B
npodecCuoHaNBHOM e TeIbHOCTH

MECXaHUKH B

podeCCHOHATTEHOM

JACATCIIBHOCTHU

IIK-1. Cnocoben IK-1.1. O6maaer 6a30BEIMU 3HAHUSIMU,

bopmynupoBaTh MOJIy4eHHBIMU B 00JIaCTH

3aJa49u C MaTeMaTHYECKUX HaYK,

MaTeMaTHYeCKOM IPOrpaMMUPOBAHUS U

TOYHOCTBIO, MHGOPMANMOHHBIX TEXHOJIOTHH

000CHOBBIBATh [K-1.2. YMeeT HaxoIuTh, GOPMYyITUPOBATH U

YTBEPXKICHHS CTPOTO U pemarh CTaHIapTHBIC 337a4H B

aHaJIM3UPOBATh COOCTBEHHOM Hay4YHO-

MOJTyYCHHBIC HCCIIEIOBATEIIBCKON AEATEIBHOCTH B

pe3yibTaThl B 00JIaCTH MaTeMaTHKe U HH(pOpMaTHUKe

MaTeMaTUKU U IK-1.3. HmeeTt onbIT paboTHI € 3a7a4aMu B

KOMITbIOTEPHBIX HayK 00J1aCTH MaTEMAaTUKH U
KOMIIBIOTEPHBIX HAyK, BKIIIOYAs
PUMEHEHHE MaTeMaTHYECKIX
METO/OB JJISl PEIIEHUs IPAKTUUYECKUX
3amaq

[K-2. Cnoco0OeH permiathb [K-2.1. 3HaeT OCHOBHBIE MPUHITUITBI

TUTIOBBIE 3a]1a41 WH(POPMALIMOHHON 1

npodeccuoHaIbHON oubnnorpaduyeckoit KyabTyphl, a

NeSITeTHHOCTH B TaKXXe MMpaBHiia U CTAHIAPTHI

o0actH pa3paboTKH, MH(POPMALIMOHHOM 6€30MacCHOCTH

ONMpAasCh HA [K-2.2. YMmeeT 3pPpeKTUBHO UCTIOIB30BATh

UH(POPMALIMOHHYIO U UH(pOPMAaIMOHHO-

O6ubauorpaduueckyro KOMMYHHKAI[IOHHbIE TEXHOJIOTHH JIJIs

KYJIBTYpPY, UCIIOB3YS peleHHs] CTaHIapTHBIX 3a/1a4

MH(OPMaLMOHHO- npodeccuoHanbHOMN NeSTENHOCTH C

KOMMYHHKAIIHOHHbIE y4eToM TpeOOBaHUI

TEXHOJIOTHUH U MHGOPMAIMOHHON 0€30MaCHOCTH

YYUTBIBAsi OCHOBHBIE [K-2.3. HmeeTt npakTUYEeCKU OTBIT pabOTHI €

TpeOOBaHUS
UH(POPMALIMOHHOM
0e30MacHOCTH

HH(OPMAIMOHHBIMHU peCcypcamMu H
WHCTPYMEHTAMH B paMKax CBOeH
PO eCCHOHAIBHON JIEATENHPHOCTH B
obnactu pa3paboTku, coOnroaas
TpeOoBaHUS NHPOPMAITUOHHOM
0e30macHOCTH
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMHYecKHe Yachl
n HaumenoBanue Ounas ¢popma
pasaesia JUCHHUILIHHBI AyautopHas padora TUK ¥
(Monysst) Texuun CemHHapbI CamocTto (TekyliMii KOHTPOJIb
Konrtpoas | sTeanHa ycIIeBaeMoCTH)
(mpakTHYecKue
s1 paboTta
3aHATHS)
1 OcHOBBI 6€30ITaCHOCTH 6 6 26 Jlomarravie 3amanust
KOPIIOpaTUBHOM
HHPPACTPYKTYPHI
2 Bpenonocunoe 6 6 26 Jlomamaue 3ananus
MPOTrpaMMHOE
obecrnieueHue
3 Kpunrorpaduyeckast 6 6 26 Jomarnrnue 3ananus
3ammuTa nHOOpMaIus
4 MeTomp! 3alIUThI 6 6 1 24 Jlomaravie 3amanust
nH(pOpMaITUU AynuropHas pabora
5 Aynut 6€301acHOCTH 6 6 1 24 Jlomamaue 3amanus
WH(POPMAIMOHHBIX KonnoxBuym
cUCTEM
3auem ¢ oueHKoIl 2
Hmozo: 30 30 4 126
Obvem oucuunaunsl (Mooyis) 190
(6 ax. u.)
Obvem oucyuniunsl (Mooynsn) 5
(6 3au. eo.)
4. CopepxaHue TMCUUILTHHBI (MO1YJIs)
Nen/m HaumenoBanue pa3zjeJia Coaep:xanue TUCHUILNIMHBI (MOAYJIS) IO TeMaM
AUCIHUNJIMHBI (MOYJIs1)
1 OcHOBBI 0€30IaCHOCTH Anmvunuctpupoanue OC: Windows, Linux. Cetu niepeaayn JaHHBIX.

KOPIIOPATUBHOM Mogens OSI. BupTtyanu3zanus 1 KOHTEHHEPHI
UHPPACTPYKTYPHI
2 BpenonocHoe nmporpaMmHoe Krnaccudukarus BpeoHOCHOTO MPOTrPaMMHOTO 00€CIICUCHHSI.
o0ecrieueHue ConmanbHas HHXEHEpUS U QUIIMHT. AHAIU3 BPEIOHOCHBIX MPOrpamMM
(peBepc-MHXKMHUPHHT).
3 Kpunrorpadudeckas 3ammra OCHOBBI KpUNTOrpadUUECKON 3aIUTH HHPOPMANUU. YTIpaBlieHHEe
UHpOpMALHS JOCTYNOM: UAEHTH(UKALMS, ayTeHTU(DHUKALNSA, aBTOPU3ALIHSL.
VYnpasnenue kimouamu 1 PKI
4 Mertobl 3amUTH HHPOPMAIHN Knaccudukanms nporpaMMHBIX CPEICTB 3aIIUTHl HHPOPMAIIUH.
MOHUTOPHUHT U pearupoBaHue Ha HHIUIEHTHI (1rdpoBas
KPUMUHAJIMCTHKA). PUCK-OpHeHTHPOBaHHBIM MOAXO0/ IPH TOCTPOSHUN
cucteMsl 3amuThl. [IanupoBanne pUHAHCOBBIX PECYPCOB.
5 Aymut 6e30macHOCTH HopmarusHble ocHOBBI 3a1uThl nHGopManuu B PO. Moaens yrpos u

WHQOPMAIMOHHBIX CHCTEM

3nmoyMbIlUIeHHUKA. TecTupoBaHie Ha MPOHUKHOBEHUE - METOOIOTHS
Y IPOTrpaMMHBII HHCTpyMeHTapHil. be3onacHOCTh MpuiioKeHui
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VHuBepcuTeT  pacnojaraeT IOJHBIM  HAOOpPOM  JIMIEH3HOHHOTO U CBOOOAHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMOIMOTEYHOH  CHUCTeME W 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYII K COBPEMEHHBIM NMpo(ecCHOHANbBHBIM 0a3am
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Poguue, 0. A. MHudopmamumonnas Oe3omacHOCTh. HalmoHalbHBIE CTaHAAPTHI
Poccwuiickoit @enepanum : yuebroe mocobue / 0. A. Poguues. - 3-¢ uzn. - Cankr-IletepOypr :
[Tutep, 2023. - 384 c. - (Cepust «YueOHuUK 11t By30B»). - ISBN 978-5-4461-2112-0. - Tekcr :
anexkTpoHHbIi. - URL: https://znanium.com/catalog/product/2123368.

2. CkabuoB, H. Aymur Oe3onmacHOCTH WH(POPMAIMOHHBIX CHCTEM : TIPAKTHYECKOE
pykoBozactBo / H. Ckabuos. - Cankr-IlerepOypr : ITutep, 2018. - 272 c. - (Cepus «bubnuoreka
nporpammuctay). - ISBN 978-5-4461-0662-2. - Tekcr : osnexrponnbri. - URL:
https://znanium.com/catalog/product/1760857.

3. Hlanprun, B. ®. 3anmra nHGOpMaIy B KOMIBIOTEPHBIX CUCTEMaX M CETSX : ydeOHOe
nocooue / B. ®@. lllanbrus. - 2-¢ usn. - Mocksa : JIMK Ilpecc, 2023. - 594 ¢. - ISBN 978-5-89818-
506-0. - Tekcr : anexTponnsiit. - URL: https://znanium.com/catalog/product/2107178.

4. Cxusipo, JI. B. HckyccTBO 3ammThl W B3joMa WHGOpPMAIMUA : TPAKTHYECKOE
pykoBojctio / 1. B. CxnsipoB. - Cankr-Ilerepoypr : BXB-Ilerepoypr, 2004. - 289 c. - ISBN 5-
94157-331-6. - Tekcer : anexkrponnsiit. - URL: https://znanium.ru/catalog/product/1856816.

5. 3enkoB, A. B. Mudopmanmonnas 6e30MacHOCTh U 3alIUTa HH(DOpMALIUY : YIeOHUK IS
By30B / A. B. 3enkoB. — 2-e u3g., nmepepad. u mon. — Mocksa : U3narensctBo FOpaiit, 2025. —
107 c¢. — (Beicuiee obpaszoBanue). — ISBN 978-5-534-16388-9. — TekcT : 31eKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

6. CyBopoBa, I'. M. MHpopmarronHast Ge3omacHOCTh : y4eOHUK ais By30oB / I'. M.
CyBopoBa. — 2-e u3[., nepepad. u gon. — Mocksa : M3marensctBo FOpaiit, 2025. — 277 ¢. —
(Beiciee o6pazoBanme). — ISBN 978-5-534-16450-3. — Tekct : »2neKTpOHHBIH //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567672.

Jononnumensnan numepamypa:

7. Kosbips, H. C. AHanu3 u olleHKa puCKOB MH(OPMAIIMOHHON 0€30MacHOCTH @ y4eOHUK
st By3oB / H. C. Kosbipp, B. H. XanuzeB. — Mocksa : U3natensctBo HOpaiit, 2025. — 154 c.
— (Boicmiee obOpazoBanue). — ISBN 978-5-534-17866-1. — Tekct : 21IeKTpOHHBIA //
OopazoBarenbHas miardopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/581502.

8. Koseips, H. C. Ouenka puckoB U ayJUT HHPOPMALMOHHOM 0€3011aCHOCTH : y4eOHUK JUIs
By30B / H. C. Ko3sips, B. H. XanuzeB. — Mocksa : U3narensctBo FOpaiit, 2025. — 186 c. —
(Beiciee oOpazoBanme). — ISBN 978-5-534-17864-7. — Tekct : 31IeKTpOHHBIA //
OopazoBarenpHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/581501.

6. MartepuajbHO-TeXHHYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MPOTHBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00ecreunBarolIeii MpoBeIeHUE BCeX
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BUJIOB JUCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHOW MOATOTOBKU, MPAKTHUYECKOH M HAay4YHO-
UCCIIEIOBATEIbCKON PaboT 00yJaromuxcs, IPeayCMOTPEHHBIX YU€OHBIM IIJIAaHOM.

[TomereHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIe ayIUTOPUH [Tl POBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WHAUBUAYaAIbHBIX KOHCYJIbTAIIMMA, TEKYIIETr0 KOHTPOJIS U MPOMEKYTOYHON aTTeCTalluu, a TaKxKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenienrs yKOMITJIEKTOBaHbI CHEIIMATU3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yuenne qUCUUTUTMHBI (MOZYIA) 00ECTIeYMBAETCS B YIEOHBIX ayIUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYEeCKHUMH KaJbKYJISTOpaMHu;

— CIEUHMaTU3UPOBAHHBIM 000PYI0BaHHEM, BKIIIOUasl JEMOHCTPAallMOHHOE 000pyI0BaHHUE.

[TomerieHust 4711 CaMOCTOSATENBHOM pabOTH 00y4YarOIINXCsl, B TOM YUCIIE IPUCTIOCOOTICHHBIE
JUISL MCTIONb30BaHMs MHBAIUIAMH M JIMIAMU C OTPAHUYEHHBIMU BO3MOXHOCTSMH 3J0POBBSI,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
ofOecriedyeHHEeM  JIOCTyla B  JJEKTPOHHYIO  HH(OPMAalMOHHO-00pa30oBaTeNbHYIO  Cpely
YHuBepcurera.

OOyyaromMMcst TPEIOCTaBIAETCA MAOCTYN (B TOM 4YHCIE YIOAlICHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
Yuclie JJIEKTPOHHBIM OMOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX 1 HH()OPMAIIMOHHBIM CITPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Ccblika
(u31aHusL, Kypca, IOKYMEeHTA)
1. | Hayunas snextponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OoubIMoTeKa
2. Basa gausbix mus | T-cienuanucTos https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbubiii mopran «Poccuiickoe oopazosanue” | https://www.edu.ru/

6. WNudopmarmonnas cucrema "Enunoe okHo noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAIIUMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr WH(OPMAIIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa3zoBaTeNbHOIO MpoIiecca Mo AUCIUTUINHE (MOIYJI0), B TOM YUCIIE KOMIUIEKT JUIIEH3MOHHOTO
IpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000HO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe cBOOOJIHO pacnpocTpaHsieMoe

Od¢ucHble NpUIOKEHNS:
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0exKHOoe cBOOOJHO pacIpOCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IporpammHoe o0ecneveHne IJisl IVIAHUPOBAHUSI U YYeTa BPeMEHH:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucTeMbl YHpaBJeHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pe3eppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencrBa aHTUBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mist 6usaeca OTE€YECTBEHHOE | JUIIEH3HOHHOE

Crampmaprasii Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeMOe
Cucrtembl ynpapjeHusi 0ndanorpaguyeckoii HHGpopManueii:

Zotero | 3apyOexHoe | cBOOOHO pacnpocTpaHsieMoe
CepBHuCHI U CJIYKObI:

Bind 3apy0exKHOe CcBOOOJHO pacIpOCTPAHIEMOE
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpornecce mszyuenus aucuuruinHbel (Moayns) «udopmarnmonnas 6e3omacHOCTh 1» B
paMKax TEKYIIEro KOHTPOJS YCIEeBAaeMOCTH HCIIONB3YIOTCA TaKue BUIBI Y4eOHOH paboThl, Kak
JICKOUK, CCEMHUHApPBI, KOJUIOKBUYM, JOOMAIIHUC 3aJaHu, a TaKXKC Pa3JIM4YHbIC BHJbL
CaMOCTOSITENIbHOM pPa0OThl O0YYarOIIMUXCS MO 3aJaHUI0 MPErNojaBaTelis, HalpaBICHHBIE Ha
PasBUTHUC HAaBBIKOB HpO(l)GCCHOHaHBHOfI JICKCUKH, 3aKpCIICHUEC MPAKTHUYICCKUX
npoecCHOHANBHBIX KOMIETSHIIUN, TOOIIPEHNUE HHULIUATHB.

Jlekyusi — cUCTEMAaTHYeCKOe, IMOCIEA0BaTEIbHOE, MOHOJOTHYECKOE M3JIOKEHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KJIFOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI WM MAaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HATH OTBETHl B PEKOMEH0BaHHON nuTeparype. Eciu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT chopMyiIupoBaTh BONPOC W 3a7aTh €ro
IPEMo/IaBaTes0 Ha KOHCYJIBTAI[MH WX BO BPEMsI CEMUHAPCKOTO (IIPAaKTHYECKOT0) 3aHATHSL.

Cemunap — 310 (hopma yueOHOH NesATEeTLHOCTH, MPOBOAMMAS B YI4eOHOM 3aBEICHUH TI0]T
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PYKOBOJCTBOM IIpenojaBaTess, I/€ CTYIAEHTbl aKTUBHO Y4YacTBYIOT B OOCYXAEHUSX,
NPaKTUYECKHX 3a/IaHUSAX U IPYTUX (popMax B3aMMOACHCTBHSL.

Jlig ycriemHoW NOArOTOBKH K CEMUHApPY PEKOMEHAYETCS 3apaHee O3HAKOMUTHCA C TEMOHI
3aHATHSL U OCHOBHBIMU MaTepuajaMH, 4yTOObl MMETh BO3MOYKHOCTh AKTHMBHO Y4acTBOBaTh B
oOcyxnenun. Taxke MOJe3HO MOATOTOBUTH BOIPOCHI U MJIEH AJI OOCYKIECHHUS, YTO MOMOXKET
I1y0’Ke IIOHATh MaTepUal U NMPOJIEMOHCTPUPOBATh 3aUHTEPECOBAHHOCTD.

AyoumopHasa paboma — akTUBHas paboTa CTy/IEHTa HA CEMUHApPE, €r0 OTBETHI Ha BOIIPOCHI
MPEnoiaBaTesisi U y4acTUe B IUCKYCCHUH.

JUi1st yCTIeTHOTO y4acTusl B CEMHHAPE CTYICHTAM PEKOMEH/IYeTCsl 3apaHee 03HAKOMHTBCS C TeMON
00CYyXICHUSI, TPOYUTATH HEOOXOAUMBIC MaTEPHANbI M TOrOTOBUTH BOIPOCHL. Ba)KHO aKTHBHO CITylIaTh U
BOBJICKAThCS B JUCKYCCHIO, BHICKA3bIBas CBOM MHCHUS U apryMeHTUpys uX. [Ipu OTBeTax Ha BOMPOCHI
IPETO/IaBaTelisi CTOUT OBITh YBEPEHHBIM, YSTKHM U JIOTHYHBIM, OMUPAsICh Ha H3yIEeHHBIN MaTepual. Takke
TOJIC3HO TIOJICP)KUBATH TUAJIOT C OJHOKYPCHHUKAMH, YTOOBI 000raTUTh 0OCYK/ICHUE U PACIIUPUTH CBOU
3HAHUSL

KOJZ]ZOKSZ/[)/M — YCTHBIC OTBCTHI Ha BOIIPOCHI, CIMCOK KOTOPBIX M3BECTCH CTYJICHTY 3apaHCc.

B nmponecce MmoArOTOBKU K KOJUIOKBUYMY H606XO,Z[I/IMO IMpOaHAJIU3UPOBATH y‘le6HHe
MaTcpHralibl, O3HAKOMUBIINCH C JICKLIUAMU, y‘IC6HI/IKaMI/I n JONOJHUTCIBHBIMKU HMCTOYHHMKaMMH,
AKICHTHUPYSA BHUMAHUC HA KIHOYCBBIX TEMax. PCKOMGH,I[yeTCH CO34aTb CTPYKTYPUPOBAHHLIC
KOHCIICKTBI, BBLACIAA OCHOBHBIC UJICHU, TCPMUHBI 1 d)OpMy.HI)I.

Jlomawnee 3a0anue — B popme 1ad60paTOPHBIX padbOT IO TEMaM HECIIH.

B xoxe naboparopHoii paboTHI CTYJEHTHI TPOBOIAT aHAIN3, pa3pabOTKy MM TECTUPOBAHUE
NpOrpaMMHOTO KOJa, M3YYEeHHOro B paMkax Kypca. [Ipu paGore Hax IOMallHUMHU 3aJaHUSMH
B2)XHO BHUMATEJILHO O3HAKOMUTHCS C TPEOOBAaHUAMHU M CPOKAMH BBHINOIHEHUS. PekomeHmyercs
pa3OuBaTh 3aaHusl Ha ATalbl, 4TOOBl M30EXKaTh MEPErpy3Kd M JIydllle YCBOUTh MaTepHal.
Hcronp30BaTh pa3inyHble HCTOYHUKY HH(POPMAIINH, BKII0Yas YI€OHHKHU U OHJIAH-PECYPCHI, IS
Oouiee riryOOKOr0 MOHUMAHUS TEMBI.

Camocmosmenvruas paboma — padoTa CTYJEHTOB, HAIpaBleHHAas Ha YINIyOJEHHOE
M3YYEHHE OTJIENbHBIX TEM M BOIPOCOB YUYEOHON AUCIMILITUHBI (MOTYIs).

B miporiecce caMocTosITeNbHOM PabOThI CTYIEHTHI B3aUMOCHCTBYIOT C PEKOMEHJOBAaHHBIMHU
MaTepuaiaMy Mpu MUHUMAIILHOM yYacTHH MpenoiaBaTes. 3a1auu CTyJeHTa BKIIOYA0T padoTy
C KOHCTIIEKTaMH JIEKIIi (00paboTKa TeKCTa), MOBTOPHOE U3yUeHNE YUeOHBIX MaTEPHUATIOB, TUTAHOB
U TE3UCOB OTBETOB, U3YyU€HHUE JOMOIHUTEIBHBIX TEM, BHIMOTHEHHE YU4eOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00y4YeHHS IO JUCHHUIIHHE (MOAYJIIO)

Kpurepun nosy4yeHusi ypoBHSl ¥ OLleHHBAHUS c()OPMHUPOBAHHOCTH KOMIIETEHIMI 110
aucouuinae (Moayo) «Mudopmannonnas 6esonacHocts 1»

OueHuBaHue ypoBHS Y4€OHBIX JOCTH)KEHUH, OOy4arolmMXcs MO JUCIUIUIMHE (MOIYIIO),
OCYILIECTBIISIETCS B BUAE TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH U ITPOMEXYTOYHOHN aTTECTalUH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIMHE (MOIYJIIO) OCYIIECTBIsETCS B ¢dopme
3auema ¢ OWeHKOU, TIPU DTOM TIPOBOJHUTCS OIICHKA KOMIETEHIWH, CHOPMUPOBAHHBIX II0
JUCHUITIINHE. 21.]'[5[ OLCHUBAHWA TCEKYIIETO KOHTPOJIA YCICBAEMOCTHU H HpOM@)KyTO‘-IHOﬁ
aTTEeCTAllMA WCTONB3YeTCsl NECSITHOAIUIbHAS IIIKaJlia OIEHUBAHHS, KOTOpas COOTHOCHTCS C
TPaAUIIMOHHOHN MATHOAIITFHON ITKAJION CIIEAYIOIINM 00pa30M, eCIi HHOE He YKa3aHo B cuiliadyce
JUCITUTITAHBL
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

10

OTiInyHO

3auTeHo

9

OTiInyHO

3auTeHo

8

OT1anaHO

3aureHo

CTyZIeHT MOJIHOCTBIO BJaaeeT 3HAHUSAMH,
W3J0KEHHBIMH B paloueil mporpamme, u
rTyOOKO — OCMBICTISIET On
JIOTUYECKH

JUCIIUTUTHAHY.
CaMOCTOSITEIIBHO "
MOCJIEIOBATEIHHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTUPYs BHMMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETHU3UPOBATh W CHCTEMATH3HPOBAThH
W3YYEHHbIH MaTepual, BBIICISS KIFOUCBBIC
MOMEHTBI W  YCTAQHABIWBAas MPUYNHHO-
ClleICTBEHHbIC CBsi3H. YeTko (opmymupyer
YBEPEHHO HHTEPIPETUPYET

AaHAJIU30B IpYyrux
UCCIIC/IOBAHUM, & TaKXKe pEIIaeT CIOKHBIC

C

OTBETHI,
pe3yJIbTaThl u

3agaud. CTyIEHT XOpOIIO 3HAKOM
METOJaMH HCCIIEIOBAHUSA, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) C TPAaKTHYECKUMHU

3aJadyaMu.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa

MOYTH B TIOJHOM o0beMe pabodeid

MPOrPaMMBbI U CAMOCTOSTEIILHO, JIOTHYSCKH
MOCJIC0BATEIILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HauOoJiee 3HaYMMbIX MOMeHTaX. OH ymeer
aHAITU3UPOBATH, CPaBHUBATH,
KJIACCU(UIIMPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3MPOBATH
BBIJIENSIS €70

W3y4YeHHBIH  MaTepuad,

KIIIOYCBBIC ACIICKTHI n yCTaHaBJIMBast

MPUYUHHO-CIIEJICTBEHHBIE CBSA3H.
@opMyIHpyeT CBOM OTBETHI, YBEPEHHO
MHTEPIPETUPYET pe3yibTaThl aHAIU30B H
JIIPYTHX MCCIENOBAaHUI, a TaKXKe pelacT
CJIOXHBIE CUTyallMOHHBIE 3a7auu. CTyIeHT
3HAKOM c

XOpOIIOo MEeTOoJAaMH

HCCICI0OBaHM, H606X0,Z[I/IMLIMI/I JUISL

HpaKTquCKOfI ACATCIIBHOCTH, W YMECT

CBA3bIBATb TCOPECTUICCKUC ACIICKThI

nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIe (hOpMyIUpoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIINOKH,
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)

Kacaloumecs CyTd BompocoB. CTyaeHT
CIIOCOOCH pelaTh TOJBKO CaMble MPOCTHIC
33744l M BaAeeT JHIIb MHUHUMAIbHBIM
HabOpPOM METOJIOB MCCIIC/IOBAHMSI.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
He cnaun He 3auTenO MHUHHAMYMOM 3HAHWUM 110 npeaMeTy M HE
1 He can He 3aureno | MOXET OTBETUTH Ha BONPOCHI, JAXE €CJIH

mnmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIIIIE BOTIPOCHI.

Juctuumumna (Monyib) «MHbopManonHas 0e30macHOCTh 1» OIIEHWUBACTCS CIEIYIOUIHM
o0OpazoM:

AKTHBHOCTH Bec |KoanuecTBO Onucanmue

Homamnee 3amanue | 40% 15 Habop 3axau no remam Henenu

Konnoksuym 25% 1 Y CTHBIE OTBETHI Ha BOIIPOCHI, CIIUCOK KOTOPBIX
W3BECTEH CTYJICHTY 3apaHee

AynuropHas 10% 1 AkTHBHas paboTa CTyJCHTa Ha 3aHATUU

paborta

3ayeT ¢ OLEHKOMI 25% 1 [TuceMeHHas win ycTHas paboTa HaJ 3a/I1aHUEM,
HAIPaBJICHHBIM HA TIPOBEPKY MOJYICHHBIX 3HAHUN U
HAaBBIKOB I10 JUCIUILIMHE (MOYJIIO)

®opmyJa pacuyéTa UTOrOBOM OLEHKH MO AUcCHUIVIUHE (Moay/w) «UHpopmanuoHHas
0esomacHocTh 1»: «0,4 X cpennee 3a nomamHue 3agaHus + 0,25 X komnokBuym + 0,1 X
aymuTopHas pabora + 0,25 X 3a4eT ¢ OIEHKOM».

Texkymmii KOHTPOJIb yCIIEBAEMOCTH 00y4AIOIIUXCS MO0 JUCHUILIHHE (MOAYJII0)
IIpumepHbIe TOMaLIHUeE 32IAHUS

Jomammnee 3axanne no reme «Ilociaencreust arak. O0Hapy:KeHue U yIaJIeHHE»

1. Ilpoananusupyiite peanbHbIi cydail kubeparaku (Harpumep, WannaCry unu NotPetya)
Y ONUIIUTE €€ NOCIEACTBUS ISl OPraHU3aLNN.

2. CocTaBbTe QJITOPUTM JICUCTBHI MO OOHAPYKCHHIO M yJalleHHto BpeaoHocHoro 1O Ha
KOMIIBIOTEPE.

3. Hccnenyiite coBpeMEHHBIE HHCTPYMEHTHI il OOHapyxeHus BperoHocHoro 10 u
c/ienaiTe CpaBHUTEIbHYIO TaOIMIlY UX BO3MOKHOCTEH.

4. OnuumTe OCHOBHBIE MPU3HAKH 3apaXeHUs cucTeMbl BpeoHOCHbIM [10.

5. PazpaOoraiiTe miuaH BOCCTaHOBJIEHUS MH()OPMAIIMOHHOW CHUCTEMBI IOCIE YCHEIIHON
aTaku.

Jomammnee 3aganue no reme «MeToabl COHATBLHON HHKEHEPUH»

1. IloaroToBsTe AOKIAA O TATH HaWOoOJIee PACHPOCTPAHEHHBIX METOJaX COIHMATBHON
WHXEHEPUU C IPUMEPAMH.

2. CocraBpTe clieHapuil (DUITMHTOBOTO TNHCHMa W OOBSCHHTE, KaK pAaCIO3HATh €ro
IIPU3HAKH.

3. Ipoananu3upyiiTe peasbHbIe CIydan YCHEIIHBIX aTaK ¢ MCIIOJIb30BAaHHEM COIMAIBHON
WH)KEHEPUH U BBIJICTIUTE OMIMOKHU KEPTB.

4. Pa3paboraiiTe peKOMEeHAALNHU AJIsl COTPYAHHUKOB I10 MPEIOTBPALLIEHUIO aTaK COL[HAIbHOM
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WH)KEHEPHUH.
5. IlpoBenuTe pOIEBYIO UTPY: OJUH CTYIEHT BBICTYIIAET B POJIM 37I0yYMBIIUICHHUKA, PYron
— MOTEHIHAJIbHOM JKEPTBbI, U IPOAHAIU3UPYHTE PE3yIbTATHI.

Jlomamnee 3axanue

YTo ucnonb3syem

Java Spring

Spring Security

Keycloak (¢ PostgreSQL DB)
Docker + Compose

YTto Hapo caenaTthb

1. PeanusoeaTe npoctoe BeG-npunoxeHve ¢ ucnons3osaHuwem Java Spring.
Tematvka — Ha Balww Brkyc. TpeboBaHMIA K KOHTEHTY, xpaHeHuo B B[l u T.4. HeT.
Yro AomkHo BbiTh

a. [naeHas cTpaHvua (NeHauHr), AocTynHeIW Bes asTopusauyun Bcem (a-ns y
HaC KNaccHblil CepBUC, PETUCTPUPYINTECE)

b. Crpanuua peructpauwn u norvHa (MoxHo GpaTte CTaHAAPTHYIO M3
Keycloak, moxete cBolo Kpacweyo chopmy AnA Hee caenatk)

c. Crpanuua, koTopas AocTynHa niobomy 3apermcTpupoBaHHOMY
nonL3oBaTenta (a-nAa NWYHLIA KaBWHEeT, JaHHBIE KAKWEe-TO MO KNWEHTY W
T.A.)

d. CrpaHuua, koTopan fgonxHa GbiTe AOCTYNHA TONBKO aAMUHUCTPATOPY
(a-ns Kakaa-To agMuHKa)

2. MogkniovnTe Spring Security 1 nogpyxute ato ¢ Keycloak, Hactpoute
aBTOPU3ALMIO W ayTeHTUgKUKaLWIO, HACTPOWTE ponKn “user” U “admin”

3. 3anakoeaTb npunoxeHue B docker compose. MNaeHoe TpebosaHwe — npw
npoBepke [omkHo BeiTk goctaTtodHo caenate docker compose up M Bee JOMKHO
pabotate

4, TMokaaaTb KNUEHTCKWA NYTh W NPOAEMOHCTPUPOBATE CO CKPUHLWOTaMK B

README pervctpauuwio, Bxof, HasHaveHuwe emy B Keycloak ponu

agMUHWCTpaTopa (W Kak MeHseTcA Beb-NpunoxeHne Npu aTom OeRCTBMW ONA

Hero)

B pawem npunoxeHnn aonkHa GeiTe HacTpoeHa aawmura ot CSRF

B pawem npunomeHnn aonuHel Geite HacTpoeHsl CORS Policy

Cpenaitte Tak, 4Tobbl B BaWe NPpUNOXKEHWe MOXKHO BEINO NnonagaTk TONLKO Yepes

NGINX. PekomeHayio Aenate no DNS aanueam Tak: «example.com» — sawe

npunoxeHne, a «api.example.com» — sawe APl gna Hero. obaeuTe Takne

sanuMcK npu otcyTeTeun DNS cepeepa moxHo Yepes /etc/hosts B UNIX-like
cucTemax

8. Hactpoite Ha NGINX Bazoeesiil MTLS. Beinyctute ceoi CA Ons KNWEHTOB K
HACTpOWTE ero Tak, 4Tobkl ecnu K Bam obpawanuce bes cepticukara, To
nonyyanu 6l ownbky 403 (paboTalo Wi Nnpumep -
https://smallstep.com/hello-mtls/doc/server/nginx)

9. lpw noMoLwM NepemMeHHon 5551 client = dn oTpasute B NGINX norax
log format DN ceptudmkara.

10. BeinycTUTE KNMEHTCKWA cepTndukaT, yeTaHoBUTE B cucTemy CA OnA OoBepua K
KNWEeHTCKWIA cepTrudmkart. NpogeMoHCTpupyiTe, 410 npu paboTte ¢ bpay3epom He
BO3HMKaeT owmbok camonognucanHoro ceptndmkara. MNpoeepbTe, YTO B NOMKM
NGINX nonana 3anuck O BalWKMX NOXOMOSHWAX

Noom
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Kak npenocTaBuTb pe3ynsTaThl

o PenoawTtopuid ¢ KoaoM cepeuca Ha Git
o B penoautopun OBA3ATENBHO ponmeH bbiTe ot4eT. B otyete OBA3ATENBHO
OOMKHBI BbiTe KAPTHUHKW C EMOHCTPaLMENR (DYHKUWOHANBHOCTH

HpI/IMepHLIe BOIIPOCHI JIA IIOATOTOBKH K CEMUHapam

Bonpocekl k cemunapy mo reme «OCHOBBI 0€30IIACHOCTH KOPIOPATUBHOM

HHPPACTPYKTYPHI»
1. Kakue OCHOBHBIE MOJEIM KOHTPOJSA JOCTyNa CYIIECTBYIOT M B YeM HUX OTIMYUSA

(mannpumep, DAC, MAC, RBAC)?

2. Kakue mertompl ayTeHTH(HMKAIWU W aBTOPHU3ALUM TNPHUMEHSIOTCA Uil 00ecredeHus
KOHTpOJISL tocTyna?

3. KakoBbI OCHOBHBIE 33/1a41 M METO/Ibl MOHUTOPUHTA JAHHBIX B KOPIIOPATUBHOM ceTH?

4. Kakye  WMHCTPYMEHTHI W  TEXHOJOTMM  WCIONB3YIOTCS Uil OOHapy>KeHHs
HECaHKIMOHMPOBAHHOTO JJO0CTyna?

5. KakoBbl OCHOBHBIC TPHHLMIIBI OCTPOCHUS MOJUTUKU KOHTPOJIS JOCTyNma U
MOHHUTOPHHTA JUTSI 3alUTHI HH(pOpMAIn?

Bonpocsl k cemunapy no reme «MerToabl 321U THI HHPOPMALMH
Kaxkwue sransl BkItouaeT B ce0s mpoliece MpoBeICHUs TECTUPOBAHUS HA TPOHUKHOBEHHUE?
B yem paznuna mexay 0eiabiM, CepbIM U YEPHBIM MIEHTECTUHTOM?
Kakue nHCTpyMEHTBI U TEXHUKU UCTIONB3YIOTCS JJIsl CKAHUPOBAHUS YSI3BUMOCTEH ?
Kaxk mpoBonutes skcruryaTanus ysi3BUMOCTEM U KaKHE PUCKH IPU 3TOM BO3HUKAIOT?
5. Kakue TpeOoBaHHS TPEABSBISAIOTCS K OTUYETHOCTH W PEKOMCHIAIUSAM II0 HTOTaM
MeHTecTuHra’?

NS

Bonpocsl k cemuHapy no teme «BpegonocHoe nporpaMmMHoe odecredeHue)

1. Kakue Tuns! GUIIMHIOBBIX aTaK CYIIECTBYIOT U KaK OHU OTJIMYArOTCA?

2. Kakue nmpu3HaKy MO3BOJISIIOT PACMIO3HATH (PUIMHTOBOE TTMCHMO MJIH BeO-CalT?

3. Kakue mncuxonoruyeckue NpUEMBbl HCIOIB3YIOT 3JOYMBIIIJIEHHUKH B (DUIIMHTOBBIX
aTakax?

4. Kakue TeXHUUECKUE U OPraHU3aLMOHHBIE MEPBI TOMOTAIOT 3alIUTUTHCS OT (PUIIUHTa?

5. KakoBBl OCHOBHBIE JTallbl PACCIEIOBAHUS WHIMIEHTA, CBA3aHHOTO C (DUIIMHTOBOM
aTakou?

IIpumepHBbIe BOPOCHI I KOJUIOKBUYMA

KoninoxkBuym no teme «BpenonocHoe nporpaMMHoe odecriedeHue»

1. Ilepeunciaure W KpaTKO OXapaKTEPU3yWTe€ OCHOBHBIE BUJABl BPEJOHOCHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

2. OnummuTe pacrpocTpaHEHHBIE METOIBI 3aPAKEHHUS KOMIIBIOTEPOB BpetoHOCHBIM [10.

3. IIpoananuzupyiiTe mociaencTBUs aTaku THIIAa ransomware Jiisi OpraHu3aluu.

4. Kakue nmpu3Haky yKa3bIBalOT Ha 3apa)K€HHE CUCTEMBI BUPYCOM?

5. OnumuTe OCHOBHBIE 3Tallbl Ipoliecca OOHApYXKEHHS M yHaleHHs BPEJOHOCHBIX
IIporpamm.

6. Kakue cymecTByroT METO/IbI 3aIIUTHI OT BUPYCOB HA YPOBHE IOJIb30BATENs?

7. Pacckaxure o ponu antuBupycHoro I1O u ero oCHOBHBIX (PYHKIIHSX.

8. IlpuBenute nmpumep peabHON aTaku ¢ UCIOIb30BaHKUEM BpetoHocHoro [10 u onumuTe
€€ IOCIIEACTBU.

9. OObsacHUTE, Kak paboTaeT IBPUCTUUECKUN aHATIM3 B AaHTUBUPYCHBIX MPOTrpaMMax.

10. PazpaboraiiTe anroput™M AEHCTBHI TpPW IOJO3PEHUH Ha 3apakKeHHE KOMIBIOTEpa
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BpenoHocHbIM [10.

KosnoxkBuym no reme « Kpunrorpapuueckasi 3amura nHpopManus»

1. OOmbsacHUTE pa3HULY MEX]y CAMMETPUUYHBIM U AaCUMMETPUUYHBIM IIH(POBAHUEM.

2. HazoBuTe M KpaTKO OXapakTEpU3yHTE€ OCHOBHBIC aJITOPUTMBI CHMMETPHYHOTO
muGpoBaHUsL.

3. Pacckaxwure o npuHIunax padotsl anroputma RSA.

4. Yro Takoe nudppoBas NOANHUCH U KaK OHA 00eCIIeYNBAEeT 1eJIOCTHOCTh U AyTEHTUYHOCTh
TAHHBIX?

5. Omnumure mnpouecc ayTeHTU(UKALUMU  TOJb30BaTesed € HCIOJIb30BaHUEM
KPUNTOTpagpUueCcKX METOI0B.

6. Kakue cyniecTByroT METO/Ibl YIIPABICHHS KpUITOIpaQUUECKUMH KIIFoUaMu?

7. IlpuBemute mnpumep mnpuMeHeHHs LHU(GPOBBIX cepTU(UKATOB B HH(PpacTpykType
OoTKpBITHIX Kitoueit (PKI).

8. OObsacHUTE, KaK padOTaeT aIrOpUTM XEIIMPOBAHUS U €r0 PoJib B MH(OPMAIIMOHHOMN
0e30MacHOCTH.

9. OnwummuTe yrpo3bl, CBA3aHHBIEC C HEMTPABUIBHBIM YIIPABICHUEM KITIOUAMH.

10. Pa3zpaOoraiite cxemy oOMeHa 3amM(QpPOBAHHBIMU COOOIIEHUSMU MEXAY JBYMS
MOJIb30BATEISIMU C HCITOJIb30BaHHEM aCHMMETPUYHOTO IH(PPOBAHHUS.

KonnokBuym no teme «TectupoBaHue Ha IPOHMKHOBEHHE U aAyAUT 0€30IIaCHOCTH

1. OnummTe OCHOBHBIE 3TAIIbI IPOBEACHUS TECTUPOBAHUS HA IPOHUKHOBEHUE.

2. B 4em paznuuus MEXy BHEIIHUM U BHYTPEHHUM IEHTECTUHIOM?

3. Kakme MHCTpYMEHTBHI HCIOJB3YIOTCS JJIsi CKaHUpOBaHMsA ysi3zBuMoctei? IlpuBemure
IIPUMEPBHL.

4. Kak npoBoauTCs aHaJIU3 YA3BUMOCTEN U OLIEHKA UX KPUTUYHOCTU?

5. Pacckaxure 0 MeToAax KCIIyaTalluu yA3BUMOCTEH B paMKax IIEHTECTUHTA.

6. Kakue TpeOoBaHMS TPEABABISAIOTCS K OTYETY MO pe3yiabTaTaM TECTHPOBAHUS Ha
IIPOHUKHOBEHUE?

7. IlpuBenute npumepsl peKOMEHAALNN 10 YCTPAHEHUIO OOHAPYKEHHBIX YSI3BUMOCTEH.

8. Kak ofecrneunBaercsi COOTBETCTBUE TpeOOBAHUSAM CTaHIAPTOB OE30MaCHOCTH
(manpumep, ISO 27001) B xone aynura?

9. OnwumuTe pojb aBBTOMATU3UPOBAHHBIX U PYYHBIX METOJIOB B IEHTECTHHTE.

10. Pa3paboraiiTe TUTaH TIPOBEJCHUS ayAUTa OS30TACHOCTH ISl MAJIOW OpraHU3aIiy.

3apanus AJ151 MPOMEKYTOYHOM ATTECTAIMM MO JUCHUILIHHE (MOAYJII0)

Ne n/m 3ananue OTtBeT Komnerenunus
1 VYkaxkute MeTos1 aHanu3sa BpeaoHocuoro I10. Curnarypa /signature, VK-1
pattern
2 VKaXuTe CHHTE3 JaHHBIX O (PUIIUHIOBBIX aTakax. | CouuanbHas HHKeHepHs / IK-1
social engineering,
manipulation
3 VKaKUTE MPAKTHYECKUI OIIBIT C HHCTPYMEHTOM Wireshark / wireshark, VK-1
ayuTa. sniffer
4 YKaxuTe KOHIETIUIO IUCKPETHON MaTeMaTUKU B Moys / modulus, YK-2
mppPOBaHHUH. OCTAaTOK
5 VYkaxnuTe MpUMEHEHNE CTATUCTHKH B OLIEHKE BepositHocTs /probability, YK-2
PHUCKOB. likelihood
6 VYKaknuTe MpakTUIECKUH ONBIT MOJICITMPOBAHUS I'pad / graph, network OIIK-1
MHIIU/ICHTOB.
7 VYxkaxunre 0a30BbIii MAaTeMaTHYCCKHI armapart Jist Auroput™ / algorithm, [K-2
ITOPUTMOB N POBAHHUS. cipher
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8 VYkaxknTe yMEHUE IPUMEHSTD anmapar B PKI/pki, infrastructure IK-2
YIPaBJICHHH KITIOYaMH.

9 VKaKHTe OIBIT peaan3anun airopurma B DLP. Ounstp / filter, rule VK-1

10 VKa)XuTe OIBIT OLIEHKH KauyecTBa CETEBO IDS / ids, detector OIIK-1
3aIUTBHI.

11 VKaKHTe aJrOpUTM JIjIsi MOHUTOPHHTA SIEM /siem, system OIIK-1
MHIIUICHTOB.

12 Vkaxkute ymeHue pazpadateiBath nporpammy st | Ckpunr / script, exploit YK-1
TECTHPOBAHHSI MPOHUKHOBCHHSI.

13 YkaxuTe yMeHHE IPUMEHITH KOJ B Astomarusanusi / YK-1
pearupoBaHNM HA YTECUKU. automation, response

14 VYKaKUTE OTBIT BU3yaATH3AIMU YTPO3 B CHCTEME. Ham6opx / dashboard, IK-1

panel

15 VKaKHUTE OMBIT CUMYJISIIHA BOCCTAHOBJICHHS Bokam /backup, restore VK-1
JIAHHbIX.

16 YKkaxuTe METO]T MOJICIIMPOBAHUS YTPO3. Mogens / model, YK-2

framework

17 YkaxuTe yMeHHE IPUMEHSITh MOJIEITh B Crparerus /strategy, plan YK-2
[UIAHUPOBAHUH 3AIIUTBL

18 YKax)uTe yMCHHE MOJICITMPOBATH ayTUT Amnanus / analysis, OIlK-1
0€30IaCHOCTH. assessment

19 VKaKHTE OMBIT peaan3allii MOICIHN IS I1SO /iso, standard T1K-2
CTaH/IapTOB.

20 VKakuTe OTBIT pacyéra OroKeTa A1 Orenka / estimation, cost I1K-2

KOMIIIEKCHOM 3aIllUTHI.
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