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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouas mporpamma aucuuiuiiHbl (Moaynsi) «CeTeBble TEXHOJOTHHU» COCTABJICHA B
COOTBETCTBUHU € (eaepaibHbIM T'OCYJAapPCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICHIETO
oOpa3oBaHus — Maructparypa o cnenuansaoct 02.04.01 MaremaTika 1 KOMITBIOTEPHBIC HAYKH,
npoduns MammHHOe 00y4deHHe, yTBEpKACHHBIN MpuKa3oM MUHHCTEpCTBa HAYKH U BBICHIETO
obpa3zoBanus Poccuiickoit ®enepanuu Ne 810 ot 23.08.2017 roxa.

Uzyuenne aucuuminibl (Monayns) «CereBble TEXHOJOTHUW» SIBISETCS KIIIOUEBBIM JIJIS
obecrieuenus >ppexkTuBHON U Oe30macHoi paboThl MH(OPMAIIMOHHBIX CUCTEM B COBPEMEHHBIX
OpraHu3anusaX. JDTO TaKXkKe MO3BOJSET CIEeNUaIUCTaM aJalTHPOBATHCS K OBICTPO MEHSIOIIUMCS
TpeOOBaHUSAM M MHHOBAIIUAM B 00J1aCTH MH(POPMAITUOHHBIX TEXHOJIOTHH.

MecTto 1ucuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hacrosmas nucunuminnaa (MOAysb) BKIIOUYEHA B YU€OHBII TUIaH MO POrpaMMe MOATOTOBKU
maructparypsl 1o HamparieHuro 02.04.01 MaremaTnka W KOMIBIOTEpPHBIE HayKH, Mpodmib
MamuHHoe o0yyeHre ¥ BXOJUT B BapHATHUBHYIO 4acTh bioka 1, dopMupyeMyro ydyacTHUKaMU
00pa30BaTeNbHbIX OTHOIIEHNUH, KaK JUCIUIUIMHA 10 BEIOODY.

JuctummHa (MOTyITb) H3ydaeTcs Ha 2 Kypee B 4 cemecTpe, JOCTYITHA IS TPOXO0XKICHUS TIPU
YCIIOBUM YCIIEHIHOTO 3aBeplieHus AucuuIuinH (Moaynei) «Java Core (OCHOBBI pa3pabOTKu Ha
A3bIKe Java)», «KAITOPUTMBI U CTPYKTYPBI JaHHBIX. YacTb 2», «I[IpombliieHHas pa3paboTKa».

Hesab n3yyeHusi JTUCHUILUIMHBI (MOAYJI5): GOpMHUPOBaHUE 3HAHWN W HABBHIKOB B O0JIACTH
MPOEKTUPOBAHUSI, HACTPOHKM U obecriedeHus O€30MacHOCTH KOMIIBIOTEPHBIX CeTed is
3 PEeKTUBHON pabOTHI MPUIIOKEHUH B BRICOKOHATPY>KEHHBIX Cpelax.

3agayu u3y4yeHust JMCUUILIHHBI (MOAYJIfA):

— U3Y4YUTh TPUHIUINBI TOCTPOCHUS U (YHKUMOHUPOBAHUS PA3IUYHBIX THUIIOB
KOMITBIOTEPHBIX CETEH, BKIIOUast JOKAIbHbIE, ITI00AIbHbIE U KOPIIOPATHBHBIE,

— OCBOWUTb METOABl aHauu3a M MPENOTBPAILIECHUS OCHOBHBIX YIPO3 CETEBOMU
0€e30I1aCHOCTH,

— HAyUYUThCSl TNPUMEHATh CETEBblE€ MPOTOKOJBI JUIsl pa3padOTKU W ONTUMM3ALUU
IIPUJIOKEHNN B PACIPEEICHHBIX CUCTEMAX;

— OBJIaJIeTh HaBBIKAMU KOH(UTYpallUu CETeBOr0 O0OpYNOBAaHUS Il OOECIedeHUs
HaJSKHOUN 1 3 HEeKTUBHOM pabOTHI ceTel;

— pa3paboTtaTh MOIXOAbI K (PMIbTpallvy TpaduKa U 3aLIUTE TaHHBIX OT MOTEHIINAIbHBIX
aTaK B CETEBBIX OKPYKEHUSX.

B pe3yabTare 0cBOCHUS IUCHUILIMHBI (MOYJIfA) 00YYAKOIUMIACS TOJI5KEH:

3Hamy:

— YCTPOMCTBO U OPraHMU3ALNI0 KOMIIBIOTEPHBIX CETEM;
— OCHOBHBIE BEKTOPbI aTaKH Ha KOMIIBIOTEPHBIE CETH;
— OCHOBHBIE IPOTOKOJIBI CETEBOTO B3aUMOJICHCTBUSI.
ymembw:
— paspabatbIBaTh IPUIIOKEHUS, paboratoriue B BBICOKOHAIpy>KEHHBIX
KOMITBIOTEPHBIX CETSX;
— BBINIOJIHATH HACTPOIKY CETEBOT0 000pYy10BaHUS;
— obecreunBaTh 0a30BYyI0 0€30MACHOCTD CETEH.
enademp:
— HaBBIKAMH ITPUMEHEHHMSI CETEBBIX TPOTOKOJIOB;
— TOHMMaHHEM, KaK yCTPOEHBI JIOKAJIbHBIE, II100aIbHbIE U KOPIIOPATHUBHBIE CETH;
— HaBBIKaMH QUIBTPAIMH TpadUKa;
— HaBBIKAMM 3aIIUThI JAHHBIX U MPEAOTBPAIIECHHUS aTaK.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerenmun, ¢opmupyeMbie B pe3ylbTaTe OCBOCHUS AUCHUILUIMHBL (MOAYIS) TIpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YYAIOIIUXCS C IEAArOTHYECKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATETHHON PAOOTHI 00yYAIOIITIXCS:

Komnerennus

Conep:xaHue KOMIeTeHIIUN

Nuaukarop
KOMIIETeHIIUH

IlepeyeHsb MIAHNPYEMBIX
pe3yabTaToB 00yUYeHus 1o
JUCIUIJINHE (MOTYJII0)

YK-6.

Crocob6eH ompenemsaTh U
peaIM30BLIBATH TPHUOPUTETHI
COOCTBEHHOM JIEATETHHOCTH U
CITOCOOHI e¢
COBEPIIICHCTBOBAHUS Ha OCHOBE
CaMOOIICHKHU

YK-6.1.

3HaeT OCHOBHBIE METOIBI
CaMOOLICHKHU U aHaJIh3a CBOCH
NETENBHOCTH, a TAKKE
TIPUHIIMITEI YIIPABICHUS
BPEMEHEM U IIeJIeTIoIaraHus

VK-6.2.

YMeeT cTaBUTh PCAIMCTUYHBIC U
JOCTHKHUMBIE LIETTH, ONIPEACIATh
MPUOPUTETHI B CBOEH
JIeATeIbHOCTH, a TaKkKe
pas3pabaTeIBaTh U BHEAPSTH
IUTaHBI 10 COBEPIIEHCTBOBAHUIO
CBOHX HAaBBIKOB 1 KOMHGTCHHI/II\/'I
Ha OCHOBE MOJy4YEHHOU
CaMOOLICHKH

YK-6.3.

Nmeet mpakTryecKuid ONbIT
IMPUMCHCHUSA MCTOI0B
CaMOOLICHKHU B CBOEH
npohecCuoHaIbHON
JACATCIIBHOCTH, BKIIIO4YasA y4aCTHuC
B TPpCHUHTI'aXx, CCMHUHAapax u
MPOEKTaX, HAIPaBJICHHBIX Ha
pa3BUTHE JIMUYHON

3¢ (HEeKTUBHOCTH U
Mpo(heCCHOHATBHOTO POCTA

OIIK-2.

Crioco0eH co3aaBarh 1
UCCIIEIOBATh HOBbIC
MaTEMATUYCCKUEC MO/JICIIU B
€CTECTBCHHBIX HAyKax,
COBCPUICHCTBOBATEL U
pa3pabaThIBaTh KOHIICTIIIUH,
TEOPHUH U METOJIBI

OIIK-2.1.

3HaeT OCHOBHbIE
MaTeMaTHYeCKHe MOJICITH 1
METO/IbI, UCTIOJIb3YEMEBIC B
€CTECTBEHHBIX HayKaX, BKIFOYast
CTaTHCTHYECKOE MOJICINPOBAHHE,
JudpepeHnnaNbHbe YpaBHEHHUS
Y YHCJICHHBIE METO/IbI, a TAKKe
COBPEMEHHBIE MOAXO0ABI K
UCCIIEZIOBAHUIO U QaHAIIU3Y
JIAHHBIX

OIIK-2.2.

VYMeer pazpabatbiBath U
aJalTHPOBATh MaTEMAaTHUECKUE
MOJIENN JUTS PEIICHUS
KOHKPETHBIX Ipo0iieM B
€CTECTBEHHBIX HAyKaXx,
MPOBOJIUTH UX aHAIH3 U
BepU(DUKAIHIO, @ TAKXKE
WMHTEPIPETUPOBATH NOTY4YECHHbIE
pe3yIbTaThl B KOHTEKCTE
HAYYHBIX WCCIIEIOBAHUM

OIIK-2.3.

Nmeet mpakTUyeCKUi OMBIT
CO3JTaHUs U UCCIIETOBAHNS
MaTeMaTUYeCKHUX MOJIeIel B
paMKax Hay4YHBIX MPOECKTOB WJIU
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WCCJICIOBAHUH, BKITFOYAsl yYaCTHE
B IyOIMKAIHSIX, KOH(pEepeHITHIX
WM KOJUTA00PAIUsX, I/ie ObLIH
pa3paboTaHbl U anmpOOUPOBAHBI
HOBBIE KOHIIEIIINHA U METOIBI

I1K-3.

CrnocobeH permaTh 3a1a9u
npoheCcCUOHANTBHOMN
JeSITeTbHOCTH, (DOPMYITHPOBATH
pe3yIbTaT, YBUICTh CIICACTBUS
MOJTYYEeHHOTO pe3yNbTara

IK-3.1.

3HaeT OCHOBHBIC TPHHITUITBI 1
METOJBI peIICHHS 33124
npohecCUOHATBHOMN
JIESITETIbHOCTH, & TAKIKE CITOCOOBI
(hopMyTUpOBaHUS U
MPEeCTaBICHUS PE3yIbTATOB,
BKITIOYAsl aHAJIM3 MTOCTICICTBHN 1
WX 3HAYUMOCTh B KOHTEKCTE
MPOCKTA

[K-3.2.

YMeeT NpUMEHSTh
MaTeMaTHYEeCKHe U
KOMIIbIOTEPHBIE METOJIBI AJIS
pelIeHns: KOHKPETHBIX 3aa4,
(hopMyITUpOBaThH YETKHE U
000CHOBaHHBIE PE3YJIbTATHL, a
TaK)Ke aHAJIN3UPOBATh UX
MOCJIEACTBUS s JaILHEHIITNX
JICUCTBUN U pelieHui

[IK-3.3.

NMeet nmpakTUyYeCKUd OMBIT B
pelIeHnr IpoQeCcCHOHATBHBIX
3aJa4, BKJIIOYas y9acTHE B
MPOEKTAaX, I1ie ObLIN MOTY4EHBI
pe3ynbTaThl U
MPOaHAIM3UPOBAHBI UX
CJIEZICTBUS, YTO CIIOCOOCTBOBAIIO
MPUHATHIO 000CHOBaHHBIX
pelIeHnt

[1K-4.

CriocobeH my0iayHO
HPE/ICTABIATH COOCTBEHHBIE H
W3BECTHbIC HAYYHbIC
pe3yabTaThl

[1K-4.1.

3HaeT OCHOBHbIE MTPUHLMIIBI
3¢ (HeKTUBHOTO IMyOINIHOTO
BBICTYIUICHUS, METOBI
BU3YyaJM3aIlUU TaHHBIX U
OCHOBHBIE TPEOOBAHUS K
HAYYHBIM TIPE3CHTAIIUSM,
BKITIOYasi CTPYKTYpY H
COZIepKaHue

[1K-4.2.

YMeeT 4eTKOo U JOTHYHO
($hopMyJIUPOBATh CBOU HAY4YHbBIE
pe3yIIbTATH, ANaTUPYS UX JJIS
Pa3INYHBIX ayIUTOPHH, a TAKKE
MCIIONIb30BaTh BU3YaIbHBIE
Cpe/ICTBA JUTS YITyUIlIeHHs
BOCTIPHUATHS HHGOPMALIUU

[1K-4.3.

NmeeT npakTU4ecKuil ONBIT
y4acTusl B HAY9IHBIX
KOH(EpEeHIIUIX, CEMUHAPaX HITH
JIPYTUX MEPONPUATHSIX, T
YCHEIHO MPEICTaBIsUT CBOU U
M3BECTHBIE HAyYHBIE PE3YIIbTATHI,
noJy4ast 0OpaTHYIO CBSI3b U
B3aMMOJEHCTBYs C ayTUTOpUEN
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3. Temaruueckuii njiax

Ne TpynoeMKocTh, akageMHYeCKHE YACHI

m/m HaumeHnoBanue Qunas dopua TKY
AyaurtopHas padora .
pa3aena IMCUHUIIINHBI (Tekyumi

Jlexkiun CeMuHapsbl
(MonyJis) (npakTiuec Kontpo | CamocrosiTe/n KOHTPOJIb
Jb Hasi paboTa ycneBaeMoCTH)
KHe
3aHSATHA)

1 OCHOBHBIE ITPOTOKOJIBI 10 10 38 JomaliHee 3aaHue
CETEBOI0 [ToaroroBka k
B3aUMOJICUCTBHS CEMHHApY

2 Opranusaius cereii ¢ 8 8 35 JomaliHee 3aaHue
nocTynoM B IHTEepHET [Moarororka k

ceMuHapy

3 Opranu3zamnus 4 4 18 JlomamHee 3amaHue
KOPIIOPAaTHUBHBIX CETEU [ToaroroBka k

ceMuHapy

4 OCHOBEI CETEBO 8 8 35 JlomamHee 3amaHue
Oe3omacHOCTH [MoxroroBka

ceMuHapy
3auem 4
Hmozo: 30 30 4 126
O6vem oucyuniunst (M00ys) 190
(6 ak. u.)
Obvem oucyunaunvt (Mooyns) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJI5)
Ne HaunmeHoBaHue pasaesia JUCHUIIHHBI Coaep:xanue TUCHUILIHHBI (MOAYJIsI) IO TeMaM
n/n (MopayJis)
1 OCHOBHBIE POTOKOJIBI CETEBOTO Crex poTokoiioB. [IpukianHoit ypoBeHb

B3aUMOJICUCTBUS

TpaHCHOPTHBIN YPOBEHb
CereBoil ypoBeHb

KananpHbIH B U3UYECKUI YPOBHU

IIpuknagHON U TPAHCIIOPTHBINA YPOBHU

Opranuszanus cetel ¢ 1ocTynoM B MIHTepHET

[IpoTokombr MapIIpyTH3AIHH
Opranuszanus riao0abHbIX ceTel

BecripoBoanbie 1 MOOMIIBHBIE CETH
OTKa30yCTOMYMBBIE U BUPTYAIbHBIC CETH

Opranuszanus KOpIopaTUBHBIX ceTel

BupTtyanbHble yacTHBIE ceTH
ndpoBanue TaHHBIX

OCHOBEI CETEBOI 0€30ITIaCHOCTH

AyTeHTHUKAIUS ¥ aBTOPU3ALIUS
Anamu3 u punerpanus tpaddurka
Ataxu Ha TCP/IP

ATtaku Ha DNS
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii cTyqeHT B TedeHHE BCEro Inepuoja OOydYeHMs NOJIydaeT WHIWBUIYaTbHBIH
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEpPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 IpeJIelIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. Tanenbaym, 3. C. Komnetotrepusie cetu / 3. C. Tanenbaym, JI. Yazepomi. - 5-e usg. -
Canxkr-IlerepOypr : [Tutep, 2021. - 960 c. - ISBN 978-5-4461-1248-7. - TekcT : 3I€KTPOHHBIH. -
URL: https://znanium.ru/catalog/product/2141427.

2. Taiinep, b. AnmunanctpupoBanue cereil Cisco: OCBOCHHME 3a MECSIl : MPAKTHYECKOE
pykoBojctBo / b. [Taiinep ; mep. ¢ anr. M. A. Pailitmana. - Mocksa : JIMK Ilpecc, 2018. - 316 c. -
ISBN 978-5-97060-519-6. - Texct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2155913.

/Jlonoanumensvhasa numepamypa:

1. bykatoB, A. A. KoMmbloTepHble CeTH: pacCIIMPEHHBIH HAYaJIbHBIM KypcC : yY€OHUK AJIs
By30B/ A. A. bykaros, C. A. I'yna. - Cankr-IletepOypr : [Tutep, 2020. - 496 c. - (Cepust «YueOHUK
st By3oB»). - ISBN  978-5-4461-1338-5. - Tekcr : omekrponsbidi. - URL:
https://znanium.com/catalog/product/1756115.

2. KoMIploTepHBIE CeTH : YUeOHHK M TMPAKTUKYM JUTS BY30B / IO HAYYHOU pemakimen A.
M. Heuaesa, A. E. Tpyouna, A. FO. AaucumoBa. — Mocksa : U3znatensctBo FOpaiit, 2025. —
515 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-21452-9. — TekcT : 37eKTpOHHBIHA //
OopazoBarenpHas miatdopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/572239.

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

YHuBepcUTET pacrojaraeT MaTepUualbHO-TEXHUUYECKOM 0a30i, COOTBETCTBYIOIIEH
JIEHCTBYIOIIMM TTPOTHUBOIIOXKAPHBIM MIPaBUIaM U HOpMaM M O00ECIEYMBAIOIICH MTPOBEICHUE BCEX
BUJIOB JUCUUIIMHAPDHOM M MEXAUCIUIUIMHAPHON MOATOTOBKU, MPAKTUYECKOW M HAY4YHO-
HCCJIEIOBATENBCKOM paboT 00yyarouXcsl, MPe1yCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomerieHus1, KOTOPBIE MIPEACTABISIOT COO0H yueOHbIE ayIUTOPUH [Tl TPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUA CEMHUHApPCKOTo (TPAKTUYECKOTrO) THIMA, TPYINOBBIX U
WHJUBUIyaJIbHBIX KOHCYJIbTALUN, TEKYIET0 KOHTPOJIS U MPOMEXYTOYHOM aTTECTalluu, a TaKkKe
MTOMEIICHUS JIJIST CAMOCTOSITEIHHOM paOOThI ¥ TIOMEIICHHSI JUIsI XPaHEHUSI U TPOPUITAKTHIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenieHrs yKOMITJIEKTOBaHbI CHIEIIMATU3UPOBAHHOMN
MeOeNbI0 U TEXHUYECKUMH CpPEJCTBaMU OOYUYEHUS, CIY)KAIUMH JJIsi TIPEICTaBICHUs] YIeOHON
uHpopManuu OOJIBIION ayTUTOPUH.

N3yuenne aucumInHbl (MOIyIs) 00eCieYMBaeTCs B YICOHBIX ayTUTOPUSIX, OCHAIIICHHBIX

— CTOJIaMH U CTYJIbSIMU,

— KOMIIBFOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJbKYJISITOPAMH,

— CHeUaIN3UPOBAaHHBIM 000pYI0BaHUEM, BKIIOYAsl IEMOHCTPAITMOHHOE 000pYyI0BaHHE.

[TomereHust U1 CAMOCTOATEIBHOM paOOTHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHBIE
JUISL MCTIONBb30BaHMs MHBAJIUIAMH M JIMLIAMU C OTPAHUYEHHBIMU BO3MOXKHOCTSMH 3J0POBBS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOM C BO3MOKHOCTBIO MOJAKIIOUCHUS K ceTh «/HTepHET» U
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https://znanium.ru/catalog/product/2141427
https://znanium.ru/catalog/product/2155913
https://znanium.com/catalog/product/1756115
https://urait.ru/bcode/572239

obecrieueHreM  JOCTyNa B JJICKTPOHHYIO  HH(POPMAIIMOHHO-00pa30BaTEeIbHYI0  Cpeay
YHuBepcurera.

OOyyaromMmMcst MPeNOCTaBIAETCS JOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YyHClie AJNEKTPOHHBIM OHOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0Oa3zam
JAHHBIX ¥ UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HanmeHoBaHue mopTaja Ccbuika
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snektponHas 6ubmaroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa
2. | basza mamubix mis | T-coenuanucTos https://habr.com
3. | baza mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunmansHeli calT MUHUCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BBICIIIEro oOpa3oBanus Poccutickoit denepariu
5. | ®enepanbusiii mopran «Poccuiickoe oopazoBanue” | https://www.edu.ru/

6. | Mudopmannonnas cucrema "Exnnoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTenbHBIM pecypcam”
7. Enunas xosiekuus mudpoBeIx 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcos
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTesbHBIX PECYPCOB

[lepeuens WHGOPMAIMOHHBIX TEXHOJIOTUH, WCIOJIB3YEMbIX IPH  OCYHIECTBICHUU
00pa30oBaTeNILHOrO IMpoliecca 10 JUCHUIIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3UNOHHOTO
IPOrpaMMHOr0  OOecleyeHusl, COBPEMEHHble MpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMAaLMOHHBIE CIIPABOYHBIE CUCTEMBI:

HaumenoBanmne 110 IIpousBoacreo JInuen3nonHoe / cB00OIHO
pacnpocTpaHsieMoe
OnepanoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, | 3apy0exxHoe JIMILEH3UOHHOE
Server)
Bpay3zepsbI:
SAnnexc.bpaysep OTEUYECTBECHHOE cBOOOJTHO pPacpOCTpaHsIieMOe
Google Chrome 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
OducHble NPUIOKEHNUS:
Microsoft Imagine (Visio, OneNote) | 3apybexHoe JIMIEH3HOHHOE
TeXstudio 3apyOexHOe CBOOOHO pacIpoCTpaHsIeMOe
Adobe Acrobat Reader 3apyOexHoe CBOOOHO pacIpOCTpaHsIeMOe
IIporpamMmHoe odecnieuenne sl IVIAHUPOBAHHUS U YUeTA BPEMEHH:
Toggle app | 3apyOeKHOE | CBOOOIHO PAaCIPOCTPAHAECMOE
CucreMbl yIpaBJeHHs] IPOEKTAMM:
Microsoft Imagine (Project) | sapy6exHoe | nuuensuonnoe
Cucrtembl ynpapjeHus1 0a3aMHi JaAHHBIX:
Microsoft Imagine (SQL Server) | sapyGesxHoe | nmuuensnonHoe
Cucrtembl pesepBHOro konuposanus (backup):
Acronis Backup Advanced for 3apy0ekHOe JIMLIEH3UOHHOE
HyperV
CrpaBo4YHO-IPABOBBIE CHCTEMBI:
Koncynprantlntoc: cipaBodHo- OTEYECTBEHHOE JIUIIEH3UOHHOE
paBoBas cUCTEMa

CpencrBa aHTMBHPYCHOM 3aIIMTHI:
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Cpensl pa3padoTKu:

Visual Studio Code 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHIEMOE
Bash (Unix shell) 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exHOe CcBOOO/THO PACTIPOCTPAHSIEMOE
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACTIPOCTPAHIEMOE
IlakeThl NPOrpaMMHBIX CPEICTB H OMOJIHOTEK:

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Cucrtembl ynpapjieHusi 0néanorpagudeckoii HHpopManueii:

Zotero | 3apyOexHOe | CcBOOOIHO pacIpocTpaHsieMoe
CepBHuCBHI U CJIYKObI:

Bind 3apy0eKHOE CBOOOJIHO PACIIPOCTPAHIEMOE
Docker 3apyOe)KHOE CBOOOIHO PaCIpOCTpaHsIEMOe

7. MeroanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToanyeckue yKazaHHus I 00y4AOUIUXCS 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B nponecce nzyuenus qucumminHel (Moayis) «CeTeBble TEXHOIOTMM» B paMKax TEKYIIETo
KOHTPOJISl YCIIEBAEMOCTH MCHOJIb3YIOTCS TaKUe BUbI YUeOHOM padOoThl, KaK JIEKLIMH, CEMUHAPBI,
ayauTopHas paboTa, JOMAIIHUE 33/IaHUs, a TAKKE PA3IMYHbIE BUJBI CAMOCTOSTEILHONW PadOThI
oOyyaromuxcst 10 3aJaHHi0 [pernojaBaTrelsis, HalpaBleHHble Ha pPa3BUTHE HaBBIKOB
npodeccCuoHaNbHOM JIEKCUKH, 3aKpEIUIEHNE MPAaKTUYECKUX MpOo(ecCHOHaNIbHBIX KOMIETEHIIHH,
MOOUIPEHNE UHULINATHB.

Jlexyus — cHUCTEMaTHYeCKOe, TOCIENOBATEIbHOE, MOHOJOTHUYECKOE  H3JI0KEHUE
npenoaaBareneM y4eOHOro MaTepuana, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mpomecce nekiuii peKOMEHIYeTCs BECTH KOHCIIEKT JICKIUH: KPAaTKO M CXEMaTHIHO
¢dbuKcUpoBaTh OCHOBHBIC HJIEH, BBIBOJBI M OOOOIICHHS JEKIMH, BBIIETSITh Ba)KHBIE MBICIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTH BOMPOCHI WM MaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciu
pa3o0parbcsi B Marepuaje HE yJaercs, cieayeT chopMyIupoBaTh BOIPOC W 3aIaTh €ro
MPernoaaBaTeNo Ha KOHCYJIbTAIUU UM BO BPeMsI CEMUHAPCKOTO (TPAKTHYECKOT0) 3aHATHSI.

Cemunap — 310 (hopma yueOHOH IesATEeTLHOCTH, IPOBOAUMAs B YI€OHOM 3aBEECHUU IO
PYKOBOACTBOM IIp€noJaBatciid, TAC€ CTYACHTHBI AKTUBHO Y4YaCTBYIOT B O6Cy>K)I€HI/I$IX,
MPAKTUYECKUX 3aJaHMsIX U APYruxX (popmax B3aMMOACHCTBHS.

Jlnst ycrentHo# MOJATOTOBKH K CEMUHAPY PEKOMEHYETCS 3apaHee 03HAKOMHUTBCS C TEMOU
3aHATHSI U OCHOBHBIMH MaTepuaiaMH, 4TOObI MMETh BO3MOXXHOCTh aKTHBHO y4acTBOBAaTh B
obcyxaeHnu. Takke MoJIe3HO MOATOTOBUTH BOIPOCHI M UIEH NJIsi OOCYKICHUSI, YTO TIOMOXKET
rI1y0Ke TOHATH MaTepUal U MPOIEMOHCTPUPOBATH 3aHHTEPECOBAHHOCTb.

Ayoumopnas paboma — akTuBHas paboTa CTyJeHTa Ha CEMHHApE, €ro OTBETHI Ha BOIPOCHI
MpenoiaBaresisi U y4acTHe B IUCKYCCHH.

Jlis ycnemHoro yyacTusi B CEMMHApe CTYJAEHTaM PEKOMEHIYETCs 3apaHee 03HaKOMUTHCS C
TEMOU OOCYXKICHHS, MPOYUTATh HEOOXOAUMBIE MAaTepUAIbl U MOATOTOBUTH BOIMPOCHL. BaxkHO
aKTHUBHO CJIyIIaTh M BOBJEKAThCS B IMCKYCCHIO, BHICKA3bIBasi CBOM MHEHHUS U apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI TMPENOJABATENSI CTOUT OBITH YBEPEHHBIM, YETKUM U JIOTUYHBIM,
ONMpPAsCh HAa U3YUYEHHBIN MaTeprall. Takxke MOJIe3HO MOJAECPKUBATH AUATIOT C OJHOKYPCHUKAMH,
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4TOOBI 000TaTUTh OOCYXKJIEHNE U PACIIUPUTH CBOW 3HAHMS.

Homawmnee 3a0anue — HaOOP 3a1a4 IO TEMaM HEJIEIIH.

[Ipu pabGore Hax JOMAIIHUMM 33JaHUSIMM  BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh NEperpy3kd M Jydllle yCBOUTh Marepuai. Mcrnosnb30Barh pa3nuyHble MCTOYHUKU
uHOpMalLKK, BKIIIOYasl yUeOHUKH U OHJIAMH-PECYPCHI, Ui 0osee Tiy00KOro MOHUMAHHUS TEMBI.

bonycuvie bannbt — 3TO OLIEHKH, KOTOPBIE CTYAECHTHl MOTYT MOJYYHUTh 32 BBIIIOJHEHHE
JOITOJIHUTCIIbHBIX SaﬂaHHﬁ.

®opmar OOHYCHBIX Oa/UIOB I03BOJIAET CTYACHTaM YIYYIIUTh OOLIYI0 OLEHKY IO
JUCHUTUTMHE (MOYJII0) M CTUMYJIHPYET YIayOJIeHHOE U3yYeHHEe MaTepHaa.

Camocmosmenvnaa paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIYOJEHHOE
U3y4eHHE OTJCIBHBIX TEM M BOIPOCOB YIEOHOW JUCIUTUIMHBI (MOIYIIS).

B nporuecce camoctosiTensHON paboThI CTYAEHTHI B3aUMOJEHCTBYIOT C PEKOMEH/1I0BaHHBIMU
MaTepHajaMH P MUHUMAIFHOM YYaCTHHU MPEToiaBaTels. 3a1a4un CTyIeHTa BKIIOYAIOT paboTy
C KOHCIEKTaMH JIeKuii (00paboTka TeKCTa), MIOBTOPHOE U3yUYeHUE YUEOHBIX MAaTepUaIOB IIJIAHOB
¥ TE3MCOB OTBETOB, U3YYEHHUE JOMOJHUTEIBHBIX TEM, BHIIIOJHEHNUE YIeOHO-NCCIIEA0BATEIBCKUX
3alaHUU U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ mo JMCIMIIJINHE (MO}IyJ’[lO)

Kpurepun nosrydyeHusi ypoBHSI M OLleHHBAHUS c()OPMUPOBAHHOCTH KOMIETEHUHII M0
aucnuuinHe (MoayJo) «CereBble TEXHOJIOTMU»

OneHuBaHue ypOBHsI y4EOHBIX JTOCTHMKEHUH OOy4aroIMXCs MO JUCHUIUIMHE (MOJYJIIO)
OCYIIIECTBIISIETCS B BUJE TEKYIIET0 KOHTPOJISl yCIIEBAEMOCTH U MTPOMEXYTOUYHOMN aTTeCTalliH.

IIpoMesxkyTouHasi aTTecTanMs IO JUCUUIUIMHE (MOJYJIO) OCYIIECTBIsIeTCs B (opme

3auema, IpU STOM IIPOBOAMUTCS OI[EHKA KOMIETEHLUH, CPOPMUPOBAHHBIX MO TUCIUILINHE.

JIns OueHMBAHUSA TEKYLIETO KOHTPOJS YCIEBAEMOCTH M IPOMEXYTOYHOM aTTECTALUH
UCTIONIB3YETCS IeCATUOAIUThHAS ITKaJla OIECHUBAHUS, KOTOPas COOTHOCHUTCS C TPATUIIMOHHON
nATUOATUTPHON IITKAJION CIEAYIOIIMM 00pa3oMm:

decaTubannbuas) IlaTtudannbHas Ouenka 3a OO0mas xapakTepucTHKa pe3yJibTaTa
OLIEHKA OLIEHKA 3a4er 00y4yeHusi 1o JUCHUILIUHE (MOYJIIO)

10 OTtnuuHO 3auTeHo CTyOeHT TOJIHOCTBIO BIIAJCET 3HAHHSIMHU,

9 OTIINYHO 3a4YTeHo M3IIOKCHHBIMA B pabodell mporpamMme, H

8 OTIM4EO 3a9TeHo rIyOOKO OCMBICISIET AMCUUIUIAHY (MOJIYTIb).
On CaMOCTOSITEITEHO u JIOTUIECKU
MOCJIC0BATEIIbHO OTBEYACT HAa BCE BOIMPOCHI,
aKIIEHTUPYS BHUMaHHE Ha HAauOOJIee BaXKHOM.
Vmeer aHaIIM3UPOBATh, CpaBHUBATb,
KJIACCU(PUIMPOBATD, 0000maTh,
KOHKPETH3UPOBaTh M  CHUCTEMAaTH3HPOBATH
M3YYEHHBIM MaTepuall, BBIACIAA KIIOUEBbIC
MOMEHTHl W  YCTaHaBIMBas MPUYHHHO-
CJIEICTBEHHBIE CBs3M. YeTko (opmyaupyer
OTBETHI, YBEPEHHO HMHTEPIIPETUPYET
pe3yIbTaThI aHAJIN30B u JIPYTHX
WCCICNOBAHMMA, a TAaKXE peEIIacT CIOKHBIC
3agaun. CTyJIEHT XOPOIIO 3HAKOM C METOJaMHU
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

Onenka 3a
3a4yer

OO0mast xapakTepucTHKA pe3yJibTaTa
00y4YeHusi Mo JUCHUILTUHE (MOIYJIIO)

UCCIIEI0BAHNH, HEOOXOTUMBIMH JUIs
NPAaKTUYECKOM  JESTENbHOCTH, U  yMeEeT
CBA3BIBATh TEOPETHYECKHE ACIEKTHI
JUCHUIUIMHBL  (MOAYJsL) € MPaKTUYeCKUMH
3a7auyamH.

Xoporiio

3auTeHo

Xoporo

3auTeHo

CrynmeHT oOlajjaeT 3HAHUSMH TIpeaIMeTa
MOYTH B TOJHOM o0BbeMe  paboueii
IPOrpaMMBl M CaMOCTOSITENIBHO, JIOTHYECKH
MOCJIEeI0BAaTEIbHO M BCECTOPOHHE OTBEYAET
Ha BCE BOIPOCHI, aKIEHTUPYS BHIMaHWE Ha
HanOosiee 3HAYMMBIX MOMeHTax. OH ymeeT
aHAJTM3UPOBATH, CpaBHUBATH,
KIJIACCU(HUIPOBATD, 0000m1aTH,
KOHKPETH3UPOBATh W CUCTEMaTH3HPOBAThH
W3Y4EHHBIA  Marepuasl, BBIACHAS  €r0
KJIIOYEeBbIE  aCMeKThl M YCTAaHABJIHMBAas
MMPUYINHHO-CJICACTBCHHBIC CBA3H.
®dopmynmupyeT CBOM OTBETH, YBEPEHHO
HHTEPIPETUPYET pE3YIbTAaThl aHAIU30B U
JIPYTUX HCCIENOBaHUM, a TakXke pelaer
CIIO)KHBIE CHTyallMOHHBIE 3amadd. CTymZeHT
XOPOIIIO 3HAKOM C METOJIaMH UCCIIeIOBaHUS,
HEOOXOTMMBIMU JUIst MPaKTHYECKON
JACATCIIBHOCTH, )41 yYMEET CBA3BIBATH
TEOPETUYECKHUEe  acleKThl  MpeaMera ¢
NPaKTHYECKUMH 3a/1a9aMH.

YILOBJICTBOPI/ITG)HLHO

3auTeHo

YILOBJICTBOPI/ITG)HLHO

3auTeHo

CryneHr obnamaeT 60a30BbIMU 3HAHUSMH T10
TUCHUIUTUHE (MOIYJI0), HO HCIBITHIBAET
TPYAHOCTH IIPH CAMOCTOSATEIILHBIX OTBETaX U
UCTIONIB3YeT HETOYHBbIE (OPMYIUPOBKH. B
XO0Jle OTBETOB OH JIOIyCKaeT OIINOKH,
Kacaromuecst CyTh  BompocoB. CTyneHT
croco0eH pelarbh TOJBKO CaMble IIPOCThIE
3aJa4d W BJaJ€eT JUIIb MUHUMAJIbHBIM
Ha0OPOM METOJI0B HCCIIEIOBAHMUS.

He cnaun

He 3aureno

He cnaun

He 3aureno

He cnaun

He 3aureno

CrygenT He oBIagel  o0sA3aTelbHBIM
MHUHHUMYMOM 3HAHUHM 110 nmpeaMeTy MU HE
MOXKET OTBETHTH Ha BOIPOCHI, JaXKE €CIH
npernojaBarenb 3aJaeT JIOTOJHUTEIbHEIC
HABOJAIINE BOIIPOCHL.

Juctumnnuza (Moaynb) «CeTeBble TEXHOJIOTHIY OIICHUBAETCS CIEIYIOIINM 00pazoM:

AKTHBHOCTH

Bec

Onucaumne

Jomamnue 3aganust | 60% | 3a kaxxaoe u3 3ananuii MOXHO Habpathb 10 GayutoB

Aymuropnas pabora | 10% | AxTuBHas paboTa CTyACHTa Ha CEMUHAPE, OTBETHI Ha BOIIPOCHI
MPEeToJIaBaTels, y9acTHe B JUCKYCCUU
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AKTHBHOCTH Bec Onucanmne

3auer

30% | [TucebmeHHas wim ycTHas padoTa HaJl 3aJ]aHieM, HallPaBJICHHBIM Ha
MPOBEPKY MONYYCHHBIX 3HAHUI U HABBIKOB MO JUCITUILTHHE (MOJIYIIIO)

B pamkax u3ydeHus AUCUUIUIMHBI (MOYJIsI) BO3MOXKHO MOTyd4eHHEe OOHYCHBIX OaUIOB.

@opmyJsia pacuyéTa HUTOroBOil OIEHKH MO0 AucouiuinHe (Moayaw) «CereBble
TexHoJorum»: «0,6 X cpeanee 3a nomamaue 3aganus + 0,1 x ayauropnas padora + 0,3 X 3auer».

Texkymmii KOHTPOJIb ycIIeBAeMOCTH 00y4aKOIIUXCS M0 JUCHUILIHHE (MOLYII0)

IIpumepHbIe TeMbl CEMUHAPCKUX 3aHATHI

1. OcHoBHBIE MMPOTOKOJIbLI CETEBOI'0 B3aNMO/eiCTBUA

Crex IpOTOKOJIOB: CTPYKTYpa U (PYHKIIMU KaX10TO YPOBHSL.

[TpuxnanHoil ypoBeHs: npoTokosl U ux npumenenue (HTTP, FTP, SMTP u np.).
Pa3znuuus Mexxay NpUKIaJHbIM U TPAHCIOPTHBIM YPOBHSIMU.

TpancnoptHsiii ypoBeHs: mpoTokoiisl TCP 1 UDP, ux ocoGeHHOCTH U TPUMEHEHHE.
CereBoii ypoBeHb: IpoTokoJsl [P, ICMP u ux poas B MapumpyTu3anum.

KananpHsiii ypoens: TexHonoruu Ethernet, Wi-Fi u ux ocodbennocTw.

®u3nyecKkuil ypoBEHb: XapaKTEPUCTUKU U CTaHJAPThI IEPEAAUn JAHHBIX.

AHanu3 B3aMMOJENCTBYS pa3aInuHbIX ypoBHEH B mogenu OSI.

[Ipumeprl peanbHBIX CETEBBIX B3aUMOJCHCTBUN, OCHOBAHHBIX HAa CTEKOBBIX

IIPOTOKOJIAX.

Byz[ymee CCTCBLIX ITPOTOKOJIOB: HOBBIC TCXHOJIOTMHU U IIPOTOKOJIBI.

2. Opranusanus cereii ¢ focrynom B Unrepner

— IpoTrokonbl MappyTU3auu: ocHOBHBIE THIIBI M ux ocobennoctu (RIP, OSPF, BGP).
— Opranu3zanys r100anbHbIX CETeH: MPUHIUIBI M TEXHOJIOTHH.

— becnpoBoHbIe ceTH: CTaHAAPThI, TEXHOJIOTHH U 0€30IaCHOCTb.

— MoOunsnble cetu: 4G, 5G u ux BAUsSHUE Ha J0CTyl B HTEpHET.

— OTKa30yCTONYMBBIE CETH: MPUHLUIIBI IPOEKTUPOBAHUS U PEATTU3ALINN.

— BupryanbHble ceTH: KOHLIENINS U TPUMEHEHNE B KOPIIOPATUBHOM cpeie.

— CpaBHeHuUE IPOBOAHBIX M OECIIPOBOAHBIX CETEH: MITIOCHI U MUHYCHI.

— TenneHINK B OpraHU3aLMy CETEN C T0CTYNOM B MIHTEpHET.

— Kelicbl mo opranuszanuu ceteit s pa3IMyHbIX OU3HEC-MOJIeNEeH.

— be3omnacHOCTh B I1100abHBIX CETSIX: YTPO3bl U METObI 3ALUTHI.

3. Opranusanusi KOpMOPATUBHBIX ceTel

— Buptyanbhusie yacthble cetu (VPN): npuHIUIBI paOOTHI U TEXHOIOTHH.

— HIndpoBanue JaHHBIX: OCHOBHBIE AJITOPUTMBI U METO/IBI.

— Cpasuenue paznudasix THIOB VPN: PPTP, L2TP, OpenVPN u ux oco6eHHOCTH.
— Ponb mudpoBanus B obecrieueHUH 6€30MaCHOCTH KOPIIOPATHUBHBIX CETEH.

— AHanu3 yrpo3 6e30MacHOCTH B KOPIOPATUBHBIX CETSIX.

— MeTo/pl 3a1IUThl JaHHBIX B KOPIIOPATUBHBIX CETSIX.

— Opranuzanus 6€30MacHOro yJaJIeHHOTO JI0CTYIa K KOPIOPaTUBHBIM pecypcam.
— Keiic-ctanuu: ycnemnsle npumepsl BHeApeHus: VPN B koMIaHusX.

— Tenpenuuu B o01acT MUPPOBAHUS U 3AIIUTHI TAHHBIX.

— bynyiiee KopropaTUBHBIX CETE€H: HOBbIE TEXHOJIOTUU U ITOAXO/BL.
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IIpumepHbIe foOMALIHUE 3aaHUS

I[OMaIIIHee 3aJJaHuC

Bam nHeobxoaumo peanuzoBath cobctBeHHBIM KiaueHT HTTP u POP3 ¢ ucnonp3oBanuem
COKETOB.
SI3bIK pa3paboTKH - JIFOOOH Ha BBHIOOP.

B kadectBe apreakToB HEOOXOIUMO MPEAOCTABUTE KOJI U PE3YJIHTATHI €70 BBHITOJHECHUS.
Kauent HTTP

Bxonnbie nannsie: URL cTpanuibl

Brixonueie nannsie: BoiBecTH B KoHCOJb HTTP 3aronmoBku otrBeta u coaepxumoe WEB
CTPaHUIIBI, COEPIKUMOE JIOJDKHO OBITh SIBHO OT/AENCHO (JIFOOBIM pa3feluTeseM Ha BhIOOp) OT
3aro0JIOBKOB
Kianent POP3

BXOI[HLIG JaHHBIC: aIpCC CCPBLpA, JIOI'MH, I1apOJib
BI:IXOI[HI)IG JAaHHBIC: BBIBCCTH B KOHCOJIb CIIMCOK IMMCEM, BBIBECTHU B KOHCOJIb COACPIKUMOC
IIEpBOro nmucbMa

I[0Maumee 3aJJaHHue

HeobxoauMo pean3oBarh NPUIOKEHHE, IEPEXBATLIBAIOLIEE CETEBOH TPa(UK M OTIIPABIAIOLIEE €ro Ha
yIANEHHBII y3er.

TpebGoBanus:

1
2.
3.
4

S.

6.

Hcnonssosats libpeap B kauecTBe ABHIKKA /Ul niepexsara Tpaduka.

Wuxancynuposars nepexsaueHuplii Tpadux 8 TZSP (TaZmen Sniffer Protocol).

IpunokeHue 10/KHO YMETh BRIBOAHTE CITHCOK A0cTyNHLIX B OC unTepdeiicos.

B kadecTBe mapaMeTpoB KOMaHAHOH CTPOKH NPUIIOKEHHE J0JIKHO NPUHUMATL UMs HHTepdeiica,
Ha KoTopom Oyaer cobuparees Tpaduk, 1 puiastp ans libpeap.

[Tpunosenue J0/BKHO MOJICPIKHBATE 2 PEKUMa OTIIPAaBKH Tpaduka:

5.1

5.2.

5.3.

Mcexopsmmii Tpaduk. B napamerpax koManHoH cTpoku ykaseiaeres IP iport,
[Tepexsauennslii Tpaduk unkancynupyercs B TZSP u ornpasisiercs no UDP na
yKa3aHHbIH ajpec.

Bxoasiunii rpaduk. Hpunosxkenne cnywaer UDP-nopr (ykaseiBaeTes B nnapaMerpax).
[Ipn nosnyuennun moboii BXoaILe gaTarpaMMel Ha HTOT MOPT NPUIOKEHUE HaYHHACT
CTPHUMMUTL B OTBET IEpeXBaueHHbIH Tpauk, nHkancynuposanuslii B TZSP, na IP-aapec u
[IOPT OTHPaBHTENS dTOM AararpaMmbl. CTPHMHHI ITPOIOIKACTCS B TEUEHHE 3a1aHHOI0
taiimayTa (o ymondanuio: | munyra). Ionydyenne ka0 HOBOI jaTarpaMMbl OT TOTO
ke [P-agpeca n nopra uctounnka copacsiBaet Taitmep Taiimayra s otoro Kiuenra. Ilo
MUCTCYECHHMU TaiiMayTa CTPUMIHE JJIs JaHHOTO KJIHEHTA [IPCKPaLlacTCs.

Jonycruma noajiepikka TOILKO 0JIHOIO COCAMHEHHS JUIs 11. 5.2, HO LEeJIEeBbLIM CUYMTACTCS
MOACPIKKA HEOTPAHMUYCHHOIO (B pasyMHBIX Npe/e/iax) KOJMHUYECTRa.,

Bosmomnocts 3anycka Ha Windows/Linux/MacOS (na Boidop) Oyzaer gocrarounsiM, COopka
Bepeuu 1o linux/armé64 u gemonctpauus e€ paboThl Ha COBPEMEHHBIX poyTepax Oyaer
OrPOMHBIM TLIHOCOM.
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I[OMaHIHee 3aJaHue

Bam HeobxooWMO BbINCMHWTE OBa 3a0aHWsA. nE![_'IE.GE JagaHwe Ha TeMy KaHansHOro YpoBHA.
BTL‘IpDE JgfaHue Ha Temy CeTeroro YpoBHA

dﬁapma‘r BbINONHEHWA

HeobxoQuMo pacnucaTte BeiNonHeHWe 1-ro W 2-ro aagaqus B NeYaTHoM opMaTte unu B chopmare
HapWUCOBAHHOW CXEME

JapnaHue 1

MacBpaauTe cxeMmy WNKM ONWWWTE CUTYaUMIO,

«puNLTpaLUuaR

3apaHue 2

BribepuTe 3agaHne wa Crivcka HIKe M NpegocTassTe NoWaropoe pelweH1e

HawaneHnan cete: 172.108.0.0 /16

korga cpabBoraer pewvM paboTel cBWYa

- PaabuTe Ha MABKCUManNLHOE KON-BO NOACETEN, B KAKAOR NOACETA MUHWMYM 48 xocToB

- Hanuecate agpec 15 xocTta 797 nogceTt
HavansHan cete: 100.0.0.0 /16

- Pa3sburk cetk Ha 52 noacetw

- Hanwucarte wupokoeewatensHe agpec 30 cetu
HauaneHan cete: 37.0.0.0/8

- Pasburk cetk Ha 78 noaceTei

- HanwcaTe WypokoBewaTtensHeld agpec 11 nogceti
HauansHan cets: 39.128.0.0/9

- PaabuTte cetk Ha 33 noaceTtH

- Hanwcate agpec 32 noacety 1250 xocTa
HauvaneHan cete: 172.69.0.0M17

- Paabute 127 nogceten

- Hanwcate agpec 101 nogcetk 1289 xocTa
HauvansHan cetk: 116.64.0.0/16

- Paabute 1023 noaceTtw

- Hanwcate agpec 1000 nogceTtw 229 xocTa

3ananus aAJs l'lpOMe)KyTO‘IHOﬁ aTTeCTAllMi 10 JTUCHUIIJIMHE (MOIIy.J'IlO)

Ne 3ananue OTtBet Komnerenuust
n/n
1. | Ha3oBuTe cienctere ananm3a atak Ha DNS. KoppekTupoBka IK-3
3anucei
2. | Ha3zoBute dopmar mpe3eHTaluu cTeka MpoTOKOJIOB, Juarpamma [1K-4
YPOBHEM
3. | Ykaxure momxon K paspaborke Mmoxenu mudpoBanus | CuMmmerpudnoe/ OIlIK-2
JAHHBIX. ACUMMETPUYHOC
4. | Ykaxkute  crocod  ompeaesicHHs — NPUOPUTETOB B | AHAamW3 pUCKOB YK-6
OpTaHu3allu CeTeBOH 0€30MacHOCTH.
5. | Ykaxute pe3ynbtaT padboTel ¢ VPN B KOpropaTUBHBIX 3amuIeHHbIH IK-3
CeTX. TYHHEIb
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6. | Ykaxute crioco0 myOIMuHOro MpeACTaBICHUs JeMoHcTpanus [K-4
OTKa30yCTOWYHMBBIX CETEH. CcXeM
7. | HazoBuTE KOHIIEMIINIO MOJETNPOBAHUS ayTeHTH(DUKAIIHH. IIpoTokoBI OIlK-2
Kerberos/OAuth
8. | HazoBuTe 311eMeHT CaMOOICHKH B HACTPOIKE BUPTYaJIbHBIX IIpoBepka YK-6
YaCTHBIX CETEH. Tpaduka
9. | Ha3oBuTe TeopHI0 MOJECTUPOBAHUS TII00ATBHBIX CETEH. Uepapxuueckast OIIK-2
TOTOJIOTHS
10. | Ha3zoBuTe 3/1€eMEeHT Ipe3eHTallMK TH(PPOBAHMS JaHHBIX. Kirroun n I1K-4
ANTOPUTMBI
11. | HazoBute BpIBOA U3 QUIBTPALIMU TpaHKa B CETSX. brnokupoBka [1K-3
YTpos
12. | Ykaxute METOJ| HCCIIEI0BAHHS MOJIEITH OECIIPOBOTHBIX Cumynsmus OIIK-2
ceTel. CUTHAJIOB
13. | Ha3oBUTE METO/1 CAMOOIICHKH HAaBBIKOB B paboTe ¢ TectupoBanue VK-6
TPAHCIIOPTHBIM YPOBHEM ITPOTOKOJIOB. COEIMHEHU
14. | Yxaxwure cieaCcTBHE IPUMEHEHUS IPOTOKOJIOB OnTuManbHBINH IK-3
MapUIpyTH3AIHH. yTh
15. | Ha3zoBuTe Mozeb CTEKa IPOTOKOJIOB JJIsi CETEBOTO Monenb OIlK-2
B3aMMOJEUCTBUS. OSI/TCP/IP
16. | YkaxuTe TEXHUKY COBEPIICHCTBOBAHHUS B TIPOTOKOIAX Cumynsus YK-6
MapIIpyTH3AINH. MapuIpyToB
17. | HazoBute ¢opmar npeacTaBieHus aBTOPU3ALUH B Craiinbl [1K-4
0e30MacHOCTH. MPOTOKOJIOB
18. | HazoBuTe pe3ynbTaT HACTPONKHU MPUKIIAJHOTO YPOBHS Ob6meH IK-3
ITPOTOKOJIOB. JTAHHBIMHU
19. | HazoBute moaxo/| K caMOOIIEHKE B aHAJIN3E aTak Ha Orenka YK-6
TCP/IP. ySI3BUMOCTEH
20. | YkaxuTe MeTo]| IEMOHCTPAIIMA MOOWIIHHBIX CETEH. Bumyanmmzanus [1IK-4
TTOKPBITHS
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