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1. Kparkasi XapakTepuCcTHKA JUCHUNIMHBI (MOTYJIA)

Pabouas mporpamma aucuuiinHbl (Moayisi) «CeTeBble TEXHOJOTMH» COCTaBJIEHAa B
COOTBETCTBUHM C (ellepalbHbIM TI'OCYyJapCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICIIErO
o0Opa3oBanus —Maructparypa no cneruaibHoct 02.04.01 Maremarrka 1 KOMIBIOTEPHBIE HAYKH,
npodpwis Backend-pa3paboTka, yTBep:KICHHBIM Npuka3zoM MUHHCTEpCTBAa HAyKH M BBICIIETO
obpazoBanus Poccuiickoit ®eaepannu Ne 810 ot 23.08.2017 rona.

N3yuenne aucuuiuiuibl (Moaynsi) «CeTeBble TEXHOJIOTMU» SIBISIETCS KJIFOUEBBIM IS
obecrieuenus >ppexkTuBHON U Oe30macHoi paboThl MH(OPMAIIMOHHBIX CUCTEM B COBPEMEHHBIX
OpraHu3anusax. JTO TaKXkKe MO3BOJSAET CIEHUATUCTaM aJalTUPOBAThCsA K OBICTPO MEHSIOLIMMCS
TpeOOBaHUSAM M HHHOBAIIUAM B 00J1aCTH MH(POPMAITUOHHBIX TEXHOJIOTHH.

MecTo TMCHUNJIMHBI (MOAYJIfA) B CTPYKTYpPe 00pa3oBaTe/IbHOI MPOrpaMMbl

Hacrosmas nucuumninnaa (MOAysb) BKIIIOUYEHA B Y4€OHBIIH TUIaH IO IPOrpaMMe MOArOTOBKU
maructparypsl 1o HamparieHuro 02.04.01 MaremaThika ¥ KOMIBIOTEPHBIE HAyKH, TPOGUIHL
Backend-pa3pabotka u Bxoaut B 00s13aTe/ibHYIO YyacTh biioka 1.

JucnuminHa (MOAynb) U3ydaercs Ha 2 Kypce B 3 ceMecTpe.

Hesb n3yyeHus: JMCHUILIMHBI (MOAYJ151): GOPMHUPOBAHUE Y CTYI€HTOB 3HAHUI OCHOBHBIX
IPUHLIUIIOB, METOJOB UM HHCTPYMEHTOB IPOEKTHUPOBAHUS, HACTPOMKM U  yIpaBICHUS
KOMITbIOTEPHBIMH CETSAMH.

3agauu u3yyeHus: JMCHUIIHHBI (MOAYJIfA):

— (opMupOBaHUE 3HAHUHN YCTPONUCTBA U OPraHU3AlUN KOMIIBIOTEPHBIX CETEH;

— (opMupoBaHue 3HaHUI OCHOBHBIX BEKTOPOB aTakyl Ha KOMIIbIOTEPHBIE CETH;

— (opMupoBaHHe 3HaHUI OCHOBHBIX IPOTOKOJIOB CETEBOTO B3aMMOACHCTBUS;

— (opmMupoBaHre yMEHHs IPOEKTUPOBATH KOMIIBIOTEPHBIE CETH, BBIMOIHATH HACTPOUKY
CeTEeBOro 000PYyI0BaHMsI, OOECTIEUHBaTh 0a30BYI0 O€301IaCHOCTh CETEH;

— (opMupOBaHUE HaBblKa aJJMUHUCTPUPOBATH CETEBYIO MH(PPACTPYKTypy, obecreunBas
e€ HaJIeX)KHOCTh M YCTOMYUBOCTB K COO0sIM;

— (opMupoBaHHe HaBbIKA OPraHU30BBIBATH U MOJ/IEP’KUBATh BUPTYaIbHbIC YACTHBIE CETU
(VPN) g 6e30macHOro yJaleHHOro JOCTyIa.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YYAIOIIUXCS C IEAArOTHYECKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATETHHON PAOOTHI 00yYAIOIITIXCS:

Komnerenuus

Conep:xanue KOMIETEHIIUH

Nuauxarop
KOMIeTeHIIH U

IlepeyeHb MJIAHUPYEMBIX
pe3yJbTaTOB 00y4eHus Mo
AUCHMIJIMHE (MOTYJIIO)

[K-2.

Crioco0eH MaTeMaTHYECKH
KOPPEKTHO CTaBHUTh
€CTECTBEHHOHAYYHBIC U
MPUKJIaTHBIC 3a1a91

[K-2.1.

3HaeT OCHOBHBIE METOJIbI U
HOAXOIBI K MATEMAaTHIECKOMY
MOJIETTMPOBAHUIO, & TAKKE
TEOPETUYECKHE OCHOBBI
€CTECTBEHHBIX U MPHUKJIIATHBIX
HayK, HEOOXOIUMBIE IS
KOPPEKTHOH (hOpMYITHPOBKU
3a1a4

[1K-2.2.

YMeeT aHanu3upoBaTh
MPAaKTUYECKUE CUTYALlUH U
(hopMyTUPOBATH HA UX OCHOBE
MaTeMaTHYECKHE MOAEIIH,
BKJII04asi BBIOOD a1€KBAaTHBIX
METO/IOB pEIICHHUS U
(hOpMyYIHPOBKY YCIOBUH 3a/1aun

[1K-2.3.

NMeet nmpakTUYECKUN OMBIT B
pa3paboTKe U pereHun
MAaTEMATHYCCKUX 3a1a4 B
paMKax MPOEKTOB MJIN HAyYHBIX
WCCIeI0OBaHuM, rue Obln
YCTEIIHO MTOCTAaBIEHBI U
PEUICHBI CCTCCTBEHHOHAYYHBIC U
NPUKJIaIHBIE 3a/1a41

IK-3.

CriocoOeH pemarp 3a1a4u
poheCCUOHATBHOMN
JeSITeILHOCTH, (POPMYJTHPOBATH
pe3yIbTaT, yBUIETH CIICACTBUS
HOJIy4SHHOTO pe3yJibTara

[K-3.1.

3HaeT OCHOBHBIC IIPHHIIHITBI 1
METO/Ibl PEIICHUS 3a/1a4
npoecCHOHATBHON
JIeATEIbHOCTH, & TAKXKE CIIOCOOBI
(dbopMynupoBaHHs U
HpeICTaBICHHS PE3yJIbTATOB,
BKJIIOYAs aHAJIN3 MOCJISICTBHIIA 1
UX 3HAYMMOCTh B KOHTEKCTE
POEKTA

[K-3.2.

YMeeT npuMeHsTh
MaTeMaTHYeCKHe U
KOMITBIOTEPHBIE METOJIBI JJIS
peleHHs KOHKPETHBIX 3a/1a4,
(bopMynUpoOBaTh YETKHE U
000CHOBaHHBIE PE3YIILTATHL, a
TaKXKe aHAITM3UPOBATH MX
MOCJIEACTBHUS AT JaTbHEUIIINX
JICHCTBUM U pelIeHui

[K-3.3.

NMeer nmpakTHYECKUN ONBIT B
pereHun npodecCHOHATEHBIX
3a/1a4, BKJIIOYas y4yacTue B
MPOEKTaX, T/ie OBUTH TOTYYCHBI
pe3ynbTaThl U
MIPOAHATIU3UPOBAHBI UX
CJIEICTBHSI, YTO CIIOCOOCTBOBAJIO
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MPUHSATHIO 000CHOBAaHHBIX
peleHui

[K-5.

CrnocobeH mepegaBaTh
pE3yJIbTaT PELICHHBIX
NPHUKJIATHBIX 33/1a9 B BUZIE
KOHKPETHBIX PeKOMEHIAIHH,
BBIP2)KEHHBIX B TEPMHUHAX
oOmacTu pa3paboTku

[IK-5.1.

3HaeT OCHOBHBIE METOIBI U
MOJIX0JIbI K (hOPMYJTUPOBAHUIO
pEeKOMEHJallii Ha OCHOBE
pe3yIbTaTOB PEIIeHUs
MPUKIAAHBIX 3a7a4, a TaKXKe
TEPMUHBI ¥ KOHIICTILIUH,
crieruUIHbIe 1T TPEIMETHOM
obnactu

[K-5.2.

YMeeT aHanu3upoBaTh
pe3ynbTaThl PEIIeHHBIX 3a7ad U
(hopMyTUpPOBaThH YETKHE,
KOHKPETHBIE PEeKOMEH/IAIUH,
aJanTUpys UX K TPeOOBaHHUSAM U
0XKUIAHUSIM LIEJICBOM
ayJIMTOPUH

[K-5.3.

HMeer nmpakTUYECKUN OIBIT B
pa3palboTKe U MPEICTaBICHUU
PEKOMEHJaluii Ha OCHOBE
aHaJIM3a MPUKIAJHBIX 3a/1a4,
BKJIIOYAs y4acTHe B IMPOEKTaX,
/i€ Pe3yabTaThl ObUIN YCIICIIHO
MIPUMEHEHBI U OLICHEHBI B
KOHTEKCTE NMPEeIMETHON 00JacTu

[K-6.

CrniocoOeH pa3pabaThiBaTh
porpaMMHOE oOecTiedeHue st
peUICHUA MMPUKIIAJIHBIX 3a1a4 B
cdepe nmpodhecCHOHATBHOMN
JeSITEIbHOCTH

[K-6.1.

3HaeT OCHOBHBIE SI3bIKU
MPOrpaMMUPOBAHHUS, METObI
pa3paboTKH MPOrPaMMHOTO
o0ecreueHus, a TaKkKe
NPUHLMITEI IPOSKTUPOBAHUS U
APXUTEKTYPBl IPOIPAMMHBIX
CHUCTEM, IPUMEHICMBIX B
KOHKPETHOH NpeIMEeTHOM
obnactu

[K-6.2.

YMeeT aHanu3upoBaTh
MPUKJIaIHbIE 3a7a4H,
pa3pabaThiBaTh AITOPUTMEI H
peanu30BbIBaTh UX B BUJIE
MPOrpaMMHOI0 00eCIeueHus,
KCIIOJIb3YsI COBPEMEHHBIE
WHCTPYMEHTHI U TEXHOJIOTHH, a
TaK)Ke MPOBOIUTH TECTUPOBAHUE
Y OTJIaIKY CO3JJaHHBIX PEIICHUI

[1K-6.3.

Nwmeet mpakTUyecKuid OMbIT
pa3paboTKu MPOTPaMMHOTO
obecriedeHus B paMKax
PEATBHBIX TIPOEKTOB, BKITFOYAS
y4acTue B KOMaHJaX, TJe ObLTH
YCIENTHO PeaTn30BaHbI
PEIICHHUs JIJIs1 KOHKPETHBIX
MIPUKJIATHBIX 337124 B cepe
mpoheCcCHOHATBHOMN
ESITENHHOCTH
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3. Temaruueckuii njiax

Nen/ TpynoeMkocTh, akageMH4YeCKHEe YaChl
" HaumeHnoBanue Qunas dopua TKY

AyaurtopHas padora .

pa3aena TMCUUIIIMHBI (Tekyumi

Jlexkiun CeMuHapsbl
(MonyJis) (npakTiuec Kontpo | CamocrosiTe/n KOHTPOJIb
Jb Hasi paboTa ycneBaeMoCTH)
KHe
3aHSATHA)

1 OCHOBHBIC IPOTOKOJIBI 7 7 40 JlomarHee 3amanme
CETEBOro IToaroroska k
B3aUMOJICUCTBHS CEMHHApY

2 Opranusaius cereii ¢ 8 8 42 JomaliHee 3aaHue
nocTynoM B MHTepHET [MoaroroBka x

CEMHHApY

3 Opranu3zamnus 8 8 42 JlomamHee 3amaHue

KOPIIOPAaTHUBHBIX CETEU [ToaroroBka k
CEMHHApY
4 OCHOBEI CETEBO 7 7 40 JlomamHee 3amaHue
Oe3omacHOCTH KonTponpnas
pabora
Ix3zamen 4
Hmozo: 30 30 4 164
O6vem oucyuniunst (M00ys) 228
(6 ak. u.)
Obvem oucyunaunvt (Mooyns) 6
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOTYJIs)
Neni/m HaumenoBanue paziesa Coaep:xanue TUCHUILIMHBI (MOAYJIS) IO TeMaM
JAMCHMILIMHBI (MOYJIs1)
1 OcHoBHBIE TPOTOKOJEI ceTeBoro | Ctek  mpoTtokonoB. llpuknmagHoit  ypoBeHs. IlpuknamHol n
B3aUMOJIEUCTBUS TpaHCHOPTHBIH ypoBHU. CeTeBoil ypoBeHb. KaHabHBIN U GU3NUECKUIA
YpOBHHU
2 Opranunzanus ceteid ¢ foctynoM | [Iporokomsr  mapmpytuzanuu. OpraHuzanusi T700albHBIX — CETEH.
B UHTepHeT becnpoBogubie u  MoOwibHbBIe ceTH. OTKa3oycTOWYMBBIE H
BUPTYaJbHbIC CETH
3 Opranu3zaiusi KOpIopaTUuBHBIX Buptyanbublie yactHble cetr. [lIndpoanue qaHHbIX
ceTeit
4 OcHOBBI ceTeBOi Oe3onacHOCTH | AyTeHTH(UKauus U aBTopu3anus. AHanu3 u ¢uibTpanus tpadduka.
Araku Ha TCP/IP. Ataku na DNS
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. KoMrmbroTepHbIC CETH : yYeOHUK M MPAKTHUKYM JUIS BY30B / I10JI HAYYHOU pelakiuuei A.
M. HeuaeBa, A. E. Tpy6una, A. }O. AuucumoBa. — Mocksa : U3narensctBo FOpaiit, 2025. —
515 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-21452-9. — Tekct : 3JIeKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/572239.

Jlononnumensnasn n1umepamypa:

1. Cetu ¥ TEICKOMMYHUKAIIUY : YICOHHUK U MIPAKTUKYM Jijis By30B / o penakuueii K. E.
Camyitioa, 1. A. llammmosa, J[. C. KymsboBa. — 2-¢ u3a., nepepad. u mon. — Mocksa :
WznatenbctBo FOpaiit, 2025. — 464 c. — (Boicuiee oOpa3oBanue). — ISBN 978-5-534-17315-4.
— Tekcr : oanekrponsbli // OOpa3oBartenbHas 1miatrdopma HOpaiit [caiit]. — URL:
https://urait.ru/bcode/560392.

6. MaTepuajbHO-TeXHHYECKOe oDecrevyeHne

VYHUBEpCUTET pacmojaraeT MaTepHallbHO-TEXHHYECKOH 0a30if, COOTBETCTBYIOLICH
JIEMCTBYIOIINM MTPOTHBOIIOKAPHBIM TPAaBHUJIaM U HOPMaM M 00ECIIeYHBAIOIIEH IPOBEIEHUE BCEX
BUJOB JUCUUIUIMHAPHOW M MEXIUCIUIUIMHAPHON TOATOTOBKH, IMPAKTHUYECKOW M HAy4yHO-
HCCJIEIOBATENIBCKOM paboT 00yyarouXcsl, IPeTyCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomerieHus1, KOTOpPbIE MPECTABISAIOT CO00M yueOHbIE ayAUTOPUH AJIsl TPOBEACHUS 3aHATHH
JEKIIMOHHOTO  THUMA, 3aHATHH CEMHHApPCKOro (IMPaKTHYEeCKOTO0) THWIA, TPYNIOBBIX W
UH/IMBUYaJIbHBIX KOHCYJIbTAIUH, TEKYIEro KOHTPOJIS U MPOMEKYTOUHON aTTeCTalluy, a TaKkxKe
MIOMEIICHUS I CAMOCTOSATENBHON paObOThl M TOMEIICHUS ISl XpaHEHHS U MTPO(UITAKTUIECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IlomeneHus: yKOMIUIEKTOBaHbI CIIEUATN3UPOBAHHON
MeOeTbI0 U TEXHHWYECKHMH CPEICTBAMH OOYUYEHHS, CIY)KAIIUMH JUIS TPEJICTaBICHUS ydeOHOU
uHpopManuu OOJIBIION ayTUTOPUH.

W3ydeHnre AucuMIIMHbI (MOIyJs1) oOecrieunBaeTcsl B yYeOHbBIX ayIUTOPUSX, OCHAIICHHBIX:

— CTOJIAMU | CTYJIbSIMH;

— KOMIIBFOTEPHOM TEXHUKOW;

— CHeUaIN3UPOBAaHHBIM 000pYI0BaHUEM, BKITIOYAsl IEMOHCTPAIIMIOHHOE 000PYIOBaHHUE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboThl 00yUarOIINXCsl, B TOM YKCIIE IPUCTIOCOOTICHHbIE
JUTL WCTIOJB30BAHUSI WHBATMAAMHU M JUIAMHA C OTPAaHUYEHHBIMH BO3MOXKHOCTSMHU 37I0POBBS,
OCHAIIIEHBl KOMITBIOTEPHON TEXHHMKON C BO3MOXKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
obecrieueHreM JOCTyna K B OJICKTPOHHYIO HWH(POpPMAIMOHHO-00pa30BaTEIbHYIO Cpeay
YHuBepcurera.

OOyyaromMMcesi TpeNoCTaBIAETCs JOOCTYN (B TOM 4YHCIE YHAlIeHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YUCJIE JJICKTPOHHBIM OHOJMOTEYHBIM CHCTEMaM, COBPEMEHHBIM NpPO(ecCHOHAIBLHBIM 0Oa3zam
JAHHBIX U UH(OPMAIIMOHHBIM CITPABOYHBIM CUCTEMaM):
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https://urait.ru/bcode/572239
https://urait.ru/bcode/560392

Ne HanMeHoBaHue noprana Ccbuika
(u3panus, Kypca, 10KyMeHTa)

1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa

2. | basa mannbix s IT-ciienuanucToB https://habr.com

3. | basa nannbix ScienceDirect https://www.sciencedirect.com

4. | OdunmansHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/
BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepanbubii mopran «Poccuiickoe odopazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eaunoe okno qoctymna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. | Enunas xomteknus mupoBEIX 00pa30BaTeIbHBIX http://school-collection.edu.ru/
pecypcos

8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTesbHBIX PECYPCOB

Ilepeuenn

UH(POPMALIMOHHBIX

TEXHOJIOTHH,

UCIIOJIB3YEMBIX  IIPH

OCYIIIECTBIICHUU

06p330B8.TeJ'IBHOI‘O Inpounecca 1o JUHCOUIlINHE (MOHYJ'IIO), B TOM 4YHCJIC KOMIIJICKT JIMLICH3MOHHOI'O

MpOrpaMMHOTO  OOecIeueHus,

COBpPEMEHHbBIE

I/IH(1)OpMaI_II/IOHHBIe CIIPaBOYHBIC CUCTCMBbI:

npodeccuoHanbHbIe

0a3bl  JIAHHBIX

u

HaumenoBanmne 110 IIpoussoacreo JInuen3nonnoe / cB060IHO
pacrpocTpaHsiemMoe

OnepannoHHble CUCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exxHoe JIMLIEH3UOHHOE
Server)
Bpay3zepsbI:
SAnnexc.Bpaysep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsieMoe
Google Chrome 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) | 3apyOexxHOe JIMLIEH3UOHHOE
TeXstudio 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Adobe Acrobat Reader 3apy0exHOe cBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneueHne AJISl IVIAHUPOBAHUSA U YI€TAa BPEMCHU:

Toggle app | sapyGexHoe | cBOGOIHO pacIpocTpaHseMoe
CucreMbl ynpapJjeHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nmuuensnonHoe

Cucrtembl ynpapjieHusi 0a3aMHi JaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHoe

Cucrtembl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for 3apy0ekHOe JIMLIEH3UOHHOE

HyperV

CnpaBoYHO-IIPABOBBIE CHCTEMBI:

Koncynsrantllintoc: cipaBo4HO- OTEYECTBEHHOE JIMLEH3UOHHOE

npaBoOBasi CUCTEMA

CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security s OTEYECTBECHHOE JIMLIEH3UOHHOE

ousneca CranmaptHblid Russian

Edition

Cpensl pa3padoTKu:

Visual Studio Code 3apy0exHOoe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apy0exKHOe CcBOOOJTHO PACIIPOCTPAHSIEMOE
Anaconda 3apyOeKHOE CBOOOHO PAaCIIPOCTPAHIECMOE
Robotic Operating System 3apyOexHoe cBOOOJTHO pacpOCTpaHsIeMOe
CopelliaSim 3apyOexHoe cBOOOJTHO pacpOCTpaHsIeMOe
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https://elibrary.ru/defaultx.asp
https://habr.com/
https://www.sciencedirect.com/
https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Google Colaboratory | sapy6exnoe
IlakeThl MPOrpaMMHBIX CPEICTB H OMOJIHOTEK:

CBOOOJIHO pacrpocTpaHsIeMoe

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexKHOE CBOOOIHO pacIpOCTpaHsIEMOe
Cucrtemsbl ynpapieHusi onéanorpagudeckoii HHpopManueii:

Zotero | 3apyOexkHOE | CBOOOIHO pacIpOCTpaHsIeMOe
CepBHCHI H CITYKOBI:

Bind 3apy0exKHOe CcBOOOJIHO PACIIPOCTPAHSIEMOE
Docker 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEMOe

7. MeroanuyecKkue v OlleHOYHbIEe MATEPUAJIBI
MeToanuyeckne yKkazaHus JJ1s1 00yYAIOIMXCS M0 OCBOCHHMIO IMCIUILIMHBI (MOIYJIs1)

B nponecce nzyuenus qucummiinHel (Moayss) «CeTeBble TEXHOJIOTMM) B paMKaxX TEKYILEro
KOHTPOJISl YCIIEBAEMOCTH MCHOJIb3YIOTCS TaKue BUbI YUeOHOI paboThl, KaK JIEKLIMU, CEMUHAPBI,
KOHTpOJIbHAsI paboTa, JOMAIIHUE 3aJJaHus, @ TAKXKEe pa3IMuHbIe BUAbI CAMOCTOSTEIILHON paboThl
oOyyaromuxcst IO 3aJaHui0 [pernojaBarelis, HalpaBleHHblE Ha pPa3BUTHE HaBBIKOB
npoeCCHOHATBHON JIEKCHKH, 3aKpEeIUIeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIHA,
MOOUIPEHNE UHULINATHB.

Jlexyus — cHUCTEMAaTHYeCKOe, IOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
nperno/iaBaTesieM yueOHOT0 MaTepuaia, Kak IMpaBuiio, TCOPETUYECKOTO XapaKTepa.

B mpomecce neknmii peKOMEHAYeTCss BECTH KOHCHEKT JISKIUH: KPAaTKO M CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC HJICH, BBIBOJBI W OOOOIICHHUS JICKIIMU; BBUICISITH BAXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoO0XO0IMMO OTMETHUTH BONPOCHI WMJIM MaTEpUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HAMTH OTBETHI B PEKOMEHI0BaHHOU nuTepatype. Ecimu
pa3o0parbcsi B Marepuaie HE yHaercs, cieayeT chopMyIHpoBaTh BOIPOC W 3adaTh €ro
IPEMo/IaBaTes0 Ha KOHCYJIbTAI[MH WM BO BpEMsI CEMUHAPCKOTO (IIPAaKTUYECKOT0) 3aHATHSL.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktuBHas paboTa CTyJeHTa HA CEMUHApE,
€ro OTBETHI Ha BOMPOCHI MIPEToaBaTelis U y4acTHe B JUCKYCCHH.

Jist yCIenHoro yqacTHsi B CEeMUHApe CTY/IEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMHUTHCS C
TeMOU OOCYXXIEeHHs, MPOYUTAaTh HEOOXOAMMbIE MaTepUalbl U MOATOTOBUTH BOIMPOCHL. BaxHO
AKTUBHO CJIYIIaTh M BOBJICKATHCS B IMCKYCCHIO, BRICKA3bIBasi CBOM MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJABATENSI CTOUT OBITH YBEPEHHBIM, YETKUM U JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIN MaTeprall. Takxke MOJIe3HO MO ICPKUBATH TUAJTIOT C OJJHOKYPCHUKAMH,
9TOOBI 000TaTUTH OOCYXKACHHE U PACITUPUTH CBOU 3HAHMUSI.

Jlomawnee 3a0anue — HabOPp 3a/1a4 1O TEMaM HEJIEIIH.

[Ipu pabore Haj MAOMANIHMMH 33JaHUSMHU BaXKHO BHUMATEIBHO O3HAKOMHTHCS C
TpeOOBaHUSIMU U CPOKAMHU BBITIOTHEHUsI. PekoMenmyeTcsi pa30uBaTh 3aaHusl Ha ATaIlbl, YTOOBI
nu30exarh TMEperpy3kd W Iydlle yCBOUTh Marepuall. lcrmonb3oBaTh pa3iuyHble HCTOYHHKHU
nH(popMaIuu, BKIIOYasi Y4eOHUKH U OHJIAWH-PECyPCHI, IJis1 00Jiee TIIyOOKOTO TTOHMMAaHHS TEMBI.

Konumponvnaa paboma — nucbMenHas pabota ¢ HaOOpOM 3a/1a4, KOTOPbIE HY>)KHO PELIUTh 32
OTpaHUUYEHHOE BpeMSI.

[lenb KOHTPOJIBHOM PabOTHI - MOMYUYUTh CIIEUATBHBIE 3HAHUS 110 OJJHON MM HECKOJIBKHM
TeMaM JUCUHUIUIMHBI (MOAYJIS) U MTPOJEMOHCTPUPOBATh HABBIKM UX MPAKTUYECKOTO MPUMEHEHHUS.

Camocmosmenvnas paboma — paboTa CTYIEHTOB, HANpaBleHHAs Ha YLIIYOJIEHHOE
W3YYEHUE OTJIEIBHBIX TEM U BOIPOCOB YUYECOHON AUCIUTIINHBI (MOIYJIS).

B mpormecce camocTosiTenbHON pabOTHl CTYAGHTHI B3aWMOJCUCTBYIOT C PEKOMEHIOBAaHHBIMHU
MaTepuagaMd TMpPH MUHHUMAJIbHOM YYacTHH TperojaBaTelis. 3ajadll CTYIEHTa BKIIOYAIOT paboTy c
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KOHCIICKTaMH JICKIH# (00paboTKa TeKCTa), HOBTOPHOE H3yUYEeHUE YICOHBIX MaTEPHAJIOB IIJIAHOB U TE3HCOB
OTBETOB, U3YYCHUE JIOMOTHUTEIHLHBIX TEM, BHIITOIHEHUE YICOHO-UCCIIEOBATEIBCKUAX 3aJaHUI U JPYyTOe.

Cucrema OLCHUBAHUSA PE3YyJbTATOB Oﬁy'leHl/lﬂ o JTUCHUIIJIMHE (MO)Iy.]'IlO)

Kpurepun noJiyyenusi ypoBHsI M OlleHUBAHUS C(POPMUPOBAHHOCTH KOMIIETEHIUI 110
aucuuminue (Moay.J0) «CereBble TEXHOJOTHI»

OneHuBaHuEe YpOBHSI Y4YEOHBIX JOCTHKEHHM OOydYalolUXCs MO JUCHUIUIMHE (MOIYJIIO)
OCYIIECTBIISICTCS B BUJIE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.

IIpome:xyTouHasi arTrecTalusi MO AUCUUIUIMHE (MOAYJIO) OCYUIECTBIsSeTCS B (opme

9K3ameHa, Py TOM TPOBOJUTCS OLIEHKA KOMIIETCHIIUH, C(POPMUPOBAHHBIX MO AUCLIHUIUIMHE.

I[JISI OLCHUBAHWA TCKYHICT'O KOHTPOJIA YCIICBACMOCTU U HpOMeX(YTOqHOﬁ arTecralnuu
UCTIONB3YETCs JeCATHOA/UIbHAS IIIKajda OIICHWBAHUS, KOTOpas COOTHOCHTCS C TPaIUIIMOHHON
MATHOAIHPHON MIKAIOHN CIIEAYIONUM 00pa3oM:

JMecarudannbHas) IlarudamnbHas Oo0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o
OLlEHKA OLlEHKA AUCUMILIMHE (MOAYJIIO)

10 OTiaHO CTyIeHT MONTHOCTBIO BIAJeeT 3HAHUSAMH, H3I0KEHHBIMH B

9 OTIUYHO paboueil mporpamMmMe, H TIYOOKO OCMBICISIET AUCHUILTHHY

8 OTINYHO (MOIyTB). On CaMOCTOSITEITEHO H JTIOTHYECKU

MOCJIEIOBAaTEIbHO OTBEYAET HAa BCE BOIPOCHI, aKLIECHTUPYSI
BHUMAaHHE Ha HawOojice BaKHOM. YMEET aHaJM3UpOBaTh,
CpaBHHBATB, KJIaCCU(HUIIMPOBATB, 0000m1aTh,
KOHKPETHU3HUPOBATL M  CUCTCMATHU3HUPOBATH H3y‘IeHHBIﬁ
Marepuall, BBIACISS KIIOYEBbIE MOMEHTBHI M YCTAaHABIIHMBAs
NPUYUHHO-CIICICTBEHHbIE CBs3u. YeTko Qopmynupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET PE3YIIBTATHI AHAIU30B U
JPYTHX HCCIEOBAaHHUH, a TAK)KE PElIaeT CIOKHBIC 3aayH.
CTy#eHT XOpoLIO 3HAKOM C METOJAaMH HCCIIeIOBaHMUS,
HEOOXOMMBIMH JIUTSI TPAKTHYECKOH JEATEIbHOCTH, U YMEET
CBSI3BIBATh TEOPETHYECKUE ACTIEKTHI TUCIUILTHHBI (MOJTYJIS)
C TMIPaKTHYECKUMH 3a/Ia4aMH.

Xoporiio CryneHT obnagaeT 3HAHUSMU TIPEIMETa MOYTH B MOJTHOM

6 Xopotio obbeMe pabodeil MpOrpaMMbl H  CaMOCTOSITENBHO,
JIOTUYECKH TIOCIIeIOBATEIbHO M BCECTOPOHHE OTBEYAET Ha
BCE BOMPOCHI, AKIEHTHPYS BHHMaHHEe Ha Hanboyee
3HaYMMbIX MoMeHTax. OH yMeeT aHalIu3UPOBaTh,
CpaBHMBATb, KJIACCU(PUIIMPOBATD, 000011aTh,
KOHKPETH3HUPOBATH M CHUCTEMATH3MPOBATH H3YUCHHBIN
marcpual, BBIICIAA €ro KIIFOUCBBIC ACIICKThI u
yCTaHABIUBAS MPUIUHHO-CIICICTBCHHBIC CBSI3H.
DopMyITUpyeT CBOH OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yiIbTaTEl aHAIN30B M APYTHX HCCIEIOBAHWHN, a TaKkKe
peliaeT CIOXKHBIC CHUTyallMOHHbIe 3amaud. CTyIeHT
XOpOIIO  3HAKOM €  METOJaMU  HCCIICIOBaHHS,
HeOGXOIII/IMI)IMI/I JUISA HpaKTI/I‘IeCKOﬁ ACATCIIBHOCTU, U YMECT
CBA3BIBATH  TCOPETHYCCKHE  aCMEKThl  MpeaMeTa ¢
NPaKTHISCKUMH 3a/Ia4aMu.

5 VYnosnerBoputenbHo| CTymeHT obimamaeT 6a30BBIMHA 3HAHUSAMH IO JTUCIIMILTAHE
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HMecaTtudannbuas llaTudannbHas Oo0mas xapakTepuCTHKA pe3yJbTaTa 00y4eHHUs 1o
OLICHKA OLICHKA AUCUUIINHE (MOTYJIIO)

4 Y IOBIETBOPUTENBHO | (MOAYIIIO), HO UCTBITBIBAET  TPYAHOCTH npu

CaMOCTOSITETIFHBIX OTBETaX W HCIIONB3YeT HETOYHBIE
(dopMynupoBkH. B X01¢ OTBETOB OH JIOMYCKaeT OIIMUOKH,
Kacaromuecst cyTd BonpocoB. CTyIeHT crocoOeH periath
TOJIBKO CaMble TIPOCThIE 3aJadd H BJaaeeT JIHIIb
MUHUMAJIbHBIM HA0OPOM METOIOB UCCIICJIOBAHUSI.

3 He cnan CryneHT He OBIaJeN 00sM3aTeIbHBIM MHHUMYMOM 3HAaHUN

He cnan 0 TIPEJIMETY ¥ HE MOYKET OTBETHTD Ha BOIIPOCHI, TaXe €CIIN

1 He cnan MpEenoaBaTenb 3aJaeT JOMOJHUTEIbHBIE HABOJSIIKE
BOIIPOCHI.

I[I/ICI_II/IHJ'II/IHB. (MO,Z[y.]'IB) «CeTteBble TEXHOJIOT UM OLICHUBACTCS CJICAYHOUIUM o6pa30M:

AKTHBHOCTBH Bec Onucanmne

Jomanrawe 3amaams | 50% | 3a kaxaoe U3 3aaHui MOXHO Habpath 10 6amioB

KonTtponbsnas padora | 20% | [IucemenHast paboTa ¢ HabOpoMm 3a/1a4, KOTOPBIE HYXKHO PEITUTh 3a

OIrpaHUYCHHOC BpEMsI

DK3aMeH

30% | [TucbmeHHast K ycTHas padoTa HaJ 3aJaHueM, HalpaBJIeHHBIM Ha
MIPOBEPKY MOJYYCHHBIX 3HAHUI 1 HABBIKOB MO AUCUUILINHE (MOJYJIIO)

@®opmyJsa pacyéra UTOroBOH OLEHKM MO0 jAucuHumaunHe (moaynaw) «CereBble
TexHogorum»: «0,5 x cpemgHee 3a momarnHue 3amaHus + 0,2 X KoHTpoJbHas pabora + 0,3 X

OK3aMCH».

Texkyumii KOHTPOJIb yceBAeMOCTH 00y4aKOLIUXCH M0 JUCHUILINHE (MOAYJIIO)

IIpuMepHbIEe TEMbl CEMUHAPCKHUX 3aHATHH

1. OcHoBHBIE MMPOTOKOJIBI CETEBOI0 B3aNMO/IeiCTBUA

Crex IpOTOKOJIOB: CTPYKTYpa U (PYHKIIMU KaX/I0TO YPOBHSL.

[Ipuknannoit ypoBenb: nmporokosisl ¥ ux npumenenue (HTTP, FTP, SMTP u np.).
Pa3znuuus Mexay NpUKIaJHBIM U TPAHCIOPTHBIM YPOBHSIMHU.

TpancnoptHsiit ypoBeHb: poTokoisl TCP nu UDP, nx 0co6€HHOCTH U IPUMEHEHUE.
Ceresoil yposeHb: nnpotokous! [P, ICMP u ux posns B MapipyTu3anum.

KananbHbiil ypoBenb: TexHonoruu Ethernet, Wi-Fi u ux ocoGennocru.

Pu3nyecKuil YpOBEHb: XapaKTEPUCTUKU U CTaHJAPTHI IEPEAAYN TAHHBIX.

AHanmm3 B3auMOJIEHCTBHSI pa3InYHbIX ypoBHEH B Moenu OSI.

[Ipumepbl peanpHBIX CETEBBIX B3aUMOACWCTBUM, OCHOBAaHHBIX HAa CTEKOBBIX

IPOTOKOJIAX.

BYIlyH_ICC CCTCBLIX ITPOTOKOJIOB: HOBBIC TCXHOJIOTUU U ITPOTOKOJIBI.

2. Opranusauus cerei ¢ gfocrynom B UHTepHer

— IIpoTokosbl MapUIpyTHU3aLMU: OCHOBHBIE THIBI U uX ocobenHoctu (RIP, OSPF, BGP).
— Opranu3zanus ri106anbHbIX CETEeH: MPUHIUIBI M TEXHOJIOTHH.

— becnpoBoHbIe ceTH: CTaHAAPThI, TEXHOJIOTHH U 0€30IaCHOCTb.

— MoOunsnble cetu: 4G, 5G u ux BiaUsHUE Ha JocTyM B HTEpHET.

— OTKa30yCTONYMBBIE CETH: MPUHIUIIBI IPOEKTUPOBAHMS U PEATTU3ALINN.

— BupryanbpHble c€TH: KOHLIENIINA U IPUMEHEHNE B KOPIIOPATUBHOM Cpeae.

— CpaBHeHUE IPOBOAHBIX M OECIIPOBOIHBIX CETEH: ITIOCHI U MUHYCHI.

— TenaeHunun B OpraHu3anuu ceTer ¢ 1ocTynom B MHTEpHET.
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— Keticel mo opranuzanuu ceTeu s pa3IuIHbIX OM3HEC-MOIeIIeH.
— be3onacHOCTh B TI00abHBIX CETSAX: YIPO3bl U METO/IbI 3AIIUTHI.

3. Opranuszanusi KOpMOPaTUBHBIX ceTel

— Bupryansnsie yactabie cet (VPN): mpuHIUIB paboThl B TEXHOJIOTHH.

— IlludpoBanmne NaHHBIX: OCHOBHBIE AITOPUTMbI U METO/IBI.

— CpaBuenue paznuyabix TuioB VPN: PPTP, L2TP, OpenVPN u ux 0coO€HHOCTH.
— Ponb mmdpoBanus B odbecriedeHnH 6€30MaCHOCTH KOPIIOPATUBHBIX CETEH.

— AHanu3 yrpo3 0e30MacHOCTH B KOPIIOPATUBHBIX CETSIX.

— Mertozp! 3a1MTHI JaHHBIX B KOPITOPATUBHBIX CETSAX.

— Opranunzanus 6€301acHOro yIaJIeHHOTO JOCTYNAa K KOPIOPATUBHBIM PECYpPCaM.
— Keiic-ctaguu: ycnemnbsie npuMepsbl BHeApeHus: VPN B koMIIaHUsIX.

— Tennenuuu B ob6mactu mm@poBaHUS U 3aLIUTHI TAaHHBIX.

— Bbynyiiee kopropaTUBHBIX CETEW: HOBbIE TEXHOJIOTUU U OAXO/BbI.

IIpumepHbIe qOMANIHUE 32 aHUS
NomamHee 3axanne: OCHOBHbIE TPOTOKOJIBI CETEBOI0 B3anMoAeilicCTBHS

1. Onummre CTEK MPOTOKOJOB M €r0 ypOBHU. BKIlouMTE B OTBET OCHOBHBIE (DYHKIIUU
Ka)KI0r0 ypOBHS.

2. Yrto Takoe mpuKIagHON ypoBeHb? [IpuBeanTe mpuMepsl IPOTOKOIOB, pabOTAIONIMX HA
3TOM YpOBHE.

3. OObscHUTE pa3auuusi MEXIy TPAHCIOPTHBIM M CETEBBIM YpOBHsIMH. Kakyio poib
KQKIBI U3 HUX UIPAeT B CETEBOM B3aUMOACHCTBUM?

4. Onuummre KaHaJIbHBIM ypoBeHb. Kakue mpoTOKOJIBI M TEXHOJIOTMU HCHOJIB3YIOTCS Ha
3TOM ypOBHE?

5. Yro Takoe ¢puznueckuil ypopeHb? KakoBbl €ro OCHOBHbIE XapaKTEPUCTUKU U PYHKIIMU?

Jomammnee 3aganue: Opranusanus cerei ¢ foctynom B UnTepuer

1. Yto Takoe mnportokonsl Mapuipytuzauuu? [lpuBeautre npumepbl U OOBSICHUTE HX
Ha3Ha4YCHHUE.

2. OnmmmuTe, Kak OpPraHU3yIOTCs TI00ambHBbIE ceTH. Kakue TeXHOJIOTHH W TPOTOKOJIBI
MCIIOJIB3YIOTCS ISl MX CO3JaHus?

3. Uto Ttakoe OecripoBOHBIE 1 MOOMIIBHBIE ceTH? KakoBBI MX OCHOBHBIC ITPEUMYIIECTBA U
HEIOCTaTKN?

4. OOBsICHUTE, YTO TAKOE OTKA30yCTOMUNBbIE ceTh. Kakue TeXHOIOrMH UCTIONIb3YI0TCS IS
o0ecreyeHns: 0TKa30yCTOMUUBOCTH?

5. Uro Takoe BupTyaibHble ceTn? Kak OHM NOMOraloT B OpraHM3allHd CETEBOTO
B3aMMOJEICTBUA?

Jdomamnee 3aganue: Opranu3anus KOPNoOpaTUBHbIX ceTel

1. YUro Takoe BuptyanbHble yacTHble ceTd (VPN)? Onummre OCHOBHBIE MPUHIMITBI UX
paboTHI.

2. KakoBbl mpeumymiectBa ucnoib3oBanus VPN B koprnopatuBHbIx cerax? IlpuBeaute
pUMEpBI IPUMEHEHHS.

3. Uto Takoe muppoBanue naHHbIX? KakoBbI €0 OCHOBHBIE METO/IbI U AITOPUTMBI?

4. OObsicHUTE, KakK MK(poBaHUe JaHHBIX o0ecreurnBaeT 0€30MacHOCTh B KOPIOPATUBHBIX
CeTsX.

5. KakoBbl OCHOBHBIE YIp03bl 0€30MaCHOCTH KOPHOPATUBHBIX CETEW, W Kak MudpoBaHHE
IIOMOTaeT UX MUHUMU3UPOBATH?
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IIpumepHbIe 3a1aHUsA VISl KOHTPOJbHOH padoThl

KontpoJsbHas paéora: AyreHTH()MKAIUS U aBTOPU3ALMSA, AHAJIN3 U PuiabTpanus
Tpaduka, ataku Ha TCP/IP u DNS

1. Omnpenenure noustus "ayreHruduxanus” u "aBropuzanus’. KakoBa ocHOBHas pa3HULA
MEXK]1y HUMU?

2. OnumuTe TpU OCHOBHBIX METOAA AayTCHTU(QUKAUMK M TPUBEAUTE HPUMEPHI HX
IPUMEHEHHUS B PEAIbHBIX CUCTEMAX.

3. Uro Takoe mMHorodakropHas ayrentudukamus (MFA)? Kak oHa HOBBIIAeT ypOBEHb
6e3omacHocTu?

4. O0bsacHHUTE, 4TO Takoe (uubTpanus Tpaduka. Kakue TEXHOIOTMHM W HHCTPYMEHTHI
UCTIOJIB3YIOTCS JUISl aHAJIN3a U QUIBTPALIMK CETEBOro Tpaduka?

5. Ilepeuncnure ocHOBHBIE TUNBI atak Ha nportokon TCP/IP. Omnumwure oxHy M3 HUX,
BKJIIOYasi MEXaHU3M aTaKU U CIIOCOOBI 3aILUTHI.

6. Uto Takoe aTaka "oTka3 B o0cyxuBanun" (DoS)? Kak oHa MOXKET MOBIHAT HA CETEBBIE
pecypcbi?

7. Onumure, kak paOoTatoT aTaku Ha cuctemy nomeHHbIx umeH (DNS). Ilpuenute
IpUMeEpBI pacripocTpaHeHHbIX aTak Ha DNS u ux nocnenctsus.

8. Uto Takoe DNS Spoofing? Kak MOKHO 3aIIUTUTHCS OT STON aTaku?

9. OOBsicHMTE, KaK ayTeHTU(UKALKA U aBTOPHU3alMs MOT'YT [IOMOYb B 3alllUTe OT aTak Ha
CETEBOE B3aMMOJCHCTBHE.

10. KakoBbl OCHOBHbIE PUHIMIIBI OCTPOEHUs 0€30MaCHON CEeTH Ul 3aILUThl OT aTak Ha
TCP/IP u DNS? IIpuBenuTe peKOMEHAANH 110 BHEPEHUIO 3TUX MTPUHIIUTIOB.

3agaHus AJ1s1 MPOMEKYTOYHOM ATTEeCTAIUM MO AMCUMILINHE (MOLYJIIO0)

Ne 3ananue OtBeTt Komnerenuus
n/n
1. | Kakoii ypoBeHs Mmozenu OS] oTBedaeT 3a ycTaHOBIECHHUE B I1K-2

COCAUHCHUS MCKAY ABYMS xocramu?

A) Ilpuknannoii
B) TpaucnopTHbIit
C) CereBoii

D) KananpHbii

2. | Kakoii mpoTOKOJ HCHONB3YeTCs s Tepeiad BeO-CTpaHuIl? B I1K-2

A) FTP

B) HTTP
C) SMTP
D) SNMP
3. | Kakoif mpoTOKON MaplipyTU3alliy SBISETCS MPOTOKOIOM A [K-3

JMHAMUYECKONH MapIIpyTH3aLUH U UCIIOIB3YETCs 1 OOMeHa
MapuIpyTaMH MeXIy MapIIpyTH3aToOpaMu?

A) RIP
B) ICMP
C) ARP
D) DHCP
4. | Kakoit yposens moaenu OSI oTBeuaeT 3a mepenady JaHHBIX B IK-3
o (u3nveckuM cpegam (kabeiu, paAroBOIHBL U T.A.)7

A) KaHanmpHBIi
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B) ®usuaeckmit
C) Cerenoit
D) TpancnopTHBIH

5. | Kakoii Meron mudpoBaHus odecrieqnBacT 0€30MacHOCTh A IIK-5
JMaHHBIX B BUPTYAJIBHBIX 9acTHBIX ceTsax (VPN)?
A) AES
B) DES
C) RSA
D) SHA
6. | Kakoii yposenb Mozenu OS] oTBedaeT 3a MapipyTH3AIHIO? CereBoit/ [K-2
ceTeBoi/
CereBasi/ceTeB
ast
7. | Yro Takoe NAT? [TpeobpazoBan [K-2
We aJpecoB
8. | Kakoii mpoTOKOJ HCHONB3yeTCs sl ayTeHTH()UKAIIUH B WPAZ2 [IK-3
0eCIPOBOIHBIX CETAX?
9. | Yro takoe OSPF? [Iporoxon IK-3
MapUIpyTH3aIl
UH
10. | Kakoii Tum VPN oGecniedunBaeT HanOOIbITyIO 0€301MacHOCTH? MPLS IK-5
11. | Kakoi anroput™ mudpoBaHUs UCTIONB3YETCS JUTS 3aITUTHI SSL/TLS IK-5
nagaeix B HTTPS?
12. | Kako#i mpOTOKOJ UCTIOIB3YETCs IS TIepeAadu dIEKTPOHHOH SMTP [1K-6
oYTHI?
13. | Yro takoe VLAN? Bupryanbnas [1K-6
JOKaJbHas
CeTh
14. | Kakoii cranaapt 6eCrpoBOIHOM ceTH ucmoib3yercs st Wi- IEEE 802.11 T1K-6
Fi?
15. | Yro takoe DDoS-araka? Pacnpenenenn T1IK-6
as araka
0TKa3a B
0o0cIyKUBaHU
u

DNEeKTPOHHBIA JOKYMEHT
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