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1. Kparkasi XapakTepuCcTHKA JUCHUNIMHBI (MOTYJIA)

Pabouas nmporpamma aucuuIuinHbl (Moyisi) «CeTu U OCHOBBI 0€30IMaCHOCTHY» COCTABIICHA
B COOTBETCTBUU C (efiepalbHbIM T'OCYIapPCTBEHHBIM O0Pa30BaTEIbHBIM CTAHAAPTOM BBICIIETO
o0Opa3oBanus —Maructparypa no cneruaibHoct 02.04.01 Maremarrka 1 KOMIBIOTEPHBIE HAYKH,
npoduns MammHHOe o0ydeHue, yTBEpKICHHBIM Mprka3oM MUHUCTEpCTBA HAYKU U BBICIIETO
obpazoBanus Poccuiickoit ®eaepannu Ne 810 ot 23.08.2017 rona.

Uzyuenue aucummiuabl (Moayisi) «CeTd U OCHOBBI O€30MaCHOCTH MOMOTAeT CTYJAEHTaM
INOHATHb, YTO COBPCMCHHBIC I/IH(bOpMaI_[I/IOHHBIe CHUCTEMBI Tpe6y}0T HaI[G)I(HOfI 3alliuThl OT
KuOepyrpo3, a MOHUMaHUE MPHUHIIMIIOB CETEBOIO B3aUMOJICUCTBUSA M OE30MACHOCTH MO3BOJIET
3¢ (HEeKTUBHO MPEAOTBpAIaTh U yCTPAHITh PUCKU. Kpome Toro, 3Tv 3HaHHS HEOOXOTUMBI IS
obOecrieueHrs KOHGUIACHIMAIBLHOCTH, LEJIOCTHOCTH M JOCTYIIHOCTH JaHHBIX B JI0OOMH
OpraHH3aIiu.

MecTto 1ucuuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hacrosmas nucuurninnaa (MOAysb) BKIIIOUEHA B Y4€OHBIIH TUIaH IO TPOrpaMMe MOArOTOBKU
maructparypsl 1o HamparieHuo 02.04.01 MaremaTrika M KOMIIBIOTEPHBIC HAYKH, TPOGUIH
MamuHHOe o0y4eHrne W BXOAHWT B BapHaTUBHYIO 4yacTh bioka 1, popMupyemyro ydyacTHUKamMu
00pa3oBaTeNbHbIX OTHOIICHUH.

Jucnuminza (MOAynb) n3ydaercs Ha 2 Kypce B 3 cemecTpe.

Hear  u3yyeHus: JMCHMIVIMHBI  (MoayJusi):  dopMupoBaHme y  CTYACHTOB
(byHAaMEHTAIbHBIX 3HAHUM M TNPAKTHYECKUX HABBIKOB B OOJIACTHM KOMIIBIOTEPHBIX CeTed U
METOJIOB 0OecrieueHus: MHPOPMAITMOHHOHN 0€30MacHOCTH.

3agayu u3y4yeHust JMCUUILIHHBI (MOAYJIfA):

— (opMupoBaHre 3HAHUH OCHOBHBIX HOHATHH M NpPOOJIEM TEOPUM paclpeae’IeHHBIX
CUCTEM, MOJIETN COTJIACOBAaHHOCTH;

— (opMupoBaHue 3HAHUI aNrOPUTMOB PEIUIMKAIMKM M KOHCEHCYCa B PacHpeeseHHbIX
CUCTEMaX;

— (dopmupoBanue 3HaHWN TOHSTHS TPAH3AKIMH, YPOBHH H3OJSIIMU TPAH3AKIHUNA W
CHOCOOBI UX peaTu3aluu;

— (opMupoBaHue 3HaHUH O BUJIaX OTKA30B y3JIOB, OHATHS BU3AHTUHCKUX OTKa30B;

— (opMupoBaHre yMeHHUS pealu30BbIBaTh Ha JIIOOOM S3bIKE IPOTPAMMHUPOBAHMS
KJIACCHUYECKHE aITOPUTMBbI PEIUIMKAIIMHM U KOHCEHCYCa B paclpe/leIeHHbIX CUCTEMAX;

— (opMupOBaHHE YMEHHUS BBIOMpATh FOTOBbIE pealn3alluy paclpeesIeHHbIX CHCTEM B
3aBHCHUMOCTH OT HEOOXOMMBIX TPeOOBaHUH K COTIACOBAHHOCTU M YCTOHUMBOCTH K OTKa3aM;

— (opmupoBanue ymeHnus ucnoib3zoBatb MapReduce u pacnpenenennsle (aitnoBsle
CHCTEMBI JJ1s1 pabOThI C OOJBIINMU TaHHBIMU;

— (opMupoBaHre HaBbIKa MPOEKTHPOBATH APXUTEKTYPY pPACHpPEIEeNEHHONH CHUCTEMBI C
y4eToM TpeOOBaHUM K COTIaCOBAaHHOCTHU JaHHBIX U YCTOMYMBOCTH K OTKa3aMm;

— (dopmMupoBaHHe HaBBIKA OTJIMYATH JOCTH)KAMBIC TPEOOBAaHUS OT HEIOCTHKHMBIX MPU
POEKTHUPOBAHUY PACTIPEIETICHHBIX CHCTEM.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyembie B pe3ylbTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) IpH
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YYAIOIIUXCS C IEAArOTHYECKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATETHHON PAOOTHI 00yYAIOIITIXCS:

Komnerenuus

Conep:xxanue
KOMTIETeHIINH

Nuauxarop
KOMIIETeHIIN U

IlepeyeHb MJIAHNPYEMBIX
pe3yJIbTATOB 00y4YeHHs 110
AUCHMIJIMHE (MOTYJIIO)

VK-6.

CriocobeH onpenensirs u
pean30BhIBATh
MIPHOPUTETHI COOCTBECHHOM
JESITeIbHOCTH U CIIOCOOBI
€¢ COBEPIIICHCTBOBAHHS Ha
OCHOBE CaMOOIICHKH

VK-6.1.

3HaeT OCHOBHBIE METOIBI
CaMOOIICHKH M aHaJIn3a CBOCH
NESTeILHOCTH, a TAKXKE TPUHITAIIBI
YIIPABJICHUS BPEMEHEM U
LeJiernoaaranms

YK-6.2

YMeeT cTaBUTh peaNuCTUIHbIE U
JOCTUKUMBIE 11U, OTPEAETSATh
IIPUOPUTETHI B CBOEH
JESITEIbHOCTH, a TAaK¥Ke
pa3pabaTeiBaTh U BHEAPSTH IIAHBI
10 COBEPILIEHCTBOBAHUIO CBOUX
HaBBIKOB M KOMIIETEHIIUN Ha
OCHOBE INMOJYYEHHOU CaMOOIIEHKH

VK-6.3

HMmeeT npakTUUECKUNA OIBIT
NPUMEHEHUS] METOJIOB CAMOOIICHKH
B cBoeil nmpodeccnoHanbHON
JeSITENbHOCTH, BKIIIOYAsl y4acTHE B
TPEHUHTaX, CEMUHAPaX H
MIPOEKTAax, HallpaBJICHHbBIX HA
pasButue TMYHOHN 3P PEeKTHBHOCTH
1 Mpo(eCCHOHATBHOTO POCTa

OIIK-2.

CnocobeH co31aBath U
UCCIEN0BATh HOBBIE
MaTeMaTUYECKUE MOJEIHU B
€CTCCTBCHHBIX HayKaX,
COBEPIIIEHCTBOBATh U
pa3pabaTbiBaTh KOHIICTIIIHH,
TeOpI/II/I 1 MECTOAbI

OIlK-2.1.

3HaeT OCHOBHBIE MaTeMaTHYECKHE
MOJIETIH | METO/IbI, UCTIOIb3YEeMbIe
B €CTECTBCHHBIX HayKax, BKIIOYAst
CTaTUCTUYECKOE MOJICINPOBAHHE,
muddhepeHnanbpHble YpaBHEHUS U
YHCJICHHBIE METO/BI, & TAKIKE
COBpPEMEHHBIE MOIXOBI K
WCCIIEIOBAHUIO M aHATIM3Y JIaHHBIX

OIIK-2.2

YmMeeT pazpabaTeiBaTh U
aJanTHPOBaTh MAaTEMaTUIECKHE
MOJIENH TSI PEIICHIS] KOHKPETHBIX
po0JIeM B €CTECTBEHHBIX HayKaX,
MPOBOJIUTH UX aHATIU3 U
BEepU(HUKAIUIO, & TAKKE
WHTEPIPETHPOBATE TIOTyICHHEIE
pe3yabTaThl B KOHTEKCTE HAyYHBIX
HCCIICOBAHUN

OIlK-2.3

NmeeTt npakTHYECKUNA ONIBIT
CO3JIaHHA U UCCIICTOBAHUS
MaTeMaTHYECKIX MOAEJIEH B
paMKax HayYHBIX TPOCKTOB HIIH
HACCIEA0BAHNM, BKIIOYAs y4acCTHE B
MyOIMKausIX, KOHPEPEHIMAX WIH
Koyadopanusx, rae Obuin
pa3paboTaHbI M aIPOOUPOBAHEI
HOBBIE KOHIETIIUH U METOIb
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[K-3.

Crioco0eH pemiath 3a1a9u
podeCCHOHATTEHOM
JIeSITeTIbHOCTH,
(hopMynHpOBaTh PE3yNbTAaT,
YBHUJIETH CIEJICTBUS
MOJTYYEHHOT'O pe3yNbTara

[K-3.1.

3HAeT OCHOBHBIC TPUHITHITBI U
METO/IbI PEIICHUS 32134
podheCCHOHANBHON IEATSIBHOCTH,
a TaKKe CIoCOObI
(hopmynupoBaHUs U
MPeCTaBIICHUS PE3yIbTATOB,
BKJIFOYAs aHAJIA3 MOCIENCTBUMA U
MX 3HAYUMOCTh B KOHTEKCTE
[IPOEKTa

IK-3.2.

YMeeT npuMeHsITh
MaTeMaTHUYeCKUE U KOMIBIOTEPHBIE
METOABI JJIsl PELICHUS] KOHKPETHBIX
3amad, (OpMyIMpOBaTh YETKHE U
000CHOBaHHBIE PE3YIBTATHI, a
TaK)Ke aHAJIM3UPOBATh UX
MOCJEICTBUS IS AaJbHEUIINX
JICUCTBUH U pEIICHUN

[K-3.3.

HNMeet npakTHUECKH OIIBIT B
penieHnH npoheccuoHaTbHBIX
3aj1ad, BKJIIOYas y9acTue B
NPOEKTAaX, TJIe ObLIM MOTYICHBI
pe3yAbTaThI ¥ IPOaHATH3UPOBAHBI
UX CIIENICTBUS, YTO
CIOCOOCTBOBAJIO IPUHSTHIO
000CHOBaHHBIX PELICHUI

[1K-4.

Crioco6eH myOamaHO
IPE/ICTABIATH COOCTBEHHBIE
1 U3BCCTHLIC HAYUYHBIC
pe3yIbTaThl

[1K-4.1.

3HaeT OCHOBHBIEC TIPUHIIHIIBI

3¢ (HEeKTUBHOTO ITyOIUIHOTO
BBICTYTUICHUSI, METO/IbI
BU3yaJM3alliy JJAHHBIX 1
OCHOBHBIE TPOOBaHHS K HAYYHBIM
NpEe3eHTAINNM, BKITIOYast
CTPYKTYPY U COZIepKaHHe

[1K-4.2.

YMeeT 4eTKO U JIOTHYHO
(hopMynHpoOBaTH CBOM Hay4HBIE
pe3yabTaThl, aAANTHPYS UX JUIS
Pa3JIMYHBIX ayIUTOPHUM, & TAKKE
HCIIOJIb30BaTh BU3yaJbHbIC
CpencTBa JUIsl YIy4lIeHUs
BOCIIPHSATHSI HHOPMALIUH

[1K-4.3.

HNmeet npakTUYECKUNA OTIBIT
y4acTHsl B HAyYHBIX
KOH(EpEHIIUAX, CEeMUHApaXxX WU
IPYTUX MEPOTIPUATHSIX, Te
YCIIELTHO MPEJICTAaBIISAI CBOU U
M3BECTHBIE HAyYHBIE PE3YIIHTATHI,
roJry4dasi OOpaTHYIO CBSI3b U
B3alMOJENCTBYS C ayIUTOpUEH
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3. Temaruueckuii njiax

Ne TpynoeMKocTh, akageMHYeCKHE YACHI
m/m HaumeHnoBanue Qunas dopua TKY
pa3aena IMCUHUIIINHBI AyauTopnas pabora (Tekyumi
Jexuun CeMuHapsbl CamocrosnTe
(MmonyJis) KOHTPOJIb
(mpaktnyec | Konrpoun JbHAs ycnenaemocrH)
KHe padora
3aHSATHA)

1 Bsenenne. OcHOBHEIE 5 5 26 JlomarirHee 3amanne
MOHSITUS U TIPOOIIEMBI [Moarororka k
Teopuun ceMuHapy
pacnpeneneHHbIX
CUCTEM

2 Perumukarius u 5 5 28 JlomarirHee 3amanue
CEKIIMOHUPOBAHNE [loxroroBka

ceMuHapy

3 Koncencyc B 5 5 26 JlomamnHee 3aaHue
pacrpeneneHHbIX Tect
cUCTeMax
3auem 4

Hmozo: 15 15 4 80
Ob6vem oucyunaunovt (Mooyns) 114

(¢ ak. u.)

O6vem Oucyuniunvt (MoOyan)
(6 3au. eo.)

4. CopepxxkaHue IMCUMILTHHBI (MO1YJIs1)

Neni/m HaumenoBaHue pazaesia Conep:xanue JTUCHUILIHHBI (MOYJIs1) IO TeMaM
AUCIHUNJIMHBI (MOYJIs1)

1 Bsenenne. OcHOBHBIE OcHoBrl cetelt. Pusnueckuii yposensb. Ethernet. Cetu TCP/IP
MOHATHS ¥ IPOOJIEMBI TEOPUH
pacnpeneneHHbIX CUCTEM

2 Peruxkanus u IIpoTokonsl  MmapmpyTtu3ammu. OpraHuzanuss TJI0O0AaTbHBIX  ceTel.
CEKIIMOHMPOBAaHHUE BbecnpoBoanbie cetd. MoOHIIBHBIE CETH

3 Koncencyc B udpoBanre maHHBIX. AyTeHTH(HUKAIMA W aBTOpU3aLUUs. AHAIN3 U
pacnpeneneHHbIX CUCTeMax ¢unpTpanys tpadduka. Ataku Ha TCP/IP. Ataku Ha DNS
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. Illepb6ak, A. B. MudpopmannmonHas 6e301macHOCTb : yueOHUK i By30B / A. B. IllepOaxk.
— 2-e m31. — Mockaa : M3garensctBo FOpaiit, 2025. — 252 ¢. — (Bsicmiee oOpa3oBaHue). —
ISBN 978-5-9916-4299-6. — Tekcrt : anektponnbiii / ObOpaszoBarenbHas miardopma FOpait
[caiiT]. — URL.: https://urait.ru/bcode/569267.

Jlononnumensnasn n1umepamypa:

1. KoMImbroTepHbIC CETH : y4eOHUK M MPAKTHUKYM JUIS BY30B / I10JI HAYYHOU pelakiuuei A.
M. HeuaeBa, A. E. Tpy6una, A. }O. Anucumona. — Mocksa : U3narensctBo FOpaiit, 2025. —
515 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-21452-9. — Tekct : 3JIeKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/572239.

6. MarepuajbHO-TeXHHYECKOe o0ecrevyeHne

YHHUBEpCUTET pacrojaraer MaTepUalbHO-TEXHUYECKOW 0a30i, COOTBETCTBYIOIICH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUJIaM U HOPMaM U 00ecleurBaroeil MpoBeieHHe BCexX
BUOB JUCIUIUIMHAPHOW ¥ MEXIWCIHUILUIMHAPHON TIOATOTOBKH, IPAKTHYECKOW M HAy4YHO-
UCCIIEI0BATEIbCKON PaboT 00yJaromuxcs, NPeayCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomenieHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [T IPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
VMHAUBUAYaAJIbHBIX KOHCYJIbTALIMN, TEKYIIIETO KOHTPOJISI U MPOMEKYTOUHON aTTECTAalllH, a TaKkKe
MOMEIIEHUS U1l CAMOCTOATENbHOM paboThl U MOMEIIEHUS I XpaHEHUS U MPO(UITAKTUYECKOTO
obcimyxuBaHusl yueOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMHM OOyUYEHHMsI, CIyXKAIlUMH Ui MpeACTaBIeHUs yueOHOH
uH(popMalnu 60JIbIION ayAUTOPUH.

N3yueHne qUCUUIUIMHBL (MOAYIA) oOecTiednBaeTcsl B y4eOHBIX ayTUTOPUSX, OCHAIICHHBIX:

— CTOJIaMU U CTYJIbSIMH;

— KOMITBIOTEPHOU TEXHUKOM;

— CIIeLMAIM3UPOBAHHBIM 000PYAOBaHUEM, BKJIIOUasl JEMOHCTPALIMOHHOE 000pyI0BaHHUE.

[TomereHust 151 CaMOCTOSITEIBHON pabOThl 00YJAIOMINXCsl, B TOM YHCIIE TPUCTIOCOOICHHBIE
JUI WCIOJb30BAHUS HHBAJIUAAMHU M JUIAMU C OIPAaHMYEHHBIMH BO3MOXKHOCTSMHU 3/10POBbS,
OCHAIIIEHbl KOMIBIOTEPHON TEXHUKON C BO3MOXKHOCTHIO MOAKIIOUEHUs K ceTu «MHTepHeT» H
o0ecrieyeHHeM JOCTyHna K B DIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEIbHYIO CpPEIy
YHuBepcurera.

OOyuaroMess TpeAoCTaBiseTcs JAOCTyn (B TOM 4YHMCIE YHaleHHBIH) K pecypcam
MH(OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTH «VHTepHeT», AJIeKTpPOHHBIM pecypcaM (B TOM
YUCJI€ ANEKTPOHHBIM OHUOIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MpPOGECCHOHATBHBIM 0a3aM
JTaHHBIX U UHOOPMALIMOHHBIM CIIPABOYHBIM CHCTEMAaM):
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https://urait.ru/bcode/569267
https://urait.ru/bcode/572239

Ne HanMeHoBaHue noprana Ccbuika
(u3panus, Kypca, 10KyMeHTa)

1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa

2. | basa mannbix s IT-ciienuanucToB https://habr.com

3. | basa nannbix ScienceDirect https://www.sciencedirect.com

4. | OdunmansHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/
BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepanbubii mopran «Poccuiickoe odopazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eaunoe okno qoctymna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. | Enunas xomteknus mupoBEIX 00pa30BaTeIbHBIX http://school-collection.edu.ru/
pecypcos

8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTesbHBIX PECYPCOB

[lepeuenr WMHDOPMAINMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPH  OCYIIECTBICHHH
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILIMHE (MOAYIII0), B TOM YHCIIEe KOMIUIEKT JTUIIEH3NOHHOTO
MPOrPaMMHOTO  OOCCIICYCHHS, COBPEMEHHBIE TpPO(ecCHOHANbHBIC 0a3bl  JaHHBIX U
UH(OPMaIMOHHBIE CIIPABOYHBIE CUCTEMBI:

HaumenoBanmne 110 IIpoussoacreo JInnen3uonHoe / cBOGOIHO

pacnpocTpaHsieMoe

OnepanoHHbIe CUCTEMBbI:
Microsoft Imagine (Windows Client, | 3apybexHoe JIMICH3UOHHOE
Server)
Bpay3zepsbI:
Sunekc.Bpayzep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsieMoe
Google Chrome 3apyOekHOe cBOOOIHO pactpocTpaHsieMoe
OducHble NPUITOKEHUSI:
Microsoft Imagine (Visio, OneNote) | 3apybexHOoe JIMIICH3UOHHOE
TeXstudio 3apyOekHOe cBOOOIHO pacnpocTpaHsieMoe
Adobe Acrobat Reader 3apy0esKHOe cBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneuyenue IJIS INTAHUPOBAHUS U YI€TAa BPEMCHU:

Toggle app | 3apyOeKHOE | CBOOOJTHO pacIpoCTpaHsIeMOe
CucreMbl ynpapJieHHsI TPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nuuensnonHOE
Pacnpene/ieHHbIE CHCTEMBI:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensnonHOE

Cucrembl pe3epBHOro konuposanus (backup):

Acronis Backup Advanced for 3apyOexHoe JMLIEH3UOHHOE

HyperV

CnpaBo4YHO-NIPaBOBbIE CHCTEMBI:

Koncynbranrllitoc: cipaBo4HO- OTEYECTBEHHOE JIMUEH3UOHHOE

IpaBoOBasi CUCTEMa

Cpencrpa aHTUBMPYCHOM 3aILMTHI:

Kaspersky Endpoint Security s OTEYECTBEHHOE JMLIEH3UOHHOE

ousneca Cranmaptabiii Russian

Edition

Cpensl pazpadoTku:

Visual Studio Code 3apy0exHOe CBOOOJIHO pacIpOCTpaHIEMOE
Bash (Unix shell) 3apy0exHOe cBOOOJHO pacIpOCTpaHIEMOE
Anaconda 3apy0eKHOe CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apyOexHoe CBOOOJHO pacmpocTpaHsIeMoe
CopelliaSim 3apy0exHoe CBOOOJHO pacpocTpaHsIeMoe
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https://elibrary.ru/defaultx.asp
https://habr.com/
https://www.sciencedirect.com/
https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Google Colaboratory | sapy6exHoe
ITakeThbl MPOrpaMMHBIX CPEICTB U OMOJTHOTEK:

CBO60,I[HO PacpoCTpaHsICMOC

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apyOekHOE CBOOOJIHO pacnpocTpaHsIeMOe
Cucremsbl ynpaieHusi onéanorpaguyeckoi uHpopManmeii:

Zotero | 3apyOekHOE | CBOOOJIHO pacnpocTpaHsIeMOe
CepBHCHI U CITYKOBI:

Bind 3apy0exHOe CcBOOOHO pacIpOCTPAHIEMOE
Docker 3apyOekHOE CBOOOJIHO pacnpocTpaHsIeMOe

7. MeroanuyecKkue v OlleHOYHbIEe MATEPUAJIBI
MeToanuyeckne yKkazaHus JJ1s1 00yYAIOIMXCS M0 OCBOCHHMIO IMCIUILIMHBI (MOIYJIs1)

B npouecce nzyuenust qucuumiauHbl (Moayisi) «CeTH U OCHOBBI O€30MaCHOCTH» B paMKax
TEKYILLEro KOHTPOJIS YCIIEBAEMOCTH MCIIOJIB3YIOTCS TaKue BUABI Y4eOHON paboThl, KaK JEKIHH,
CEMHUHAaphl, TECThl, JOMAIIHUE 33JaHUSA, a TAKXKE Pa3JIUYHbIE BUABI CAMOCTOSTEIbHOU pabOThI
oOyyaroImuxcst 10 3aJaHUI0 IpernojaBarels, HalpaBI€HHblE Ha pa3BUTHE HaBBIKOB
npoeCCHOHATBHON JIEKCHKH, 3aKpEeIUIeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIHA,
HOOILPEHNE UHUIATHB.

Jlexyus — cHUCTEMAaTHYeCKOe, IOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
nperno/iaBaTesieM yueOHOT0 MaTepraa, Kak IpaBuiio, TEOPETHYECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIyeTCs BECTH KOHCIEKT JICKIUH: KPaTKO W CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC WJCH, BBIBOJBI W OOOOIICHUS JICKIIMU; BBIICIATH BaXKHBIC MBICIIH,
KITIOYEBBIC CJIOBAa M TEPMHUHBI. HEoOXOAMMO OTMETHTH BOIPOCHI WM MaTepUANBI, KOTOPBIC
BBI3BIBAIOT 3aTPYAHECHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciu
pa3o0parbcsi B Marepuaje He yaaercs, cieayeT chopMyIHpoBaTh BOIPOC W 3a1aTh €ro
MpernoAaBaTeNo Ha KOHCYIbTAIMU UM BO BPEMsI CEMUHAPCKOTO (MTPAKTUYECKOT0) 3aHSATHS.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktuBHas paboTa CTyJeHTa HA CEMUHApE,
€ro OTBETHI Ha BOMPOCHI MIPEMOJaBaTENs U yYaCTHE B TUCKYCCHH.

Jist yCIenHoro yqacTHsi B CEeMUHApe CTY/IEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMHUTHCS C
TEMOU OOCYXKIEeHHs, MPOYUTAaTh HEOOXOAMMBIE MaTepuanbl U MOATOTOBUTH BOMPOCHL. BaxHO
AKTUBHO CJIYIIaTh M BOBJICKATHCS B IMCKYCCHIO, BRICKA3bIBasi CBOM MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPENOJABATENS CTOUT OBITH YBEPEHHBIM, YETKUM U JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIH MaTeprall. Takke MOJIE3HO MOIICPIKUBATE JUATIOT C OJTHOKYPCHUKAMH,
9TOOBI 000TaTUTH OOCYXKACHHE U PACITUPUTH CBOU 3HAHMUSI.

Jlomawnee 3a0anue — HabOPp 3a/1a4 1O TEMaM HEJIEIIH.

[Ipu pabore Haj MAOMANIHMMH 33JaHUSMHU BaXKHO BHUMATEIBHO O3HAKOMHTHCS C
TpeOOBaHUSIMU U CPOKAMHU BBITIOTHEHUSI. PekoMeHyeTcst pa30uBaTh 3aJaHUs HA JTaIllbl, 9YTOOBI
nu30exarh TMEperpy3kd W Iydlle yCBOUTh Marepuall. lcrmonb3oBaTh pa3iuyHble HCTOYHHKHU
nH(popMaIuu, BKIIOYasi y4eOHUKU U OHJIAMH-PECYPCHI, IJIs1 00Jiee TIIyOOKOTO TTOHUMAaHUS TEMBI.

Tecm — ocobast ¢opma mpoBepkHu 3HaHMU. [IpoBoauTCS MOCIe OCBOEHHMS OJHOM WM
HECKOJIbKUX TEM U CBHJIETENIbCTBYET O KauecTBE IMOHUMAHHUS OCHOBHBIX MOHATUN H3y4aeMOTo
MaTtepuana. TecToBble 3alaHus COCTABJIEHBI K KIIIOUYEBBIM IIOHSTHUSIM, OCHOBHBIM pasielaM,
BaXHBIM TEPMUHOJIOIMYECKUM KaTErOpUsAM U3y4aeMOM JTUCIUIUIMHBL (MOJTYIs).

Jl1s TOATOTOBKM K TeCTy HEOOXOAMMO 3HATh TEPMHUHOJIOTMYECKUNA ammapar JUCLUIUIMHBL
(MomyJIs), TOHUMATh CMBICI HAYYHBIX KATETOPUNA U YMETh UX UCIIOJIb30BaTh B PO ECCHOHATBLHON
JeKcuKe. BrnaneHne NMOHATHMHBIM amnmapaToM, BKIIOYEHHBIM B TE€CTOBBIC 3aJlaHUs, IO3BOJISET
IpEenoJiaBaTeNto  ObICTPO  HPOBEPUTH  YPOBEHb  MOHMMAHHUS  CTYIEHTaMH  Ba)KHBIX
METOIOJIOTHYECKUX KaTETOPUH.
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Camocmosmenvras paboma — padoTa CTYIEHTOB, HaNpaBJICHHAas Ha YIIyOJICHHOE
W3YYCHHUE OTJICIBHBIX TEM U BOIPOCOB YUYCOHON JUCIUTIINHBI (MOITYJIS).

B nporiecce camocToATenbHON pabOThI CTYAEHTHI B3aUMOJACHCTBYIOT C PEKOMEHI0BAHHBIMH
MaTepuajiaMi Py MUHUMAJIbLHOM yYaCTUU MPENoaaBaTesis. 3aauu CTyIeHTa BKIIOYAI0T padoTy
C KOHCITeKTaMHu JICKITuH (00paboTka TeKCTa), MOBTOPHOE M3yUeHUE YUeOHBIX MaTepHasIOB MIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JOTOJHUTEILHBIX TEM, BBITIOJHEHUE YI€OHO-UCCIIEIOBATEIBCKIX
3aJlaHUl U JIpyroe.

Cucrema OLCHUBAHUSA PE3YyJbTATOB Oﬁy'leHl/lﬂ o JTUCHUIIJIMHE (MO)Iy.]'IlO)

Kpurepun noJiyyenusi ypoBHSI ¥ OlleHUBAHUS C(POPMUPOBAHHOCTH KOMIIETEHIUI 110
aucuuminae (MoayJ0) «CeTu U 0CHOBBI 0€30MACHOCTID)

OneHuBaHuEe ypOBHSI yYEOHBIX JOCTHIKEHHI OOydYaroluMXcsl MO TUCHUILUIMHE (MOIYIIO)
OCYIIECTBIISIETCS B BUJIC TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.

I[IpomexyTouHasi aTrecTalusi MO AUCUUIUIMHE (MOZYJIO) OCYIIECTBIseTcs B (opme
3auema, IPU STOM ITPOBOAMTCS OI[CHKA KOMIICTCHIINN, COOPMUPOBAHHBIX IO JTUCIUILINHE.

JInst OLIEHMBAHUS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH M TMPOMEKYTOYHOM aTTecTaIliu
UCTIONB3YETCs JeCATHOA/UIbHAS IIIKaja OIICHWBAHUS, KOTOpas COOTHOCHTCS C TPaTUIIMOHHON
MATHOALIHPHON MIKAIOHN CIIEAYIONUM 00pa3oM:

Hecsirubannbuas Iarudajnbuas Ounenka 3a Oo0masi xapakTepucTuKa pe3yJibTaTa
OLIEHKA OLIEHKA 3a4er 00yueHusi 10 JUCHUILIUHE (MOAYJIIO)

10 OTin4HO 3auTeHo CTyZIeHT TOJHOCThIO BIIAJCCT 3HAHUSIMH,

9 OTIUYHO 3a4yTeHo HU3JI0KCHHBIMU B pa60qel71 mnmporpamMme, Hu
rIIyOOKO OCMBICISET JAUCHUIUINHY (MOIYJIh).

8 OTian4HO 3aureHo
On CaMOCTOSATEIBLHO u JIOTHYECKHA

MOCIIEIOBATENIEHO OTBEYAET HA BCE BOIPOCHI,
aKIIEHTUPYS BHUMaHHE Ha HauOoJiee BaXKHOM.
VmMmeer aHaIIM3UPOBATH, CpaBHUBATb,
KJIACCU(UIPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M  CHUCTEMAaTH3MPOBATh
W3YYEHHBI MaTepHhall, BBIACISAS KIIOUYEBbIC
MOMEHTBl W  YCTaHaBIMBas MPUIHHHO-
CJICJICTBEHHBIE CBs3M. YeTko (opmyaupyer
OTBETHI, YBEPEHHO WHTEPIIPETUPYET
pe3yIbTaThl aHaJIM30B u JIPYTHX
WCCIICIOBAHNN, a TaKKe peIlaeT CIIOKHBIC
3agaun. CTyJIEHT XOPOIIO 3HAKOM C METOJaMHU
HCCIICIOBAHNS, HEOOXOIUMBIMHU JUIS
MPAaKTUYECKON  JEATENbHOCTH, W  yMEeT
CBSI3bIBATh TEOPETUUECKUE aCIEKThI
TUCIUIUTAHBI  (MOAYNA) C TPAKTHYECKUMHU
3a/Ia4yaMH.

7 Xoporo 3auTeHo CryneHt oOnajaeT 3HAHMAMH IIpeaMeTa

6 Xopomo 3a4yTeHo MOYTH B TIONHOM o00Beme  paboueid
MPOrpaMMbI M CaMOCTOSTEIILHO, JIOTUYECKH
MOCJICAOBATEIBHO U BCECTOPOHHE OTBEYACT
Ha BCE BOIPOCHI, aKICHTHPYsS BHUMaHHE Ha
HauOosnee 3HAYMMBIX MOMeHTax. OH yMmeeT

aHAIM3UPOBATb, CpaBHHBATB,
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JlecaTnboanabHas
OIleHKA

IIaTnéannnLuas
OILICHKA

Onenka 3a
3a4yer

OO0mast xapakTepucTHKA pe3yJibTaTa
00y4YeHus1 Mo JUCHUILTHHE (MOIYJIIO)

KJIACCU(UIMPOBATD, 000011aTh,
KOHKPETHU3UPOBaTh M CHCTEMAaTH3UPOBATH
W3yYCHHBIH  MaTepual, BBIACIAS  €ro
KIIOYEBbIC  aCMeKThl W yCTaHaBIUBAs
NPUYUHHO-CIICICTBEHHbIC CBSI3M.
®dopMyTHUpYyeT CBOM OTBETHI, yBEPEHHO
HHTEPIPETUPYET pPE3yJIbTaThl AHAIU30B M
JIPYTUX WCCICAOBAHHMMA, a TakkKe perraeT
CIIOKHBIE CHUTyallMOHHBIE 3afaud. CTyaeHT
XOPOIIIO 3HAKOM C METOJaMH HCCIICIOBAHUS,
HEOO0XOIUMBIMHU hing MPaKTUYECKOU
NEATCIBHOCTH, W yMeeT  CBsI3bIBATh
TEOPETUYECKHE  aCMEKThl  MpeaMera ¢
MPaKTHIECKUMH 33 JaUaMH.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

CryneHT oOyianaeT 0a30BBIMU 3HAHUSIMH 10
MUCTUIUTHHE (MOIYI0), HO WCIBITHIBAET
TPYJIHOCTH TIPU CAMOCTOSITCIBHBIX OTBETaX U
UCTIONB3YeT HETOYHBbIC (POPMYITUPOBKU. B
XOJI¢ OTBETOB OH JIOIyCKAeT OIIUOKH,
Kacaromuecss Ccytd  BompocoB. CTyneHT
Cnoco0eH pemarh TOJBKO CaMble MPOCTHIC
3a7a4yd W BIAAEeT JIUIIb MUHUMAIbHBIM
Ha0OpPOM METOJIOB UCCIIEIOBAHUSI.

He cnaun

He 3auteno

He cnaun

He 3auteno

He cnaun

He 3auteno

CrymeHT He oOBIaaen  00s3aTeIbHBIM
MHHUMYMOM 3HaHUW 1O TPEIMETY U He
MOKET OTBETUTh HA BOIPOCHI, JAXKE ECIU
MPENOJABATENb  3aJacT  JIOIOJHUTEIbHBIE
HaBOJSIIIIUE BOIIPOCHI.

Huctunnuua (Moaynb) «CeTH U OCHOBBI

obpazoM:

0e30MacHOCTH OLCHUBACTCA CJICAYIOMIUM

AKTHBHOCTH

Bec

Onucaumne

Homamnnue 3aganus | 50% | 3a kaxmoe U3 3amanuii MokHO HaOpath 10 OamuioB

AynuropHas padora | 10% | Ha kaxxaoM cemuHape CTyIeHT MOKET 3apadoTaTh Oajuibl 32 HHTEPECHBIE
BOIIPOCHI, pad0OTy HAa CEMHHAPE U BBIIMOJIHEHUE 3a1aHNi

TecTnl

10% | OTBeTHI Ha BOMPOCHI TIO0 U3YUCHHBIM TEMaM

3ayer

30% | ITucbmMeHHast WK ycTHas paboTa HaJl 3aJaHueM, HallpaBJICHHBIM Ha
MPOBEPKY MOJYUCHHBIX 3HAHUH U HABBIKOB IO JMCITUILTHHE (MOJIYJIIO)

®opmyJia pacyéTa MTOrOBO OLEHKHM MO AUcHMIIMHE (MOoay/0) «CeTH M OCHOBBI
oesonmacHocTn»: «0,5 X cpennee 3a gomamnue 3amanus + 0,1 X ayautopHass pabora +0,1 x
cpennee 3a TecTi+ 0,3 X 3aueT».

Texkyummii KOHTPOJIb yCIIeBAeMOCTH 00y4AOMIUXCH M0 TUCHHUIINHE (MOAYJIIO)
IIpuMepHBbIe BONPOCHI 1JIsl NOATOTOBKH K CEMHHApPaM

1. OcHoBHBIE (YHKIUU TPOTOKOJIOB MAPIIPYTU3ALIUHU B CETAX.
2. Otnuumst mexny npotokonamu BHyTpeHHer (IGP) u suemneit (EGP) mapmipytusanumu.
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3. Ilpunnun pabotel mpotokosa RIP u ero orpanuvenus.

4. Ocobennoctu npotokona OSPF u ero npeumymiecrsa nepexn RIP.

5. IIporokon BGP: HazHaueHue 1 poJib B TNIOOAIBHBIX CETSX.

6. Konmenuus MapmpyTH3aIiy Mo COCTOSIHUIO KaHala ¥ 110 BEKTOPY PaCCTOSTHHIA.
7. Meronpl npeoTBpallIeHUS MIETENIb MapIIPYTU3ALIUH.

8. Poab mpoTOKOI0B MapiipyTU3alUK B OPTraHU3AINH TT00ATBHBIX CETCH.

9. ApXuTeKTypa U OCHOBHbIE KOMIIOHEHTHI IJ100anbHOM cetu HTepHeT.

10. ITpuHIMIB TOCTPOCHUS U (HYHKIIMOHHUPOBAHUS aBTOHOMHBIX cucTeM (AS).

11. Ocobennoctu opranuzaimu oecrpoBoaubix cereit Wi-Fi (IEEE 802.11).

12. TIpoTokoiibl 6€30MacCHOCTH B OECIIPOBOAHBIX CETAX M UX BaKHOCTbD.

13. TexHonoruu cotoBoM cBsA3u U ux dBotonus (2G, 3G, 4G, 5G).

14. TIpoToKOJIbI U METO/IBI MAPLIPYTU3ALUN B MOOWIIBHBIX CETSX.

15. TIpo6yieMbl pOYMHUHTA M MX PEIICHHUS B MOOHMIIBHBIX CETSIX.

16. BriusiHre MOOMIBHOCTH Ha KadecTBO oocmyxkuBanus (QoS) B ceTsix.

17. Texnonoruu mesh-cereit U UX TPUMEHEHUE.

18. OcobeHHOCTH OpraHU3aIuH ¥ YIIPaBIECHUS OSCIPOBOAHBIMU CCHCOPHBIMU CETSIMH.
19. IIpo6Giembl 6€301aCHOCTH B MOOMIIBHBIX M OECITPOBOJIHBIX CETSX.

20. IlepcnieKTUBHBIE TEXHOJIOTUU B 00JIACTH MOOMIIBHBIX U OECITPOBOIHBIX CETEH.

IIpuMepHbBIe JOMALIHUE 3aJaHUST

Jomamnee 3aganue: llIndpoBanue 1aHHbIX. AyTeHTH(GUKALMA U ABTOPU3ALHS.

1. Onwuuure OCHOBHBIE Pa3IMYMs MEXIY CHMMETPHUUHBIM U ACUMMETPHUYHBIM
mmdpoBaHueM, TPUBEIUTE TIPUMEPHI AITOPUTMOB KaXKJIOTO TUTIA.

2. Pacckaxure, kak padotaer npotokos SSL/TLS u kakyto poiib OH UrpaeT B 0OecriedeHun
0€e30MacHOCTH JAaHHBIX.

3. OObscHUTE MOHATUS ayTeHTU(UKALIMN U aBTOPU3ALIUHU, IPUBEIUTE IPUMEPHI METOJIOB
peanu3aiuu KaxJ1oro U3 HHX.

4. Onumure npouecc MHOro(akToOpHOM ayTeHTH(PUKALIUU U €r0 MPEeUMYIIEeCTBa 110
CPaBHEHHUIO C 0IHO(AKTOPHOM.

5. IIpoBeaure aHaIM3 clieHApUs: KaK MOYKHO 3aIlIUTUTh JaHHbIE MTOJIb30BATENIs IPH BXO/JIE B
OHJIaliH-CEpPBUC, UCTIOIb3Yys METO/IbI IIN(POBaHUS U ayTEHTU(DUKALINH.

Jomamnee 3axanue: AHaan3 M puabTpanus Tpaguka. Ataku Ha TCP/IP. Atakn na DNS.

1. Omnummre OCHOBHBIE METOBI aHAJIN3A CETEBOT0 TpadrKa U HHCTPYMEHTHI,
UCTIOJIb3yeMble ISl (PUIBTPALIKM BPEIOHOCHBIX TAKETOB.

2. Paccmotpute TunmuHbIe aTaku Ha potokon TCP/IP, Takue kak SYN-¢uryn u ataka ¢
nojnenkoii [IP-agpeca (IP spoofing), 1 nmpemioxure cnocoOb! 3alUThI OT HUX.

3. OObscHuTe, uto Takoe DNS-cydunr (DNS spoofing) u kak OH MOXKET IMOBIHATH Ha
0€30MacHOCTb CETH.

4. OnumuTe METoAbl OOHAPYKEHUsI U ITpeoTBpaleHus atak Ha DNS, Bkitouas
ucnoaszoBanue DNSSEC.

5. TIpoBenute nccnegoBaHue: KaKk MOKHO HCITOJIB30BaTh (DUIBTpAInio Tpaduka s
3alUTHI ceTH OT pacnpocTpanéHHbix aTak Ha TCP/IP u DNS.

IIpumepHbIe 3a1aHUA I TECTOB

Penuinkauus u cekunonuposanue. [Iporoxosbl MapmpyTusanuu. Opranuzanus
rjaod0ajabHbIX cereii. becnipoBoaubie ceTu. MoOMIbHBIE CETH
1. Yro Takoe peruMKanus JaHHBIX B pacrpe/lel€éHHbIX cucTeMax?
a) KonupoBanue qaHHBIX J1sI TOBBIIIEHUSI OTKa30yCTOMYMBOCTU
0) Paznenenne qaHHBIX HA YaCTH IS YCKOPEHUS AOCTYIa
B) YajeHue ycTapeBIINX JaHHbBIX
r) ludpoBanue qaHHBIX 17151 6€30MaCHOCTH
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2. Kakoii u3 mepeurcaeHHbIX BHIOB PEIUTMKAIINN SBJIICTCS CHHXPOHHBIM?
a) Master-slave perukarus
0) ACHHXpOHHAs PETUTHKAIUS
B) Permkanus ¢ moATBEpKICHUEM 3aIMCH Ha BCEX Y3J1ax
r) Pernmukanus ¢ OT10%KeHHBIM OOHOBJIEHUEM
3. Uro Takoe CeKUMOHNPOBaHHE (IIAPIUHT) TAaHHBIX?
a) KonupoBanue 1aHHBIX Ha HECKOJIBKO CEPBEPOB
0) Paznenenne 6a3pl JaHHBIX HA YACTH IO KITIOUY
B) ApXUBUPOBaHUE CTAPbIX JAHHBIX
r) O0beIMHEHNE HECKOIBKHUX 0a3 TaHHBIX
4. Kakoi npoTOKOJI MapHIpyTHU3AIMK UCIIOIb3YeT AITOPUTM BEKTOP PACCTOSTHUIA?
a) OSPF
0) BGP
B) RIP
r) IS-IS
5. Kakoil npoTokon MapupyTu3alu SBIsSETCs IPOTOKOJIOM C COCTOSIHUEM KaHasia?
a) RIP
6) OSPF
B) EIGRP
r) BGP
6. Uro Takoe aBToHOMHas cuctema (AS) B KOHTEKCTE II100aIbHBIX CeTeil?
a) OTnenbHBIN pu3nyecKuii cepBep
0) ['pynma IP-cereii moa eAMHBIM yIIpaBICHUEM U TOJUTHKAMU MapUIpyTH3AIUN
B) JlokanpHast ceTh MpEeANpHUITUS
r) Tum GecripoBoIHOM ceTH
7. Kakoit mpoTOKOJ HCIIONMB3YETCs ISl MAPIIPYTH3AINHI MEXKTy aBTOHOMHBIMH CUCTEMaMH
B UHTepHere?
a) OSPF
6) BGP
B) RIP
r) ARP
8. Kakas n3 TeXHOJIOTHII OTHOCHTCS K O€CIIPOBOTHBIM CETSIM?
a) Ethernet
0) Wi-Fi
B) Token Ring
r) DSL
9. Yro sBNseTCS OCHOBHOM MpOoOsIeMoii OECITPOBOIHBIX CETEH M0 CPABHEHUIO C
MPOBOJIHBIMU?
a) Bricokasi ckopocTh nepeiaum JaHHbIX
0) Orpann4eHHbIN paguyc AeMCTBUS U TOMEXHU
B) OTcyTcTBUE HEOOXOAMMOCTH B 000PYI0BaHUHU
r) [Ipocrora HacTpoiiku
10. Yro Takoe MOOHIIbHAS CETh?
a) Cetb, oOecrieunBaroias mepeaady TaHHbIX TOJIBKO M0 MPOBOaM
6) Cetb, mojiepkMUBarolasi MOOUJIBbHBIE YCTPONCTBA U UX TIEpEMEICHHE
B) JlokanbHas ceTb B opuce
r) Cetb, paboTaroias TOJIbKO ¢ (puKcupoBaHHBIME [P-anpecamu
11. Kakoii craHIapT UCTIOIB3YETCs JUTsl MOOUIILHOM CBSI3M Ye€TBepTOTO TOoKoIeHus (4G)?
a) GSM
6) LTE
B) WIMAX
r) CDMA
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12. Yto Takoe pOyMHHT B MOOMJIHHBIX CETIX?
a) [TepexmroueHne Mex 1y 6a30BBIMU CTAHIIUSAMHU O€3 TIOTEPH CBSI3U
0) YcranoBka coenunenns ¢ Wi-Fi cetpro
B) llIudpoBanue naHHBIX B MOOMIIBHOW CETH
r) OOHOBIIEHHE TTPOrpaMMHOTO obOecrieueHus TeaedoHa
13. Kakoii mpoToKOJI HCHOIB3YETCs ISt OOHAPYKEHUSI MapIIPYTOB B OECIIPOBOAHBIX CETAX
Ad Hoc?
a) OSPF
6) AODV
B) BGP
r) RIP
14. YTo U3 nepeurcaeHHOro OTHOCUTCS K MPEUMYIIECTBAM PEeIUTMKAUn?
a) YBenuueHue BpeMeHH OTKJIMKA MpU JOCTYIE K JaHHBIM
0) [ToBbIIIEHNE OTKA30YCTORYMBOCTH M IOCTYITHOCTH JTAHHBIX
B) CHMXKEHHe 3aTpaT Ha XpaHEHHUE JTaHHBIX
r) YIpOIIeHHE apXUTEKTYPbl CHCTEMBI
15. Kakoif U3 npoTOKOJIOB MapUIpyTH3ALUU PeJHA3HAUECH I UCIIOJIb30BaHUS BHYTPU
OJIHOW aBTOHOMHOM CHUCTEMBI?

a) BGP
6) OSPF
B) EGP
r) IS-IS
3agaHus AJ1s1 MPOMEKYTOYHOM ATTEeCTAIUM MO AMCUMILINHE (MOLYJIIO0)
Ne 3aganue OTtBer Komnerenmus
n/n
1. | Kakoii u3 nepeuncneHsslx yposaeid moaenu OSI oTBedaer 3a B [IK-3

(m3nyecKyro nepenavdy OUTOB IO KaHAITY CBSI3H?
a) TpancropTHEII

0) CeaHcoBbIH

B) Ou3HUeCKHid

r) [lpuknagHo

2. | Ha3oBuTe OCHOBHOH TIPOTOKOJ KAHAIBHOTO  YPOBHH, Ethernet OIIK-2
WCTIONB3YEeMBI B JIOKAIBHBIX ceTsix Ethernet.

3. | Kakoii mpoTOKOJ MapuipyTHU3aI[HH UCTIOJIB3YETCS JIJIsl 0OMeHa 0 [K-3
MapiipyTHOH  uHpOpMAIMe  MEXAy  aBTOHOMHBIMHU
cuctemamu B UHTEpHETE?

a) OSPF
6) BGP
B) RIP
r) ARP
4. | Kak Ha3bIBaeTCa METOJ pazzefieHus 0a3bl JaHHBIX HA YaCTH CeKUnOHUPOB [K-3
JUTS TIOBBIIIIEHHUS MacIITabupyeMocTu? anve /
HIapAMHT
5. | Ha3oBuTe cranaapt OeCIpoOBOIHOM CETH, HauOoJIee YacTo IEEE 802.11 OIIK-2
HCIIONB3YEMBIH [T JoMatiHero u oducuoro Wi-Fi.
6. | Kakoii airopuT™M KOHCEHCYCa IIMPOKO HCIIOIb3YEeTCs B 0 [K-3

pacnpee€HHbIX CUCTeMaX JIJIsl TOCTHXKEHHS COTIacHs
MEXIY y3IaMu?

a) RSA

0) Paxos

B) Diffie-Hellman

r) SHA-256

DNEeKTPOHHBIA JOKYMEHT



7. | HazoBute Tn mm¢poBanus, IpH KOTOPOM IS ITH(DPOBAHUS
U pacIiIM(ppOBKH UCTIONB3YIOTCS Pa3HbIC KIIFOUH.

AcuMMeTpru4H
oe

VK-6

8. | Kak Ha3bIBaeTcs ataka, Mpyu KOTOPOH 370yMBIIUICHHHUK
repeHamnpanisier DNS-3anpockl Ha MOAebHEIH cepBep?

DNS-cryguar

[1IK-4

DNEeKTPOHHBIA JOKYMEHT
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