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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouas nporpamma mucuumiunel (Moaynsi) «bezonacnocts cucrtem MM» coctaBieHa B
COOTBETCTBUHM C (pellepalbHBIM T'OCYJapCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPTOM BBICIIETO
oOpa3zoBanus — maructpatypa o HampasiaeHuio 02.04.01 MaremaTtuka U KOMIIbIOTEPHbBIE HAYKH,
npoduns MammHHOe 00y4YCHHE B HHIIYCTPUH, YTBEPKICHHBIN MPUKa30M MHUHHCTEPCTBA HAYKH U
BhIcIIero oOpaszoBanus Poccuiickoit @eneparnuu Ne 810 ot 23.08.2017 rona.

Nzyuenue nucuuruinnbl (Moayns) «besonacHocts cucteM MM » mo3Bosnsier copmupoBath
[EJIOCTHOE TOHUMAHUE Yrpo3 M 3alMUTHBIX MEXAaHU3MOB B CHUCTEMaX MCKYCCTBEHHOTO
MHTEIJIEKTa, a TaKKe MPAaKTHUYECKWE HAaBBIKM aHalli3a, TECTUPOBAHUS U TMPOCKTHUPOBAHUS
6e3onacubix MH-pemiennii B ycIoBUSX COBPEMEHHBIX KHOEpaTaK.

MecTo AMCHUIINHBI (MOYJIS) B CTPYKTYpe 00pa30oBaTe/ibHON MPorpaMmbl

Hacrosimas nuciumniuuHa (MOAyIb) BKIIOUEHA B Y4€OHBIH IJ1aH 1O IMPOTrpaMMe MOATOTOBKH
maructpatypsl mo HampaBienutro 02.04.01 MaremaTuka W KOMIBIOTEpPHbIE HAyKH, MpOoduin
Mammnaoe o6y4eHrne B HHAYCTPUHM M BXOAMUT B BapMaTUBHYIO yacTb biioka 1, ¢popmupyemyro
Y4aCTHHKaMU 00pa30BaTeNbHbIX OTHOIIEHUH KaK TUCIMILIMHA 110 BBIOOPY.

JucuuminHa (MOAyJb) JOCTYIHA K M3ydeHHUIo Ha 2 Kypce B 3 cemectpe. JloctynHa Juis
IPOXOXKACHUS MPU YCIOBUM MApaJUIEIbHOTO W3YYEHUs IUCHUIUIMHBL (Moayns) «OO6paboTka
ecrectBeHHOTO s13b1Kka (Natural Language Processing)».

Heap u3ydyeHHus: AUCHMIIMHBI (MOAYJISI): MOATOTOBUThH CIIELUATINCTOB K BBISBIEHHUIO,
aHaJU3y W NPEAOTBPALICHUI0 KUOEepyrpo3, HAIPaBICHHBIX HAa MOJAEIM U JaHHBIE MAIIUHHOIO
o0yueHus, a TaKxke K pa3paboTke 3aiuIIEHHBIX apxuTekTyp MM-cucrem, yCTOHUMBBIX K aTakaM
Ha pa3HbIX YPOBHIX — OT JJAHHBIX JI0 UHTEJIEKTYalbHOI COOCTBEHHOCTH.

3agaun n3y4eHusi IMCHUILIHHBI (MOAYJIA):

— u3yuuTh apxurekTypel HMHM-cucreM Kak B KOHTEKCTE MX HCIOJIB30BaHMUS B
KnOepOe30MmacHOCTH, TaK U B KauecTBeE 1LieNeH aTak;

— OCBOMTH KJIACCU(PUKALMIO M MEXaHU3Mbl aTak Ha MOJAEIM MAIIMHHOTO OOyuYeHMS:
OTpaBJICHUE JIaHHBIX, YKJIOHEHHE, Kpaka MOJENEH, aTaku C HUCIOJIb30BAHUEM
TEHEPATUBHBIX MOZEIEH;

— HAy4YMThCSl OLIEHUBATh O€30MacHOCTh HAOOPOB JAHHBIX W MOJENEH C TOUYKH 3pEHHs
YS3BUMOCTEH;

— mnpuoOpecTH HaBbIkM TecTHpoBaHus HMI-cucteM ¢ NpUMEHEHHEM COBPEMEHHBIX
(G peliMBOPKOB;

— Ppa3BUTh CIIOCOOHOCTb OOOCHOBAaHHO BBIOMPATh APXUTEKTYpPHI, AITOPUTMBI U METOJbI
3alIUTHI B 3aBUCUMOCTH OT PUCKOB U TpeOOBaHUI1 0€3011acHOCTH.

B pe3ysabTare 0cBOCHUSA IMCHUILIMHBI (MOAYJIs1) 00y4AKOIIMIACH J0JIKEH:

3HaAMmMb:

— OCHOBHbIE 00J1aCTH  HUCHOJb30BAHUS CHCTEM HCKYCCTBEHHOIO HHTEUIEKTa B
knbepOe30MmacHOCTH;

— apXWUTEKTypy U MOJIENM CUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIIOJIb3YEMbIX IPH
opraHu3anuu Kuodeparax;

— apXWUTEKTypy U MOJIENIHM CHUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIIOJIb3YEMBIX MpU
3aIuTe 0T Kubeparak;

— CXEMbI OpraHM3alK aTaKk Ha MOJIENT MAIIMHHOTO 00y4YeHus,
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KJIacCU(UKAILIUIO aTaK Ha MOJIEIM MAITUHHOTO 00y4YeHHsI (MCKYCCTBEHHOTO MHTEIIEKTA);
CXEMBI aTaK OTPaBJICHUS JAHHBIX U METO bl OOpbOBI C HUMU;

CXEMBI aTaK OTPABJICHUS MOJIENICH MAITMHHOTO O0yYeHUS,

CXEMBI aTaK YKJIOHEHHEM U METOJIbI OOPHOBI C HUMH;

CXEMBI aTaK Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh M METO/Ibl OOPHOBI C HUMH,

CXEMBbl HUCMOJb30BAHUSI TMOPOXKIAIONIMX MOJENEeH B aTakaXx Ha CHUCTEMbl MAIIMHHOTO
o0yueHus (MICKyCCTBEHHOT'O MHTEIUICKTA).

ymembp:

CTpOUTL MOJACIM CHCTEM HUCKYCCTBCHHOI'O HWHTCIUICKTA JI1 HCIOJb30BaHUA B
K10epOe30IacHOCTH;

OpPraHru30BbIBATH TCCTUPOBAHHUEC CUCTCM HCKYCCTBCHHOI'O MHTCJUICKTA IJII OLHCHKU HX
0€30I1acHOCTH;

OLICHUBAThb Ha60pBI JaHHBIX, UCIIOJIB3YEMbBIC B MOACIIAX MCKYCCTBCHHOI'O MHTCIIJICKTA C
TOYKH 3peHHs1 0€30MaCHOCTH,

(dbopMupoBaTh 000CHOBAHHYIO OLICHKY OpraHU3aIuy U PYHKIIMOHHUPOBAHHS TEX UIIA UHBIX
KOMIIOHEHTOB CHCTEM HMCKYCCTBCHHOI'O HHTEIUICKTa, KaK B KOHTEKCTe MX 0a30BBIX
(bYHKIUI, TaK ¥ ¢ TOYKU 3PESHUS PUCKOB KHOEpOE30IacHOCTH,;

UCIIOJIb30BAaTh COBPEMEHHBIC OTKPBIThIC (PEHMBOPKH IS 3a7ad KuOepOe30MmacHOCTH
CHCTEM UCKYCCTBEHHOT'O MHTEIUICKTA.

énadems.

HaBbIKAMM BbIOOpA apXUTEKTYPHBIX PEIIEHUN JUI CUCTEM MCKYCCTBEHHOTO MHTEIUICKTa,
UCIIOJIb3YEMBIX B KHOEpOe30MacHOCTH;

HaBbIKAMM aHaJ3a MOJENeH MAUIMHHOIO OO0Yy4YeHHUs (MCKYCCTBEHHOI'O MHTEIIEKTa) C
TOUKHU 3peHUs KHOepOE30MacCHOCTH (3aILUTHI OT aTak);

HaBBIKOM BbIOOpa MojieNell M aJropuTMOB JUI CUCTEM HCKYCCTBEHHOTO WMHTEIUIEKTa,
HCIOJIb3yEMBIX B KOEpOEe30MacHOCTH;

HAaBBIKOM OLICHKH PHUCKOB 0e30IMacHOCTU CHCTEM HNCKYCCTBCHHOI'O MHTCJIJICKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs
Komnerenmun, dopmupyeMmble B pe3yiabTaTe OCBOCHHS JUCHUIUIMHBI (MOIYJsS) TIpU
MPOBEJICHUH YUCOHBIX 3aHATHI B (hOpME KOHTAKTHOW pabOTHI 00YJAFOIIUXCS C TIEAArOTHICCKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATEIHHON PAOOTHI 00yUYAIOIITIXCS:

Komnerennus

Conep:xaHue KOMIeTeHIIUN

HNuaukarop
KOMIICTCHIIHH

IlepeyeHb MIAHUPYEMBIX
pe3yJbTAaTOB 00y4eHus Mo
AUCUUIINHE (MOIYJIIO0)

VK-6.

Crioco0eH omnpeaeaTs u
pean30BbIBATH IPHOPUTETHI
COOCTBEHHOM IEATETBHOCTH U
CITOCOOHI e¢
COBEpIIECHCTBOBAHUS Ha OCHOBE
CaMOOIIEHKH

VK-6.1.

3HaeT OCHOBHBIC METO/IbI
CaMOOIIEHKH M aHajn3a CBOeH
JIESITEIIBHOCTH, a TAKKe
MIPUHIIATIBI YIPABICHHUS
BpEMEHEM H IIeJIeTIoIaraHus

VK-6.2.

YMeeT cTaBUTh pealnucTU4HbIe U
JOCTHKUMBIE LIEJIU, OTIPEENATh
IIPUOPUTETHI B CBOEH
JIeSITeNIbHOCTH, a TaK¥Ke
pa3pabatTbIBaTh U BHEAPSTH
TUTaHBI 110 COBEPILIEHCTBOBAHUIO
CBOUX HaBBIKOB M KOMIIETEHLIUH
Ha OCHOBE ITOJIy4YEHHOU
CaMOOLICHKH

YK-6.3.

HNmeet npakTUYECKUNA OTIBIT
NPUMEHEHUS] METOJI0B
CaMOOILICHKH B CBOEH
npoeccnoHambHON
JeSITeIIbHOCTH, BKITIOYAst
ydJacTve B TPEHUHIax,
CeMHHapaXx U MPOeKTax,
HalpaBJICHHBIX Ha Pa3BUTHE
TUYHOU 3 (HEKTUBHOCTH U
npoheccnoHaIbHOrO pocTa

OIIK-1.

Crioco0eH HaxOoUTh,
(hopMyITUpPOBaTh U pemaTh
aKTyaJIbHbIE Y 3HAYMMBbIE
MPOOJIEMBI TTPUKIIATHON U
KOMIIBIOTEPHOU MaTEMaTUKHU

OIIK-1.1.

3HaeT OCHOBHBIE METOBI U
ITOAXO/IBI K PELICHUIO 3a/1a4
IIPUKJIAHON U KOMIIBIOTEPHOU
MaTeMaTHKH, BKIIFOUas
aNrOPUTMBI, MATEMaTHUECKOE
MOJCINPOBAHUE U TEOPHIO
ONTHMU3ALNY, a TAKXKE
COBpEMEHHBIE HHCTPYMEHTHI U
TEXHOJIOTHH, UCTIOJIb3yEMBIE B
3TOH 0bsacTu

OIIK-1.2.

YMeeT aHanu3upoBaTh U
(dhopMynupoBaTh
MaTeMaTHYeCKHe 3aa4H,
MPUMEHSTH COOTBETCTBYIOIIHE
METOJIbl M AJITOPUTMBI JUISL HX
peILICHUs, a TAKKe
MHTEPIPETUPOBATH U
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MIPEICTaBIISATh PE3YyIIbTATHI B
MIOHSITHOM M JOCTYITHOM (hopme

OIIK-1.3.

HMmeeT npakTUUECKUNA OIBIT
paboTHI HA MPOCKTAMHU HITH
HCCIICAOBAHMIMH B 00IaCTH
MPUKJIATHON U KOMITBIOTEPHOU
MAaTE€MAaTHUKH, BKIKOYasl y4acTHE
B KOHKYpCaXx, OJUMIIHAAaX WIH
Hay4YHBIX ITyOJIUKALUAX, T/Ie
OBUIM PEIlICHBI aKTyaTbHBIC U
3HAYNMBIE 3a0a491

I1K-3.

CrnocobeH permaTh 3a1a9u
npoheCcCUOHANTBHOMN
JIeSITeIbHOCTH, (HOPMYITHPOBATh
pe3ynbTar, yBUAETh CIEACTBUS
MOJY4YEeHHOT'O pe3ybTara

IK-3.1.

3HaeT OCHOBHBIC IIPUHIUIIBI K
METOJIbI PEIICHUS 3a/1a4
npoeccnoHambHON
JIEITENBHOCTH, a TAKXKE CIIOCOOBI
¢dhopMynupoBaHUS U
MPECTABIICHUS PE3yIbTATOB,
BKJIIOYasl aHAIU3 TOCIEACTBUHN 1
MX 3HAYUMOCTH B KOHTEKCTE
MPOEKTA

[K-3.2.

YMeeT NpUMEHsTh
MaTeMaTU4ecKue 1
KOMITbIOTEPHBIE METOIBI JJISI
pelieHusT KOHKPETHBIX 3a]1a4,
(hopMynpoBaTh YeTKHE U
000CHOBaHHBIE PE3YyIIbTATHI, a
TaK)Ke aHaJIU3UPOBaTh UX
IIOCJIEACTBUS JUIA JaJIbHEUIITNX
JICUCTBUI U pEUIEHUN

[K-3.3.

HNmeet npakTUueCKUil OIBIT B
pelIeHUU IPOQPEeCCUOHATIBHBIX
3a/1a4, BKIIIOYas y4yacTue B
MIPOEKTax, T/ie OBLIH TOTyYeHBI
pe3yabTaThl U
MIPOaHAM3UPOBAHBI KX
CIIEACTBHUSI, YTO CITOCOOCTBOBAIIO
MIPUHATHIO 000CHOBAHHBIX
peuieHuit
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3. TemaTu4yeckuii mjian

Ne TPy10eMKOCTh, akageMHYeCKHe YAChI
n/m Ounas ghopma
HanmenoBanue TKY
AynuTtopHasi paboTa .
pasieia AMCHHILTHHb! Jleknuu | CeMuHAPBI CamocrosnTe (rexymuii
(monyast) (mpaktnyec | Konrpoun JbHAs HOHTRAIL
ycIeBaeMOoCTH)
KHe padoTa
3aHSATHA)
1 ATtaku Ha cuctemsl U1 Homaraue
20 20 2 50 3aIaHuUs
Konnoksuym
2 Zammuta cuctem MU Jlomannue
6 6 2 34 3alaHns
Komnoksuym
3 CoBpeMeHHBIE BEI3OBHI U
ABTOMATHU3aLHs B 4 4 4 34 KontponbHas
Oe3onacHoctu MU pabora
Ix3amen 4
Hmozo: 30 30 12 118
O6vem oucyunaunvl (Mooyns) (6 190
ak. u.)
Obvem Ooucyunaunvt (mooynsn) (e 5
3au. eo.)
4. CopepxxaHue IMCUUILTHHBI (MOTYJIs)
Nen/m | HammeHoBaHue pa3aesia ConepxxaHue TUCHUNIMHBI (MOIYJIs1) 0 TEMaM
JAMCUHMIIMHBI (MOYJIs1)
1 Araku Ha cuctemsl IU Hacrynarensnsiit UU (atakn)
3ammra ¢ momoiisio MU
310BpeAHbIE BO3AECHCTBUA
BBenenue B ataku Ha cuctemnl MU
Cxempbl aTak Ha cuctembl A
ATaku OTpaBJICHUS JAHHBIX U MOJAEIEH
ATaxu oTpaBiieHUs — 03KIOPHI
ATaku yKIOHEHHS — ONbIi SIuK
ATaky yKJIOHEHHSI — YEPHBIH SIUK
2 3amnmra cuctem A ATaku yKIIOHEHUS — 3aIluTa
ATaku Ha IPUBATHBIE TaHHBIC
3 CoBpeMeHHBIE BBEI30BBI U ATaky ¢ IOPOXKIAIOIUMH JIEMEHTAMHU
aBTOMaTu3alnys B ABTomarnzanus atax (ppeimMBopKn)
6esonacnoctn M1 Artaku Ha GOJIbIIKE A3bIKOBBIE M MYJILTUMOIAILHbIE MOJIEIH
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacnojaraeT IOJHBIM  HA0OpPOM  JIMIEH3HMOHHOTO M CBOOOJHO
pacrpoCTpaHseMOro MPOrPpaMMHOTO OOECIEYeHHs, BKJIIOYAas MPOAYKTHl OTEYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii CcTyqeHT B TEYEHHWE BCEro IepHoAa OOydeHHUs NOJIy4aeT HHIWBUAYaTbHBINA
HEOTPAHUYEHHBIM  JOCTYN K  DJICKTPOHHO-OMONMOTEYHON  CcHCTEeME M 3JICKTPOHHOM
MH()OPMAIIMOHHO-00pa30BaTENFHON Cpelie YHHBEPCUTETa. OJTH CHUCTEMBl IPEIOCTABISIOT
BO3MOXKHOCTbH JIOCTYIIA K pecypcaM 3 JII000i TOYKH, TAe eCTh NOAKIYeHHe K ceTu VHTepHerT,
KaK Ha TEpPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeIesaMHy.

Crynentam o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MPO(pEeCcCHOHATBHBIM 0azaM
JAHHBIX ¥ UH()OPMAIIOHHBIM CIIPABOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. Kosbipp, H. C. MHpopManmoHHbIE TEXHOJOTUU B KHOEpOE30NaCHOCTH : yYEOHMK s
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : UznatensctBo HOpaiit, 2026. — 217 ¢. —
(Boiciee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : SJEKTpOHHBIA //
O6pasoBarenbHas wiatdopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. Ilmaronos, B. B. TexHomoruu MammHHOTO 00y4eHHS B KHOSPOS30MACHOCTH : Y4eOHOE
nocobue / B. B. Ilnatonos. - Mocksa ; Bonorna : Uadpa-Nmxenepust, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHsiit. - URL: https://znanium.ru/catalog/product/2170891.

Jononnumensnan numepamypa:

1. Iapreika, T. JI. Mudopmarmonnas 6e3omacHocTs : yuebHoe nocodue / T.JI. [TapToika,
N.W. [lono. — 5-e u3n., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2021. — 432 c.
— (Cpennee mnpodeccuonansHoe obpasoBanue). - ISBN 978-5-00091-473-1. - Tekct
anekTpoHHbIi. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIEMCTBYIOIINM MTPOTHBOIIOKAPHBIM MPaBUIIaM U HOPMaM M 00ECTIeYHBAIOIIEH IPOBEIEHUE BCEX
BUJOB JUCUUIUIMHAPHOW M MEXAUCHUIUIMHAPHONW TOATOTOBKM, INPAKTHUECKOW U HaydHO-
UCCIIEI0BATEIbCKON PaboT 00yJaromuxcs, NPeayCMOTPEHHBIX YU€OHBIM IIJIaHOM.

[TomerieHus1, KOTOpPBIE MPECTABISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEIECHUS 3aHATHH
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
WH/IMBUIYAIbHBIX KOHCYJIBTAIUI, TEKYIIETO KOHTPOJIS M TPOMEXYTOUHON aTTECTAIlNH, a TAKKe
MIOMEIICHUS IS CAMOCTOSATENBHON paObOTHl M TOMEIICHUS ISl XpaHEHHS U MMPOMUITAKTHIECKOTO
obcmyxuBaHusl yaeOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICHMAT3UPOBAHHON
MeOeTbI0 U TEXHHUYECKHMH CPEICTBAMH OOYUEHUS, CIYKAIIUMHU JUTS TIPEACTaBICHUS Y4eOHOU
uHpopManuu O0JIBIION ayTUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) oOecTiedrBaeTcsl B y4eOHBIX ayTUTOPHSX, OCHAIICHHBIX:

— CTOJIaMU U CTYJIbSIMH;

— KOMIIBFOTEPHOMN TEXHUKOW;

— MCXAaHUYCCKHMHU KAJIBKYJISITOpaMU,
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https://znanium.ru/catalog/product/1189328

— CHeUaIu3UPOBaHHBIM 000pYI0BaHUEM, BKIIIOYAs IEMOHCTPAIMOHHOE 000pYyI0BaHHE.

[TomereHus U1 CaMOCTOATEIBHOM pabOTHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHbBIE
JUISL MCTIONIb30BaHMs MHBAJIMIAMH M JIMLIAMU C OTPAaHUYEHHBIMU BO3MOXHOCTSMH 3J0POBBS,
OCHAIIIEHbl KOMIBIOTEPHONH TEXHUKON C BO3MOXKHOCTHIO MOAKIIOUEHUS K ceTu «MHTepHeT» u
o0ecrieyeHHeM  JIOCTyNa B OJEKTPOHHYIO  MH(POPMALMOHHO-OOpPA30BATEIBHYIO  CPEdy
YHusepcurera.

OOyuaromumcsi MpeaocTaBiIsieTcss JOCTyn (B TOM 4YHCIE YAAJCHHBIM) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JIeKTPOHHBIM pecypcaM (B TOM
YyHClie AJNEKTPOHHBIM OHOTMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Mpo(decCHOHAIbHBIM 0a3zaM
JTAHHBIX U UH(OOPMALIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumenoBanue nopraia Ccbuika
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snextponHas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubmoreka
2. | baza mansbix as I T-crienuanucTon https://habr.com
3. | basa mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuansHbli calT MUHUCTEPCTBA HAYKU H https://minobrnauki.gov.ru/

BEICIIIEro oOpasoBanus Poccuiickoit @enepariim

5. | ®enepanbusiii mopran «Poccuiickoe oopazoBanue” | https://www.edu.ru/
6. | Mudopmanmonnas cucrema "Exannoe okHo nocrymna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. | Enunas xosnekuus nudpoBsix odpaszoBatenbhbix | http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTesbHBIX PECYPCOB

[lepeueHr MHQOPMALIMOHHBIX TEXHOJOTHM, MCHOIB3YEMBIX IIPU  OCYIIECTBICHUH
00pa3zoBaTeNbHOrO MpoIiecca 1Mo AUCIUTIINHE (MOIYJI0), B TOM YUCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
WH(OPMAaIIMOHHBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanmne 110 IIpoussoacreo JInuen3nonHoe / cB00OIHO
pacnpocTpansiemMoe

OnepanyoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMLEH3UOHHOE
Server)
Bpaysepsbr:
SAunexc.bpayzep OTEYECTBEHHOE cBOOOJTHO pacTpoCTpaHsIeMoe
Google Chrome 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
Od¢ucHble NPUIOKEHUA:
Microsoft Imagine (Visio, OneNote) | zapybexHoe JIMIIEH3HOHHOE
TeXstudio 3apyOexHOoe CBOOOJTHO PACIIPOCTPAHAEMOE
Adobe Acrobat Reader 3apyOexkHOe CBOOOHO pacIpoCTpaHsIeMOe

IIporpamMmmHoe obecnieyeHne VIS IVIAHNPOBAHMUSA M YUeTa BpeMEHM:

Toggle app ‘ 3apyOeKHOe ‘ CBOOOHO PaCIPOCTPAHAECMOE
CucreMbl YIPaBJIEHUS IPOEKTAMM:
Microsoft Imagine (Project) | sapy6esroe | muuensuonnoe
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http://fcior.edu.ru/

CucreMbl ynpapjeHusi 6a3aMu JaHHbIX:

Microsoft Imagine (SQL Server) | 3apyOexHoe JULEH3UOHHOE

Cucrembl pe3epBHoro konupoanus (backup):

Acronis Backup Advanced for 3apy0exHOe JIMIEH3HOHHOE

HyperV

CnpaBo4YHO-NIPaBOBbIE CHCTEMbI:

Koncynprantllmtoc: cipaBo4HO- OTEUYECTBEHHOE JIMLIEH3UOHHOE

MpaBoOBasi CUCTEMa

CpencrBa aHTHBHPYCHOI#i 321U THI:

Kaspersky Endpoint Security ms OTEYECTBEHHOE JIUIEH3HOHHOE

ousneca CranmapTHeIid Russian

Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apyOexHOe CBOOO/THO PACTIPOCTPAHICMOE
Bash (Unix shell) 3apy0eKHOe CBOOOIHO pacrpocTpaHsIeMoe
Anaconda 3apyOexxHOe CBOOOIHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exHOoe CBOOO/THO PACIPOCTPAHSIEMOE
CopelliaSim 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
Google Colaboratory 3apy0eKHOe CBOOOIHO pacrpocTpaHsIeMoe
IMakeTsl NPOrpaMMHBIX CPEICTB H OMOINOTEK:

AutoPsy 3apyOekHOE CBOOOIHO PaCIpPOCTPaHAECMOC
Interactive Disassembler (IDA) 3apy0eKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Cucremsl ynpasJieHusi 0udaunorpadguyeckoii nuHpopmanmeii:

Zotero ‘ 3apyOeKHOE CBOOOIHO PacCIpOCTPaHAEMOE
CepaBuchl U Ci1y:KObI:

Bind 3apyOexxHOe CBOOOIHO pacIpocTpaHsieMoe
Docker 3apyOeKHOE CBOOOIHO PaCIPOCTPaHAECMOE

7. MeToauuyecKHe U OlleHOYHbIE MaTepHuaJibl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpouecce nzydenus nucumiinHbl (Moayns) «beszomacHocts cuctem MU» B pamkax
TEKYILLEr0 KOHTPOJIS YCIIEBAEMOCTH HCIIOJIb3YIOTCS TaKue BUIbI y4eOHON paboThl, KaK JIEKLIUH,
CEeMMHapBbI, IOMALTHUE 33JaHHs, KOJUJIOKBUYMbI, KOHTPOJIbHAs padoTa, a TaKkKe Pa3In4HbIe BUJIbI
CaMOCTOSITENIbHOW paboThl 00ydarolMXcsl 1O 3aJaHMI0 IPENojaBaTels, HaIpaBICHHBIE Ha
pa3BUTHE  HAaBBIKOB  NPO(ECCHOHANBHOM  JIEKCHKH,  3aKpelyieHHe  MPaKTHYEeCKHX
npoecCuOHANBHBIX KOMIIETEHIIUN, TOOIIPEHNUE NHULIUATHB.

Jlexyus — cHCTEMaTHYeCcKOe, TOCIEIOBATEIFHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
npernojiaBaTesaeM yueOHOro Marepuana, Kak IpaBuio, TEOPETUYECKOr0 XapaKkTepa.

B mpormecce neknmii peKOMEHAyeTcss BECTH KOHCHEKT JIEKLUI: KpPaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEW, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXKHBIC MBICIIH,
KJIIOYEBbIE CJIOBa UM TepMUHBL. HeoO0X0AMMO OTMETHUTh BONPOCHI MM MaTepUaibl, KOTOpHIE
BBI3BIBAIOT 3aTPYIHEHHS, U TOTBITATECS HAWTH OTBETHI B PEKOMEHIOBaHHOU JuTepatype. Ecimu
pa3o0paThCsi B MaTepuaie He YAaeTcs, CleAyeT CPOpPMYIHpPOBAaThH BONPOC M 3a7aTh €ro
NPETO/IaBaTeI0 Ha KOHCYJIBTAI[H WA BO BPEMSI CEMUHAPCKOTO (IPAKTUIECKOTO) 3aHATHSI.

Cemunap — 310 (hopma yueOHOH IeATEeTLHOCTH, IPOBOAUMAs B YI€OHOM 3aBEJEHUU IO
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PYKOBOJCTBOM IIpenojaBaTess, I/€ CTYACHTbl aKTUBHO Y4YacTBYIOT B OOCYXAEHUSX,
NPaKTUYECKHX 3a/IaHUSAX U IPYTUX (popMax B3aMMOACHCTBHSL.

Jlia ycriemHoW MOATOTOBKH K CEMUHApY PEKOMEHAYETCS 3apaHee O3HAKOMHUTHCA ¢ TEMOM
3aHATUS M OCHOBHBIMH MaTepHajaMH, YTOObI MMETh BO3MOXHOCTh AKTHBHO YYacTBOBATH B
oOcyxnenun. Taxke MOJe3HO MOATOTOBUTH BOIPOCHI U MJIEH AJI OOCYKIECHHUS, YTO MOMOXKET
I1y0’Ke IIOHATh MaTepUal U NMPOIEMOHCTPUPOBATH 3aNHTEPECOBAHHOCTD.

Homawmnee 3a0anue — HabOp 3a7a4 MO TEMaM HEJIEIH.

[Ipu pabore Hax [AOMATHUMHU 3aJaHUSIMA Ba)XHO BHUMATEIBHO O3HAKOMHTBCS C
TpeOOBaHUSIMU U CPOKaMU BBINOJIHEHUs. PekoMenyercss pa3douBarh 3aaHus Ha JTarbl, YTOObI
n30exarh Meperpy3kd M JIydille YCBOUTh MaTepHall, MCIOJIb30BaTh pa3jU4HbIe HCTOUHHKHU
uH(pOopMalnu, BKII0Yas yaeOHUKH U OHJIAaH-PeCcypChl, i 0oJiee rTyOOKOro MOHMMAaHUS TEMBI.

Konnoxeuym — ycTHbIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTY/ICHTY 3apaHee.

B mnpomecce moAroToBKM K KOJUIOKBUYMY HEOOXOJIMMO IPOAHAIU3UPOBATH Yy4eOHbIE
MaTepHuayibl, 03HAKOMUBIIHUCH C JICKIUAMH, YYCOHUKAMH U JIOTOJHUTEIHLHBIMH HWCTOYHHKAMU,
aKIIEHTUPYS BHHMMAaHHE Ha KJIIOYEBBIX Temax. PekoMmeHayercs co3maTh CTPYKTYpHUPOBAHHBIE
KOHCIICKTBI, BBIJICTISII OCHOBHBIC U, TEPMHUHBI 1 POPMYIIBL.

Koumponvnas paboma — nuceMenHasi pabota ¢ HabopoM 3a/1a4, KOTOPBIE HYKHO PELIUTh 3a
OTPaHUYEHHOE BpEMS.

L{enb KOHTPONIBHOM PabOTHI — MOTYYUTH CHEIHATbHBIE 3HAHUS [0 OJJHON UM HECKOJIBKUM
TeMaM JIMCUUIUIMHBI U POJAEMOHCTPUPOBATH HABBIKM UX MTPAKTUYECKOTO IPUMEHEHHUS.

Camocmosmenvnaa paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIyOJEHHOE
U3y4eHHE OTJCIBHBIX TEM M BOIPOCOB Y4eOHOW AMCUUIUINHBI (MOIYIIS).

B nponecce camocrosTennbHON pabOThI CTYIEHTHI B3aUMOJEHCTBYIOT C PEKOMEHJOBAHHBIMU
MaTepuaiamMy pu MUHUMAJIBHOM y4YacTHH MpenojiaBareis. 3aaun CTyIeHTa BKIIIOYaloT paboTy
C KOHCIIEKTaMu JIKIu# (00paboTka TeKCTa), MOBTOPHOE M3yUeHUE YUeOHBIX MaTepPHAJIOB TJIAHOB
U TE€3UCOB OTBETOB, M3yUEHUE JIONOJHUTENIBHBIX TEM, BHINOJIHEHHE YU€OHO-NCCIIEI0BATENbCKUX
3aIaHUI U IpYyToe.

Cucrema oneHUBaHMA Pe3yJIbTATOB 00y4eHHsI 110 JMCHHILIMHE (MOLYTI0)

Kpurepun nosy4eHusi ypoBHS M OLCHHBAHUS C()OPMHUPOBAHHOCTH KOMIICTCHIHI 11O
aucuumniannae (Moay.aw) «besonacnocts cucrem UN»

OneHuBaHue YpOBHS Y4YEOHBIX JOCTHKEHHM OOydaroluxcsl MO AUCHUUIUIMHE (MOIYJIIO)
OCYIIIECTBIISIETCS B BUJE TEKYIIETr0 KOHTPOJISl yCIIEBAEMOCTH U IMTPOMEXYTOUYHOM aTTeCTalliH.

IIpome:xyTouHasi arrecTalusi 1O AMCLUUIUIMHE (MOZYJIO) OCYIIECTBISIETCS B (Qopme
9K3amena, Ipy 3TOM MPOBOJIUTCS OLIEHKA KOMITETEHIINH, chOPMUPOBAHHBIX 110 AUCLUILIIMHE.

I[J'I}I OLICHUBAHUWA TCKYHICIO KOHTPOJIA YCIICBACMOCTU U HpOMC)KYTOQHOﬁ aTTeCTanuun
HCIIOJIB3YCTCA ILGCSITI/I63.J'IJIBH8.}I KajJa OLCHHBAHUA, KOTOpad COOTHOCUTCA C Tpa,Z[HLIHOHHOf/'I
MATUOAIBHOM IIKAJI0i CJICAYIOIUM 06pa30M, €CJIM UHOC HC YKa3aHO B cpmna6yce JUCHUILIIMHBI.

JecaTubannbuas| IlarudamibHas Oo0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o
OLICHKA OLICHKA AUCHHILVINHE (MOLYJII0)
10 OT1inyHO CTyaeHT TONHOCTHIO BIIafIe€T 3HAHWUSAMH, H3JIOKCHHBIMU B
9 OTIuuHO paboueil mporpaMme, U rIyOOKO OCMBICIISET JUCUUIUTUHY. OH
) OTINYHO CaMOCTOSITEIIbHO U JIOTUYECKU I0C/IE0BaTeIbHO OTBEYAET Ha
BCE BOIIPOCHI, aKIIEHTHPYsS BHUMaHUE Ha HaubOoJiee Ba)KHOM.
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JlecaTnoanabHas
OIleHKA

IIaTnoannnLHas

OIICHKA

Oo0mas XapaKkTepHCTHKA Pe3yJIbTAaTa 00yYeHHUsI 10
JUCHMIIMHE (MOXYJIIO)

YMeeT aHaNM3WpOBaTh, CpPaBHUBATh, KIACCU(DUIIMPOBATH,
0000maTh,  KOHKPETH3HPOBAaTH W  CHUCTEMaTH3UPOBATh
W3YYCHHBIM MaTepuai, BbIICISAS KIIOUEBBIE MOMEHTHI U
yCTaHaBIIUBasi  NPUYMHHO-CICACTBEHHBIC  CBs3M.  YeTKO
(bopMyHpyeT OTBETHI, YBEPEHHO UHTEPIPETUPYET PE3yIbTATHI
aHAJIM30B U JPYTUX UCCIICOBAHUH, & TAKKE PEIIaeT CIOKHBIC
3agaun. CTyJEHT XOpOIIO 3HAKOM C METOJaMH HCCIIEIOBAHNS,
HEOOXOJUMBIMHU JIJIsl TPAKTUYCCKOU JCSATCIBLHOCTH, U yYMEET
CBSI3BIBATh TEOPETUYCCKHUE ACTCKTHI JUCIMILIUHBI (MOIYJIs) C
MPaKTUYCCKUMHU 33 JauaMH.

Xoporio

Xopomo

Crynment obnajaerT 3HAHUSMHU TIpEIMETa MOYTH B IOJHOM
o0beMe pabouell TporpaMMBbl M CAMOCTOSITENIFHO, JIOTHUECKH
TIOCJIE/IOBATENIbHO U BCECTOPOHHE OTBEYAET HA BCE BOIIPOCHI,
AKIICHTUPYS BHUMAaHWEC Ha HaI/I6OJICe 3HAYUMBIX MOMeHTax. OH
yMEeT aHaJIM3UPOBaTh, CPaBHUBATh, KIACCH(PHUIUPOBATS,
0000maTh, KOHKPETH3MPOBaTh H  CHCTEMAaTH3HPOBATH
H3y‘1€HHI:II>i Marcpuall, BbBIACIAA €TI0 KIIIOYCBBIC ACIICKTHI U
yCTaHaBIINBas MPUYUHHO-CIICICTBEHHbIE CBSI3H.
DOopMynUpyeT CBOM OTBETHI, YBEPEHHO WHTEPIPETUPYET
pe3yibTaThl aHaJM30B M JIPYTHX HWCCICAOBAaHUH, a TaKKe
pelIaeT CIIOKHbIE CHTyallMoHHbIe 3amaud. CTYIEHT XOpOIIO
3HAKOM C MCTOJaMH HCCJIICOOBAaHMU, HCO6XOI{I/IMI)IMI/I JJIsA
NPaKTHYECKOW  NeSATENbHOCTH, M yMEET  CBS3BIBATH
TEOPETUYECKUE AacMeKThl MpeAMeTa C MPaKTHYECKHUMHU
3a/1a4aMH.

Y 10BIETBOPUTENBHO

yZ[OBJ'IeTBOpI/ITCJ'II)HO

Crynent obnagaetr 6a30BbIMU 3HAHUSIMU IO TUCIMIUIMHE, HO
UCIIBITBIBACT TPYJHOCTH MPH CAMOCTOSITEIBHBIX OTBETaX H
UCTIONIB3YEeT HETOYHBbIe (OPMYIUPOBKU. B X07e oTBETOB OH
JIOIyCKaeT OIIMOKHM, Kacarolluecsi CyTH BONpocoB. CTyaeHT
CIIOCOOEH pelaTh TOJBKO caMble NMPOCThIE 3aJa4i U BIaJeeT
JIMIIb MUHUMAJIbHBIM Ha60pOM METOA0B HUCCJICIOBaAHUS.

He cnaun

CTYZ[eHT HC OBJIaACII 00s13aTeNbHBIM MUHUMYMOM 3HAHMH 1O
npeaMeTy U HC MOXKCET OTBCTUTH Ha BOIIPOCHI, HAXKE CCJIIN
mpernogaBaTeiib 3a1acT JOIIOJTHUTCIIbHBIC HaBOIAIINC
BOIIPOCHI.

Juctumnnuna (Moaynb) «besonacHocTs cuctem My olieHMBaeTCs CIEIyIOIINM 00pa3oM:

AKTHBHOCTH

Bec

KoanuectBo Onucanne

Homamnue 3aganus | 30%

12

Ha60p 3aJga4d 1o TéMaM HEACIN

VcTHBIC OTBETHI Ha BOIIPOCHI, CIIMCOK KOTOPBIX U3BCCTCH

Komnnoksuymsl 30% 3

CTYIICHTY 3apaHee

[Tucemennas pabota ¢ HaboOpoM 3a/1a4, KOTOPBIE HYKHO
KonTposnsnas padora | 20% 1 p p ’ pRIC 1Y

PELINTH 32 OTPAaHUYECHHOE BPEMsI

[TuceMeHHas Wiy ycTHast paboTta HaJl 3aJlaHUEM,
OKk3aMeH 20% 1 HaTpaBJICHHBIM Ha MPOBEPKY MMOJyYSHHBIX 3HAHUH U

HAaBBIKOB I10 JIUCITUTUINHE (MOJIYIIIO)
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@®opmyJia pacyéTa UTOrOBOH OLEHKH MO JUCUMIUIMHe (Moay.aw) «be3omacHocTh

cucrem UN»: «0,3 x Cpeanee 3a nomamnue 3aganus + 0,3 x Cpexanee 3a KOJTOKBUYMEI + 0,2 X
KOHTpoOJbHas pabdota + 0,2 X 3x3aMeH».

1.

6.

Texkyuuii KOHTPOJIb YCIIeBAeMOCTH 00y4alOIIMXCH M0 IUCHUIIMHE (MOLYJII0)
IIpumepHbIe TOMaLIHKUE 32 TAHUS

JomamHee 3a1anue 1. AHAJN3 M MO/IeJIMPOBAHUE ATAKU OTPABJICHUS JAHHBIX
3amanmue:

Ucnone3yst otkpeiThiii gatacer (Hampumep, CIFAR-10 wnu IMDB), nobGaBbre B
oOyJaronyio BbIOOPKY 5% 3allyMIIEHHBIX WJIM MOJANENBbHBIX 00pasloB (Hampumep, C
HETPaBUIbHBIMA METKaMH).
OOyunute wMmojenb kinaccudukanuu (HampuUMep, JOTUCTHUECKYI) PETPECCHI0 UITU
HEOOJIBIIIYI0 HEHPOCETD).
OrneHnTe MI3MEHEHUE KauyeCcTBa MOJIENIM Ha YHCTOM TECTOBOM Habope.
[TpoBenuTe aHaMM3: KaK aTaka MOBJIMIIA HA METPUKH (accuracy, precision, recall)?
[MpemnoxuTe W pealu3ydTe METOa 3amuThl (Hampumep, (QUIbTpanus aHOMAJUH,
perynsipu3anmsi).
CpaBHHTE pe3yJIbTaThl 10 U TIOCIE 3alUTHI.

TpebdoBanmus:

Konx na Python (scikit-learn, PyTorch)
Otuér c rpaduKkaMu U BBIBOJAMH
O6ocHoBanue BBI6paHHOFO METOAAa 3alllUThI

JdomamHee 3ananme 2. IlocTpoeHme M TecTHpPOBaHMe ATaKH YKJIOHeHHs (evasion

attack)

1.
2.

o gk w

2.

3aganue:
BriGepute npenoOyueHHyro Moaens (Hapumep, u3 torchvision mnu Hugging Face).
Crenepupyiite arakyomue npumMepsl ¢ nomomisio Metona FGSM (Fast Gradient Sign
Method) B 6eom unu 4€pHOM SITUKE.
ITpoBepbTe, HACKOJIBKO YCHENIHO MOJIENb OIMOAeTCs Ha AaTAKOBAaHHbIX JAHHBIX.
Busyanuzupyiite HCX0AHOE U U3MEHEHHOE N300paKEHNE/TEKCT.
OrneHuTe yCTOMYMBOCTh MOJIENIH K aTake.
[TpumenuTe mpocTerinii METO/ 3alUThl (HAallpuMep, CriIakKMBaHUE, HOPMalIU3allus) U
npoBepbTe €ro 3PPEKTUBHOCTS.

TpedoBanus:
HcnonwzoBanue oudnnoreku ART (Adversarial Robustness Toolbox) miu ananora
[Tpumeps! aTak ¥ BU3yanu3anus
BbIBOIBI IO YSA3BUMOCTH MOJIENH

JdomamHee 3aganue 3. AHAJIU3 YIPo3 AJ1s1 00JbIIMX A3BIKOBBIX MO eJIei

3aganue:
Bribepute cuenapuii ucnonb3oBanuss LLM (Hampumep, 4ar-00T MOJAEPKKU WU
reHepaTop KOHTEHTA).
CMopenupyiTe Tpu THUIIA aTakK:
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6.

e Prompt-umxunupunr (06xoa GuUIbTPOB)

e Data leakage (mombiTka u3BJIeYb 00yYAOIINE TAHHEIC)

o T'enepanus BpenoHOCHOTO KOHTEHTA (uepe3 jailbreak)
[TporecTupyiite Mozensb (JIoKanbHYI0 Win yepe3 API).
3adukcupyiiTe cydau yCIENIHbIX aTakK.
[Mpemyioskute Mepbl 3aIIUTHL:  (QWIBTPALUIO TPOMIITOB, OTPAHUYCHUE
MOHHUTOPHHT.
Odopmurte 0TYET C pEKOMEHIALIUSIMHU.

TpeOoBanmus:

Ornucanue ClieHapueB aTaKk
IIpumepsl 3apOCOB U OTBETOB
Mepsl 110 3a11UTe U X 000CHOBAaHUE

IIpumepHbIe BONPOCHI K KOJLUIOKBUYMY

KosutokBuym 1. Ataku Ha cuctembl U

©CoNe bk wDdE

Yro Takoe HacTtynaTenbHblid MI?

Kakwue uenu npecnenyrot araku Ha UH-cucrembr?

B uém cyTh aTaku oTpaBiIeHUS JaHHBIX?

Uewm aTaka OTpaBJICHHS MOJIETTU OTJIMYACTCS OT OTPABJICHUS JAHHBIX ?
UYrto takoe Oskop-ataka? [IpuBegure npumep.

Kak paboraet araka ykioneHnus (evasion)?

B uém pazHuiia mexay arakamu 0enoro u 4€pHoro suuKa’?

Kakue Tumbl 1aHHBIX Yalle BCEro MOABEPraloTCs aTakaM OTPABJICHUS ?
Kakue npuszHaku MOTYT yKa3bIBaTh Ha Halmu4ue 0dKkaopa?

10 Kakue cdeprl HanbOosnee ys13BUMBbI k aTakam Ha M?

KosutoxkBuym 2. 3amura cucrem UA

©ooNoORrwDdE

Kakne MeTo/1bI 3aUThl HCIIOJB3YIOTCS MTPOTHB aTaK YKIOHEHUS ?

Uto Takoe pobacTHast ONITUMM3AIA?

Kak paGoraer 3amuTa yepe3 nodasnenue myma (adversarial training)?

Yro takoe quddepeHImanbHas IpUBaTHOCTh?

Kakue ataku HanpaBieHbl HAa U3BJIEYEHNE IPUBATHBIX JAHHBIX U3 MOJAETH?
Kak MOkHO 00HapyKUTh YTEUKY 00Y4atOIUX JaHHBIX?

Uto Takoe Mozenb-kiI0H (model extraction)?

Kak 3ammTuThCs OT aTak Ha WHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD?

Kakne MeTprKu HCIIONB3YIOTCS ISt OIEHKH poOACTHOCTH MOJIeN?

10 Yro Ttakoe cepruduuuponannas 3amura (certified robustness)?

KosutokBuym 3. CoBpeMeHHbIE BHI30BbI 1 ABTOMATH3AIUA

o gk wbdhE

KOHTCKCTA,

Kak nopoxxaarorue mozenu (Harpumep, GAN, LLM) ucnons3yrorcs B aTakax?

Yro takoe deepfake n kak OH yrpokaeT 0€30macHOCTH?

Kaxkune hpeiiMBOpKH UCTIONB3YIOTCS ISl aBTOMAaTH3auu atak Ha M?
Yro Bitouaet dppeiimBopk MITRE ATLAS?

Kakwue ysS3BUMOCTH €CTh y MYJIbTUMOJAIBHBIX MOJIEeH?

Yro Takoe jailbreak B kontexcte LLM?
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7. Kakue MeTo1bl UICTIOJIB3YIOTCS JIsl aBTOMATHYECKOTO TIOUCKA YSA3BUMOCTEN ?

8. Kaxk araku Ha UM macmraGupyroTces ¢ MOMOIIBIO aBTOMATU3AIUHU?
9. Kakue BbI30BbI BOZHUKAIOT IPH 3AIIUTE OOJBIINX SA3BIKOBBIX MOJIETCH?
10. Kakue npuHIMIIBI JIeKaT B OCHOBE "secure-by-design" noaxoma k MA?

IIpumepHble 3a1aHUs VISl KOHTPOJIbHOH padoThI

KonTpoabHnas padora 1

1.

a e

OHpe,I[eJ'II/ITe THUII aTaKH:
HCIIPAaBUJIbHBIMU MCTKAMMU.

OOBsicCHUTE, KaK 3TO MOXKET MOBJIUATH HA pPa0OTy MOJICIIH.

[IpuBenute mpumMep 63KI0p-aTaKH.

Kaxue mepbl MOXXKHO IPEIIPUHATD ISl OOHAPYKEHUS OTpaBJICHUS?

HapHCYﬁTC CXCMY BSaHMOﬂeﬁCTBHH IIpHU aTaKC OTPAaBJICHUA JaHHbIX.

KonTpoasnas pa6ora 2
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Onummre npunnui padorsl FGSM.

B uém pazauna mexay OenbiM U 4EPHBIM SLIUKOM B aTaKaX YKIOHEHUS?

B 00ydJarouryro BBIOOPKY J00aBICHBI H300paKeHUs C

[IpuBeaute npumep aTaku Ha NPUBATHOCTh (HAIpUMED, aTakKa IO WICHCTBY).
Kak muddepennmanbaas mpuBaTHOCTh IIOMOTAET 3aIIUTUTHCS OT TAKUX aTak?

Kakne OrpaHM4C€HUs €CTh Y MCTOJOB 3alIUThI OT aTaK YKJIOHGHI/UI?

KonTpoasnas patora 3

1. Yro Takoe prompt-uHXUHUPHUHT B aTakax Ha LLM?
2. Tlpusenute nmpumep jailbreak-npommra.
3. Kak aBromaruzanus (Harpumep, uepe3 AutoPrompt) ycunupaer ataku?
4. Kakue pucKU HECET UCIIOJIb30BaHUE T€HEPATUBHBIX MOJIEeNEN B (PUIIUHTE?
5. Kakue mepsl 3a1uThl MOKHO TPUMEHUTH K MYJIbTUMOIATILHON Mozenn?
3ananus AJs1 MPOMEKYTOYHOM aTTeCTAIUM MO JUCHUILIHHE (MOAYJII0)
Ne 3ananue OtBer Komnerenuus
n/n
1. | Kak maremaTudecku chopMyIHUpOBaTh 3a/1a4y MonenupoBaHue aTaku OIIK-1
HapYIIEHHS [IETIOCTHOCTH AaHHBIX MTPU OTpAaBICHUS KaK
o0y4yeHuu? MaTeMaTHuyecKas 3a1a4ua
2. | Kak npoaHanu3upoBaTh MOCIEACTBUS AHanu3 puckoB 03K10p- [K-3
cpabaTeIBaHUsI TPUTTEPA B TPOPECCHOHATBHON aTaKH KakK OIleHKa
cucreme? HOCJIEACTBUI
3. | Kak npuMeHUTh METO/IbI 3aLUThI OT aTaK 3ammTa OT evasion-atak Kak TIK-3
YKJIOHECHUS! TIPH BHEJIPECHUN MOJICIH? npodeccuoHanbHas 3a1a4a
4. | Kakoif anroputm UCHoiIb30BaTh s FGSM xkak OIIK-1
TeHEpalluy aTaKyIONIHX IPUMEPOB HA OCHOBE ITOPUTMHUYECKUI METO/T
rpanuenTa’?
5. | Kak ¢popmanmuszoBaTh assumptions o JOCTyIe K Benblit/u€pHblii SIIUK Kak OIIK-1
MOJIEJIN B MaTEMaTHYECKON MTOCTaHOBKe? YCIIOBUSI MATEMaTHYeCKOM
MOJENIU
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6. | Kak npuMeHUTh MaTeMaTHYCCKUE FrapaHTHH HuddepennnanpHas OIIK-1
JUIS 3AI0UTHl IPUBATHOCTH AAHHBIX? MPUBATHOCTD KaK
MaTeMaTHYECKUI METOJ
7. | Kak pemnTs 3a1auy 3alIuThl 3amuTa ot model extraction [K-3
WHTEJUIEKTYalbHOM COOCTBEHHOCTH MOJICIH B Kak mpogeccuoHanbHas
mpoexTe? 3amaJda
8. | Kak ucnonp30Bath KiaccupuKalnOHHbIE MITRE ATLAS kax [K-3
(hpelMBOPKH IJIs aHATM3a PUCKOB B TIpOeKTEe? WHCTPYMEHT
npo¢ecCHOHANTBEHOTO
aHanm3a
9. | Kak ynpaBisiTh OrpaHHUCHHUSIMHU MOJICITH Yepe3 Prompt-umxuHAPUHT KaK IK-3
(hOpMyIHPOBKY BXOJHBIX AaHHBIX? METOJ yIIPaBICHHUS
MOBEZICHUEM
10. | Kak onieHuTh MOCIIEeICTBHUS TeHEPAIUN Amnamms puckoB deepfake kax IK-3
CHUHTETHYECKOTr0 KOHTEHTA Juisl OusHeca? OIIeHKa MOCIeCTBUN
11. | Kak MoauduitupoBaTh GYHKIHIO TIOTEPh IS Adversarial training kax OIIK-1
MOBBIILICHHUS YCTOWYMBOCTH MOJCIH? METO/I ONITUMH3ALIUH
12. | Kak BBISIBUTH YS3BUMBIE HCTOYHUKH JAHHBIX B AHanu3 OTKPBITHIX TaHHBIX OIIK-1
paMKax MaTeMaTH4ecKoi 3axadn? KaK 3Tall MaTeMaTHIeCKOro
MOJICJINPOBaHUS
13. | Kak obecnieuuTh COOIIOICHUE THUSCKUX 3ammra ot jailbreak xax [K-3
OrpaHHuYeHH B MPOPECCHOHATBHOM 3ajaua 0€30MacHOCTH
MNPUIOKEHUU?
14. | Kak npiMeHUTh HHCTPYMEHTHI TECTUPOBAHUS ART (Adversarial [K-3
JUTS OTIIEHKH YSI3BUMOCTEH B MTPOEKTE? Robustness Toolbox) kax
WHCTPYMEHT
15. | Kak uHTErpUpOBaTh MPUHIMIIEI O€30MACHOCTH Secure-by-design xak [K-3
B KU3HEHHBIN UK Pa3paObOTKu? npoecCuoHaIbHBIN
CTaHJapT
16. | Kak opran13oBaTh KOOPAMHAIIUIO KOMAHIbI PernamMeHTBI ¥ YE€K-JIMCTHI VK-6
JUIsl COTTIaCOBaHMS ONUTHK O€301macHOCTH? KaK HHCTPYMEHT
OpraHu3aluu
17. | Kak MaTeMaTU4eCcKu OIEHUTH PUCK AHanun3 cX0KeCTH MOJIeNIel OIIK-1
KOIIMPOBAHUsI apXUTEKTYPbl MOZCIH? KaK MaTeMaTHuYecKas 3a1a4da
18. | Kak peanu3oBaTh Mepbl 3alIUTHI OT @unbTpanys 1 MOHUTOPUHT [K-3
MaHMITYJISIMH BXOJHBIMU JIaHHBIMH B Kak rpogeccuoHanbHas
cucreme? peanmzanus
19. | Kak onpesiesuTh TPUOPUTETHI TECTUPOBAHHUS [InanupoBanue YK-6
YCTOWYMBOCTHU B JIMYHOM IIaHE PaOOThI? TECTUPOBAHMSA KaK ATl
caMoOpraHu3aIuu
20. | Kak ucronb30Bath JOKYMEHTAIIMIO 15 JlokyMeHTHpOBaHNE KaK VK-6

KOHTPOJISI ©3MEHEHUH B COOCTBEHHOM
JESITENBLHOCTH?

METOJ CAMOKOHTPOJIA U
aHaJIn3a
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