LEHTPAJIbHbIN
YHUBEPCUTET

YTBEPXJIEHA

Pemennem Ydenoro cosera

AHO BO «llenTpanbHblii yHUBEPCUTET»
«25» mas 2026 r.

[IpoTtokom Ne 2

Pabouasi nporpamMma quCHUIIMHBI (MOZLYJI51)
«be3onacnocths cucrem UN»

Hanpasaenue noaroroBku: 02.04.01 Mamemamuxa u komnvromepHvle HAYKU

Hanpasiennoctb (mpo¢huiib) NOATOTOBKH: Memoosl ucciedosanull 6

MAUMUHHOM 06VH€H1/[1/[

KBanupukauus (creneHb) BLIMYCKHUKA: Ma2ucmp

®opma o0yueHus: ounas

Cpok ocBOeHHSI MPOrpPaMMBbI: 2 200a

I'ox nadopa: 2026

[NOKYMEHT MOAMUCAH
BNEKTPOHHOM NOAMNUCHLIO

MockBa
2026

ONEeKTPOHHBIA JOKYMEHT



ONEeKTPOHHBIA JOKYMEHT

Conep:xkanue

1. KpaTkasi XapaKTepUCTHKA TUCHHIITHHBI (MOIIYJIIM) «...vvveiiieiireeiieeesireessiessssaeessseesssnesssnessssenesssessssnes 3
2. TlepevyeHb MVIAHUPYEMBIX PE3YJIBTATOB OOYUCHMI . ......cvvevvereeeennenresseesresseesesneeseesnesseesnssnessnesresseensens 5
3. TEMATHUECKHIA TIITAH ........ciueiutiitiattiitesttetesteeatestesteesbesbe e e e be s bt e st e ebeeabesbeebe e bt s bt e b e ekt e n b e nbeeb b e besbeenbesbeeneeneas 7
4. Conep:kaHUE TUCHMIITHHBI (MOJIYJIIH) .. .eoiurtiuttattanteesteesiresssessseeseesseessesaseeasseaseesseesseesseessnessnesneenseenses 7
5. Y4eOHO-METOIHMUYECKOE OOCCIICUECHIIE ...........evvvveeeeeeeiiittreeeeeeeessasisaresesesesssasbsresesssssssssbereessesssssssresnsees 8
6. MaTepHaJbHO-TEXHHYECKOE OOCCIICUECHME ..........vveveereesierssreaseeteesseesseesseesssessseasesssessssessssaseanseensenns 8
7. MeTOAUYECKHE H OLIEHOTHBIE MATEPHAIIBI .....c..vivereesrereaneianesseesresseessesressessnesseesnesresssesressesssesseesenns 10



1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas mporpamma mucrurumabl (Monyist) «be3omacHocTs cuctem MMy cocraBiena B
COOTBETCTBUHM C (pellepalbHBIM T'OCYJapCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPTOM BBICIIETO
oOpa3zoBanus — maructpatypa o HampasieHuio 02.04.01 MaremaTtuka U KOMIIbIOTEpPHbIE HAYKH,
npopmwis MeTonbl HUCCIENOBaHMA B MAIIMHHOM OOYYEHUH, YTBEP)KICHHBIM IPHKA30M
MuHucTepcTBa HayKu M BhIiciiero odpasoanust Poccuiickoit ®eneparuu Ne 810 ot 23.08.2017
roja.

Uzyuenue nucuuruinnsl (Moayns) «besonacHocts cucteM MN» mo3Bosnsier copmupoBath
LEJIOCTHOE TNOHMMAaHWE YIrpo3 M 3allUTHBIX MEXaHHW3MOB B CHUCTEMax MCKYCCTBEHHOTO
MHTEJJIEKTA, a TaKKe IPAKTHUUECKUE HABBIKM aHallM3a, TECTUPOBAHMSI U IPOEKTUPOBAHUS
6e3onacubix MH-pemiennii B ycIoBUsAX COBPEMEHHBIX KHOEpaTaK.

MecTo AMCHUIINHBI (MOYJIs1) B CTPYKTYpe 00pa30oBaTe/ibHON MPorpaMmbl

Hacrosimas nucuuniania (MOayJib) BKJIOUEHA B y4e€OHBIH II1aH 10 POrpaMMe MOArOTOBKH
maructpatypsl mo HampaBienutro 02.04.01 MaremaTuka M KOMIBIOTEpPHbIE HAyKH, Mpoduin
Mertonpl uccinenoBaHuii B MAallMHHOM OOYyYE€HUM M BXOJIUT B BapUaTHBHYIO 4acTh bioka 1,
dopmMHpyeMyI0 ydacTHUKaMHU 00pa30BaTe/IbHBIX OTHOIIEHUH KaK AUCIUILIMHA IO BBIOODY.

Jucuummza (MOAyNb) AOCTYIHA K M3Y4eHHUIo Ha 2 Kypce B 3 cemectpe. JoctymHa st
IPOXOXKACHUS MPU YCIOBUM MApaJUIEIbHOTO W3YYEHUs IUCHUIUIMHBL (Moayns) «OO6paboTka
ecrectBeHHOTO s13b1Kka (Natural Language Processing)».

Heab u3yyeHus: TUCHMILIMHBI (MOAYJSA). MOATOTOBUTH CIEHUAIMCTOB K BBISBIICHUIO,
aHaJM3y W NPEAOTBPALICHUI0 KUOEpyrpo3, HANPaBICHHBIX HAa MOJEIM U JaHHBIE MAIIMHHOIO
o0yueHus, a TaKxke K pa3paboTke 3ainIIEHHBIX apxXuTekTyp MM-cucrem, yCTOHUMBBIX K aTakaM
Ha pa3HbIX YPOBHIX — OT JJAHHBIX JI0 UHTEJIEKTyalbHOI COOCTBEHHOCTH.

3agayu u3y4eHust JMCUUILIHHBI (MOAYJIA):

— u3yuuTh apxurektypel HMHM-cucreM Kak B KOHTEKCT€ MX HCIOJb30BaHMUS B
KnOepOe30MacHOCTH, TaK U B KauecTBe LieJel aTak;

— OCBOMTH KJIACCU(PUKALMIO M MEXaHU3Mbl aTak Ha MOJAEIM MAIIMHHOTO OOy4YeHMS:
OTpaBJICHUE JlaHHBIX, YKJIOHEHHE, Kpaka MOJEJEH, aTaku C HCIOJIb30BAHUEM
TEHEPATUBHBIX MOZECIEH;

— HAy4YMThCSl OLIEHUBATh 0€30MacHOCTh HAOOPOB JAHHBIX W MOJENEH C TOUYKH 3pEHHs
YA3BUMOCTEM;

— mnpuoOpecTH HaBbIKM TecTHpoBaHus HMH-cucteM ¢ NpUMEHEHMEM COBPEMEHHBIX
(G peliMBOPKOB;

— pa3BUTh CIIOCOOHOCTh OOOCHOBAaHHO BBIOMpAaTh ApXUTEKTYphl, aITOPUTMBI M METOJIbI
3alIUTHI B 3aBUCUMOCTH OT PUCKOB U TpeOOBaHUI 0€301MacHOCTH.

B pe3yabTare 0cBOCHUSA IMCHUIIMHBI (MOAYJIs1) 00y4AIOIIMIACH 10JI5KEH:

3HaAMmMb:

— OCHOBHbIE O0JIaCTH  HCIIOJIb30BAaHHMSI CHCTEM HCKYCCTBEHHOIO HHTEJUIEKTa B
knbepOe30MmacHOCTH;

— apXWUTEKTypy U MOJIENM CUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIIOJIb3YEMbIX IPH
opraHu3anum Kuodeparax;

— apXWUTEKTypy U MOJIENM CHUCTEM HCKYCCTBEHHOI'O HHTEJUIEKTa, HCIIOJIb3YEMbBIX IpHU
3aIuTe 0T Kubeparak;
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— CXeMbl OpraHu3aliy aTak Ha MOJIENIM MAITHHHOTO O0Y4eHNS;

— KJacCU(UKAIMIO aTaK Ha MOJICIM MAllTMHHOTO 00Yy4YeHHsI (MCKYCCTBEHHOT'O MHTEIIEKTA);

— CXEMBI aTaK OTPABJICHUS JTaHHBIX U METO/IbI OOPHOBI C HUMH;

— CXEMBI aTaK OTPaBJICHUS MOJICTICH MAITMHHOTO O0OYYeHUS,

— CXEMBbI aTaK YKIOHEHHEM U METO/Ibl 00pbOBI C HUMU,

— CXEMBbI aTaKk Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh U METObI OOPHObI C HUMH,

— CXEeMbl WCIIOJIb30BaHUS TOPOXKIAOIIMX MOJETCH B aTakaXx Ha CHUCTEMBl MAITUHHOTO
o0yueHus (MCKyCCTBEHHOTO MHTEILICKTA).

ymembw:

— CTPOUTh MOJICIM CHCTEM HWCKYCCTBEHHOIO WHTEIUICKTa IS HWCIOJIb30BaHHUS B
KkrOepOe301acHOCTH;

— OpraHW30BHIBAaTh TECTUPOBAHHE CHUCTEM HMCKYCCTBCHHOTO HWHTEJUICKTA JJISi OIECHKH WX
0€30I1aCHOCTH,

— OlEHUBaTh HAOOPBI JTaHHBIX, UCTIONb3yEeMbIe B MOJENSAX UCKYCCTBEHHOTO WHTEIUIEKTa C
TOUKHU 3peHUs OE30MaCHOCTH;

— ¢opmupoBaTh 000CHOBAHHYIO OLICHKY OPTaHU3aIlu U (PYHKIIMOHUPOBAHUS TEX UIIA UHBIX
KOMIIOHEHTOB CHCTEM HCKYCCTBEHHOTO HWHTEIUICKTa, KaK B KOHTEKCTE WX 0a30BBIX
(GyHKIMIA, TaK U C TOYKU 3pEHUS PUCKOB KnOepOe30macHOCTH,;

— HCIIOJIb30BaTh COBPEMEHHBIE OTKPBIThIE (HPEHMBOPKH Ui 3a4a4 KHOepOe30macHOCTH
CHCTEM MCKYCCTBCHHOTO MHTEIIICKTA.

e1ademsy:.

— HaBBIKaMU BbIOOpA apXUTEKTYPHBIX PELICHUI JIJIsl CHCTEM UCKYCCTBEHHOTO MHTEIUICKTA,
UCTIOJIb3YEMBIX B KHOEpPOE30MacHOCTH;

— HaBBIKAMU aHAJM3a MOJENICH MAIMHHOTO O00ydYeHHs (MCKYCCTBEHHOI'O WHTEIIICKTA) C
TOUKHU 3peHUs KHOepOE3011aCHOCTH (3aILUTHI OT aTaK);

— YMEHHEM BBIOOpPAa MOJEJICH M aJTrOPUTMOB JUISI CHCTEM HCKYCCTBEHHOTO WHTEIUICKTA,
UCTOJIb3yEeMBIX B KHOEpOe30MmacHOCTH;

— HAaBBIKOM OLICHKH PHUCKOB 0e30IMacHOCTU CHCTEM HNCKYCCTBCHHOI'O MHTCJJICKTA.
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2. IlepeyeHb NIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs
Kowmmerenmuun, Qopmupyembie B pe3yabTaTe OCBOCHHS JAUCHUIUIMHBI (MOIYJsS) TIpU
MPOBEJICHUH YUCOHBIX 3aHATHI B (hOpME KOHTAKTHOW pabOTHI 00YJAFOIIUXCS C TIEAArOTHICCKUMU

paboTHUKaMU YHUBEpCUTETA U B (pOpMe CaMOCTOSTENEHON PabOThI 00yUYarOIUXCA .

Komnerennus

Conep:xaHue KOMIeTeHIIUN

Nupukarop
KOMIIeTCHLIM U

IlepeyeHb MIAHUPYEMBIX
pe3yJbTAaTOB 00y4eHus Mo
AUCUUIINHE (MOIYJIIO0)

YK-6.

Criocob6eH onpenemsaTh 1
pCalIN30BLIBATH TPHUOPUTETHI
COOCTBEHHOM JICATEIBHOCTH U
CITOCOOHI e¢
COBEPIIICHCTBOBAHUS Ha OCHOBE
CaMOOIICHKHU

YK-6.1.

3HaeT OCHOBHBIE METO/IBI
CaMOOIICHKH U aHajin3a CBOEH
IEeITEILHOCTH, a TAKKE
MIPHUHIUITGI YTIPABICHHS
BPEMECHEM U IISJICTIOIar aHus

VK-6.2.

YMeeT cTaBUTh pealnucTU4HbIE U
JIOCTHKFIMBIE TIEJIH, OTIPEIETISTh
MIPUOPUTETHI B CBOEH
JIeSTeNIbHOCTH, a TaKXKe
pa3pabaThiBaTh U BHEAPATH
IJTaHBI TI0 COBEPIICHCTBOBAHUIO
CBOHUX HABBIKOB 1 KOMHCTGHHI/H‘/’I
Ha OCHOBE IOJy4YE€HHOU
CaMOOIIEHKH

YK-6.3.

HNmeet npakTUYECKUNA OTIBIT
IMPUMCHCHUA MCTO/I0B
CaMOOILICHKH B CBOEH
npoeccnoHambHON
ACATCIIbHOCTHU, BKJIIOYast
y4aCTHUC B TPCHUHIaX,
CeMMHapax U MPOEeKTax,
HaIpaBJICHHBIX Ha Pa3BUTHUE
TaHOH 3 (HEKTUBHOCTH U
po¢ecCHOHANBHOIO POCTa

OIIK-1.

CriocoOeH HaXO/UTh,
(hopMyJIUPOBaTh U pPelIaTh
aKTyaJbHbIE U 3HAYNMBIE
poOJIEMbI IPUKJIAJHON U
KOMITBIOTEPHON MaTeMaTHKH

OIIK-1.1.

3HaeT COBPEMEHHBIE METO/BI
IIPUKJIAAHON MAaTEMATUKH U
MAaIIMHHOTO 00yUYeHHs, a TAKKe
MIpOrpaMMHBIE CPEJICTBA
aHaJIN3a JaHHBIX, IPUMEHSAEMbIC
B 3JIEKTPOHHOW KOMMEPIIUU ISl
pelieHns 3aga4d
MIEPCOHAIN3ALNN TPEJIOKEHU,
IIPOTHO3UPOBAHMS CIIpOCca U
ONTUMU3ALUU
10JIB30BaTENBCKOTO
B3aUMOJICUCTBUS

OIIK-1.2.

YMeeT BBISBISATD U
(hopManm3oBath 3a7a9n 00JIACTH
npodeccuoHanbHON
JESATSILHOCTH B BUJIC
MaTeMaTHYECKUX ITOCTAHOBOK,
BBIOMpATh U IPUMEHSTh
COOTBETCTBYIOIIHE METOJIbI
aJITOPUTMbI, HHTEPIPETUPOBATH
[IOJTyYEHHbBIC PE3YIbTATHI U
MIPENICTaBIATh UX B (hopme,
TOHSATHOMU CIIELIMAINCTAM
Pa3IMYHOTO MPOGUIIS
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OIIK-1.3.

HNmeet npakTUYECKUA OTIBIT
pelIeHus IPUKIIaaHbIX 3a7a4 B
cdepe mpodecCHOHATBHON
JIESITEILHOCTH, BKJIFOUAast paboTy
C pearbHBIMU HabopamMu
JAHHBIX, TIOCTPOEHHUE U OIIEHKY
KauecTBa MOJCIICH MallTMHHOTO
o0yueHus, a TAKXKE y4acTUC B
MPOEKTHOU U
HCCIIEI0BATENBCKON
JIESITSIbHOCTH, HAIIPABJICHHOM
Ha MOBBIMICHUE 3 (DEKTHUBHOCTH
H(POBBIX IATHOPM

[K-3.

Crioco0eH perath 3a1a4u
poheCcCUOHANTBHOMN
JeSITeILHOCTH, (POPMYITHPOBATH
Pe3yIbTaT, YBUACTD CIICACTBHUS
HOJIyYSHHOTO pe3yJibTara

[K-3.1.

3HaeT OCHOBHBIEC TPUHIMIIEI U
METOZBI pelIeHHs 3a1a4

PO eCCHOHATTEHOM
JESITENTBHOCTH, a TAKXKE CIIOCOOBI
(dhopMynupoBaHHS U
MPECTABIICHUS PE3yIbTATOB,
BKITIOYAsl aHAJIU3 MOCTC/ICTBUN U
UX 3HAYUMOCTh B KOHTEKCTE
MPOCKTA

[K-3.2.

YMeeT NpuMeHsITh
MaTEMaTU4YCCKUEC U
KOMIIbIOTCPHBIC METOABI AJIA
peleHus KOHKPETHBIX 3a/1a4,
(hopMynHpOBaTh YETKHE U
000CHOBaHHBIE PE3yJIbTATHI, a
TaKXXe aHAJIM3UPOBATh UX
MOCTIEICTBHSA AJIS NAJIbHEHIITNX
JICUCTBUIN U pPEUIEHUN

[K-3.3.

HNMeet npakTHUECKH OIIBIT B
peueHny npodeccHoHaIbHbBIX
3aJ1a4, BKJIFOYas y4acTUe B
NPOEKTaX, TJIe ObLIH MOTYYCHBI
pe3yNbTaThl U
MIPOaHAIU3UPOBAHBI UX
CIIEJICTBUS, YTO CIIOCOOCTBOBAJIO
NPUHATHAIO 000CHOBaHHBIX
peuieHuit
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3. TemaTu4yeckuii mjian

Ne TpynoeMKocTh, akageMH4yecKue Yachl
n/m Ounas ¢popma
HaumenoBanue TKY
AynuTtopHasi paboTa .
pasieia AMCHHILTHHb! Jleknuu | CeMuHAPBI CamocrosnTe (rexymuii
(Mony_]'[;[) KOHTPOJIb
(mpakTyec | Konrpoan JbHAA yemesaemocTi)
KHe padoTa
3aHATHSA)
1 Araku Ha cuctemsl U 20 20 2 50 JloMaiiiHee 3aiaHue
KonnokBuym
2 3amwuTta cuctem MU 6 6 2 34 JlomamHee 3amanue
KonnoxBuym
3 CoBpeMeHHBIE BEI30BHI U 4 4 4 34 Jomaminee 3aganue
aBTOMAaTHU3aIUs B KonTponbHas
6e3onacnoctu MU pabora
Konnoksuym
IK3amen 4
Hmoczo: 30 30 12 118
Obvem oucyunaunsl (mooyns) (6 190
ax. u.)
Obvem oucyunaunvt (mMooyns) (e 5
3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIS)
Neni/m | HammeHnoBaHue pa3nesia Coaep:xanue TUCHUILIUHBI (MOAYJISI) IO TeMaM
JAMCUHMIJIMHBI (MO1Y/JIs1)
1 Artaku Ha cuctembl MU Hacrynarensnsiit UU (atakn)
3ammra ¢ momoiisio MU
350BpeAHbIC BO3ICHCTBUS
Beenenue B ataku Ha cucteMbl . Konnokuym
CxewMslI aTak Ha cuctemsl U
ATaku OTpaBJICHUS JaHHBIX U MOJCIICH
Araku oTpaBieHUs — 03KIOPHI
Araku yxioHeHus — Oenbrit sk, Komnoksuym
ATaky YKJIOHCHHS — YSPHBIN SITUK
2 3ammra cuctem A ATaku yKIIOHEHUS — 3alluTa
Araku Ha npuBaTHBIe naHHbIe. KoIokBryM
3 CoBpeMeHHbIE BBHI30BBI U ATaku ¢ TOPOXKIAIONUMHE SJIEMEHTAMHU
aBTOMAaTHU3ALMS B ABTroMaTu3anus atrak (GppeiiMBoOpKH)
oe3omacHoctu M1 Araku Ha OOIBIIINE S3BIKOBBIC U MYJIIBTHMOIATIbHBIE MOJISIN
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacnojaraeT IOJHBIM  HA0OpPOM  JIMIEH3HMOHHOTO M CBOOOJHO
pacrpoCTpaHseMOro MPOrPpaMMHOTO OOECIEYeHHs, BKJIIOYAas MPOAYKTHl OTEYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii CcTyqeHT B TEYEHHWE BCEro IepHoAa OOydeHHUs NOJIy4aeT HHIWBUAYaTbHBINA
HEOTPAHUYEHHBIM  JOCTYN K  DJICKTPOHHO-OMONMOTEYHON  cHCTEeME M 3JICKTPOHHOM
MH()OPMAIIMOHHO-00pa30BaTENFHON Cpelie YHHBEPCUTETa. OJTH CHUCTEMBl IPEIOCTABISIOT
BO3MOXKHOCTbH JIOCTYIIA K pecypcaM U3 Jr000i TOUKH, TJe ecTh MOJKII0YeHUE K ceTH MHTepHeT,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

Crynentam o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MPO(pEeCcCHOHATBHBIM 0azaM
JAHHBIX ¥ UH()OPMAIIOHHBIM CIIPABOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Kozsips, H. C. HMHdpopmMannoHHbIE TEXHOJIOTUH B KHOEPOE30MacCHOCTH @ YYCOHUK ISt
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : UznatensctBo HOpaiit, 2026. — 217 ¢. —
(Boiciiee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : SJEKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. Ilmaronos, B. B. TexHonoruu MalmmHHOTO 00y4YeHHS B KHOSPOC30MACHOCTH : Y4eOHOE
nocobue / B. B. Ilnatonos. - Mocksa ; Bonorna : Uadpa-Nmxenepust, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHsiit. - URL: https://znanium.ru/catalog/product/2170891.

Jlonoanumensnasn numepamypa:

1. Iapreika, T. JI. Mudopmanmonnas 6e3omacHocTsb : yuedHoe mocooue / T.JI. TlapThika,
N.N. TTonoB. — 5-¢ u3n., nepepad. u gorn. — Mocksa : DOPYM : UHOPA-M, 2021. — 432 c.
— (Cpennee mnpodeccuonanbHoe oOpazoBanue). - ISBN 978-5-00091-473-1. - Tekcr
anekTpoHHbIi. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U 0OecreunBarolell NpoBeIeHNEe BCeX
BUJIOB JIUCUUIUIMHAPHOW W MEXIUCUUIUIMHAPHOW TIOATOTOBKM, MPAKTUYECKOW U Hay4dHO-
UCCIIEI0BATEIbCKON PaboT 00ydaromuxcs, NpeayCMOTPEHHBIX YU€OHbBIM IIJIAaHOM.

[TomerieHus1, KOTOpPbIE MPEICTABISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEIECHUS 3aHATHH
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
WHIVBUAYAJIBHBIX KOHCYJIbTALMH, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHON aTTECTALlUH, a TAKKE
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOThl M IOMEUIEHUS JAJI XpaHEHUS U MPOPUIaKTUYECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOeNbI0 U TEXHUYECKHMMH CPEJICTBAMHU OOYYEHHs, CIyKalllMMU JJIsl TMpeACTaBlIeHUs] yueOHOI
uH(popMaluu 60JbIION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) oOecTiedrBaeTcsl B yUeOHBIX ayTUTOPHSX, OCHAIICHHBIX:

—CTOJIaMH U CTYJIbSIMH;

— KOMIIBFOTEPHOMN TEXHUKOW;

— MEXaHUYECKUMHU KaJIbKYJIATOPAMU;

— CIICHHUAJIM3UPOBAHHBIM O60pyIIOBaHI/ICM, BKJIIO4Yas JCMOHCTPALIUOHHOC O60p}/')10BaHI/IC.
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https://urait.ru/bcode/600794
https://znanium.ru/catalog/product/2170891
https://znanium.ru/catalog/product/1189328

[TomereHust 151 CAMOCTOSITEIIBHON pabOThl 00YJaIONMINUXCsl, B TOM YKCIIE TPUCTIOCOOTICHHBIC
JUIS UCTIOJIb30BAaHUS HMHBAIMAAMHM M JIMI[AMU C OTPAaHUYEHHBIMU BO3MOXKHOCTSMH 3]10POBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
oOecrieueHHEeM  JIOCTyNa B JJICKTPOHHYIO  WH(OPMAIMOHHO-00pa30BATEIBHYIO  CPEAy
YHusepcurera.

OOyyaromMmMcst TPENOCTaBIAETCS JOOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
MH(}OPMaLIMOHHO-TEIIEKOMM YHUKAIIMOHHOM ceTH «VHTepHeT», AJIeKTPOHHBIM pecypcaM (B TOM
YyHClie AJEKTPOHHBIM OHOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX U UH(OOPMALIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHoBanme mopraia Ccbliaka
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snektponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTeka
2. | basa maunbx mis I T-cnenuanicTo https://habr.com
3. | Ba3a mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuanbHelll calT MUHHCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oOpasoBanus Poccuiickoit @eneparim

5. | ®enepanbubiii moptan «Poccuiickoe oopazoBanue» | https://www.edu.ru/
6. | Mudopmannonnas cucrema «Exunoe okno nocrymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam»

7. Enunas xosiekuus nudpoBeix 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTebHBIX PECYPCOB

HepequL I/IH(i)OpMaLII/IOHHBIX TeXHOHOFHﬁ, HCIIOJIB3YEMbIX TIpU  OCYIICCTBJICHHUU
O6paBOBaTeJ'IBHOI‘O mnmponecca no JUCHUIIINHE (MOJIYJ'IIO), B TOM 4YHUCJIC KOMIIJICKT JIMIICH3MOHHOT'O
nporpaMMHOTO O6CCHC‘-ICHI/I5{, COBpPCMCHHBIC HpO(l)eCCI/IOHaJ'ILHLIC 0a3bl JaHHBIX 151
I/IH(l)OpMaLII/IOHHHe CIIPAaBOYHLIC CUCTEMBI:

HaumenoBanmne 110 IIponsBoacTeo JInnen3nonHnoe / cB000IHO
pacnpocTpansieMoe

OnepanoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMIICH3UOHHOE
Server)
Bpay3zepsbI:
SIupexc.bpaysep OTEYECTBEHHOE CBOOO/IHO pacIipoCTpaHsIeMoe
Google Chrome 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
O¢ucHbIe MPUITOKEHHUS:
Microsoft Imagine (Visio, OneNote) | 3apyOexHoe JIMLIEH3UOHHOE
TeXstudio 3apy0exHOoe CBOOOJTHO PACIIPOCTPAHIEMOE
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe

IIporpamMmmHoe obecnieyeHne VI IVIAHNPOBAHMSA M YUeTa BpeMEHM:

Toggle app ‘ 3apyOexHoe ‘ CcBOOOJTHO pacpoCTpaHsIeMOe
CucTeMbl YIPaBJIeHHS MPOEKTAMM:
Microsoft Imagine (Project) | sapy6exnoe | nuuensnonnoe

Cucremsbl ynpapieHusi 0a3aMH JaHHbBIX:
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Microsoft Imagine (SQL Server) \ 3apy0exHOe JIUIIEH3UOHHOE

Cucremsl pedeppHoro konuposanus (backup):

Acronis Backup Advanced for 3apy0exHOe JIMIEH3HOHHOE

HyperV

CnpaBo4YHO-NIPAaBOBBIE CHCTEMBI:

Koncynprantllmtoc: cipaBo4HO- OTEUYECTBEHHOE JIMLIEH3UOHHOE

MpaBoBasi CUCTEMa

CpencrBa aHTHBHPYCHOIi 3aLIUTHI:

Kaspersky Endpoint Security ms OTEYECTBEHHOE JIMIEH3HOHHOE

ousneca CrammapTHelid Russian

Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apy0exHOe CcBOOOIHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apyOexHoe cBOOOJTHO pacpoCTpaHsIeMOoe
Anaconda 3apyOexxHOe CBOOOJIHO pacIpoCTpaHsIeMoe
Robotic Operating System 3apy0eKHOe CBOOOIHO pacrpocTpaHsIeMoe
CopelliaSim 3apy0exHOoe CBOOO/THO PACIPOCTPAHSIEMOE
Google Colaboratory 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
ITakeThbl NPOrpaMMHBIX CPeICTB U OMOJIHOTEK:

AutoPsy 3apyOekHOE CBOOOHO PaCIpOCTPaHAEMOE
Interactive Disassembler (IDA) 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
Cucremsl ynpasJieHus1 0udaunorpadguyeckoii uHpopmanmei:

Zotero ‘ 3apyOexxHOe CBOOOIHO pacIpoCcTpaHsIeMoe
CepBHCHI U CITYXKOBI:

Bind 3apy0eKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Docker 3apyOexxHOe CBOOOIHO pacIpocTpaHsIeMoe

7. MeToau4yecKue M OIleHOYHbIE MaTepuaJjbl
MeToanyecKkue YKazaHud AJad oﬁyqammnxcs[ 110 OCBOCHMIO JHCHUIIJINHBI (MO)Iy.]'[fl)

B nponecce uzyuenus aucuuiuinebl (Moayns) «besomacHocts cuctem UM» B pamkax
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH HCIOIb3YIOTCS TaKUE BUABI Y4€OHOM paldOThl, KaK JIEKIHH,
CEMHUHAaphbI, IOMAIlIHNE 3a/I1aHusl, KOJUIOKBUYMbI, KOHTPOJIbHAS paboTa, a TaKXkKe pa3IudyHble BUIbI
CaMOCTOSITENIbHOW paboThl 00y4arolMXcs MO 3aJaHHI0 IPENOAABATENs, HAIpPaBICHHbBIE Ha
pa3BUTHE  HABBIKOB  NPO(ECCHOHANBHOM  JIEKCHKH,  3aKpelyieHHe  MPaKTHYEeCKHX
npodeCCHOHATBHBIX KOMIIETEHIIMH, TOOIPEHNE UHUIMATHB.

Jlexyuss — CHCTEMaTHYeCKOE, TIOCIEIOBATEIIBHOE, MOHOJOTHUYECKOE  H3JI0KEHUE
npernoJiaBaTesieM YueOHOTro MaTepuaa, Kak paBuiio, TEOPETHYECKOTO XapaKTepa.

B mporecce neknuii peKOMEHIYETCs BECTH KOHCIEKT JICKIIUI: KPaTKO M CXEMAaTHYHO
q)HKCI/IpOBaTI) OCHOBHBIC HJIE€HU, BBIBOABI U O606H.[eHI/I$I JICKIIMH, BBIACIIATH BAXHBIC MBICIIH,
KJIIFOYCBBIC CJIOBA W TCPMUHBEI. HGO6XO}II/IMO OTMCTUTH BOIIPOCHI HJIM MaTCpHajbl, KOTOPLIC
BBI3BIBAIOT 3aTPYAHCHUS, U IOIBITATHCA HaUTH OTBETEHI B peKOMeH}IOBaHHOﬁ JATEPATypE. Ecmu
pa3oOpaTbCsi B Marepuayne He yaaeTrcs, cielayeT chopMyiaupoBaTh BONPOC U 331aTh €ro
NPETo/IaBaTeIi0 Ha KOHCYJIBTAI[MH UM BO BPEMSI CEMUHAPCKOTO (TIPAKTUYECKOTO) 3aHATHS.

Cemunap — 310 Qopma y4yeOHON NEATENHHOCTH, MPOBOJIMMAs B y4EOHOM 3aBEICHUU IO
PYKOBOJICTBOM TIPETOJiaBarelisi, TJ€ CTYACHTHl AaKTUBHO YYacTBYIOT B OOCYXKICHHSIX,
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NPaKTUYECKUX 3alaHUsAX U IpYTux (popMax B3aMMOAEHCTBHSL.

Jl1s ycrenmHou moAroToBKM K CEMUHAPY PEKOMEHIYETCs 3apaHee 03HAKOMUTBLCS ¢ TEMOU
3aHATHS. U OCHOBHBIMH MaTepHanaMu, 4ToObl MMEThb BO3MOXKHOCTb AKTUBHO Yy4acTBOBaTh B
o0cyxnenuu. Takke MOJE3HO MOATOTOBUTH BOIPOCHI U HJIIEH AJISi OOCYXKICHHUS, YTO MOMOXKET
ri1y0xe NOHATh MaTepuaj U IPOAEMOHCTPUPOBATh 3aMHTEPECOBAHHOCTb.

Homawmnee 3a0anue — HabOp 3a/1a4 IO TEMaM HEJICIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMM  BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSMHU M CPOKaMU BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aaHusl Ha STAlbl, YTOOBI
n30exaTh IEPerpy3Ku M JIydlle yCBOUTb MaTepHuall, HCIOJIb30BaTh pA3IMUHble HCTOYHUKU
uH(pOpMaLIKK, BKIIOYAs YIeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Ty00KOro MOHUMAHUS TEMBI.

Konnoxeuym — ycTHbIE OTBETHI HAa BOIPOCHI, CIIUCOK KOTOPBIX N3BECTEH CTYACHTY 3apaHee.

B mpouecce moAroToBKM K KOJUIOKBUYMY HEOOXOAMMO TPOAHAIM3UPOBATH Yy4ueOHBIC
MaTepualibl, 0O3HAKOMHUBIINCH C JICKIUSIMHU, YIC€OHHMKAMU M JOMOJHUTEIBHBIMA HCTOYHHKAMHU,
AKINCHTHUPYSA BHHMAHMC Ha KIKOYCBBIX TEMax. PGKOMGHI[YGTCSI CO34aThb CTPYKTYPUPOBAHHLIC
KOHCIIEKTHI, BBIJIEIISISl OCHOBHBIC UJI€H, TEPMHUHBI U (POPMYIIBIL.

Konmponvhas paboma — micbMeHHas paboTa ¢ HAOOpPOM 3a1a4, KOTOPBIE HY>KHO PEIIUTD 32
OTPaHUYEHHOE BpEMs.

Llenb KOHTPOJIBHON pabOTHI — MOJTYYUTH CIICIHAIbHBIC 3HAHUS 110 OJHOM HJIM HECKOJIBKUM
T€MaM JMCUUILIMHBI U IPOAEMOHCTPUPOBATh HABBIKH UX IPAKTUYECKOTO IPUMEHEHHUS.

Camocmosmenvruass paboma — padoTa CTYJEHTOB, HAIpaBJE€HHAs Ha YINIYOJEHHOE
M3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYECOHON AUCHUIIINHBI (MOILYJIS).

B nporiecce camocTosiTensHOM pabOThI CTYIEHTHI B3aUMO/ICUCTBYIOT C PEKOMEHI0BAHHBIMH
MaTepuajiamMH MPU MUHUMAIBHOM y4YacTHH MperoiaBares. 3aaun CTyeHTa BKIIOYaloT paboTy
C KOHCIIEKTaMH JIeKIui (00paboTka TeKcTa), IOBTOPHOE N3YUCHHE YUeOHBIX MAaTepUAIIOB TIAHOB
M TE3UCOB OTBCTOB, U3YUCHUC NOMOJHUTCIbHBIX TCM, BBIIIOJHCHUC yqe6HO-HCCHeI[OBaTeHBCKHX
3aJJaHUI U IPYTOE.

Cucrema OLlCHUBAHUSA PE3YyIbTATOB oﬁyqemm Mo JTUCHMIIJINHE (MO}IyJIlO)

Kputepun nosyyenusi ypoBHsi M OlleHUBaHUA CPOPMHUPOBAHHOCTH KOMIIETEHUMH MO
aucuunmnHe (moayaw) «besonacnocrs cucrem UN»

OrneHuBaHuE YpOBHS Y4YEOHBIX JOCTHIKEHHH OOydYarolmuXxcsl MO AUCHHUIUIMHE (MOIYIIIO)
OCYILIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEKYTOUHOM aTTeCTALNH.

IIpome:xyTouHasi aTTrecTalusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIsIeTcs B Qopme
9K3amMeHa, TIPU 3TOM TPOBOJIUTCS OLIEHKA KOMITETEHITNH, CHOPMHUPOBAHHBIX 1O AUCIUILIIHHE.

Jnst olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M TMPOMEXKYTOYHOW aTTeCTaluu
UCIIONB3YETCS JIecATUOAIUIbHAS IIKaJa OLEHUBAHUS, KOTOpask COOTHOCHUTCS C TPaTUIIMOHHON
NATUOAIIILHOM IIKAJION cienyromuM 00pa3oM, eciiu MHOE HE yKa3aHo B CHil1a0yce NUCHUIUIMHBIL:

JecaTubannbuas IlarubamibHas Oo0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o
olleHKAa OlleHKA AUCHUIINHE (MOYJII0)
10 OTinyHO CTyaeHT TONHOCTHIO BIIaJIeeT 3HAHWUSAMH, H3JIOKCHHBIMU B
9 OTJINIHO paboueii mporpamMme, U TITyOOKO OCMBICISET AUCIUAILINHY. OH
) OTIM9HO CaMOCTOSITENILHO U JIOTHYECKH MOCIEN0BATENFHO OTBEYAET HA

BCE BOIIPOCHI, aKIIEHTHPYsS BHUMaHUE Ha HamOoJjiee Ba)KHOM.
YMmeer aHanM3upoOBaTh, CPABHHBATh, KIACCHU(PHIIUPOBATH,
0000maTh,  KOHKPETU3UPOBaTh U CHUCTEMaTH3UPOBATh
W3yYCHHBIH MaTepuan, BBIACIS KIIOUYEBbIE MOMEHTHI |
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JecaTubannbHas IlarubamibHas O0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o
OLICHKA OLICHKA AUCHHILINHE (MOYJII0)

yCTaHaBIUBas.  NPUYMHHO-CICACTBEHHBIE  CB3HM.  YeTko

(bopMynupyeT OTBETHI, YBEPEHHO HHTEPIPETUPYET PE3YIbTAThI

AQHAJIN30B U JAPYTUX UCCIECOBAHUH, a TAK)KE PEIIAET CIOKHBIE

3agaun. CTyJeHT XOpOLIO 3HAKOM C METOAAaMHU HCCIIeOBaHN,

HEOOXOIUMBIMH U1l MPAKTHYECKON NEATEIBHOCTH, U yMEeT

CBA3BIBATh TEOPETUYECKHE ACTIEKTHl JUCLMIIMHBI (MOIYJs) C

MIPAKTUYECKUMHU 3aa4aMH.

7 Xopomio Crynent obiafaeT 3HaHUSIMH MpeAMeTa TOYTH B TOJHOM

6 Xopomo o0beMe paboueii MporpaMMBI B CAMOCTOSITEIBHO, JTOTHIECKH
MOCJIEIOBATEIILHO M BCECTOPOHHE OTBEYAET HA BCE BOIPOCHI,
aKIICHTUPYS BHUMaHKE Ha HanboJiee 3HAYMMbIX MOMeHTaX. OH
yMeeT aHaJM3UPOBaTh, CPAaBHUBATh, KIACCHU(HUIUPOBATS,
0000maTh, KOHKPETH3UPOBATH MW  CHCTEMaTH3UPOBATH
W3YYCHHBIM MaTepHuall, BBIJCIHSAS €ro KIIOUYCBBIC ACIEKTHl U
yCTaHaBIIUBAs MPUYUHHO-CJIC/ICTBCHHBIC CBSI3U.
dopMyITUpyeT CBOM OTBETHI, YBEPECHHO HHTEPIPETHPYET
pe3yabTaThl aHAJIM30B W JAPYTUX HCCIICIOBAaHHUN, a TaKKe
pelIaeT CIOKHBIC CUTYaIlMOHHBIC 3amaud. CTYIEHT XOpOIIo
3HAKOM C METOJaMH HCCICAOBaHUA, HEOOXOAUMBIMH IS
NMPaKTUYCCKOW  JESITENbHOCTH, H  yYMEET  CBS3BIBATH
TEOPETHUYECKUE AaCIHEKThl TpEAMETa ¢ MPAKTUYCCKUMU

3aJa4yaMu.
5 Y noenetBoputensHo| CtymeHT obnagaeT 0a30BBIMU 3HAHUSMU IO JUCHIUIUIMHE, HO
4 V 10BIETBOPHTENBHO | UCIIBITHIBACT TPYIHOCTH NPH CAMOCTOSTENbHBIX OTBETaX U

UCTIONIB3YeT HETOuHbIe (OPMYIUPOBKU. B xo7e oTBETOB OH
JIOIyCKaeT OIIMOKHU, Kacaroluecs: CyTH BONpocoB. CTyAeHT
CHOCOOEH pelIaTh TOJBKO CaMble MPOCTHIE 334a4Yl U BIAACET
T MUHUMAaJIbHBIM HaO0pOM METOJIOB UCCIICTIOBAHNSI.

3 He cnaun CryneHT He OBJIajieNl 00sI3aTeIbHBIM MUHUMYMOM 3HaHUH 110
MpeIMETy U HE MOXKET OTBETHUTh Ha BOIMPOCHI, JaXe €CIU
npenojaBareNb  3aJaeT  JONOJHHUTEIbHBIE  HABOJSIIUC
BOIPOCHI.

I[I/ICI_II/IHJ'II/IHH. (MO,Z[y.]'IB) «be3zomacHocThs cucteM My onieHuBaeTcs CIICAYIOIHUM o6pa30M:

AKTHBHOCTD Bec |KoauvecTBO Onucanue
Homarnue 3ananust | 30% 12 HaGop 3azmau o reMam Heenu
YcTHBIE OTBETHI HA BOIIPOCHI, CITUCOK KOTOPBIX M3BECTCH
Kommoxsruymet 30% 3 POCHL, p

CTYIICHTY 3apaHee

[TuceMeHHast paboTa ¢ HaOOPOM 3a/1a4, KOTOPbIE HYKHO

KonTtponsnas padora | 20% 1
PELINTH 32 OTPAaHUYEHHOE BPEMSI

[TuceMeHHas Wiy ycTHast paboTta HaJl 3aJlaHUEM,
OK3aMeH 20% 1 HaIPABJICHHBIM Ha IIPOBEPKY MOJIyUYEHHBIX 3HAHUN U
HAaBBIKOB T10 AUCIHUILIAHE (MOJIYIIIO)

@opmyJia pacyéTa UTOrOBOM OLEHKH MO AucuMIVIMHe (Moay.aiw) «be3omacHocTh
cucrem UM»: «0,3 x cpennee 3a nomamnaue 3aganus + 0,3 X cpeqHee 3a KOMIOKBUYMBI + 0,2 X
KOHTpoJbHas padota + 0,2 X sx3amMeH».

Texkymmii KOHTPOJIb YCIIEBAEeMOCTH 00Y4YAIOIIMUXCS 110 JMCHHUIINHE (MOLYJII0)

I[IpumepHbIe TOMaLIHKUE 32 TAHUS
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JdomamHee 3aganue 1. AHAJIU3 M MOJeJTUPOBAHME ATAKU OTPABJICHUS TAHHBIX
3amanmue:

1. Ucnone3yst otkpeiThiii maracer (Hampumep, CIFAR-10 wnmm IMDB), no6aBbre B
oOyyaromyro BBIOOpPKY 5% 3amIyMJIEHHBIX WM TONJCIBHBIX 00pa3loB (Hampumep, ¢
HETPaBWIbHBIMUA METKaMH).

2. O0yunte wMmojenb kinaccuuxanuu (HampuMmep, JIOTHCTHYECKYI0 PErpeccHio WU
HEOOJIBIITYI0 HEHPOCETB).

3. OueHuTe U3MEHEHNE KaueCcTBa MOJIEIH Ha YHCTOM TECTOBOM Habope.

4, TlpoBenuTe aHAIM3: KaK aTaka IMOBJIMsJIA HA METPHUKH (accuracy, precision, recall)?

5. Ilpeanoxkute W pealn3ylTe METOA 3alUThl (Hampumep, (QUIBTPALUsS aHOMAJHH,
perymispu3anus).

6. CpaBHHUTE pe3yabTaThl 0 U MOCIIE 3aIHTHI.

TpeGoBanus:

— Kox na Python (scikit-learn, PyTorch).

— Oruér ¢ rpaduKaMu U BBIBOJIAMHU.

— O6ocHOBaHUE BHIOPAHHOTO METOA 3aIlUTHI.

Jomamnee 3ananue 2. [locTpoeHne u TecTHpPOBaHHMe aTAKU YKJIOHEHHA (evasion
attack)

3aganue:

1. Bribepute npenoOydeHHyr0 Moaemb (Hanpumep, u3 torchvision mian Hugging Face).

2. Crenepupyiite aTakyromue npumepsl ¢ nomoibio Metoga FGSM (Fast Gradient Sign
Method) B 6er1oM mir 9€pHOM STTHUKE.

3. IlpoBepbTe, HACKOJIBKO YCIEUIHO MOJIeNb OIIM0AEeTCs Ha aTAKOBAHHBIX JIaHHBIX.

4. Buzyanusupyiite uCX0HOE U U3MEHEHHOE N300payKeHHE/TEKCT.

5. OneHure yCTOHYMBOCTh MOJIENIN K aTaKe.

6. IlpumennTe MPOCTEHIINIT METO ] 3alUTHI (HAIPUMeEp, CTIIa)KUBAHNE, HOpMAITU3aIUs) U
poBepbTe €ro 3(P(PEKTUBHOCTS.

TpeboBanus:

— Hcnonp3oBanne 6ubanoreku ART (Adversarial Robustness Toolbox) nnu ananora.

— Ilpumeps! aTak ¥ BU3yanu3anus.

— BBIBOABI 110 YA3BUMOCTH MOJIEIH.

Jomamnee 3axanne 3. AHAIU3 YIpo3 AJs 00JIbIINMX A3BIKOBBIX MO/ E/ICH

3ananne:

1. BeiOepure crenapuii ucnosnb3oBanuss LLM (Hampumep, 4yaT-00T MOAJEPKKH WIH
reHepaTop KOHTEHTA).

2. CmonenupyiiTe Tpy THIIA aTaK:

— Prompt-umxuanpusr (06xo/ GUILTPOB).

— Data leakage (momnbITka U3BJI€Yb 00YYaOLINE JaHHBIE).

— D'eneparnus Bpe1oHOCHOTO KOHTeHTa (uepes jailbreak).

3. Ilpotectupyiite Mmoaens (JokanpHyt0 win yepe3 API).

4. 3adpukcupyiTe ciydyan yCIEUIHbIX aTak.

5. Ilpennoxute Mepbl 3amUTH: (QIIBTPAIMIO TPOMIITOB, OTPaHUYEHUE KOHTEKCTA,
MOHHUTOPHHT.

6. OdopmuTe OTIET C pEKOMEHTAITUSMH.
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TpeOoBanmus:

— OrnucaHue ClieHapueB aTak.

— IIpumepsl 3a1IpOCOB U OTBETOB.

— Mepsl 10 3amuTe ¥ UX 000CHOBAHHE.

IIpumepHbIe BONPOCHI K KOJLUIOKBUYMY

KouiokBuym 1. Ataku Ha cucremsl UU
Uto Takoe HactynarenbHbiii TN?
Kakue nenu npecnenyror araku Ha U -cucremsr?
B uém cyTh aTaku oTpaBiieHUs JAHHBIX?
Uewm aTtaka OTpaBlIeHHs] MOJIEIH OTIUYAECTCS OT OTPABJICHUS TaHHbBIX ?
Uro Takoe 03knop-araka? [IpuBeaure mpumep.
Kak paboraer aTaka ykimoHeHus (evasion)?
B uém pazHuna mexay arakamu 0eioro u 4€pHOro suuKa’?
Kakue THIbI 1aHHBIX Yalle BCEro MOABEPraloTCs aTakaM OTpaBJICHUS?
Kakue npusHaku MOTYT yKa3bIBaTh Ha Halu4ue 0dKaopa?

©oN R wDdE

10. Kakue cdeprr HanbOosee ys13BUMBI K aTakam Ha M?

KosnokBuym 2. 3ammura cucrem UU
Kakue MeToapl 3alIiThl UCTIOIB3YIOTCS MPOTHB aTaK YKIOHCHUS?
Yro takoe podacTHasi ONITUMH3AIIHS?
Kak paboraet 3ammura yepe3 nqodasienue uryma (adversarial training)?
Yro takoe nuddepeHImraibHas IPUBaTHOCTh?
Kakwue aTaku HanpaBJICHbI Ha U3BJICUCHHUE IPUBATHBIX JJAHHBIX U3 MOJICITH?
Kak MOxHO 0OHApYKUTh YTCUKY 00YYAIOLINX JAHHBIX?
Urto Takoe Mmozenb-kioH (model extraction)?
Kak 3amutuTthcst OT aTak Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTH?

©ooNoOORrwDdDE

Kaxue MeTpuky uCnonp3yroTcs sl OLIEHKH poOacTHOCTH MOJIENH?
10. Uro Takoe ceptuduipoBanHas 3amura (certified robustness)?

Konnoksuym 3. CoBpeMeHHbIE BBI3OBBI 1 ABTOMATH3 AU
Kak noposxxaaromue mozaenu (Hanpumep, GAN, LLM) ucnone3yroTcst B aTakax?
UYro takoe deepfake n kak OH yrpokaeT 6€30MacHOCTH?
Kaxue gppeliMBOpKHU HCTIONB3YIOTCS JUIsl aBTOMaTU3auuu atak Ha M?
UYro Bkitouaet ppeiimBopk MITRE ATLAS?
Kakue ys3BUMOCTH €CTh Y MYJIbTUMOJAIBHBIX MOJIETCH?
UYro Taxoe jailbreak B kontexcte LLM?
Kaxue MeToabl HCIOIB3YOTCS 1711 aBTOMAaTUYECKOTO MTOMCKA yI3BUMOCTEMN ?
Kak ataku vHa U1 mMacmtabupyroTcst ¢ MOMOIIBIO aBTOMaTH3aIH?

©CoN R wDdE

Kakue BbI30BbI BOZHUKAIOT MPH 3aIUTE OOJBIINX SA3BIKOBBIX MOJIEIEH?
10. Kakue mpuHIHITEL JIe)KaT B ocHOBe "secure-by-design" monxona k MN?

IIpuMepHBbIe 3aaHUA I KOHTPOJILHON padoThI

KonrpoubHnas padora 1
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1. Onpegenure TUM araku: B OOYyYAlONMIyl0 BBIOOPKY 00aBJICHBI HW300paKCHHUS C
HENPABIWILHBIMA METKAMHU.

2. OOBsICHHTE, KaK 3TO MOKET MOBJIUSITH HA PA0OTY MOJICIIH.

3. IlpuBenure npumep O3KIOp-aTaAKH.

4. Kakue Mepbl MOXHO TIPEIIIPHHSTH JJIsl OOHAPYKEHUST OTPABICHHS?

5. HapucyiiTe cxemy B3aUMOJICHCTBUS TIPU aTake OTPABIICHHSI TAaHHBIX.

KonTpoasHnas padora 2

1. Onumure npuHiun padoter FGSM.
2. B uém paszHuna Mexay OesbIM U 9EPHBIM ALIMKOM B aTaKax YKIOHEHHs?
3. [IpuBeaurte mpumMep aTaku Ha MPUBATHOCTH (HAPUMED, aTaKa IO WICHCTRY).
4. Kak muddepeHumanbHas MPUBATHOCTh TOMOTAET 3aIMUTUTHCS OT TAKUX aTak?
5. Kakue orpanuueHus ectb y METOJIOB 3aIUTHI OT aTaK YKJIOHEHUs?
KonTpoasnas padora 3
1. Yro Takoe prompt-WHXMHUPUHT B aTakax Ha LLM?
2. Ilpusenure npumep jailbreak-mpommra.
3. Kak aBromaruzanus (Hanpumep, yepe3 AutoPrompt) ycunuBaeT araku?
4. Kakue pucku HECET UCII0JIb30BaHUE FEHEPATUBHBIX MoJienel B puimHre?
5. Kakue mMepsI 3aMThl MOKHO MPUMEHUTH K MYJIbTUMOJAIBHON MOJIETH?
3agaHus AJ151 MPOMEKYTOYHOM ATTECTAIMM MO JUCHUILIHHE (MOAYJII0)
Ne 3aganue OtBeTt Kommnerenuus
n/n
1. | Kak Ha3pIBaeTCs BHEIPEHHUE BPEIOHOCHBIX OtpaBienue OIIK-1
JIAHHBIX B BEIOOPKY?
2. | Kak Ha3pIBaeTcsa aTaka ¢ MCIIOJIB30BAHHEM Baknop T1K-3
CKPBITOTO TpHUrrepa?
3. | Kak HaspIBaercs aTaka Ha 3Talle BHLIBOJA Vxionenue TIK-3
moaeiu?
4. | Kakas ab0peBuarypa 0003HauaeT METOJI aTaKu FGSM IK-3
yepe3 TpagueHT?
5. | Uto siBIIsieTCS KIFOUEBBIM Pa3IMureM OeJoro u Hoctyn OIIK-1
4EPHOTO SIIuKa’?
6. | Kak Ha3bIiBaeTcs METO]1 3aIIUTHI IPHUBATHOCTH [IpuBaTHOCTH [K-3
AaHHBIX?
7. | Kak Ha3piBaeTcs aTaka KOMMPOBAaHHEM MOJIEITH? N3Bneuenue [K-3
8. | Uro mpencrapnsier coboit MITRE ATLAS? OpeliMBOpK OIIK-1
9. | Kak Ha3bIBaeTcst 00X0/] OrpaHUYEHUN Yepe3 IIpomnT [1K-3
(hopMyITUpPOBKH 3a1IPOCOB?

ONEeKTPOHHBIA JOKYMEHT




10. | Yro renepupyror GAN s aTak? Jundeiix IK-3

11. | Kak Ha3piBaeTcsi oOyueHHe Ha BpayKaeOHbBIX AnBepcapHoe [K-3
npumepax”?

12. | Kakue nannbie HanboIee ysI3BUMBI JJISI OTKpBITBIE OIIK-1
OTpaBJIeHU?

13. | Kak Ha3pIBaeTCst 00X0/1 3aIlIMTHBIX OrPaHUYCHUH Jlxunopeiik IK-3
LLM?

14. | Yro npenocrapisier oudmuoreka ART? HNuctpymeHThI IK-3

15. | Ha xakom aTare 3akaaapIBaeTCs 0€301acHOCTh B IIpoexTupoBanme IK-3
secure-by-design?

16. | Uto HY>KHO JJIsl COTIIACOBAHUSI TOTUTHKH Pernament YK-6
6e3onacHocTu?

17. | Yro Takoe MOIENIb-KIOH? Kinon TIK-3

18. | Kakas mMepa 3amuimiaer OT IpOMIIT- OuibTpanus T1K-3
WHXUHUPUHTA?

19. | Yro BBISBISIOT MPU TECTUPOBAHUH VY s3BUMOCTH OIIK-1
yCTONHYHUBOCTH?

20. | Yro obecrieunBaeT JOKYMEHTALIUS IS IIpo3paunocTs YK-6

Oe3omacHoCTH?

ONEeKTPOHHBIA JOKYMEHT




		el.sudakova@cu.ru
	2026-08-28T16:06:15+0300
	Москва
	АНО ВО "ЦЕНТРАЛЬНЫЙ УНИВЕРСИТЕТ"
	Подпись документа




