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1. Kparkas xapakTrepucTHKa JHCHUIIINHBI (MOAYJIs1)

PabGouas nporpamma mucuumiunel (Moayisi) «bezonacnocts cuctem MM» coctaBiena B
COOTBETCTBUH C (pellepalbHBIM T'OCYJapCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPTOM BBICIIETO
oOpasoBanus — maructpartypa no HampasiaeHuto 02.04.01 MaremaTtuka U KOMITBIOTEPHBIC HAYKH,
npoduns [Ipuknannoe MammHHOE OOYYEHHE M MHTEIUICKTYalbHBIE CHUCTEMbI, YTBEP>KICHHBIN
nmpuka3oM MuHHCTEpCTBa HayKu M Bbiciiero obpaszoBanusi Poccuiickoit ®deneparuu Ne 810 ot
23.08.2017 rona.

N3zyuenne nuctuminasl (Moxynsa) «bezomacHocts cucrem MW» mo3Bonser chopMupoBathb
LIEJIOCTHOE TIOHUMAHUE Yrpo3 M 3alIUTHBIX MEXAHU3MOB B CUCTEMAaX MCKYCCTBEHHOIO
MHTEJJIEKTA, a TaKKe IPAKTHUUECKUE HABBIKM aHallM3a, TECTUPOBAHMSI U IPOEKTHUPOBAHUS
6e3onacubix MM-pemiennii B ycI0BUsAX COBPEMEHHBIX KHOEpaTaK.

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosimmas muciurinHa (MOIyJib) BKJIFOUEHA B YUE€OHBIH IIIaH 110 MPOrpaMMe MOITOTOBKH
maructpatypsl no HampaBienuro 02.04.01 MaremaTuka W KOMIBIOTEpPHbIE HAyKH, MpOoduin
[IpuknagHoe MamMHHOE O0YYEHHWE W MHTEIUICKTYaJbHBIE CHCTEMBI W BXOJIUT B 00s3aTEIBHYIO
yacTb bioka 1.

Jucuumnmza (MOIyJb) JOCTYITHA K M3YYEHHUIO Ha 2 Kypce B 4 cemecTpe.

Heab u3yyeHus: TUCHMILIMHBI (MOAYJSA). MOATOTOBUTH CIIEHUAIUCTOB K BBISBIICHUIO,
aHaJM3y W NPeAOTBPALICHUIO KMOEpyrpo3, HalpaBlIEHHBIX HAa MOJAEIM U JAaHHBIE MAIIMHHOIO
o0yueHus, a TaKxke K pa3paboTke 3ainIIEHHBIX apxuTekTyp MM -cucrem, yCTOHYMBBIX K aTakaM
Ha pa3HbIX YPOBHIX — OT JIAHHBIX JI0 MHTEJJIEKTYalbHOI COOCTBEHHOCTH.

3agaun n3y4yeHusi JMCHUILIHHBI (MOAYJIA):

— u3yuuTh apxurektypel HMHM-cucreM Kak B KOHTEKCT€ MX HCIOJb30BaHMUS B
KnOepOe30MacHOCTH, TaK U B KauecTBe LieJel aTak;

— OCBOMTH KJIACCU(PUKALMIO M MEXaHU3Mbl aTak Ha MOJAEIM MAIIMHHOTO OOy4YeHMS:
OTpaBJICHUE JlaHHBIX, YKJIOHEHHE, Kpaka MOJEJEH, aTaku C HCIOJIb30BAHUEM
TEHEPATUBHBIX MOJEIEH;

— HAy4YMThCSl OLIEHUBATh 0€30MacHOCTh HAOOPOB JAHHBIX W MOJENEH C TOUYKH 3pEHHs
YA3BUMOCTEM;

— mnpuoOpecTH HaBblkM TecTHpoBaHus MM-cucteM ¢ NpUMEHEHHEM COBPEMEHHBIX
(G peliMBOPKOB;

— pa3BHUTh CIIOCOOHOCTH OOOCHOBAaHHO BBIOMpATh ApXUTEKTYphl, aITOPUTMBI MU METOJIbI
3alIUTHI B 3aBUCHMOCTH OT PUCKOB U TpeOOBaHU1 0€3011acHOCTH.

B pe3yabTare 0cBOCHUS IUCHUILUIUHBI (MOYJIs1) 00yYAKOIIMIACS T0JI5KEH:

3HaAMmMb:

— OCHOBHbIE O0JIaCTH  HCIIOJIb30BAaHHMSI CHCTEM HCKYCCTBEHHOIO HHTEJUIEKTa B
knbepOe30MmacHOCTH;

— apXWUTEKTypy U MOJIENM CUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIOJIb3YEMBIX IpHU
opraHu3anum Kuodeparax;

— apXWUTEKTypy U MOJIENH CHUCTEM HCKYCCTBEHHOI'O HHTEJUIEKTa, HCIIOJIb3YEMbIX IpPH
3aIuTe 0T Kubeparak;
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— CXeMbl OpraHu3aliy aTak Ha MOJIENIM MAITHHHOTO O0Y4eHNS;

— KJIaccU(pUKAIMIO aTaKk Ha MOJIEH MAIIMHHOTO 00yUYeHHsI (MICKYCCTBEHHOT'O HHTEIIEKTA);

— CXEMBI aTaK OTPABJICHUS JTaHHBIX U METO/IbI OOPHOBI C HUMH;

— CXEMBI aTaK OTPaBJICHUS MOJICIICH MAITMHHOTO 00yYeHUS,

— CXEMBbI aTaK YKIOHEHHEM U METO/Ibl 00pbOBI C HUMU,

— CXEMBbI aTaKk Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh U METObI OOPHObI C HUMH,

— CXEeMbl HCIIOJIb30BaHUSl TOPOXKIAIOIIMX MOJETCH B aTakaXx Ha CHUCTEMBl MAITUHHOTO
o0yueHus (MCKyCCTBEHHOTO MHTEJUICKTA).

ymembs:

— CTPOUTh MOJICIM CHCTEM HWCKYCCTBEHHOIO WHTEIUICKTa IS HCIOJIb30BaHHUS B
KkrOepOe301acHOCTH;

— OpraHW30BHIBATh TECTUPOBAHHE CHUCTEM HCKYCCTBEHHOTO HWHTEJUIEKTA JJIS OIEHKH WX
0€30I1aCHOCTH,

— OlEHUBaTh HAOOPBI JTaHHBIX, UCTIONb3yEeMbIe B MOJENSAX UCKYCCTBEHHOTO WHTEIUIEKTa C
TOUKHU 3peHUs OE30MaCHOCTH;

— ¢opmupoBaTh 000CHOBAHHYIO OLICHKY OPTaHU3aIlu U (PYHKIIMOHUPOBAHUS TEX UIIA UHBIX
KOMIIOHEHTOB CHCTEM HCKYCCTBEHHOTO WHTEJUICKTa, KaK B KOHTEKCTE WX 0a30BBIX
(GyHKIMIA, TaK U C TOYKU 3pEHUS PUCKOB KnOepOe30macHOCTH,;

— HCIIOJIb30BaTh COBPEMEHHBIE OTKPBIThIE (HPPEHMMBOPKH Ui 3a7ay KHOepOe30MmacHOCTH
CHCTEM MCKYCCTBCHHOTO MHTEIIICKTA.

e1a0emb:

— HaBBIKaMU BbIOOpA apXUTEKTYPHBIX PELICHH JIJIsl CHCTEM MCKYCCTBEHHOTO MHTEIJIEKTa,
UCTIOJIb3YEMBIX B KHOEpPOE30MacHOCTH;

— HaBBIKAaMU aHAJIN3a MOJIENICH MAIMHHOTO O00ydYeHUs (MCKYCCTBEHHOTO HWHTEIIICKTA) C
TOUKHU 3peHUs KHOepOE30MacCHOCTH (3aIUTHI OT aTaK);

— HaBBIKOM BBIOOpa MOJEINICH M aJTOPUTMOB JIJISI CHCTEM HCKYCCTBEHHOTO WHTEIUICKTA,
UCTOJIb3yEeMBIX B KHOEpOE30MmacHOCTH;

— HAaBBIKOM OLICHKH PHUCKOB 0e30IMacHOCTU CHCTEM HNCKYCCTBCHHOI'O MHTCJJICKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs
Komnerenmun, dopmupyeMmble B pe3yiabTaTe OCBOCHHS JUCHUIUIMHBI (MOIYJsS) TIpU
MPOBEJICHUH YUCOHBIX 3aHATHI B (hOpME KOHTAKTHOW pabOTHI 00YJAFOIIUXCS C TIEAArOTHICCKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATEIHHON PAOOTHI 00yUYAIOIITIXCS:

Komnerennus

Conep:xaHue KOMIeTeHIIUN

HNupuxarop
KOMIIeTeHIINH

IlepeyeHb MIAHUPYEMBIX
pe3yJbTaTOB 00y4eHus Mo
AUCUUIINHE (MOIYJIIO0)

YK-1.

Crioco0eH OCyIIeCTBIISATh
KpPUTUYECKUM aHAIU3
MPOOJIEMHBIX CUTYyallUi Ha
OCHOBE CHCTEMHOTO MOIX07a,
BEIPa0aThIBATh CTPATETHIO
JIeUCTBUN

YK-1.1.

3HaeT OCHOBHBIE PUHIUIIBI
CHUCTEMHOTO MOAXO0/1a 1 METOJIBI
KPUTHYECKOTO aHAJIN3a, 4 TAKKE
TEOPETHYECKHUE OCHOBBI
CTPaTErHYeCKOro MIaHUPOBAHUS
Y NIPUHSTHS pELICHUI

YK-1.2.

YMeeT IpUMEHATh METOABI
CHUCTEMHOTO aHaJIH3a JIst
BBISIBJICHUS KITFOUEBBIX
MIPOOJIEMHBIX CUTYAIHA,
(hopMyJIMPOBAThH TUIIOTE3HI U
pa3pabatbiBaTh aJbTEPHATUBHbIC
CTpaTeruu ACUCTBUI HAa OCHOBE
NOJTY4YEHHBIX JaHHBIX

YK-1.3.

HNmeet npakTUYECKU OIBIT B
MIPOBEJCHUN aHAIM3a pealbHbBIX
npoOJIEeMHBIX CUTYalHH B
pamMKax MpoeKTOB, CIIOCOOCH
BbIpaOaThIBaTh U 0OOCHOBBIBATD
CTpaTeruu ACHCTBUM, YUUTHIBAS
pa3INYHbIe aCIIEKTHI U
IIOCJIEJICTBUS

OIIK-1.

Crioco0eH HaxOoUTh,
(hopMySIUpOBaTh U pPelIaTh
aKTyaJbHbIE U 3HAYUMBIE
MPOOJIEMBI TTPUKIIATHON U
KOMIIBIOTEPHOU MaTEMaTUKHU

OIIK-1.1.

3HaeT OCHOBHBIE METO/IbI U
MOJIXOBI K PELISHHIO 3a/1a4
NPUKIATHON U KOMIIBIOTEPHOM
MaTEeMaTHKH, BKIIIOYast
aNrOPUTMBI, MATEMaTHUECKOE
MOJICJINPOBAHNE U TEOPHIO
ONITHMU3AIINY, a TAKXKe
COBpEMEHHBIE HHCTPYMEHTHI U
TEXHOJIOTHH, UCTIOJIb3yEMBIE B
3TOH 0bsacTu

OIIK-1.2.

YMeer aHaIM3UPOBATH U
(dhopMynupoBaTh
MaTeMaTHYeCKue 3a4a4H,
NIPUMEHATH COOTBETCTBYIOLINE
METOJIBI M AITOPUTMBI JUTST UX
pEIIeHHS, a TaKKe
HHTEPIPETUPOBATH U
MIPECTaBIATh PE3YIIbTATHI B
MIOHSITHOM U JOCTYITHOH hopme

DNEeKTPOHHBIA JOKYMEHT




OIIK-1.3.

HmeeT nmpakTUUECKUNA OIBIT
PpaboThI HA/T TPOSKTAMU HITH
HCCIIEIOBAHUSIMH B 00J1aCTH
MPUKJIaAHON ¥ KOMITBIOTEPHOU
MaTEMaTHKH, BKIIIOYasl y4acTUe
B KOHKYpCax, OJUMINaAaX WIH
HayYHBIX MyOJUKALUAX, T/IC
OBUIH pelieHbl aKTyaTbHbIE
3HAUYUMBIE 3a7a4n

[K-5.

Crnoco0eH nepenaBaTh
PE3yIbTAT PEIICHHBIX
NPUKJIAJHBIX 33/1a4 B BUJIC
KOHKPETHBIX PEKOMCHIAITHIA,
BBIPAXKEHHBIX B TCPMHUHAX
001acTH MalIMHHOTO 00yUYCHHS
U HHTEJUIEKTYAIbHBIX CHCTEM

[K-5.1.

3HaeT OCHOBHBIE METOABI U
MOAXOBI K (POPMYITHPOBAHUIO
peKOMeHIalii Ha OCHOBE
pEe3yIbTaTOB PEIICHUS
MIPUKIIAIHBIX 337134, a TaKKe
TEPMUHBI U KOHIICTIIIHY,
cnenu(uIHbIe A 00J1aCTH
MAIIUHHOTO 00y4YEeHHUS 1
UHTEJUICKTYAIBHBIX CUCTEM

[IK-5.2.

YMeeT aHaIu3upoBaTh
PE3YIbTaThl PCIICHHLIX 3a4a4 U
(hopMynHupoBaTh YETKHUE,
KOHKPETHBIE PEKOMEHIAIINY,
aJanTupys UX K TpeOOBaHUAM U
OKUIaHUSM LIENIEBON ayAUTOPHU

[K-5.3.

HNMeet npakTHUECKU OIIBIT B
pa3paboTKe U MPeICTaBICHUU
peKOMEHIallil Ha OCHOBE
aHaJIM3a MPUKJIATHBIX 3a/1a4,
BKJIFOYAsl y4acTHE B IPOEKTaX,
7l pe3yabTaThl ObUIN YCIIELTHO
MIPUMEHEHBI U OLIEHEHBI B
KOHTEKCTE 00J1aCTH MAIIMHHOTO
00yYeHHs 1 MHTEJUIEKTYaIbHBIX
CUCTEM
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3. Temaruueckuii njiax

Ne Tpya0eMKOCTb, akageMHYeCKue Yachl
n/n Ounas popma
HaumenoBanue TKY
AynuTtopHasi paboTa .
pasiea AMCHHILTHHb! Jlexknuu | CeMuHApPBI CamocrosnTe (rexymuii
(Mony_]'[;[) KOHTPOJIb
(npakTnyec | Kontpousn JIbHasI yenesaemoctH)
KHe padora
3aHSATHA)
1 ATtaku Ha cuctemsl U1 20 20 2 50 Homaraue
3a/1aHUs
Konnoksuym
2 3ammta cuctem MU 6 6 2 34 Jlomannue
3a1aHus
Komnoksuym
3 CoBpeMeHHBIE BBI30BBI U 4 4 4 34 Kontponbnas
aBTOMATH3ALHs B pabota
6e3omacHoctu M
IK3amen 4
Hmoczo: 30 30 12 118
Oo6vem oucyunaunvt (modynsn) (6 190
ak. 4.)
O6vem Ooucyunnunvt (Modyns) (8 5
3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOTYJI5)
Neni/m | HammenoBaHue pasnesia Copepaxanne IMCHUILNINHBI (MOAYJISI) IO TeMaM
JAMCHMIJIMHBI (MOTYJIs1)
1 Araku Ha cuctemsl U Hactynatensnsiit UM (atakn)
3amuTa ¢ nomortso N
350BpeAHbIC BO3ICHCTBUS
BBenenue B ataku Ha cuctemsl MU
Cxewmpbl aTak Ha cuctembl 1A
ATaku OTpaBJICHUS JaHHBIX U MOJCIICH
Araku oTpaBieHUs — 03KITOPHI
Araku yKJIOHCHHS — OJBIH SIIUK
ATaky yKIOHEHHS — YEPHBINA AIIUK
2 3amura cuctem A ATaku yKIIOHEHUS — 3alluTa
ATaky Ha MPUBATHBIC TaHHBIC
3 CoBpeMEHHEIE BBI30BBI U ATaku ¢ NOPOXKIAIOLUIMMU AJIEMEHTAMU
aBTOMATH3ALHUs B ABToMaTu3auus atak (GpperiMBOpKn)
GesonacHoctn M1 Araku Ha OOJIBIIIME SI3BIKOBBIC U MYJIbTHMOAAJIbHBIC MOJICIIH
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacnojaraeT IOJHBIM  HA0OpPOM  JIMIEH3HMOHHOTO M CBOOOJHO
pacrpoCTpaHseMOro MPOrPpaMMHOTO OOECIEYeHHs, BKJIIOYAas MPOAYKTHl OTEYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii CcTyqeHT B TEYEHHWE BCEro IepHoAa OOydeHHUs NOJIy4aeT HHIWBUAYaTbHBINA
HEOTPAHUYEHHBIM  JOCTYN K  DJICKTPOHHO-OMONMOTEYHON CcHCTEeME M 3JICKTPOHHOM
MH()OPMAIIMOHHO-00pa30BaTENFHON Cpelie YHHBEPCUTETa. OJTH CHUCTEMBl IPEIOCTABISIOT
BO3MOXKHOCTbH JIOCTYIIA K pecypcaM U3 Jr000i TOUKH, TJe ecTh MOJKII0YeHUE K ceTH MHTepHeT,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

Crynentam o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MPO(pEeCcCHOHATBHBIM 0azaM
JAHHBIX ¥ UH()OPMAIIOHHBIM CIIPABOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. Kozsips, H. C. HMHdopmMannoHHbIE TEXHOJIOTUU B KHOEPOE30MacCHOCTH : YYCOHUK IS
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : UznatensctBo HOpaiit, 2026. — 217 ¢. —
(Boiciee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : SJEKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. Ilmaronos, B. B. TexHonoruu MalmmHHOTO 00y4YeHHS B KHOSPOC30MACHOCTH : Y4eOHOE
nocobue / B. B. Ilnatonos. - Mocksa ; Bonorna : Uadpa-Nmxenepust, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHsiit. - URL: https://znanium.ru/catalog/product/2170891.

Jononnumensnan numepamypa:

1. Iapreika, T. JI. Mudopmanmonnas 6e3omacHocTsb : yuedHoe mocooue / T.JI. TlapThika,
N.W. [lono. — 5-e u3n., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2021. — 432 c.
— (Cpennee mnpodeccuonansHoe obpasoBanue). - ISBN 978-5-00091-473-1. - Tekct
anekTpoHHbIi. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U 0OecreunBarolell NpoBeIeHNEe BCeX
BUJIOB JIMCUMIUIMHAPHOW W MEXIUCUUIUIMHAPHON TOATOTOBKM, MPAaKTHYECKOW U Hay4dHO-
UCCIIEIOBATEIbCKON PaboT 00ydaromuxcs, NPeayCMOTPEHHBIX YU€OHBIM IIJIaHOM.

[TomerieHus1, KOTOpPbIE MPEICTABISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEIECHUS 3aHATHH
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
VHAVBUAYAJIbHBIX KOHCYJIbTAIMM, TEKYIIETO KOHTPOJIS U MPOMEKYTOUHON aTTECTALlUH, a TAKKe
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOThl M TOMEUIEHUS AJI XpaHEHUS U MPOPUIaKTHYECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOeNbI0 U TEXHUYECKHMMH CPEJICTBAMHU OOYYEHHs, CIyKalllMMU JJIsl TMpeACTaBlIeHUs] yueOHOI
uH(popMaluu 60JbIION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) oOecTiedrBaeTcsl B yUeOHBIX ayTUTOPHSX, OCHAIICHHBIX:

—CTOJIaMH U CTYJIbSIMH;

— KOMIIBFOTEPHOMN TEXHUKOW;

— MEXaHUYECKUMHU KaJIbKYJIATOPAMU;

— CIICHHUAJIM3UPOBAHHBIM O60pyIIOBaHI/ICM, BKJIIO4Yas JCMOHCTPALIUOHHOC 060pyl[0BaHI/Ie.
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https://urait.ru/bcode/600794
https://znanium.ru/catalog/product/2170891
https://znanium.ru/catalog/product/1189328

[TomereHust 151 CAMOCTOSITEIIBHON pabOThl 00YJaIONMINUXCsl, B TOM YKCIIE TPUCTIOCOOTICHHBIC
JUISL MCIIOJIb30BAaHUS MHBAIMAAMHM M JIMI[AMU C OTPAHUYEHHBIMH BO3MOXKHOCTSMH 3]10POBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
oOecriedeHHEeM  JIOCTyNa B JJIEKTPOHHYIO  WH(OPMAIMOHHO-00pa30BATEIBHYIO  CPEIy
YHusepcurera.

OOyyaromMmMcst TPENOCTaBIAETCS JOOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
MH(}OPMaLIMOHHO-TEIEKOMM YHUKAIIMOHHOM ceTH «VHTepHeT», AJIeKTPOHHBIM pecypcaM (B TOM
YHClie AJEKTPOHHBIM OHOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Mpo(decCHOHAIbHBIM 0a3zaM
JAHHBIX U UH(OOPMALIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHoBanme mopraia Ccblaka
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snextponHas 6ubmaroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubmoTeKa
2. | basa maunbx mis I T-cnenuanicTo https://habr.com
3. | Ba3a mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuanbHelll calT MUHHCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oOpasoBanus Poccuiickoit @eneparim

5. | ®enepanbubiii moptan «Poccuiickoe oopazosanue” | https://www.edu.ru/
6. | Mudopmannonnas cucrema "Exnnoe okHo nocrymna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. Enunas xosiekuus nudpoBeix 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTebHBIX PECYPCOB

HepequL I/IH(I)OpMaLII/IOHHBIX TeXHOHOFHﬁ, HCIIOJIB3YEMbIX IIPpU  OCYHICCTBJIICHUU
O6paBOBaTeJ'IBHOI‘O mnmponecca no JUCHUIIINHE (MOJIYJ'IIO), B TOM 4YHUCJIC KOMIIJICKT JIMIICH3MOHHOT'O
nporpaMMHOTO O6CCHC‘-ICHI/I5{, COBpPCMCHHBIC HpO(l)eCCI/IOHaJ'ILHLIC 0a3bl JaHHBIX 151
I/IH(l)OpMaLII/IOHHHe CIIPAaBOYHLIC CUCTCMBI:

HaumenoBanmne 110 IIponsBoacTeo JInnen3nonHoe / cB000IHO
pacnpocTpansieMoe

OnepanoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMIICH3UOHHOE
Server)
Bpay3zepsbI:
Slupexc.bpaysep OTEYECTBEHHOE CBOOO/IHO PacIpoCTpaHsIeMoe
Google Chrome 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
O¢ucHbIe MPUITOKEHHUS:
Microsoft Imagine (Visio, OneNote) | 3apyOexHoe JIMLIEH3UOHHOE
TeXstudio 3apy0exHOoe CBOOOJTHO PACIIPOCTPAHIEMOE
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe

IIporpamMmmHoe obecnieyeHne VI IVIAHNPOBAHMSA M YUeTa BpeMEHM:

Toggle app ‘ 3apyOexHoe ‘ CcBOOOJTHO pacpoCTpaHsIeMOe
CucTeMbl YIPaBJIeHHS MPOEKTAMM:
Microsoft Imagine (Project) | sapy6exnoe | nuuensnonnoe

Cucremsbl ynpapieHusi 0a3aMH JaHHbBIX:
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Microsoft Imagine (SQL Server) \ 3apy0exHOe JIUIIEH3UOHHOE

Cucremsbl peepBHoro konuposanmns (backup):

Acronis Backup Advanced for 3apy0exHOe JIMIEH3HOHHOE

HyperV

CnpaBo4YHO-NIPAaBOBBIE CHCTEMBI:

Koncynprantllmtoc: cipaBo4HO- OTEUYECTBEHHOE JIMLIEH3UOHHOE

MpaBOBasi CUCTEMA

CpencrBa aHTHBHPYCHOIi 3aLIUTHI:

Kaspersky Endpoint Security ms OTEYECTBEHHOE JIMIEH3HOHHOE

ousneca CrammapTHelid Russian

Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apy0exHOe CcBOOOIHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apyOexHoe cBOOOJTHO pacpoCTpaHsIeMOoe
Anaconda 3apyOexxHOe CBOOOIHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0eKHOe CBOOOIHO pacrpocTpaHsIeMoe
CopelliaSim 3apy0exHOoe CBOOO/THO PACIPOCTPAHSIEMOE
Google Colaboratory 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
ITakeThbl NPOrpaMMHBIX CPeICTB U OMOJIHOTEK:

AutoPsy 3apyOekHOE CBOOOHO PaCIpOCTPaHAEMOE
Interactive Disassembler (IDA) 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
Cucremsl ynpasJieHus1 0udaunorpadguyeckoii uHpopmanmei:

Zotero ‘ 3apyOexxHOe CBOOOIHO pacIpoCcTpaHsIeMoe
CepBHCHI U CITYXKOBI:

Bind 3apy0eKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Docker 3apyOexxHOe CBOOOIHO pacIpocTpaHsieMoe

7. MeToauuyecKue U OlleHOYHbIE MaTepuaJjbl
MeToanyecKkue YKazaHud AJad oﬁyqammnxcs[ 110 OCBOCHMIO JHCHUIIJINHBI (MO)Iy.]'[fl)

B nponecce uzyuenus aucuuiuinebl (Moayns) «besomacHocts cuctem UM» B pamkax
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH HCIOIb3YIOTCS TaKUE BUABI Y4€OHOM paldOThl, KaK JIEKIHH,
CEMHUHAaphbI, IOMAIlIHNE 3a/I1aHusl, KOJUIOKBUYMbI, KOHTPOJIbHAS paboTa, a TaKXkKe pa3IudyHble BUIbI
CaMOCTOSITENIbHOW paboThl 00y4arolMXcs MO 3aJaHHI0 IPENOAABATENs, HAIpPaBICHHbBIE Ha
pa3BUTHE  HABBIKOB  NPO(ECCHOHANBHOM  JIEKCHKH,  3aKpelyieHHe  MPaKTHYEeCKHX
npo¢eCCHOHATBHBIX KOMIETEHIINH, TOOIPEHNE HUHUIATHB.

Jlexyusi — CcHUCTEMaTUYeCKOEe, TOCIEI0BATENbHOE, MOHOJIOTUYECKOE  H3JI0KEHUE
nmpenoaaBareneM y4eOHOro MaTepuaa, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mpouecce nexkuuii peKOMEHAYETCS BECTM KOHCIIEKT JIEKLIMWA: KPAaTKO M CXEMaTU4YHO
(UKCUPOBATh OCHOBHBIC HJCH, BBIBOJBI U OOOOIIECHUS JICKIIMW; BBIACTSATH Ba)KHBIE MBICIIH,
KJIFOUEBBIC CIIOBA M TepPMHUHBL. HeoOX0IMMO OTMETHUTh BOMPOCH WM MaTePHAIIbI, KOTOpPHIS
BBI3BIBAIOT 3aTPYAHEHUS], U TIOMBITATHCA HAUTHU OTBETHI B PEKOMEHIOBAHHOM nnTepaTtype. Ecnu
pazo0parbCcsi B Marepuaje HE yaaercs, cieayeT chOpMyIupoBaTh BOMPOC M 3a1aTh €ro
MPErnoaaBaTeNo Ha KOHCYIbTAIUU UM BO BPeMsI CEMUHAPCKOTO (MTPAKTHYECKOT0) 3aHATHS.

Cemunap — 310 Qopma y4yeOHOU NEATEIBHOCTH, MPOBOIMMAs B Y4eOHOM 3aBEIEHUU O]
PYKOBOJICTBOM TIPETOJiaBarelisi, TJ€ CTYACHTHl AaKTUBHO YYacTBYIOT B OOCYXKICHHSIX,
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IPAaKTUYECKUX 3alaHUAX U IpYyrux (popMax B3aMMOAEHCTBHUSL.

Jl1s ycrenmHou moAroToBKM K CEMUHAPY PEKOMEHIYETCs 3apaHee 03HAKOMUTBLCS ¢ TEMOU
3aHATHS. U OCHOBHBIMH MaTepHanaMu, 4ToObl MMEThb BO3MOXKHOCTb AKTUBHO Yy4acTBOBaTh B
o0cyxnenun. Takke MOJE3HO MOATOTOBUTH BOIPOCHI U MJIEH Al OOCYXKACHHUS, YTO TTOMOXKET
ri1y0xe NOHATh MaTepuaj U IPOAEMOHCTPUPOBATh 3aMHTEPECOBAHHOCTb.

Homawmnee 3a0anue — HabOP 3a11a4 IO TEMaM HEJICIIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMM  BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSAMHU M CPOKaMHU BBINIOTHEHHS. PexomenayeTcs pa3douBaTh 3afaHusi Ha 3TaIlbl, YTOOBI
n30exaTh IEPerpy3Ku M JIydlle yCBOUTb MaTepHuall, HCIOJIb30BaTh pA3IMUHble HCTOYHUKU
uH(OpMaLKK, BKIIOYasl yUeOHUKH U OHJIAWH-PECypChl, Ui 0osee Ty00KOro MOHUMAHUS TEMBI.

Konnoxeuym — ycTHbIE OTBETHI Ha BOIPOCHI, CIIUCOK KOTOPBIX N3BECTEH CTYACHTY 3apaHee.

B mpouecce moAroToBKM K KOJUIOKBUYMY HEOOXOAMMO TPOAHAIM3UPOBATH Yy4ueOHBIC
MaTepualibl, 0O3HAKOMUBIINCH C JICKIMSIMHU, YI€OHUKaMH W JIONOJHUTEIbHBIMUA HCTOYHHKAMH,
AKINCHTHPYSA BHHMAHMC Ha KIIOYCBBIX TEMax. PCKOMGHI{yeTCH CO34aThb CTPYKTYPUPOBAHHLIC
KOHCIICKTHI, BBIJIEIISISI OCHOBHBIC UJIEH, TEPMHUHBI U (POPMYIIBIL.

Konmponvhas paboma — micbMeHHas paboTa ¢ HAOOPOM 3a1a4, KOTOPBIE HY>KHO PEIIHTH 32
OTPaHUYEHHOE BpEMs.

Llenb KOHTPOJIBHON pabOTHI — MOJTYYUTH CIICIHAIbHBIC 3HAHUS 110 OJHOM HJIM HECKOJIBKUM
T€MaM JUMCUUIUIMHBI U IPOAEMOHCTPUPOBATh HABBIKU MX MIPAKTUYECKOTO IPUMEHEHHUS.

Camocmosmenvruass paboma — padoTa CTYJEHTOB, HAIpaBJE€HHAs Ha YINIYOJEHHOE
M3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYECOHON AUCHUIIINHBI (MOILYJIS).

B nporiecce camocTosiTensHOM pabOThI CTYIEHTHI B3aUMO/ICUCTBYIOT C PEKOMEHI0BAHHBIMH
MaTepuaiaMy Mpu MUHUMAIILHOM yYacCTHH MpenoiaBatess. 3a1auu CTyJeHTa BKIIOYA0T padoTy
C KOHCTIEKTaMH JIeKIni (00paboTka TeKcTa), MOBTOPHOE N3YUCHHE YUeOHBIX MaTepUAIIOB TUIAHOB
N TE3UCOB OTBCTOB, U3YUCHUC NOMOJTHUTCIBbHBIX TCM, BBIIIOJHCHUC y‘~I€6HO-I/ICCHe)IOBaT€HI>CKI/IX
3aJJaHUI U IPYTOE.

Cucrema OLlCHUBAHUSA PE3YyIbTATOB oﬁyqemm Mo JTUCHMIIJINHE (MOI[y.]'lIO)

Kputepun nosyyenusi ypoBHsi M OlleHUBaHUA CPOPMHUPOBAHHOCTH KOMIIETEHUMH MO
aucuunmnHe (moayaw) «besonacnocrs cucrem UN»

OrneHuBaHuE YpOBHS Y4YEOHBIX JOCTHIKEHHH OOydYarolmuXxcsl MO AUCHHUIUIHHE (MOIYIIIO)
OCYLIECTBIISIETCS B BUJI€ TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHOU aTTECTALIUH.

IIpome:xyTouHasi aTTrecTalusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIsIeTcs B Qopme
9K3amMeHa, TIPU 3TOM TPOBOJIUTCS OLIEHKA KOMITETEHITNH, CHOPMHUPOBAHHBIX 1O AUCIUILIIHHE.

Jnst olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEXKYTOYHOW aTTeCTaluU
WCIIONIB3YETCS JIECATHOAIIbHAS IIKaJla OIEHWBAHMS, KOTOpas COOTHOCUTCS C TPaJAWIIMOHHOU
NATUOAIIILHOM IIKAJION cienyromuM 00pa3oM, eciIiu MHOE HE yKa3aHo B CHi1a0yce NUCHUIIINHBL

JecaTubannbuas IlaTubannbHas Oo0mas xapakTepuCTHKA pe3yJabTaTa 00y4eHus 1Mo
OLICHKA OLICHKA JUCHMIIMHE (MOXYJIIO)
10 OtinyHO CTyZIeHT MOJIHOCTBIO BIaJEET 3HAHUAMH, HM3JI0XKEHHBIMH B
9 OTINYHO paboueii mporpamMme, U TITyOOKO OCMBICISET AUCIUAILINHY. OH
8 OTIMIHO CaMOCTOSITENIBHO U JIOTUYECKH MOCIEN0BATENBHO OTBEYAET Ha
BCE BONPOCH], aKIEHTHPYsS BHUMAaHHE Ha HambOoyee BaXKHOM.
YMmeer aHanM3UpOBaTh, CPaBHHBATh, KIACCU(DHIIUPOBATD,
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JlecaTnoanabHas
OIleHKA

IIaTnoannnLHas
OLICHKA

Oo0mas XapaKkTepHCTHKA Pe3yJIbTAaTa 00yYeHHUsI 10
JUCHMIIMHE (MOXYJIIO)

0000maTh,  KOHKPETU3UPOBaTh U  CHUCTEMaTH3UPOBATh
W3Yy4YCHHBIH MaTepuan, BBLAESIS KIIOYEBbIE MOMEHTHl U
YCTaHaBNUBas  NPUYMHHO-CIEICTBEHHBIE  CBA3M.  YeTko
(opMynupyeT OTBETHI, YBEPEHHO HHTEPIPETUPYET PE3yIbTaThI
AHAJIN30B M APYT'HX UCCIENOBAHUI, a TAK)KE PEILAeT CIOXKHbIE
3agaun. CTyJEHT XOpOIIO 3HAKOM C METOJIaMHU HUCCIIEJOBaHHUA,
HEOOXOIUMBIMH IJI1 MPAKTHYECKON NEATEIbHOCTH, U yMEeT
CBA3BIBATh TEOPETUYECKHUE ACTIEKTHl JUCLMIIMHBI (MOIYJs) C
MPAKTUYECKUMHU 33a4aMH.

Xoporio

Xoporio

CryneHT oOJiafaeT 3HAHWSMH MpPEIMETa TOYTH B IOJHOM
o0beMe paboueii MporpaMMBI B CAMOCTOSTEBHO, JTOTHICCKH
MOCJIE0BAaTEIFHO M BCECTOPOHHE OTBEYAET HA BCE BOIMPOCHI,
aKIEHTUPYS BHUMaHUE Ha HANOOJIee 3HAYNMBIX MOMeHTaX. OH
yMEeT aHaJIM3UpOBaTh, CpPAaBHUBATH, KJIACCU(DUIIUPOBATH,
00001maTh, KOHKPETH3UPOBaTh M  CHUCTEMAaTHU3UPOBATH
W3yUYCHHBI MAaTepuall, BBIIENSAS €ro KITIOYCBBIC ACTEKThl U
yCTaHaBJIMBas MNPUYINHHO-CJICACTBCHHEBIC CBA3H.
dopMyITUpyeT CBOM OTBETHI, YBEPECHHO HHTEPIPETHPYET
pe3yabTaThl aHAJIM30B W JAPYTUX HCCIICIOBaHHUN, a TaKXKe
pelIaeT CIOKHBIC CUTYaIllMOHHBbIC 3a7aud. CTYIEHT XOpOIIo
3HAKOM C METOJaMHU WCCIICIOBAHUS, HEOOXOAMMBIMHU ISt
HpaKTH‘ICCKOfI JCATCIbHOCTH, u yYMEET CBA3bIBATH
TEOPETUYECKUE AaCMEKThl MpeAMeTa C MPaKTHYSCKHUMHU
3aJjauaMH.

Y 10BIETBOPUTENBHO

Y 10BIETBOPUTENBHO

Crynent obOnagaetr 6a30BbIMU 3HAHUSIMHU IO TUCIMIUIHHE, HO
HCIILITBIBACT TPYAHOCTHU HPH CaMOCTOATCIBHBIX OTBETAX M
UCIIOJIb3YeT HETOYHBIE (OPMYJIHMPOBKH. B Xo1e OTBETOB OH
JIOITyCKaeT OMIMOKH, Kacaroluecss cyTH BoIpocoB. CTyAeHT
CIOCOOEH pelIaTh TOJBKO CaMble MPOCTHIE 33aJa4d U BIIaJeeT
JIMIIb MUHUMAJIbHBIM Ha60pOM METOA0B UCCJICIOBaAHUSA.

He cnan

CryneHT He oBiaaen 00s13aTeIbHBIM MUHUMYMOM 3HAHUH 110
MPEIMETY U HE MOXET OTBETUTh HA BOIIPOCHI, NAXKE €CIIH
MpENoJABaTENb  3a4acT  JONOJHUTEIbHBIE  HABOIALIME
BOIIPOCHI.

I[I/ICI_II/IHJ'II/IHa (MO,Z[y.]'IB) «be3zomacHocThk cucteMm My onieHuBaeTcs CJICAYIOIHUM o6pa30M:

AKTHBHOCTH

Bec

KoanuectBo Onucanne

Homamnrawe 3amanns | 30%

12

Ha6op 3aaa4 110 TeMaM HEACIN

KostokBryMsI 30% 3 YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX M3BECTEH
CTYJICHTY 3apaHee

Kontponbnas padora | 20% 1 [MucemenHast pabora ¢ HabOpoOM 3a1a4, KOTOPbIE HYKHO
PEIIUTh 32 OTPAaHMUYCHHOE BPEeMsI

OKx3aMeH 20% 1 [MucemenHast unu ycTHas paboTa HaJ 3aJaHueM,

HaIlpaBJICHHBIM Ha MPOBCPKY IMOJTYUYCHHBIX 3HAHUU U

HAaBBIKOB T10 AUCIHIUIAHE (MOIYIIIO)
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@®opmyJia pacyéTa UTOrOBOH OLEHKH MO JUCUMIUIMHe (Moay.aw) «be3omacHocTh

cucrem UN»: «0,3 x Cpeanee 3a nomamnue 3aganus + 0,3 x Cpexanee 3a KOJTOKBUYMEI + 0,2 X
KOHTpoOJbHas pabdota + 0,2 X 3x3aMeH».

1.

6.

Texkyuuii KOHTPOJIb YCIIeBAeMOCTH 00y4alOIIMXCH M0 IUCHUIIMHE (MOLYJII0)
IIpumepHbIe TOMaLIHKUE 32 TAHUS

JomamHee 3a1anue 1. AHAJN3 M MO/IeJIMPOBAHUE ATAKU OTPABJICHUS JAHHBIX
3amanmue:

Ucnone3yst otkpeiThiii gatacer (Hampumep, CIFAR-10 wnu IMDB), nobGaBbre B
oOyJaronyio BbIOOPKY 5% 3allyMIIEHHBIX WJIM MOJANENBbHBIX 00pasloB (Hampumep, C
HETPaBUIbHBIMA METKaMH).
OOyunute wMojaenb kinaccuukanuu (HampuUMep, JIOTHCTHUECKYID PErpecCHI0 WM
HEOOJIBIIIYI0 HEHPOCETD).
OrneHnTe MI3MEHEHUE KauyeCcTBa MOJIENIM Ha YHCTOM TECTOBOM Habope.
[TpoBenuTe aHaMM3: KaK aTaka MOBJIMIIA HA METPUKH (accuracy, precision, recall)?
[MpemnoxuTe W pealu3ydTe METOa 3amuThl (Hampumep, (QUIbTpanus aHOMAJUH,
perynsipu3anmsi).
CpaBHHTE pe3yJIbTaThl 10 U OCIE 3aLUTHI.

TpebdoBanmus:

Konx na Python (scikit-learn, PyTorch)
Otuér c rpaduKkaMu U BBIBOJAMH
O6ocHoBanue BBI6paHHOFO METOAAa 3alllUThI

JdomamHee 3ananme 2. IlocTpoeHme M TecTHpPOBaHMe ATaKH YKJIOHeHHs (evasion

attack)

1.
2.

o gk w

2.

3aganue:
BriGepute npenodyueHHyro Moens (Harpumep, u3 torchvision mim Hugging Face).
Crenepupyiite arakyomue npumMepsl ¢ nomomisio Metona FGSM (Fast Gradient Sign
Method) B 6eom unu 4€pHOM SITUKE.
ITpoBepbTe, HACKOJIBKO YCHENIHO MOJIENb OIMOAeTCs Ha AaTAKOBAaHHbIX JAHHBIX.
Busyanuzupyiite HCX0AHOE U U3MEHEHHOE N300paKEHNE/TEKCT.
OrneHuTe yCTOMYMBOCTh MOJIENIH K aTake.
[TpumenuTe mpocTerinii METO/ 3alUThl (HAallpuMep, CriIakKMBaHUE, HOPMalIU3allus) U
npoBepbTe €ro 3PPEKTUBHOCTS.

TpedoBanus:
HcnonwszoBanue oudnnoreku ART (Adversarial Robustness Toolbox) unu ananora
[Tpumeps! aTak ¥ BU3yanu3anus
BbIBOIBI IO YSA3BUMOCTH MOJIENH

JdomamHee 3aganue 3. AHAJIU3 YIPo3 AJ1s1 00JbIIMX A3BIKOBBIX MO eJIei

3aganue:
Bribepute cuenapuii ucnonb3oBanuss LLM (Hampumep, 4ar-00T MOJAEPKKU WU
reHepaTop KOHTEHTA).
CMopenupyiTe TpHU THUIIA aTaK:
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6.

e Prompt-umxunupunr (06xoa GuUIbTPOB)

e Data leakage (mombiTka u3BJIeYb 00yYAOIINE TAHHEIC)

o T'enepanus BpenoHOCHOTO KOHTEHTA (uepe3 jailbreak)
[TporecTupyiite Mozensb (JIoKanbHYI0 Win yepe3 API).
3adukcupyiiTe cydau yCIENIHbIX aTakK.
[Mpemyioskute Mepbl 3aIIUTHL:  (QWIBTPALUIO TPOMIITOB, OTPAaHUYCHUE
MOHHUTOPHHT.
Odopmurte 0TYET C pEKOMEHIALIUSIMHU.

TpeOoBanmus:

Ornucanue ClieHapueB aTaKk
IIpumepsl 3apOCOB U OTBETOB
Mepsl 110 3a11UTe U X 000CHOBAaHUE

IIpumepHbIe BONPOCHI K KOJLUIOKBUYMY

KosutokBuym 1. Ataku Ha cuctembl U

©CoNe bk wDdE

Yro Takoe HacTtynaTenbHblid MI?

Kakwue uenu npecnenyrot araku Ha UH-cucrembr?

B uém cyTh aTaku oTpaBiIeHUS JaHHBIX?

Uewm aTaka OTpaBJICHHS MOJIETTU OTJIMYACTCS OT OTPABJICHUS JAHHBIX ?
UYrto takoe Oskop-ataka? [IpuBegure npumep.

Kak paboraet araka ykioneHnus (evasion)?

B uém pazHuiia mexay arakamu 0enoro u 4€pHoro suuKa’?

Kakue Tumbl 1aHHBIX Yalle BCEro MOABEPraloTCs aTakaM OTPABJICHUS ?
Kakue npuszHaku MOTYT yKa3bIBaTh Ha Halmu4ue 0dKkaopa?

10 Kakue cdeprl HanbOosnee ys13BUMBbI k aTakam Ha M?

KosutoxkBuym 2. 3amura cucrem UA

©ooNoORrwDdE

Kakne MeTo/1bI 3aIUThl HCIIOJIB3YIOTCS TPOTHB aTaK YKIOHEHUS?

Uto Takoe pobacTHast ONITUMM3AIA?

Kak paGoraer 3amuTa yepe3 nodasnenue myma (adversarial training)?

Yro takoe quddepeHImanbHas IpUBaTHOCTh?

Kakue ataku HanpaBieHbl HAa U3BJIEYEHNE IPUBATHBIX JAHHBIX U3 MOJAETH?
Kak M0kHO 00HapyKUTh YTEUKY 00Yy4atolMX JAHHBIX?

Uto Takoe Mozenb-kiI0H (model extraction)?

Kak 3ammTuThCs OT aTak Ha WHTEIUIEKTYalIbHYI0 COOCTBEHHOCTD?

Kakne MeTprKu HCIIONB3YIOTCS ISt OIEHKH poOACTHOCTH MOJIeN?

10 Yro Ttakoe cepruduuuponannas 3amura (certified robustness)?

KosutokBuym 3. CoBpeMeHHbIE BHI30BbI 1 ABTOMATU3AIUA

o gk wbdhE

KOHTCKCTA,

Kak nopoxxaarorue mozenu (Harpumep, GAN, LLM) ucnons3yrorcs B aTakax?

Yro takoe deepfake n kak OH yrpokaeT 0€30macHOCTH?

Kaxkune hpeiiMBOpKH UCTIONB3YIOTCS ISl aBTOMAaTH3auu atak Ha M?
Yro Brumouaet ¢pperimBopk MITRE ATLAS?

Kaxkne ys13BUMOCTH €CTh Y MyJIbTUMOJIAJIbHBIX MOZAEIIECH?

Yro Takoe jailbreak B kontexcte LLM?
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7. Kakue MeTo1bl UICTIOJIB3YIOTCS JIsl aBTOMATHYECKOTO TIOUCKA YSA3BUMOCTEN ?
8. Kaxk araku Ha UM macmraGupyroTces ¢ MOMOIIBIO aBTOMATU3AIUHU?

9. Kaxkwue BbI30BBI BO3HUKAIOT MPH 3AIIUTE OOJIBIIUX S3BIKOBBIX MOJIEIICH?

10. Kakue npuHIMIIBI JIeKaT B OCHOBE "secure-by-design" noaxoma k MA?

IIpumepHble 3a1aHUs VISl KOHTPOJIbHOH padoThI

KonTpoabHnas padora 1
1. Onpenenute THO araku: B OOYyYarONIyl0 BBIOOPKY [00aBICHBI H300paKEHHUS C
HENPABIWJILHBIMA METKAMHU.
OO0BsicHUTE, KaK 3TO MOXKET MOBIIUATH HA padOTy MOJIEIH.
[IpuBenute mpumMep 63KI0p-aTaKH.
Kakue Mepbl MOXHO TIPEIIPUHSTD ISl OOHAPYKEHUSI OTPABJICHUS?
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HapHCYﬁTC CXCMY BSaHMOﬂeﬁCTBHH IIpHU aTaKC OTPAaBJICHUA JaHHbIX.

KonTpoasnas pa6ora 2

1. Onummre npunun padotst FGSM.
B uém paszauia Mexay 0erbpiM U YEPHBIM SITUKOM B aTaKaX YKIOHCHHS?
[IpuBeauTe mpuMep aTaku Ha MPUBATHOCTH (HAIPUMED, aTaKa IO WICHCTRY).
Kak muddepennmanpaas MpUBaTHOCTh IOMOTAET 3aTUTHTHCS OT TAKUX aTak?

o~ wn

Kakne OrpaHM4C€HUs €CTh Y MCTOJOB 3alIUThI OT aTaK YKJIOHGHI/UI?

KonTpoasnas patora 3
1. Yro Takoe prompt-UHKXUHUPHUHT B aTakax Ha LLM?

2. Tlpusenute nmpumep jailbreak-npommra.
3. Kak aBromaruzanus (Harpumep, uepe3 AutoPrompt) ycunupaer ataku?
4. Kakue pucKU HECET UCIIOJIb30BaHUE T€HEPATUBHBIX MOJIEeNEN B (PUIIUHTE?
5. Kakue mepsl 3a1uThl MOKHO TPUMEHUTH K MYJIbTUMOTAILHON Moaen?
3ananus AJs1 MPOMEKYTOYHOM aTTeCTAIUM MO JUCHUILIHHE (MOAYJII0)
Ne 3amanme OtBer KomMmnerennust
n/n
1. | Kakotii atmueckuit puck HecyT adversarial VYrpo3a 6e301acHOCTH KU3HH YK-1
examples B KpUTHYECKUX CUCTEMax?
2. | Yro takoe adversarial example B MammuHHOM Bxoansle ganHbie ¢ IIyMOoM OIIK-1
oOyueHun?
3. | Kakoii meton 3amuThl Hanbouee 3¢ HeKTHBEH Adversarial Training IK-5
MIPOTHUB aTaK YKJIOHEHUs?
4. | B uem pa3HHIIa MEXTy aTaKaMH OeNbIi 1 Hoctyn x rpagueHTam OIIK-1
YEPHBIN AUTUK? MOJEIIHN
5. | Kak 3ammrtuthes ot Prompt Injection 8 LLM? CannuTnsanusa BXOIHBIX T1IK-5
JIAHHBIX
6. | Kro HeceT OTBETCTBEHHOCTH 32 YSI3BUMOCTH Bagenern cuctemsl VK-1
pa3BepHyTOM Mozenu?
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aBTOMAaTHU3aIMs aTaK?

7. | Uto SIBISICTCS TIENTBIO aTaK! OTPABICHIS CHIKEHHE KauecTBa OIIK-1
JAHHBIX? o0y4eHus

8. | Kak obHapyxuBaeTcs 69k10p B 00ydeHHON AHanu3 akTUBalUH [K-5
Mozenn? HEUPOHOB

9. | Kakoii puck BO3HHKAeT IPH UCTIOIH30BAaHUT BHenpeHne CKphITBIX YK-1
OTKPBITBIX JaTaceTOB? YSI3BUMOCTEH

10. | Yro BoccTanaBnuBaet ataka Model Inversion? | BxonHbie gaHHBIC 00y4eHUS OIIK-1

11. | Kako#i ¢ppeliMBOPK UCTIOIB3YETCS ISt Adversarial Robustness IK-5
aBTOMATH3aIlUK TeCTHpoBanus NI? Toolbox

12. | Kak perymmpoBanue Al Act Brusier Ha O0s3arenpHast OLICHKA YK-1
6e3onacuocts MN? PHUCKOB

13. | Yro usmepsieT merprika Robust Accuracy? Y CTOWYMBOCTD K OIIK-1

BO3MYIICHUSIM

14. | Kak 3amututh API Mmogenu ot kpaxu (Model JlmmuTHpOBaHUE 3aTIPOCOB IIK-5
Stealing)?

15. | Yro takoe Membership Inference Attack? Omnpenencuue OIIK-1

MPUHAIICKHOCTH 3aITUCH

16. | Kakoli MeTo1 CHU)KaeT PUCK yTEUKH Differential Privacy [K-5
NPUBATHBIX JTAHHBIX?

17. | [louemy BaxxHa OOBSICHUMOCTH TIPY aTaKax Ha JoBepue u ayuT penieHuit YK-1
nn?

18. | Kak paboTaer aTaka Ha TpaJINCHTHI B BoccranoBieHne JaHHBIX OIIK-1
(beneparuBHOM 00ydeHUH? KJIMEHTOB

19. | Kak MUHUMH3HPOBATH MOBEPXHOCTH ATaKH MIPH W3ossinus cpenst [IK-5
neruioe? BBITIOJTHEHHS

20. | Kakoii connanbHbBIN PUCK HECET MacurabupoBaHue yrpo3 YK-1

DNEeKTPOHHBIA JOKYMEHT
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