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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas mporpamma mucrurumabl (Monyist) «be3omacHocTs cuctem MMy cocraBiena B
COOTBETCTBUHM C (pellepalbHBIM T'OCYJapCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPTOM BBICIIETO
oOpa3zoBanus — maructpatypa o HampasieHuio 02.04.01 MaremaTtuka U KOMIIbIOTEpPHbIE HAYKH,
npodwmis [Ipuknannoe MammuHOE 00ydeHHE, YTBEPKACHHBIN MPUKa30M MHUHUCTEPCTBA HAYKH U
BhIcIIero oOpaszoBanms Poccuiickoit @eneparnuu Ne 810 ot 23.08.2017 rona.

Nzyuenue nucuuruinnbl (Moayns) «besonacHocts cucteM MM » mo3Bosnsier copmupoBath
LEJIOCTHOE TNOHMMAaHWE YIrpo3 M 3allUTHBIX MEXaHHW3MOB B CHUCTEMax MCKYCCTBEHHOTO
WHTEJUIEKTa, A TaKK€ IPAKTUYECKHE HAaBBIKM aHajdu3a, TECTUPOBAHUS M IPOEKTUPOBAHUS
6e3onacubix MH-pemiennii B ycIoBUSX COBPEMEHHBIX KHOEpaTaK.

MecTo TMCHUIJIMHBI (MOAYJIfA) B CTPYKTYpPe 00pa3oBaTe/IbHOI MPOrpaMMbl

Hacrosimas nucnumiHa (MOIyIb) BKIIOYCHA B YISOHBIH IJ1aH 1O MPOTrpaMMe TOITOTOBKU
Maructparypsl mo HampasieHuto 02.04.01 Marematnka W KOMITbIOTEPHBIE HAYKH, MPOQHUIH
[MpuknagHoe MamMHHOE OOYYCHHE M BXOIUT B 4acTh bioka 1, ¢popMupyemyro ydacTHHKaMH
00pa30BaTeNbHBIX OTHOIICHUH, KaK TUCIMILIMHA 110 BBIOODY.

JucuuruimHa (MOIyib) U3ydaeTcs Ha 2 Kypce B 4 ceMecTpe, JOCTYIHA ISl IPOXOXKICHUS
MpU YCIOBUU YCHEIIHOTO 3aBeplIieHUs IUCHMIUIMHBI (Monyns) «['nmybokoe oOyuenue (Deep
Learning)».

Hegb u3yyeHus: THCHMIIMHBI (MOAYJISA). TOATOTOBUTH CIICIUAIMCTOB K BBISBICHUIO,
aHaJU3y W NPEAOTBPALICHUI0 KUOEepyrpo3, HAIPaBICHHBIX HAa MOJAEIM U JaHHBIE MAIIUHHOIO
o0yueHus, a TaKxke K pa3paboTke 3aiuIIEHHBIX apxuTekTyp MM -cucrem, yCTOMYMBBIX K aTakaM
Ha pa3HbIX YPOBHIX — OT JJAHHBIX JI0 UHTEJUIEKTyaIbHON COOCTBEHHOCTH.

3agayu u3y4yeHust JMCUUILIMHBI (MOAYJIA):

— M3yuuTh apxuTekTypbl MM-cucremM Kak B KOHTEKCT€ HUX HCIOJIb30BaHUSA B
KnOepOe30MacHOCTH, TaK U B KauecTBe LieJel aTak;

— OCBOMTH KJIACCU(PUKALMIO M MEXaHU3Mbl aTak Ha MOJAEIM MAIIMHHOTO OOyuYeHMS:
OTpaBJIEHHE JIaHHBIX, YKJIOHEHHE, Kpaka MoJeNie, aTaku C HCHOJIb30BaHUEM
reHepaTUBHBIX MOJIeNell;

— HAy4YMThCSl OLIEHUBATh O€30MacHOCTh HAOOPOB JAHHBIX W MOJENEH C TOUYKH 3pEHHs
YS3BUMOCTEH;

— mnpuoOpecTH HaBblkM TecTHpoBaHus MM-cucteM ¢ NpUMEHEHMEM COBPEMEHHBIX
(G peliMBOPKOB;

— pa3BHUTh CIIOCOOHOCTH OOOCHOBAaHHO BBIOMPATh APXUTEKTYPHI, aITOPHUTMBI H METOJIBI
3aLIUTHI B 3aBUCUMOCTH OT PUCKOB U TpeOOBaHUI 0€301MacHOCTH.

B pe3yabTare 0cBOCHUS IUCHUILVIMHBI (MOYJIS1) 00YyYAKOIIMIACS T0JI5KEH:

3HaAMmMb:

— OCHOBHbIE€ 00JaCTH  HUCHOJb30BAaHUS CHCTEM HMCKYCCTBEHHOTO HHTEJIEKTa B
knbepOe30MmacHOCTH;

— apXWUTEKTypy U MOJIENM CUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIIOJIb3YEMbIX IPH
opraHu3anuu Kuodeparax;

— apXWUTEKTypy W MOJIENM CUCTEM HCKYCCTBEHHOI'O HWHTEJUIEKTa, HCIIOJIb3YEMbIX IPH
3aIuTe 0T Kubeparak;

— CXEMBbI OpraHM3alK aTaKk Ha MOJIENT MAIIMHHOTO 00y4YeHus,
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KJIacCU(UKAILIUIO aTaK Ha MOJIEIM MAITUHHOTO 00y4YeHHsI (MCKYCCTBEHHOTO MHTEIIEKTA);
CXEMBI aTaK OTPaBJICHUS JAHHBIX U METObl OOpbOBI C HUMH,

CXEMBI aTaK OTPABJICHUS MOJIeNICH MAITMHHOTO O0yYeHUS,

CXEMBI aTaK YKJIOHEHHEM U METOJIbI OOPHOBI C HUMH;

CXEMBI aTaK Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh M METO/Ibl OOPHOBI C HUMH,

CXEMBbl HUCMOJb30BAHUSI TMOPOXKIAIONIMX MOJENEeH B aTakaXx Ha CHUCTEMbl MAIIMHHOTO
o0OyueHus (MICKyCCTBEHHOT'O MHTEJUICKTA).

ymembp:

CTpOUTHL MOJACIM CHCTEM HUCKYCCTBCHHOI'O HWHTCIUICKTA I HCIOJb30BAHUA B
K10epOe30IacHOCTH;

OpPraHru30BbIBATH TCCTUPOBAHHUEC CUCTCM HCKYCCTBCHHOI'O MHTCJUICKTA IJII OLHCHKU HX
0€30I1acHOCTH;

OLICHUBAThb HaGOpBI JAaHHBIX, UCIIOJIb3YECMbBIC B MOACIIAX UCKYCCTBCHHOI'O MHTCIIJICKTA C
TOYKH 3peHHs1 0€30MaCHOCTH,

(dbopmupoBaTh 000CHOBaHHYIO OLIEHKY OPTaHHU3alUHU ¥ (PYHKIIMOHUPOBAHUS TEX WIIM UHBIX
KOMIIOHEHTOB CHCTEM HMCKYCCTBCHHOI'O HHTEIUICKTa, KaK B KOHTEKCTe MX 0a30BBIX
(bYHKIUI, TaK ¥ ¢ TOYKU 3PESHUS PUCKOB KHOEpOE30IacHOCTH,;

UCIIOJIb30BAaTh COBPEMEHHBIE OTKPBIThIE (HPEHMBOPKH ISl 337ad KHOepOe30ImacHOCTH
CHCTEM UCKYCCTBEHHOT'O MHTEIUICKTA.

énadems.

HaBbIKAMM BbIOOpA apXUTEKTYPHBIX PEIIEHUN JUI CUCTEM MCKYCCTBEHHOTO MHTEIUICKTa,
UCIIOJIb3YEMBIX B KHOEpOe30MacHOCTH;

HaBbIKAMM aHaJM3a MOjENed MAalIMHHOrO OO0y4eHHUs (MCKYCCTBEHHOI'O MHTENJIEKTa) C
TOUKHU 3peHUs KHOepOE30I1aCHOCTH (3aILUTHI OT aTaK);

HaBBIKOM BbIOOpa Mojenell U aJropuTMOB Ul CUCTEM HCKYCCTBEHHOTO WMHTEIUICKTa,
HCIOJIb3yEMBIX B KOEpOEe30MacHOCTH;

HAaBBIKOM OLICHKH PHUCKOB 0e30IMacHOCTU CHCTEM HNCKYCCTBCHHOI'O MHTCJIJICKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs
Komnerennun, Qopmupyembie B pe3yiabTaTe OCBOCHHS JUCHUIUIMHBI (MOIYJsS) TpHU
MPOBEJICHUH YUCOHBIX 3aHATHI B (hOpME KOHTAKTHOW pabOTHI 00YJAFOIIUXCS C TIEAArOTHICCKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATEIHHON PAOOTHI 00yUYAIOIITIXCS:

Komnerennus

Conep:xaHue KOMIeTeHIIUN

Nupukarop
KOMIIeTCHLIM U

IlepeyeHb MIAHUPYEMBIX
pe3yJbTaTOB 00y4eHus Mo
AUCUUIINHE (MOIYJIIO0)

VK-6.

Crioco0eH omnpeaeaTs u
pean30BbIBATH IPHOPUTETHI
COOCTBEHHOM IEATETBHOCTH U
CITOCOOHI e¢
COBEpIIECHCTBOBAHUS Ha OCHOBE
CaMOOIIECHKH

VK-6.1.

3HaeT OCHOBHBIC METO/IbI
CaMOOIIEHKH M aHajn3a CBOeH
JIESITEIIBHOCTH, a TAKKe
MIPUHIIATIBI YIPABICHHUS
BpEMEHEM H IIeJIeTIoIaraHus

VK-6.2.

YMeeT cTaBUTh pealnucTU4HbIE U
JOCTHKUMBIE LIEJIU, OTIPEENATh
IIPUOPUTETHI B CBOEH
JIeSITeNIbHOCTH, a TaK¥Ke
pa3pabatTbIBaTh U BHEAPSTH
TUTaHBI 110 COBEPILIEHCTBOBAHUIO
CBOUX HaBBIKOB M KOMIIETEHLIUH
Ha OCHOBE ITOJIy4YEHHOU
CaMOOLICHKH

YK-6.3.

HNmeet npakTUYECKUNA OTIBIT
NPUMEHEHUS] METOJI0B
CaMOOILICHKH B CBOEH
npoeccnoHambHON
JeSITeIbHOCTH, BKITIOYAst
ydJacTve B TPEHUHIax,
CeMHHapaXx U MPOeKTax,
HalpaBJICHHBIX Ha Pa3BUTHE
TUYHOU 3 (HEKTUBHOCTH U
npoheccnoHaIbHOrO pocTa

OIIK-1.

Crioco0eH HaxO0UTh,
(hopMyITUpPOBaTh U pemaTh
aKTyaJIbHbIE Y 3HAYMMBbIE
MPOOJIEMBI TTPUKIIATHON U
KOMIIBIOTEPHOU MaTEMaTUKHU

OIIK-1.1.

3HaeT OCHOBHBIE METOBI U
ITOAXO/IBI K PELICHUIO 3a/1a4
IIPUKJIAJHON U KOMIIBIOTEPHOU
MaTeMaTHKH, BKIIFOUas
aNrOPUTMBI, MATEMaTHUECKOE
MOJCINPOBAHUE U TEOPHIO
ONTHMU3ALNY, a TAKXKE
COBpEMEHHBIE HHCTPYMEHTHI U
TEXHOJIOTHH, UCTIOJIb3yEMBIE B
3TOH 0bsacTu

OIIK-1.2.

YMeeT aHanu3upoBaTh U
(dhopMynupoBaTh
MaTeMaTHYeCKHe 3aa4H,
MPUMEHSTH COOTBETCTBYIOIIHE
METOJIbl M AJITOPUTMBI JUISL HX
peILICHUs, a TAKKe
MHTEPIPETUPOBATH U
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MIPEICTaBIISATh PE3YIIbTATHI B
MIOHSITHOM M JOCTYITHOM (hopme

OIIK-1.3.

HmeeT nmpakTUUECKUA OIBIT
PpabOThI HA/T TPOSKTAMU HITH
HCCIICIOBAHUSIMU B 00J1aCTH
MPUKJIATHON U KOMITBIOTEPHOU
MaTEeMAaTHUKH, BKIIOYasl y4acTHE
B KOHKYpCaXx, OIMMITHAIaX WITH
HayJHBIX ITyOJIUKALUAX, T/Ie
OBUIM PEIICHBI aKTyaJbHbBIC U
3HAYUMBIE 337291

[K-3.

Crioco0eH periath 3a1a4u
npoheCcCUOHANTBHOMN
JeSITeILHOCTH, (POPMYITHPOBATH
Pe3yIbTaT, YBUACTD CIICACTBHUS
HOJTy4CHHOTO Pe3yJibTaTa

[K-3.1.

3HaeT OCHOBHBIC IIPUHITUIIBI U
METOJIbI PEIICHUS 3a/1a4

PO eCCHOHATTEHOM
JIESTSIILHOCTH, & TAKXKE CIIOCOOBI
(hopmynupoBaHUs U
MIpEICTaBJICHUS PE3YIbTATOB,
BKJIIOYas aHAJIU3 MTOCIEACTBUN U
WX 3HAYUMOCTDH B KOHTEKCTE
MpOeKTa

[K-3.2.

YMeeT NpUMEHsTh
MaTeMaTHYECKUE U
KOMITBIOTEPHBIC METOIBI JJIS
pelIeHns KOHKPETHBIX 3a7ad,
(hopMyJIMpOBaThH YETKHE U
000CHOBaHHbBIE PE3YJIbTATHI, a
TaK)Ke aHAJTM3UPOBATH UX
MOCJIEACTBUS JUIA JaJbHEUIITNX
JNEUCTBUU U peLIeHnuH

[K-3.3.

HNmeet npakTUueCKUil OIBIT B
pelIeHUN POQPECCUOHATIBHBIX
3a/1a4, BKIIFOYas y4acTue B
MIPOEKTaX, IJie ObUIN TOIYUYCHBI
pe3ysbTaThl U
MIPOaHAM3UPOBAHBI KX
CIIEACTBHUSI, YTO CITOCOOCTBOBAIIO
MIPUHSTHAIO 000CHOBaHHBIX
pelieHui

ONEeKTPOHHBIA JOKYMEHT




3. TemaTu4yeckuii mjian

Ne TpynoeMKocTh, akageMH4yecKue Yachl
n/m Ounas ¢popma
HaumenoBanue TKY
AynuTtopHasi paboTa .
pasieia AMCHHILTHHb! Jleknuu | CeMuHAPBI CamocrosnTe (rexymuii
(monyast) (mpaktnyec | Konrpoun JbHAs HOHTRAIL
ycIeBaeMOoCTH)
KHe padoTa
3aHSATHA)
1 ATtaku Ha cuctemsl U1 20 20 2 50 Homaraue
3a/IaHus
Konnoksuym
2 3ammTa cuctem MU 6 6 2 34 Jlomannue
3adaHus
Kosmoksuym
3 CoBpeMEHHBIE BBI3OBBI U 4 4 4 34 KoHntposbHas
aBTOMaTHu3aIusd B pa60Ta
6ezomacHoctu M
Ix3amen 4
Hmoczo: 30 30 12 118
Obvem oucuyunaunsl (mooynsn) (6 190
ax. u.)
Obvem oucyunaunvt (mMooyns) (e 5
3au. eo.)
4. CopepxxaHue TUCHUILIHHBI (MOIYJIS)
Nen/m | HammeHnoBaHue pa3neiia Coaep:xanue TUCHUILIUHBI (MOAYJIS1) IO TeMaM
JAMCHMIJIMHBI (MOTYJIs1)
1 Artaku Ha cuctemsl I Hacrynarensnsiit UU (atakn)
3amura ¢ nomortso N
350BpeAHbIC BO3ICHCTBUS
BBenenne B ataku Ha cuctemsl MU
CxewMsI aTak Ha cuctemsl MU
ATaku OTpaBJICHUS JaHHBIX U MOJCIICH
Araku oTpaBieHUS — 03KIOPHI
Araku yKJIOHCHHS — O€NBIH SIUK
ATaKu YKIIOHEHUS — YEPHBIN SITUK
2 3amura cuctem U ATaku yKIIOHEHUS — 3alluTa
ATaky Ha PUBATHBIC TaHHBIC
3 CoBpeMEHHEIE BBI30BBI U ATaku ¢ NOPOXKIAIOUIUMU IJIEMEHTAMU
aBToMaTu3alys B ABTomarnzanus atax (ppeimMBopKn)
GesonacHoctn M1 Ataku Ha OOJIBIIIKE SI3BIKOBBIC U MYJIbTUMOAAIbHBIC MOJICIIN
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacnojaraeT IOJHBIM  HA0OpPOM  JIMIEH3HMOHHOTO M CBOOOJHO
pacrpoCTpaHseMOro MPOrPpaMMHOTO OOECIEYeHHs, BKJIIOYAas MPOAYKTHl OTEYECTBEHHOTO
IIPOU3BOACTBA.

Kaxnplii CcTyqeHT B TEYEHHWE BCEro IepHoAa OOydeHHUs NOJIy4aeT HHIWBUAYaTbHBINA
HEOTPAHUYEHHBIM  JOCTYN K  DJICKTPOHHO-OMONMOTEYHON  cHCTEeME M 3JICKTPOHHOM
MH()OPMAIIMOHHO-00pa30BaTENFHON Cpelie YHHBEPCUTETa. OJTH CHUCTEMBl IPEIOCTABISIOT
BO3MOXKHOCTbH JIOCTYIIA K pecypcaM U3 Jr000i TOUKH, TJe ecTh MOJKII0YeHUE K ceTH MHTepHeT,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

Crynentam o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MPO(pEeCcCHOHATBHBIM 0azaM
JAHHBIX ¥ UH()OPMAIIOHHBIM CIIPABOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Kozsips, H. C. HMHdpopmMannoHHbIE TEXHOJIOTUH B KHOEPOE30MacCHOCTH @ YYCOHUK ISt
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : UznatensctBo HOpaiit, 2026. — 217 ¢. —
(Boiciiee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : SJEKTpOHHBIA //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. Ilmaronos, B. B. TexHonoruu MalmmHHOTO 00y4YeHHS B KHOSPOC30MACHOCTH : Y4eOHOE
nocobue / B. B. Ilnatonos. - Mocksa ; Bonorga : Uadpa-Nmxenepust, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHbiit. - URL: https://znanium.ru/catalog/product/2170891.

Jlonoanumensnasn numepamypa:

1. Iapreika, T. JI. Madopmarnmonnas 6e3omacHocTs : yuebnoe nmocodue / T.JI. [TapTrika,
N.N. TTonoB. — 5-¢ u3n., nepepad. u gorn. — Mocksa : DOPYM : UHOPA-M, 2021. — 432 c.
— (Cpennee mnpodeccuonanbHoe oOpazoBanue). - ISBN 978-5-00091-473-1. - Tekcr
anekTpoHHbIi. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U 0OecreunBarolell NpoBeIeHNEe BCeX
BUJIOB JIUCUUIUIMHAPHOW W MEXIUCUUIUIMHAPHOW TIOATOTOBKM, MPAKTUYECKOW U Hay4dHO-
UCCIIEI0OBATEIbCKON PaboT 00yvaromuxcs, NpeayCMOTPEHHBIX YU€OHbBIM IIJIAaHOM.

[TomerieHus1, KOTOpPbIE MPEICTABISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEIECHUS 3aHATHH
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
WHIVBUAYAJIBHBIX KOHCYJIbTALMM, TEKYIIETO KOHTPOJIS U MPOMEKYTOUYHOU aTTECTAllUH, 4 TAKKe
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOThl M IOMEUIEHUS JAJI XpaHEHUS U MPOPUIaKTUYECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOeNbI0 U TEXHUYECKHUMH CPEJICTBAMU OOYy4YEHUS, CIyXaIlUMU JJIsl MPEACTaBIeHUs yueOHOU
uH(popMaluu 60JbIION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) oOecTiedrBaeTcsl B yUeOHBIX ayTUTOPHSX, OCHAIICHHBIX:

—CTOJIaMH U CTYJIbSIMH;

— KOMIIBFOTEPHOMN TEXHUKOW;

— MEXaHUYECKUMHU KaJIbKYJIATOPAMU;

— CIICHHUAJIM3UPOBAHHBIM O60pyIIOBaHI/ICM, BKJIIO4Yas JCMOHCTPALIUOHHOC 060p}/')10BaHI/IC.
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https://urait.ru/bcode/600794
https://znanium.ru/catalog/product/2170891
https://znanium.ru/catalog/product/1189328

[TomereHust 151 CAMOCTOSITEIIBHON pabOThl 00YJaIONMINUXCsl, B TOM YKCIIE TPUCTIOCOOTICHHBIC
JUIS UCTIOJIb30BAaHUS HMHBAIMAAMHM M JIMI[AMU C OTPAaHUYEHHBIMU BO3MOXKHOCTSMH 3]10POBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
obOecriedeHHEeM  JIOCTyNa B JJICKTPOHHYIO  WH(OPMAIMOHHO-00pa30BATEIBHYIO  CPEAy
YHusepcurera.

OOyyaromMmMcst TPENOCTaBIAETCS JOOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
MH(}OPMaLIMOHHO-TEIIEKOMM YHUKAIIMOHHOM ceTH «VHTepHeT», AJIeKTPOHHBIM pecypcaM (B TOM
YyHClie AJEKTPOHHBIM OHOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Npo¢ecCHOHaIbHBIM 0a3zaM
JAHHBIX U UH(OOPMALIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHoBanme mopraia Ccbliaka
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snektponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTeka
2. | basa maunbx mis I T-cnenuanicTo https://habr.com
3. | Ba3a mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuanbHelll calT MUHHCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oOpasoBanus Poccuiickoit @eneparim

5. | ®enepanbubiii moptan «Poccuiickoe oopazoBanue” | https://www.edu.ru/
6. | Mudopmannonnas cucrema "Exnnoe okHo nocrymna | http://window.edu.ru/
K 00pa3oBaTensHBIM pecypcam”

7. Enunas xosiekuus nudpoBeix 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTebHBIX PECYPCOB

HepequL I/IH(i)OpMaLII/IOHHBIX TeXHOHOFHﬁ, HCIIOJIB3YEMbIX TIpU  OCYIICCTBJICHHUU
O6paBOBaTeJ'IBHOI‘O mnmponecca no JUCHUIIINHE (MOJIYJ'IIO), B TOM 4YHUCJIC KOMIIJICKT JIMIICH3MOHHOT'O
nporpaMMHOTO O6CCHC‘-ICHI/I5{, COBpPCMCHHBIC HpO(l)eCCI/IOHaJ'ILHLIC 0a3bl JaHHBIX 151
I/IH(l)OpMaLII/IOHHHe CIIPAaBOYHLIC CUCTEMBI:

HaumenoBanmne 110 IIponsBoacTeo JInnen3nonHnoe / cB000IHO
pacnpocTpansieMoe

OnepanoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMIICH3UOHHOE
Server)
Bpay3zepsbI:
SIupexc.bpaysep OTEYECTBEHHOE CBOOO/IHO pacIipoCTpaHsIeMoe
Google Chrome 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
O¢ucHbIe MPUITOKEHHUS:
Microsoft Imagine (Visio, OneNote) | 3apyOexHoe JIMLIEH3UOHHOE
TeXstudio 3apy0exHOoe CBOOOJTHO PACIIPOCTPAHIEMOE
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe

IIporpamMmmHoe obecnieyeHne VI IVIAHNPOBAHMSA M YUeTa BpeMEHM:

Toggle app ‘ 3apyOexHoe ‘ CcBOOOJTHO pacpoCTpaHsIeMOe
CucTeMbl YIPaBJIeHHS MPOEKTAMM:
Microsoft Imagine (Project) | sapy6exnoe | nuuensnonnoe

Cucremsbl ynpapieHusi 0a3aMH JaHHbBIX:
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Microsoft Imagine (SQL Server) \ 3apy0exHOe JIUIIEH3UOHHOE

Cucremsl pedeppHoro konuposanus (backup):

Acronis Backup Advanced for 3apy0exHOe JIMIEH3HOHHOE

HyperV

CnpaBo4YHO-NIPAaBOBBIE CHCTEMBI:

Koncynprantllmtoc: cipaBo4HO- OTEUYECTBEHHOE JIMLIEH3UOHHOE

MpaBoBasi CUCTEMa

CpencrBa aHTHBHPYCHOIi 3aLIUTHI:

Kaspersky Endpoint Security ms OTEYECTBEHHOE JIMIEH3HOHHOE

ousneca CrammapTHelid Russian

Edition

Cpenbl pa3padoTKu:

Visual Studio Code 3apy0exHOe CcBOOOIHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apyOexHoe cBOOOJTHO pacpoCTpaHsIeMOoe
Anaconda 3apyOexxHOe CBOOOJIHO pacIpoCTpaHsIeMoe
Robotic Operating System 3apy0eKHOe CBOOOIHO pacrpocTpaHsIeMoe
CopelliaSim 3apy0exHOoe CBOOO/THO PACIPOCTPAHSIEMOE
Google Colaboratory 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
ITakeThbl NPOrpaMMHBIX CPeICTB U OMOJIHOTEK:

AutoPsy 3apyOekHOE CBOOOHO PaCIpOCTPaHAEMOE
Interactive Disassembler (IDA) 3apyOexHOe CBOOO/THO PACIPOCTPAHIEMOE
Cucremsl ynpasJieHus1 0udaunorpadguyeckoii uHpopmanmei:

Zotero ‘ 3apyOexxHOe CBOOOIHO pacIpoCcTpaHsIeMoe
CepBHCHI U CITYXKOBI:

Bind 3apy0eKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Docker 3apyOexxHOe CBOOOIHO pacIpocTpaHsIeMoe

7. MeToau4yecKue M OIleHOYHbIE MaTepuaJjbl
MeToanyecKkue YKazaHud AJad oﬁyqammnxcs[ 110 OCBOCHMIO JHCHUIIJINHBI (MO)Iy.]'[fl)

B nponecce uzyuenus aucuuiuinebl (Moayns) «besomacHocts cuctem UM» B pamkax
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH HCIOIb3YIOTCS TaKUE BUABI Y4€OHOM paldOThl, KaK JIEKIHH,
CEMHUHAaphbI, IOMAIlIHNE 3a/I1aHusl, KOJUIOKBUYMbI, KOHTPOJIbHAS paboTa, a TaKXkKe pa3IudyHble BUIbI
CaMOCTOSITENIbHOW paboThl 00y4arolMXcs MO 3aJaHHI0 IPENOAABATENs, HAIpPaBICHHbBIE Ha
pa3BUTHE  HABBIKOB  NPO(ECCHOHANBHOM  JIEKCHKH,  3aKpelyieHHe  MPaKTHYEeCKHX
npodeCCHOHATBHBIX KOMIIETEHIIMH, TOOIPEHNE UHUIMATHB.

Jlexyuss — CHCTEMaTHYeCKOE, TIOCIEIOBATEIIBHOE, MOHOJOTHUYECKOE  H3JI0KEHUE
npernoJiaBaTesieM YueOHOTro MaTepuaa, Kak paBuiio, TEOPETHYECKOTO XapaKTepa.

B mporecce neknuii peKOMEHIYETCs BECTH KOHCIEKT JICKIIUI: KPaTKO M CXEMAaTHYHO
q)HKCI/IpOBaTI) OCHOBHBIC HJIE€HU, BBIBOABI U O606H.[eHI/I$I JICKIIMH, BBIACIIATH BAXHBIC MBICIIH,
KJIIFOYCBBIC CJIOBA W TCPMUHBEI. HGO6XO}II/IMO OTMCTUTH BOIIPOCHI HJIM MaTCpHajbl, KOTOPLIC
BBI3BIBAIOT 3aTPYAHCHUS, U IOIBITATHCA HaUTH OTBETEHI B peKOMeH}IOBaHHOﬁ JATEPATypE. Ecmu
pa3oOpaTbCsi B Marepuayne He yaaeTrcs, cielayeT chopMyiaupoBaTh BONPOC U 331aTh €ro
NPETo/IaBaTeIi0 Ha KOHCYJIBTAI[MH UM BO BPEMSI CEMUHAPCKOTO (TIPAKTUYECKOTO) 3aHATHS.

Cemunap — 310 Qopma y4yeOHON NEATENHHOCTH, MPOBOJIMMAs B y4EOHOM 3aBEICHUU IO
PYKOBOJICTBOM TIPETOJiaBarelisi, TJ€ CTYACHTHl AaKTUBHO YYacTBYIOT B OOCYXKICHHSIX,

ONEeKTPOHHBIA JOKYMEHT



NPaKTUYECKUX 3alaHUsAX U IpYTux (popMax B3aMMOAEHCTBHSL.

Jl1s ycrenmHou moAroToBKM K CEMUHAPY PEKOMEHIYETCs 3apaHee 03HAKOMUTBLCS ¢ TEMOU
3aHATHS. U OCHOBHBIMH MaTepHanaMu, 4ToObl MMEThb BO3MOXKHOCTb AKTUBHO Yy4acTBOBaTh B
o0cyxnenuu. Takke MOJE3HO MOATOTOBUTH BOIPOCHI U HJIIEH AJISi OOCYXKICHHUS, YTO MOMOXKET
ri1y0xe NOHATh MaTepuaj U IPOAEMOHCTPUPOBATh 3aMHTEPECOBAHHOCTb.

Homawmnee 3a0anue — HabOp 3a/1a4 IO TEMaM HEJICIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMM  BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSMHU M CPOKaMU BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aaHusl Ha STAlbl, YTOOBI
n30exaTh IEPerpy3Ku M JIydlle yCBOUTb MaTepHuall, HCIOJIb30BaTh pA3IMUHble HCTOYHUKU
uH(pOpMaLIKK, BKIIOYAs YIeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Ty00KOro MOHUMAHUS TEMBI.

Konnoxeuym — ycTHbIE OTBETHI HAa BOIPOCHI, CIIUCOK KOTOPBIX N3BECTEH CTYACHTY 3apaHee.

B mpouecce moAroToBKM K KOJUIOKBUYMY HEOOXOAMMO TPOAHAIM3UPOBATH Yy4ueOHBIC
MaTepualibl, 0O3HAKOMHUBIINCH C JICKIUSIMHU, YIC€OHHMKAMU M JOMOJHUTEIBHBIMA HCTOYHHKAMHU,
AKINCHTHUPYSA BHHMAHMC Ha KIKOYCBBIX TEMax. PGKOMGHI[YGTCSI CO34aThb CTPYKTYPUPOBAHHLIC
KOHCIIEKTHI, BBIJIEIISISl OCHOBHBIC UJI€H, TEPMHUHBI U (POPMYIIBIL.

Konmponvhas paboma — micbMeHHas paboTa ¢ HAOOpPOM 3a1a4, KOTOPBIE HY>KHO PEIIUTD 32
OTPaHUYEHHOE BpEMs.

Llenb KOHTPOJIBHON pabOTHI — MOJTYYUTH CIICIHAIbHBIC 3HAHUS 110 OJHOM HJIM HECKOJIBKUM
T€MaM JMCUUILIMHBI U IPOAEMOHCTPUPOBATh HABBIKH UX IPAKTUYECKOTO IPUMEHEHHUS.

Camocmosmenvruass paboma — padoTa CTYJEHTOB, HAIpaBJE€HHAs Ha YINIYOJEHHOE
M3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYECOHON AUCHUIIINHBI (MOILYJIS).

B nporiecce camocTosiTensHOM pabOThI CTYIEHTHI B3aUMO/ICUCTBYIOT C PEKOMEHI0BAHHBIMH
MaTepuajiamMH MPU MUHUMAIBHOM y4YacTHH MperoiaBares. 3aaun CTyeHTa BKIIOYaloT paboTy
C KOHCIIEKTaMH JIeKIui (00paboTka TeKcTa), IOBTOPHOE N3YUCHHE YUeOHBIX MAaTepUAIIOB TIAHOB
M TE3UCOB OTBCTOB, U3YUCHUC NOMOJHUTCIbHBIX TCM, BBIIIOJHCHUC yqe6HO-HCCHeI[OBaTeHBCKHX
3aJJaHUI U IPYTOE.

Cucrema OLlCHUBAHUSA PE3YyIbTATOB oﬁyqemm Mo JTUCHMIIJINHE (MO}IyJIlO)

Kputepun nosyyenusi ypoBHsi M OlleHUBaHUA CPOPMHUPOBAHHOCTH KOMIIETEHUMH MO
aucuunmnHe (moayaw) «besonacnocrs cucrem UN»

OrneHuBaHuE YpOBHS Y4YEOHBIX JOCTHIKEHHH OOydYarolmuXxcsl MO AUCHHUIUIMHE (MOIYIIIO)
OCYILIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEKYTOUHOM aTTeCTALNH.

IIpome:xyTouHasi aTTrecTalusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIsIeTcs B Qopme
9K3amMeHa, TIPU 3TOM TPOBOJIUTCS OLIEHKA KOMITETEHITNH, CHOPMHUPOBAHHBIX 1O AUCIUILIIHHE.

Jnst olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M TMPOMEXKYTOYHOW aTTeCTaluu
UCIIONIB3YETCS JeCATHOAIIbHAS IIIKaJIa OIEHWBAHMS, KOTOpas COOTHOCUTCSA C TPaJAMIIMOHHOU
NATUOAIIILHOM IIKAJION cienyromuM 00pa3oM, eciIiu MHOE HE yKa3aHo B CHi1a0yce NUCHUIIINHBL

JecaTubannbuas IlaTubannbHas Oo0mas xapakTepuCTHKA pe3yJabTaTa 00y4eHus 1Mo
OLICHKA OLICHKA JUCHMIIMHE (MOIYJIIO)
10 OtinyHO CTyZIeHT MOJIHOCTBIO BIaJEET 3HAHUAMH, HM3JI0XKEHHBIMH B
9 OTINYHO paboueii mporpamMme, U TITyOOKO OCMBICISET AUCIUAILINHY. OH
8 OTIMIHO CaMOCTOSITENIBHO U JIOTUYECKH MOCIEN0BATENBHO OTBEYAET Ha
BCE BONPOCH], aKIEHTHPYsS BHUMAaHHE Ha HambOoyee BaXKHOM.
YMmeer aHanM3UpOBaTh, CPaBHHBATh, KIACCU(DHIIUPOBATD,
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JlecaTnoanabHas
OIleHKA

IIaTnoannnLHas
OLICHKA

Oo0mas XapaKkTepHCTHKA Pe3yJIbTAaTa 00yYeHHUsI 10
JUCHMIIMHE (MOIYJIIO)

0000maTh,  KOHKPETU3UPOBaTh U  CHUCTEMaTH3UPOBATh
W3Yy4YCHHBIH MaTepuan, BBLAESIS KIIOYEBbIE MOMEHTHl U
YCTaHaBNUBas  NPUYMHHO-CIEICTBEHHBIE  CBA3M.  YeTko
(opMynupyeT OTBETHI, YBEPEHHO HHTEPIPETUPYET PE3yIbTaThI
AHAJIN30B M APYT'HX UCCIENOBAHUI, a TAK)KE PEILAeT CIOXKHbIE
3agaun. CTyJEHT XOpOIIO 3HAKOM C METOJIaMHU HUCCIIEJOBaHHUA,
HEOOXOIUMBIMH IJI1 MPAKTHYECKON NEATEIbHOCTH, U yMEeT
CBA3BIBATh TEOPETUYECKHUE ACTIEKTHl JUCLMIIMHBI (MOIYJs) C
MPAKTUYECKUMHU 33a4aMH.

Xoporio

Xoporio

CryneHT oOJiafaeT 3HAHWSMH MpPEIMETa TOYTH B IOJHOM
o0beMe paboueii MporpaMMBI B CAMOCTOSTEBHO, JTOTHICCKH
MOCJIE0BAaTEIFHO M BCECTOPOHHE OTBEYAET HA BCE BOIMPOCHI,
aKIEHTUPYS BHUMaHUE Ha HanOoJIee 3HAYNMBIX MOMeHTaX. OH
yMEeT aHaJIM3UpOBaTh, CpPAaBHUBATH, KJIACCU(DUIIUPOBATH,
00001maTh, KOHKPETH3UPOBaTh M  CHUCTEMAaTHU3UPOBATH
W3yUYCHHBI MAaTepuall, BBIIENSAS €ro KITIOYCBBIC ACTEKThl U
yCTaHaBJIMBas MNPUYINHHO-CJICACTBCHHEBIC CBA3H.
dopMyITUpyeT CBOM OTBETHI, YBEPECHHO HHTEPIPETHPYET
pe3yabTaThl aHAJIM30B W JAPYTUX HCCIICIOBaHHUN, a TaKXKe
pelIaeT CIOKHBIC CUTYaIllMOHHBbIC 3a7aud. CTYIEHT XOpOIIo
3HAKOM C METOJaMHU WCCIICIOBAHUS, HEOOXOAMMBIMHU ISt
HpaKTH‘ICCKOfI JCATCIbHOCTH, u yYMEET CBA3bIBATH
TEOPETUYECKUE AaCMEKThl MpeAMeTa C MPaKTHYSCKHUMHU
3aJjauaMH.

Y 10BIETBOPUTENBHO

Y 10BIETBOPUTENBHO

Crynent obnagaetr 6a30BbIMU 3HAHHMSIMU IO TUCIMIUIMHE, HO
HCIILITBIBACT TPYAHOCTHU HPH CaMOCTOATCIBHBIX OTBETAX M
UCIIOJIb3YeT HETOYHBIE (OPMYJIHMPOBKH. B Xo1e OTBETOB OH
JIOITyCKaeT OMIMOKH, Kacaroluecss cyTH BoIpocoB. CTyAeHT
CIOCOOEH pelIaTh TOJBKO CaMble MPOCTHIE 33aJa4d U BIIaJeeT
JIMIIb MUHUMAJIbHBIM Ha60pOM METOA0B UCCJICIOBaAHUSA.

He cnan

CryneHT He oBiaaen 00s13aTeIbHBIM MUHUMYMOM 3HAHUH 110
MPEIMETY U HE MOXET OTBETUTh HA BOIIPOCHI, NAXKE €CIIH
MpENoJABaTENb  3a4acT  JONOJHUTEIbHBIE  HABOIALIME
BOIIPOCHI.

I[I/ICI_II/IHJ'II/IHa (MO,Z[y.]'IB) «be3zomacHocThk cucteMm My onieHuBaeTcs CJICAYIOIHUM o6pa30M:

AKTHBHOCTH

Bec

KoanuectBo Onucanne

Homamnruawe 3amanns | 30%

12

Ha6op 3aaa4 110 TeMaM HEACIN

KostokBryMsI 30% 3 YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX M3BECTEH
CTYJICHTY 3apaHee

Kontponbnas padota | 20% 1 [MucemenHast pabora ¢ HabOpoOM 3a1a4, KOTOPbIE HYKHO
PEIIUTh 32 OTPAaHMUYCHHOE BPEeMsI

OKx3aMeH 20% 1 [MucemenHast unu ycTHas paboTa HaJ 3aJaHueM,

HaIlpaBJICHHBIM Ha MPOBCPKY IMOJTYUYCHHBIX 3HAHUU U

HAaBBIKOB T10 AUCIHIUIAHE (MOIYIIIO)
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@opmyJia pacyéTa UTOrOBOH OLEHKH MO JuCUMIUIMHe (Moay.aw) «be3omacHocTh

cucrem UN»: «0,3 x Cpeanee 3a nomamnue 3aganus + 0,3 x Cpexgnee 3a KOIIOKBUYMBI + 0,2 X
KOHTpoOJbHas pabdora + 0,2 X 3x3aMeH».

1.

6.

Texkyuuii KOHTPOJIb YCIIeBAeMOCTH 00y4alOIIMXCH M0 IUCHUIIMHE (MOLYJII0)
IIpumepHbIe TOMaLIHKUE 32 TAHUS

JomamHee 3a1anue 1. AHAJN3 M MO/IeJIMPOBAHUE ATAKU OTPABJICHUS JAHHBIX
3amanmue:

Ucnone3yst otkpeiThiii gatacer (Hampumep, CIFAR-10 wnu IMDB), nobGaBbre B
oOyJaronyio BbIOOPKY 5% 3allyMIIEHHBIX WJIM MOJANENBbHBIX 00pasloB (Hampumep, C
HETPaBUIbHBIMA METKaMH).
OOyunte w™Mozaenb KiaccupUKauu (HAIpUMeEp, JIOTUCTHYECKYIO PETPEecCUI0  WIIH
HEOOJIBIIIYI0 HEHPOCETD).
OrneHnTe MI3MEHEHUE KauyeCcTBa MOJIENIM Ha YHCTOM TECTOBOM Habope.
[TpoBenuTe aHaMM3: KaK aTaka MOBJIMIIA HA METPUKH (accuracy, precision, recall)?
[MpemnoxuTe W pealu3ydTe METOa 3amuThl (Hampumep, (QUIbTpanus aHOMAJUH,
perynsipu3anmsi).
CpaBHHTE pe3yJIbTaThl 10 U TIOCIE 3aLIUTHI.

TpebdoBanmus:

Konx na Python (scikit-learn, PyTorch)
Otuér c rpaduKkaMu U BBIBOJAMH
O6ocHoBanue BBI6paHHOFO METOAAa 3alllUThI

JdomamHee 3ananue 2. IlocTpoeHne M TecTHpPOBaHHMe ATaKH YKJIOHeHHMs1 (evasion

attack)

1.
2.

o gk w

2.

3aganue:
BriGepute npenodyueHHyro Moens (Harpumep, u3 torchvision mim Hugging Face).
Crenepupyiite arakyomue npumMepsl ¢ nomomisio Metona FGSM (Fast Gradient Sign
Method) B 6eom unu 4€pHOM SITUKE.
ITpoBepbTe, HACKOJIBKO YCHENIHO MOJIENb OIMOAeTCs Ha AaTAKOBAaHHbIX JAHHBIX.
Busyanuzupyiite HCX0AHOE U U3MEHEHHOE N300paKEHNE/TEKCT.
OrneHuTe yCTOMYMBOCTh MOJIENIH K aTake.
[TpumenuTe mpocTerinii METO/ 3alUThl (HAallpuMep, CriIakKMBaHUE, HOPMalIU3allus) U
npoBepbTe €ro 3(P(HEKTUBHOCTS.

TpeboBanus:
HcnonwszoBanue 6udnnoreku ART (Adversarial Robustness Toolbox) unu ananora
[Tpumeps! aTak ¥ BU3yanu3anus
BbIBOIBI IO YSA3BUMOCTH MOJIENH

JdomamHee 3aganue 3. AHAJIU3 YIPo3 AJ1s1 00JbIIMX A3BIKOBBIX MO eJIei

3aganue:
Bribepute cuenapuii ucnonb3oBanuss LLM (Hanmpumep, 4ar-00T MOJAEPKKU WU
reHepaTop KOHTEHTA).
CMopenupyiTe TpHU THUIIA aTaK:
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6.

e Prompt-umxunupunr (06xoa GuIbTPOB)

o Data leakage (nmomnsiTka n3Bieub 00y4aromue TaHHBIC)

o T'enepanus BpenoHOCHOTO KOHTEHTA (uepe3 jailbreak)
[TporecTupyiite Mozensb (JIoKanbHYI0 Win yepe3 API).
3adukcupyiiTe cydau yCIENIHbIX aTakK.
[Mpemyoskute Mepbl 3aIIUTHL:  (QWIBTPALUIO TPOMIITOB, OTPAHUYCHUE
MOHHUTOPHHT.
Odopmurte 0TYET C pEKOMEHIALIUSIMHU.

TpeOoBanmus:

Ornucanue ClieHapueB aTaKk
IIpumepsl 3apOCOB U OTBETOB
Mepsl 110 3a11UTe U X 000CHOBAaHUE

IIpumepHBbIe BONPOCHI K KOJLUIOKBUYMY

KosutokBuym 1. Ataku Ha cuctembl U

©oN bk wdPE

Yro Takoe HacTtynaTenbHblid MI?

Kakwue uenu npecnenyrot araku Ha UH-cucremsr?

B uém cyTh aTaku oTpaBiIeHUS JaHHBIX?

Uewm aTaka OTpaBJICHHS MOJIETTU OTJIMYACTCS OT OTPABJICHUS JAHHBIX ?
UYrto takoe Oskop-ataka? [IpuBegure npumep.

Kak paboraet araka ykioneHnus (evasion)?

B uém pazHuiia mexay arakamu 0enoro u 4€pHoro suuKa’?

Kakue Tumbl 1aHHBIX Yalle BCEro MOABEPraloTCs aTakaM OTPABJICHUS ?
Kakue npuszHaku MOTYT yKa3bIBaTh Ha HalIu4ue 0dKaopa?

10 Kakwue ceprr Haubomee ys3Bumbl kK atakam Ha UN?

KosutoxkBuym 2. 3amura cucrem UA

© oo N wDdE

Kakne MeTo/1bI 3aIUThl HCIIOJIB3YIOTCS TPOTHB aTaK YKIOHEHUS?

Uto Takoe pobacTHast ONITUMM3AIA?

Kak paGoraer 3amuTa yepe3 nodasnenue myma (adversarial training)?

Yro takoe quddepeHImanbHas IpUBaTHOCTh?

Kakue ataku HanpaBieHbl HAa U3BJIEYEHNE IPUBATHBIX JAHHBIX U3 MOJAETH?
Kak M0kHO 00HapyKUTh YTEUKY 00Yy4atolMX JAHHBIX?

Uto Takoe Mozenb-kiI0H (model extraction)?

Kak 3ammTuThCs OT aTak Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTD?

Kakue MeTpuKky UCHOIB3YIOTCS 1711 OLIEHKH poOaCTHOCTH MOJIenn?

10 Yro Ttakoe cepruduuuponannas 3amura (certified robustness)?

KosutokBuym 3. CoBpeMeHHbIe BHI30BbI 1 ABTOMATH3AIUA

o gk wbdhE

KOHTCKCTA,

Kak nopoxxaarorue mozenu (Harpumep, GAN, LLM) ucnons3yrorcs B aTakax?

Yro takoe deepfake n kak OH yrpokaeT 0€30macHOCTH?

Kaxkune hpeiiMBOpKH UCTIONB3YIOTCS ISl aBTOMAaTH3auu atak Ha M?
Yro Bitouaet dppeiimBopk MITRE ATLAS?

Kakne ys3BUMOCTH €CTh Y MYJIBTUMOJIAJIbHBIX MOZAEIICH?

Yro Takoe jailbreak B kontexcte LLM?

ONEeKTPOHHBIA JOKYMEHT



7. Kakue MeTo1bl UICTIOJIB3YIOTCS JIsl aBTOMATHYECKOTO TIOUCKA YSA3BUMOCTEN ?

8. Kaxk araku Ha UM macmTaGupyroTcs ¢ MOMOIIbIO aBTOMATHU3ALUU?
9. Kakue BbI30BbI BOZHUKAIOT MPH 3AIMUTE OOJBIINX SA3BIKOBBIX MOJETCH?
10. Kakue npuHIHMIIBI JIeKaT B OcHOBE "secure-by-design" noaxoma k MA?

IIpumepHbIe 3a1aHUsA VISl KOHTPOJIbHOH padoThl

KonTpoabHnas padora 1

1.

a e

OHpe,I[eJ'II/ITe THUII aTaKH:
HCIIPAaBUJIbHBIMU MCTKAMMU.

OO0BsicHUTE, KaK 3TO MOXKET MOBIIUATH HA padOTy MOJIEIH.

[IpuBenute mpumMep 63KI0p-aTaKH.

Kaxue mepbl MOXXKHO IPEIIPUHATD ISl OOHAPYKEHUS OTpaBJICHUS?

Hapucyiite cxemy B3aMOJEHCTBUS NPU aTake OTPABIICHUS JaHHbBIX.

KonTpoasnas pa6ora 2

1.

o~ wn

Onummre npunnui padorsl FGSM.

B uém pazauna Mexay OenbiM U 4EPHBIM SLIUKOM B aTaKaX YKIOHEHUS?

B 00ydJarouryro BBIOOPKY J00aBICHBI H300paKeHUs C

[IpuBeaute npumep aTaku Ha NPUBATHOCTh (HAIpUMED, aTakKa IO WICHCTBY).
Kak muddepennmanbaas mpuBaTHOCTh IIOMOTAET 3aIIUTUTHCS OT TAKUX aTak?

Kakne OrpaHM4C€HUs €CTh Y MCTOJOB 3alIUThI OT aTaK YKJIOHGHI/UI?

KonTpoasnas patora 3

1. Yro Takoe prompt-UHKXUHUPHUHT B aTakax Ha LLM?
2. llpuenute npumep jailbreak-npommra.
3. Kak aBromaruzanus (Harnpumep, uepe3 AutoPrompt) ycunupaer ataku?
4. Kakue pucKU HECET UCIIOJIb30BaHUE T€HEPATUBHBIX MOJIEeNEN B (PUIIUHTE?
5. Kakue mepsl 3a1uThl MOKHO TPUMEHUTH K MYJIbTUMOIATILHON Mozenu?
3ananus AJs1 MPOMEKYTOYHOM aTTeCTAIUM MO JUCHUILIHHE (MOAYJII0)
Ne 3ananue OtBeTt Komnerenuus
n/n
1. | Kak maremaTudecku chopMyIHUpOBaTh 3a/1a4y MonenupoBaHue aTaku OIIK-1
HapYIIEHHS [IETIOCTHOCTH AaHHBIX MTPU OTpAaBICHUS KaK
o0y4yeHuu? MaTeMaTHyecKas 3a1a4da
2. | Kak npoaHanu3upoBaTh MOCIEACTBHS AHanu3 puckoB 03K10p- IK-3
cpabaTeIBaHUsI TPUTTEPA B TPOPECCHOHATBHON aTaKH KaK OIleHKa
cucreme? MOCIIEACTBUN
3. | Kak npuMeHUTh METO/IbI 3aLUThI OT aTaK 3ammTa OT evasion-atak Kak TIK-3
YKJIOHECHUS! TIPH BHEJIPECHUN MOJICIH? npodeccuoHanbHas 3a1a4a
4. | Kakoif anroputm UCHoiIb30BaTh s FGSM xkak OIIK-1
TeHEpalluy aTaKyIONIHX IPUMEPOB HA OCHOBE ITOPUTMHUYECKUI METO/T
rpanuenTa’?
5. | Kak ¢popmanmuszoBaTh assumptions o JOCTyIe K Benblit/u€pHblii SIIUK Kak OIIK-1
MOJIEJIN B MaTEMaTHYECKON MTOCTaHOBKe? YCIIOBUSI MATEMaTHYeCKOM
MOJENIU
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6. | Kak npuMeHUTh MaTeMaTHYCCKUE FrapaHTHH HuddepennnanpHas OIIK-1
JUIS 3AI0UTHl IPUBATHOCTH AAHHBIX? MPUBATHOCTD KaK
MaTeMaTHYECKUI METOJ
7. | Kak pemnTs 3a1auy 3alIuThl 3amuTa ot model extraction [K-3
WHTEJUIEKTYalbHOM COOCTBEHHOCTH MOJICIH B Kak mpogeccuoHanbHas
mpoexTe? 3amaJda
8. | Kak ucnonp30Bath KiaccupuKalnOHHbIE MITRE ATLAS kax [K-3
(hpelMBOPKH IJIs aHATM3a PUCKOB B TIpOeKTEe? WHCTPYMEHT
npo¢ecCHOHANTBEHOTO
aHanmsa
9. | Kak ynpaBisiTh OrpaHHUCHHUSIMHU MOJICITH Yepe3 Prompt-umxuHAPUHT KaK IK-3
(hOpMyIHPOBKY BXOJHBIX AaHHBIX? METOJ yIIPaBICHHUS
MOBEIEHUEM
10. | Kak o1eHHUTD MOCICACTBUS TeHEPALUT Amnanu3 puckoB deepfake kak IK-3
CHUHTETHYECKOTr0 KOHTEHTA Juisl OusHeca? OLICHKA MOCIIEeICTBHI
11. | Kak MoauduitupoBaTh GYHKIHIO TIOTEPh IS Adversarial training xax OIIK-1
MOBBIILICHHUS YCTOWYMBOCTH MOJCIH? METO/I ONITUMH3ALIUH
12. | Kak BBISIBUTH YS3BUMBIE HCTOYHUKH JAHHBIX B AHanu3 OTKPBITHIX TaHHBIX OIIK-1
paMKax MaTeMaTH4ecKoi 3axadn? KaK 3Tall MaTeMaTHIeCKOro
MOJICTTHPOBAHHS
13. | Kak obecnieuuTh COOIIOICHUE THUSCKUX 3ammra ot jailbreak xax [K-3
orpaHuuYeHH B MPo(HeCcCHOHATHHOM 3ajaua 0€30MacHOCTH
MNPUIOKEHUU?
14. | Kak npiMeHUTb HHCTPYMEHTBI TECTUPOBAHUS ART (Adversarial [K-3
JUTS OIEHKH YSI3BUMOCTEH B MTPOeKTe? Robustness Toolbox) kax
WHCTPYMEHT
15. | Kak uHTErpUpOBaTh MPUHIMIIEI O€30MACHOCTH Secure-by-design xak [K-3
B KU3HEHHBIN UK Pa3paObOTKu? npoecCuoHaIbHBIN
CTaH/apT
16. | Kak opran13oBaTh KOOPAMHAIIUIO KOMAHIbI PernamMeHTBI ¥ YE€K-JIMCTHI VK-6
JUTSL COTJIACOBAHUS TOJIMTHUK Oe301macHoCTH? KaK HHCTPYMEHT
OpraHM3aIin
17. | Kak MaTeMaTU4eCcKu OIEHUTH PUCK AHanun3 cX0KeCTH MOJIeNIel OIIK-1
KOITUPOBAHUS apXUTEKTYPhl MOJEIH? KaK MaTeMaTH4ecKas 3ajada
18. | Kak peann3oBaTh Mepbl 3alIUTHI OT @unbTpanys ¥ MOHUTOPUHT [K-3
MaHUNYJISIIAA BXOHBIMHU JIAaHHBIMH B Kak podeccruoHabHas
cucreme? peanuzanus
19. | Kak onpesiesuTh TPUOPUTETHI TECTUPOBAHHUS [InanupoBanue YK-6
YCTOWYMBOCTHU B JIMYHOM IIaHE PaOOThI? TECTUPOBAHMSA KaK ATl
caMoOpraHu3aIuu
20. | Kak ucronb30Bath JOKYMEHTAIIMIO 15 JlokyMeHTHpOBaHNE KaK VK-6

KOHTPOJISI ©3MEHEHUH B COOCTBEHHOM
JESITENBLHOCTH?

METOJ CAMOKOHTPOJIA U
aHaJIn3a

ONEeKTPOHHBIA JOKYMEHT
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