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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas mporpamma mucrurumabl (Monyisti) «be3omacHocTs cuctem MMy cocraBiena B
COOTBETCTBUHU C (eaepaibHbIM TOCYJAapPCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICHIETO
oOpa3oBaHus — MaructpaTtypa no Hanpasienuto 02.04.01 MaTemaTnka 1 KOMIIBIOTEPHBIC HAYKH,
npoduis [IpoaykroBas aHaIMTHKA, YTBEPKIECHHBIHN puKa3oM MUHHCTEPCTBA HAYKU U BBICILIETO
obpa3zoBanus Poccuiickoit ®enepannu Ne 810 ot 23.08.2017 roxa.

Uzyuenue nucuuruinnel (Moayns) «besonacHocts cucteM MM » mo3Bosnsier copmupoBath
LIEJIOCTHOE IIOHMMAHUE Yrpo3 M 3allUTHBIX MEXAaHU3MOB B CHUCTEMaX MCKYCCTBEHHOI'O
WHTEJUIEKTa, A TaKK€ IPAKTUYECKHE HAaBBIKM aHajiu3a, TECTUPOBAHUS M IMPOEKTUPOBAHUS
6e3onacubix MH-pemiennii B ycIoBUsAX COBPEMEHHBIX KHOEpaTaK.

MecTo AMCcHUIINHBI (MOYJIS) B CTPYKTYpe 00pa30oBaTe/ibHON MPorpaMmbl

Hacrosmas nucuuniansa (MOyJib) BKJIOUEHA B y4€OHBIH IIJIaH 0 POrpaMMme MoArOTOBKH
maructpatypsl o HampaieHuro 02.04.01 MaremaTnka W KOMIBIOTEpPHBIE HAayKH, Mpoduib
[TponykTOBask aHaIMTHKA U BXOJUT B BapUaTUBHYIO YacTh bioka 1, popmupyeMyro yuacTHUKaMu
00pa30BaTeNbHBIX OTHOMICHUH KaK AUCIHUILIMHA IO BEIOODY.

JucuuminHa (MOAYNb) JOCTYIIHA K M3y4eHHUIo Ha 2 Kypce B 3 cemectpe. JlocTynHa Juis
IPOXOXKACHUS MPU YCIOBUHM MApaJUIEIbHOTO W3YYEHUs IUCHUIUIMHBL (Moayns) «OO6paboTka
ectectBeHHOrO si3bIka (Natural Language Processing)».

Heab u3yyeHus: TUCHMILIMHBI (MOAYJSA). MOATOTOBUTH CIEHUAIUCTOB K BBISBICHUIO,
aHaM3y W TNPEAOTBPALICHUI0 KHOEpyrpo3, HANPABICHHBIX HAa MOJEIH W JaHHBIE MAITUHHOTO
o0yueHus, a TaKxke K pa3paboTke 3ainIIEHHBIX apxuTekTyp MM -cucrem, yCTOHYMBBIX K aTakaM
Ha pa3HBIX YPOBHIX — OT JAHHBIX J0 MHTEIUIEKTYaIbHOH COOCTBEHHOCTH.

3agayu u3y4eHust JMCUUILIHHBI (MOAYJIA):

— M3yuuTh apxuTekTypbl MM-cucremM Kak B KOHTEKCT€ HUX HCIOJIb30BaHUSA B
Kkr0ep0Oe30IacHOCTH, TaK U B KAUECTBE IeJIeH aTak;

— OCBOWTH KJIACCH(HKAIMIO M MEXaHW3MBl aTak Ha MOJEIH MAIIMHHOTO OOYUYeHHMS:
OTpaBJICHHE [IAHHBIX, YKJIOHEHHE, Kpaka MOJIENIe, aTaku C HCIOJIh30BAaHHEM
reHepaTUBHBIX MOJIeNell;

— HAy4YMThCsSl OLIEHUBATh O€30MacHOCTh HAOOPOB JAHHBIX W MOJAENEH C TOUYKH 3pEHHs
YSI3BUMOCTEH;

— mpuoOpecTn HaBbIKH TecTHpoBaHus MI-cucteM ¢ TpUMEHEHHEM COBPEMEHHBIX
(bpeitMBOPKOB;

— pa3BHUTh CIIOCOOHOCTh OOOCHOBAHHO BBIOMpATh ApXUTEKTYphl, AITOPUTMBI MU METO]IbI
3aIUTHI B 3aBUCUMOCTH OT PUCKOB U TpeOOBaHUI 0€301MacHOCTH.

B pe3yabTare 0CBOCHUSI AUCHMILIMHBI (MOAYJIs1) 00y4AIOIIUIICS 10JIKEH::

3Hamy:
— OCHOBHBIE O0JIACTH  WCITOJIb30BAaHHMsSI CHCTEM HCKYCCTBEHHOIO HHTE/UIEKTa B
K1OepOe30MacHOCTH;

— apXUTEKTypy M MOJIEIM CHCTEM HCKYCCTBEHHOTO HWHTEIUIEKTAa, HCIONb3yEMbIX MpU
opraHu3anum Kkuodeparax;

— ApXUTEKTypy M MOJIEH CHCTEM HCKYCCTBEHHOTO WHTEIICKTA, WCIOIB3yeMbIX TIpH
3alUTe OT Kubeparax;

— CXEeMBbI OpraHu3aliy aTaK Ha MOJIENIM MAITMHHOTO O0yYeHNS,

— KJIaccU(pUKAIMIO aTaKk Ha MOJIEH MAIIMHHOTO 00yUYeHUsI (MICKYCCTBEHHOTO MHTEIJIEKTA);

— CXEMBI aTaK OTPABJICHUS JAaHHBIX H METOJIbI OOPHOBI C HUMH,

— CXEMBI aTaK OTPABJICHUS MOJIETIEH MAITMHHOTO O0YYCHMUS,

— CXEMBI aTaK YKJIIOHCHHEM U METOJIbI OOPHOBI C HUMH;

— CXEMBI aTaK Ha UHTEJUIEKTYAIbHYIO0 COOCTBEHHOCTh U METOJII OOPHOBI C HUMH;

— CXEMbI HCTOJB30BaHUSI MOPOXKIAIONINX MOJENed B aTakaX Ha CHUCTEMBbI MAaITUHHOTO
00y4yeHHs (MCKYCCTBEHHOTO UHTEIJIEKTA).
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ymembw:

CTPOUTh MOJCIM CHCTEM HWCKYCCTBEHHOIO WMHTEJUICKTa JJIA HCIOJb30BaHHS B
KkrOepOe30acHOCTH;

OpPraHU30BBIBATh TECTUPOBAHUE CHCTEM HCKYCCTBEHHOIO WHTE/UIEKTA JUIS OICHKH HMX
0€30I1acHOCTH;

OLICHUBATh HAOOPHI TaHHBIX, UCTIOIH3yEMbIC B MOJICNISIX HCKYCCTBEHHOTO MHTEIIICKTA C
TOYKH 3PCHUS O€30IIaCHOCTH;

(hopMHUpPOBATh 00OOCHOBAHHYIO OIICHKY OpraHU3alNU U () YHKIIHOHUPOBAHUS TE€X MU MHBIX
KOMIIOHEHTOB CHCTEM HCKYCCTBEHHOTO HWHTEIUICKTa, KaK B KOHTEKCTE WX 0a30BBIX
(YHKIHIA, TaK U C TOYKH 3PSHUS PUCKOB KHOEepOe30IacHOCTH;

HCIIOJIb30BaTh COBPEMEHHBIC OTKPBITHIC (PpeHMBOPKH JUIs 33mad KuOepOe30macHOCTH
CHCTEM MCKYCCTBEHHOTO MHTEIIJICKTA.

eénadems.

HaBBIKAMM BbIOOpA apXUTEKTYPHBIX PEIIEHUH JUI CUCTEM MCKYCCTBEHHOTO MHTEIUICKTa,
UCTIOJIb3YEMBIX B KHOEpPOE30MacHOCTH;

HaBBIKAMH aHAJIM3a MOJEIEH MAIIMHHOTO OO0y4YeHHsl (MCKYCCTBEHHOTO WHTEIUICKTa) C
TOUKHU 3peHUs KNOepOE30I1aCHOCTH (3aILUTHI OT aTaK);

yYMEHHEM BbIOOpa MOJENed M aJrOPUTMOB JUISI CHCTEM HCKYCCTBEHHOTO HHTEIUICKTA,
UCIIOJIb3YEMBIX B KHOEpOE30MacHOCTH;

HaBBIKOM OLIEHKH PUCKOB 0€30IaCHOCTH CUCTEM UCKYCCTBEHHOI'O MHTEIUICKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs
Kowmmerenuun, Qopmupyembie B pe3yabTaTe OCBOCHHS JAUCHUIUIMHBI (MOIYJs) TIpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YJaIOIIUXCS C IEAArOTHYECKUMU

paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOSATETHHON PAOOTHI 00yUYAIOIIIXCS:

Komnerenuus

Conep:xaHue KOMIETEeHIIHH

Nuauxarop
KOMIIeTEHIINH

IlepeyeHb MJIAHUPYEMBIX
pe3yJibTaTOB 00yUeHHs MO
AUCHMILIMHE (MOAYJIIO)

YK-6.

Crocob6eH onpenemsaTh 1
pCaIN30BLIBATH TPHUOPUTETHI
COOCTBEHHOM JICATEIBHOCTH U
CITOCOOHI e¢
COBEpIIECHCTBOBAHUS Ha OCHOBE
CaMOOIICHKHU

YK-6.1.

3HaeT OCHOBHBIE METO/IBI
CaMOOIICHKH U aHajin3a CBOEH
IEeSITEILHOCTH, a TAKKE
MPHHIUITE YIIPABICHHUS
BPEMEHEM M IISJICIIOIaraHUs

VK-6.2.

YMeeT cTaBUTh pealnuCcTUUHbIE U
JOCTUKHUMBIE 11U, OTPEAETATH
MIPUOPUTETHL B CBOEH
JIeSITeNIbHOCTH, a TaK¥Ke
pa3pabaThiBaTh U BHEAPATH
IJTaHBI TI0 COBEPIICHCTBOBAHUIO
CBOMX HaBBIKOB U KOMITETEHITHI
Ha OCHOBE IOJy4YE€HHOU
CaMOOIIEHKH

YK-6.3.

HNmeet npakTUYECKUNA OTIBIT
IMPUMCHCHUA MCTO/I0B
CaMOOLICHKH B CBOEH
npoeccnoHambHON
JesITeIbHOCTH, BKIIIOYas
y4aCTHUC B TPCHUHIaX,
CeMMHapax U MPOEeKTaXx,
HaIpaBJICHHBIX Ha Pa3BUTHE
TaHOH 3 (HEKTUBHOCTH U
1po¢heccuoHaIbHOIO pocTa

OIIK-1.

CnocobeH HaXOIHTh,
(GopMyITHpOBaTh U periaTh
aKTyaJibHbIC ¥ 3HAYUMBbIC
npoOJIeMbl TPUKIIATHON 1
KOMIIBIOTEPHOI MaTeMaTHKH

OIIK-1.1.

3HaeT OCHOBHBIE METOBI U
ITOAXO/IBI K PELICHUIO 3a/1a4
IIPUKJIAHON U KOMIIBIOTEPHOU
MaTeMaTHUKH, BKITIO4ast
aITOPUTMBI, MATEMaTHYECKOE
MOJEIINPOBAHUE U TEOPHIO
ONITHMU3AIINH, a TAKXKe
COBPEMEHHBIE HHCTPYMEHTBHI U
TEXHOJIOTHH, UCTIOJIb3yEMBIE B
9TOM 0bsacTu

OIIK-1.2.

YMeeT aHanu3upoBarTh U
($hopMynupoBaTh
MaTeMaTHYeCKue 3a4a4H,
MIPUMEHSATH COOTBETCTBYIOIIHE
METOZBI M AJITOPUTMBI TS UX
pelIeHns, a TaKkKe
WHTEPIIPETHPOBATH U
MPECTaBIISTh PE3YJILTAThI B
MIOHSITHOM M JOCTYITHOH hopme

OIIK-1.3.

Nmeet npakTHYECKUNA ONBIT
paboTHI HAT MPOSKTAMU HITH
HCCIIEIOBAHUSIMH B 00J1aCTH
NPUKIATHONW U KOMIIBIOTEPHOM
MaTEeMAaTHKH, BKIIOYasl y4acTHe
B KOHKYpCaX, OJMUMINAAaX WIH
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HayYHBIX MMyOJIUKALUAX, T/IC
OBUIH pelIeHbl aKTyaJbHbIE I
3HAYMMBIE 3a]]a4l

[K-1.

Crioco0eH omnpeensTh o0Iue
(hOpMBI 1 3aKOHOMEPHOCTH B
JIAHHBIX IPOTYKTOBOM
AHAIUTUKA

[K-1.1.

3HaeT OCHOBHBIE TCOPETUUCCKUE
KOHICIHIMK U IPUHIHUIIbI,
OTHOCHIIMECS K 00J1aCTH
MIPOJIYKTOBOM aHAIIMTUKH, &
TaK)K€e KIFOUYEBBIE
3aKOHOMEPHOCTH U MOJIEJIH,
KOTOpBIE IIOMOI'al0T B aHAJIU3E U
HMHTEPIPETAINU TAaHHBIX

IK-1.2.

YMeeT npoBOIUTH
CHUCTEMAaTUYECKUI aHAIIN3
MPOAYKTOBOM aHAIUTUKH,
BBISIBJISITH U (DOPMYJIUPOBATH
001I1e 3aKOHOMEPHOCTH 1
TEHCHIINH, a TAKXKe IPUMEHSTh
METOABI HCCIICAOBAaHUA 1A
MIOJTyYEHUS] HOBBIX 3HAHUH H
TOHAMAaHUS

[K-1.3.

HMmeeT npakTUUECKUNA OIBIT
paboThI B 001aCTH MPOLYKTOBON
aHAJINTHKH, BKIIOYAs yJacTHe B
Hay4YHBIX IIPOEKTaX,
UCCIIEIOBAHUSX WIN
MPAaKTHYECKUX 3a/IaHUSX, T1e
OBLTH BBISIBIICHBI M OITHICAHBI
obmye GopMbl U
3aKOHOMEPHOCTH

[K-3.

Crioco0eH pemaTs 3a1a9u
npodeccnoHaIbHOM
JIeITEIbHOCTH B 00JIaCTH
HPOIYKTOBOH aHATUTUKH,
(opMyIHpOBaTh Pe3yIbTaThI
aHaJIn3a U BBIABJIIATH
IMMOCJICACTBUA MMOJTYYCHHBIX
JAHHBIX JUTS IPUHATHS
000CHOBaHHBIX pEIICHUH U
OINITUMH3AalU IIPOJYKTOB

[IK-3.1.

3HaeT METObl U UHCTPYMEHTBI
MIPOAYKTOBOM aHATUTUKU

[K-3.2.

YMeeT NpUMEHSTh
aQHAINTHYECKUE HHCTPYMEHTHI H
[porpaMMHOE oOecTieueHne s
00paboOTKH U BU3yaTH3alluH
JIAHHBIX, & TAKKE
(bopMyIHpOBaTh BHIBOIBI HA
OCHOBE ITPOBEJICHHOTO aHAIN3a

[K-3.3.

Hmeer ombIT paboThl HAZL
peabHBIMH IPOCKTaMU B
00J1aCTH MPOTyKTOBOM
AQHAJIMTHKY, BKIIIOYAs aHAJIH3
II0JIb30BATENILCKOTO OBEICHUS
1 ONTHMHU3ALHIO TPOAYKTOB Ha
OCHOBE TIOJYYEHHbIX JaHHBIX

[K-6.

Cnocoben pa3pabaTpiBaTh
MporpaMMHOE O0eCTICUeHUE IS
pelIeHuns IPUKIIAJIHbIX 3371249 B
chepe TPOYKTOBOM aHATTUTHKH

[K-6.1.

3HaeT OCHOBHEBIE S3BIKU
MIPOrPaMMHUPOBAHUS, METOIBI
pa3paboTKu MPOrpaMMHOTO
obOecrieueHus, a TaKkxKe
MIPUHIIUIIBI TPOSKTUPOBAHUS U
APXUTEKTYPBI IPOTPAMMHBIX
CUCTEM, IPUMEHSIEMBIX B
MIPOJTYKTOBOM AHAJINTHKE

[1K-6.2.

YMeeT aHanu3upoBaTh
MIPUKJIaTHBIC 3a]Ia4H,
pa3pabaThIBaTh aTOPUTMBI U
PCAIN30BBIBATL UX B BUIC
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MIPOrPaMMHOTO 00eCIIeUeHUs,
HCIIONB3YS COBPEMEHHEIE
UHCTPYMEHTHI ¥ TEXHOJIOTHH, a
TaK)Ke MPOBOJIUTH TECTUPOBAHUE
Y OTJIAJIKY CO3/IaHHBIX PEIIeHUI

I1K-6.3.

HmeeT nmpakTUUECKUA OIBIT
pa3paboTKH MPOrpaMMHOTO
oOecrieyeHus B paMKax
peaybHBIX IPOEKTOB, BKIFOYAs
ydJacTHe B KOMaH/ax, e Opum
YCHEIIHO PeaTn30BaHbI
peuIeHus U1l KOHKPETHBIX
MPUKJIAIHBIX 33139
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3. Temaruueckuii njiax

Ne Tpy10eMKOCTh, aKaJeMUYeCKUEe YaChl
/i HaumeHoBanue Qunas dopia TKY
pa3aena THCOUITHHBI Aynuropuas pagora (Tekyumi
Jlekuun | CeMuHAapBbI CamocTosTe
(MoayJis) (n K KOHTPOJIb
pakTuiec OHTPOJIb JbHAs yeneraemocr)
KHe padoTta
3aHSATHA)
1 Araku Ha cuctembl U1 Jlomarniaue
20 20 2 50 3aJlaHus
KonnokBuym
2 Zammuta cuctem MU Jlomannue
6 6 2 34 3alaHns
Komnoksuym
3 CoBpeMeHHBIE BEI30OBHI U K
aBTOMATH3aIlNs B 4 4 4 34 OHTPOJIbHAA
Oe3onacHoctu MU pabora
IK3amen 4
Hmozo: 30 30 12 118
O6vem oucyunaunvl (mooynsn) (6 190
ak. 4.)
Obvem Ooucyunaunvt (mMooynsn) (e 5
3au. eo.)
4. CopepxaHue JMCUUILTHHBI (MO1YJIs)
Nen/m | HammenoBaHue paszjiesia Coaep:xanue TUCHUILIHHBI (MOAYJIS1) IO TeMaM
JMCHMNJIMHBI (MO1YJIs1)
1 Araku Ha cuctemsl I Hacrynarensnsiit UU (atakn)
3amura ¢ nomortso N
350BpeAHbIC BO3ICHCTBUS
Beenenue B ataku Ha cucteMbl . Komnoksuym
Cxewmpbl aTak Ha cuctembl 1A
ATaxu OTpaBICHUS JAHHBIX U MOJICIICH
ATaxu oTpaBiieHUs — 03KIOPHI
Araku yxioHeHus — Oenbri sk, Komoksuym
ATaky YKJIOHCHHS — YSPHBIN SIUK
2 3ammra cuctem A ATaku yKIIOHEHUS — 3allUTa
Araku Ha npuBaTHBIe naHHbIe. KotokBryM
3 CoBpeMeHHBIE BBHI30BBI U ATaky ¢ TOPOXKIAIONUMHE SIIEMEHTAMHU
aBTOMATHU3ALMS B ABTomarn3anus atax (ppeimMBopKn)
Oe3onacHoctn M1 Artaku Ha O0JBIINE S3BIKOBBIC M MYJIBTUMOIAITEHBIC MOJICIH
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VHuBepcuTeT  pacnojaraeT IOJHBIM  HAOOpPOM  JIMIEH3HOHHOTO M CBOOOIHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 JI000# TOUYKH, Tlie eCTh NOAKII0oUeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Kozsipp, H. C. HMHpOpManMOHHBIE TEXHOJOTUH B KHOEPOE30MacHOCTH : YUICOHUK IS
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : U3natensctBo HOpaiit, 2026. — 217 c. —
(Beiciiee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : 5IeKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. Ilmaronos, B. B. TexHonoruu MammHHOTO 00y4YeHHS B KHOSPOE30MACHOCTH : Y4eOHOE
nocobue / B. B. Ilimaronos. - Mocksa ; Bonoraa : Undpa-Unxenepus, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHbiit. - URL: https://znanium.ru/catalog/product/2170891.

Jlononnumensnaa numepamypa:

1. Iapreika, T. JI. Mudopmarnmonnas 6e3omacHocTs : yuebnoe nocodue / T.JI. [TapToika,
N.U. IlonnoB. — 5-e u3n., nepepad. u non. — Mocksa : @OPYM : UHOPA-M, 2021. — 432 c.
— (Cpennee mnpodeccuonanbHoe oOpazoBanue). - ISBN 978-5-00091-473-1. - Tekcr
anexkTpoHHbId. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajbHO-TeXHHMYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTHBOIIOKAPHBIM MpPaBUJIaM U HOPMaM U 00eclieuBaroIeil MpoBeieHUe BCeX
BUJIOB JIUCUMIUIMHAPHOW W MEXIUCUUIUIMHAPHON TOATOTOBKM, MPAKTHYECKOW W Hay4dHO-
UCCIIEI0BATEIbCKON PaboT 00ydaromuxcs, NPeAyCMOTPEHHBIX YU€OHbBIM IIJIaHOM.

[TomenieHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [T IPOBEACHUS 3aHATHI
JEeKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
MHAUBUAYaAJIbHBIX KOHCYJIbTAIMM, TEKYIIIETO KOHTPOJIS U MPOMEKYTOUHON aTTECTalllH, a TAKXKe
MOMEIIEHUS Il CAMOCTOATENIbHOM paboThl U MOMEIIEHUS I XpaHEHUS U NMPO(UITAKTUYECKOTO
obcimyxuBaHusl yueOHOTO 000pynoBaHus. [TomMereHns: yKOMIUIEKTOBaHbI CIICIUAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMH OOyUYEHHs, CIy>KallMMH JUIs MpEeACTaBICHUs ydeOHOU
uH(popMaluu 60JbIION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) oOecTiedyrBaeTcsl B y4eOHBIX ayTUTOPUSX, OCHAIICHHBIX:

—CTOJIaMH U CTYJIbSIMH;

— KOMIIBFOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJbKYJIATOPaMU;

— CHeUaIU3UPOBAaHHBIM 000pYI0BaHUEM, BKIIOYAsl IEMOHCTPAIIMOHHOE 000pYyI0BaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTH 00yUarOIINXCsl, B TOM YUCIIE IPUCTIOCOOTICHHBIE
JUISL MCTIONBb30BaHMsSI MHBAJIUIAMH M JIMLIAMU C OTPAaHMYEHHBIMU BO3MOXKHOCTSMH 3J0POBBS,
OCHAILIEHbl KOMIIBIOTEPHON TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOYEHHS K ceTu «VHTepHeT» M
o0ecriedyeHHEeM  JIOCTyNa B  JJIEKTPOHHYIO  HMH(OPMAalMOHHO-00pa30BaTEeNIbHYI0  Cpeay
YHuBepcurera.
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https://urait.ru/bcode/600794
https://znanium.ru/catalog/product/2170891
https://znanium.ru/catalog/product/1189328

OO0yyarmumMcsl TPeaoCTaBIsSeTCs JOCTyn (B TOM 4HCIE YAAJICHHBIH) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCIie 3JCKTPOHHBIM OHOJIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPO(ECCHOHAIBLHBIM 0a3am

JAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumenoBanue nopraia Ccblika
(M3ganus, Kypca, A0KyMeHTa)
1. | Hayunas snektponHas 6ubmauoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa
2. basza mauneix s | T-cnenuanucros https://habr.com
3. | basa nannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuanbHelii calT MUHHCTEPCTBA HAYKU U https://minobrnauki.gov.ru/

BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepanbubiii mopran «Poccuiickoe odpazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eannoe okno qoctyna | http://window.edu.ru/

K 00pa3oBaTeNsHBIM pecypcam”

7. Enunas xosieknus mudpoBeIx 00pa3oBaTeIbHBIX http://school-collection.edu.ru/

pecypcos

8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/

00pa3oBaTesbHBIX PECYPCOB

[lepeuenr WHDOPMAINMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX IPH  OCYIICCTBICHUU
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILINHE (MOAYIII0), B TOM YHCIIEe KOMIUIEKT JTUIEH3NOHHOTO
MPOrPaMMHOTO  OOCCIICUeHUs, COBPEMEHHBIE TmpodeccHnoHalbHbIe  0a3bl  JTAaHHBIX

I/IH(1)OpMaI_II/IOHHbIe CIIpaBOYHBLIC CUCTCMBI:

u

Server)

HaumenoBanmne 110 IIpoussoacreo JInuen3nonnoe / cB000IHO
pacnpocTpaHsieMoe
OnepanyoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMILEH3UOHHOE

Bpay3zepsbI:
SIupexc.bpaysep OTEYECTBEHHOE CBOOO/THO pacipoCTpaHsIeMoe
Google Chrome 3apy0exHOoe CBOOOJIHO pacrpocTpaHsIeMoe

OducHble NpUIOKEHNA:

Microsoft Imagine (Visio, OneNote) | 3apybextoe JIMIEH3HOHHOE
TeXstudio 3apyOekHOe CBOOOIHO pacIpocTpaHsieMoe
Adobe Acrobat Reader 3apy0esKHOe CBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneuyenue IJIS IJTAHUPOBAHUS U YI€TAa BPEMCHU:

Toggle app | sapyGesxnoe | cBOGOIHO pacmpocTpaHseMoe
CucreMbl ynpapJeHHs] TPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nuuensuonHoe
Cucremsbl ynpapieHusi 0a3aMH JaHHbIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | muuensmonHoe
Cucrembl pe3epBHoro konuposanus (backup):

Acronis Backup Advanced for 3apyOexHoe JIMLIEH3UOHHOE
HyperV

CnpaBo4HO-TIPABOBBIE CHCTEMBI:

Koncynsranrllitoc: cripaBo4HO- OTEYECTBEHHOE JIMLEH3UOHHOE
IpaBoBasi CUCTEMA

Cpencrpa aHTMBMPYCHOM 3aILMTHI:

Kaspersky Endpoint Security mst OTEYECTBEHHOE JIMIEH3HOHHOE
ousneca Cranmaptabiii Russian

Edition

Cpeabl pa3padoTKu:
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Visual Studio Code 3apyOekHOE CBOOOHO pacIpoCTpaHsIeMOe
Bash (Unix shell) 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apyOekHOe CBOOOJTHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exHOe CcBOOO/THO PACTIPOCTPAHSIEMOE
CopelliaSim 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHOe cBOOOJTHO PACTIPOCTPAHIEMOE
ITakeThbl MPOrpaMMHBIX CPEICTB U OMOJTHOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Cucremsbl ynpasieHusi onéanorpagpuyeckoil uHpopManmeii:

Zotero | 3apyOekHOe | CBOOOJIHO pacIpocTpaHsIeMoe
CepBHCHI H CTYKOBI:

Bind 3apy0exHOe CcBOOOJIHO PACIIPOCTPAHSIEMOE
Docker 3apyOekHOE CBOOOIHO pacIpOCTpaHsIEeMOe

7. MeroanyecKue  OlleHOYHbIe MATEPHAJIbI
MeToanyeckne yKazaHHus I 00y4AIOUIUXCS 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B nponecce uzydenus aucuuiuinebl (Moaynst) «besomacHocts cuctem MM» B pamkax
TEKYILLEro KOHTPOJIS YCIIEBAEMOCTH HCIIOJIb3YIOTCSI TaKUe BUIbl ydeOHON paboThl, KaK JIEKLUH,
CEMHUHAaphbI, TOMAIlIHUE 3a/I1aHus, KOJUIOKBUYMbI, KOHTPOJIbHAs paboTa, a TAKXKe pa3InyHbIe BUIbI
CaMOCTOSITENIbHOW paboThl 00yyaroluMXcsl MO 3aJaHHI0 TpernojaBareis, HaIpaBJICHHbIE Ha
pa3BUTHE  HAaBBIKOB  NPOPECCHOHATBHOH  JIGKCHKH,  3aKpeIUIeHHEe  MPAKTHYECKUX
npodeCCHOHATBHBIX KOMIIETEHIIMH, TOOIPEHNE HUHUIATHB.

Jlexyus — cHUCTEMAaTHYEeCKOe, IOCIEIOBATEIbHOE, MOHOJOTHUECKOE  H3JI0KEHHUE
npernoiaBaTesieM yueOHOro MaTepuaa, Kak paBuiio, TEOPETHYECKOTO XapaKTepa.

B mpomecce neknmii peKOMEHIYETCS BECTH KOHCHEKT JICKIUH: KPaTKO M CXEMaTHYHO
(GUKCUpOBaTh OCHOBHBIE WIEW, BBIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoO0XOIMMO OTMETHUTH BONPOCHI WJIM MaTepUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHEHMS, U MONBITATbCS HAMTH OTBETHl B PEKOMEHOBaHHOW nuTeparype. Eciu
pa3o0parbcsi B Marepuaie He yJaercs, cieayeT c(hopMyIHpoBaTh BOIPOC W 3a1aTh €ro
IPEMNo/IaBaTeso Ha KOHCYJIbTAI[MH UM BO BpEMsI CEMUHAPCKOTO (IIPAaKTUYECKOT0) 3aHATHSL.

Cemunap — 310 (hopma yueOHOM NesATeTbHOCTH, TPOBOAMMAs B Y4€OHOM 3aBEJIEHUU TIO]T
PYKOBOACTBOM TMpEMojaBaTeNs, TI/€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
MPAKTUYECKUX 3aJJaHUsIX U APYrux (popmax B3aMMOACHCTBHUS.

Jlns ycrenrHoi moAroTOBKA K CEMUHApPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TeMOM
3aHATHA WU OCHOBHBIMHU MaTCpUaIaMH, 4TO0Bl MMETHh BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
06CY)K)ICHI/II/I. Taxke moJIe3HO IMOATOTOBUTE BOIIPOCHI U UJACH JJIA O6CY)KI[€HI/I$[, qTO IIOMOXKET
r1y0Ke OHATH MaTepual U MPOIEMOHCTPUPOBATH 3aHHTEPECOBAHHOCTb.

Jomawnee 3a0anue — HabOp 3a7a4 1O TEMaM HEJICIIH.

[Ipu pabore Haj MAOMAIIHMMH 33JaHUSMHU BAKHO BHUMATEIBHO O3HAKOMHTHCS C
TpeOOBaHUSIMU U CPOKAMHU BBITIOTHEHUs. PekoMeHnmyeTcst pa30uBaTh 3aaHusl Ha ATaIlbl, YTOOBI
nu30exarh Meperpy3ku H Jydllle YCBOUTh MaTepuai, WCIOIb30BaTh pPa3WYHbIE HCTOYHHKHU
nH(popMaIuu, BKIIOYas Y4eOHUKH U OHJIAWH-PECYPCHI, IJIs1 00Jiee TIIyOOKOTO TTOHUMAaHUS TEMBI.

Konnokeuym — ycTHbIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTYJEHTY 3apaHee.

B mnpomecce moAroToBKM K KOJIOKBUYMY HEOOXOAMMO IPOAHAIM3UPOBATH YydeOHBIE
MaTepHalbl, 03HAKOMUBIIMCH C JEKIUSIMH, YUCOHHKAMU U JIONMOJHHUTEIbHBIMH MCTOYHHKAMH,
aKLIEHTUPYS BHHMMAaHHE Ha KJIIOYEBBIX TemaX. PekoMmeHayercsi co3naTh CTPYKTYpHPOBAHHBIE
KOHCTIEKTBI, BBIJICNISAS OCHOBHBIE UJIEH, TEPMUHBI  (DOPMYIIBI.

DNEeKTPOHHBIA JOKYMEHT



Koumponvhasa paboma — nucbMeHHas paboTa ¢ HA0OpOM 3a]1a4, KOTOPbIE HY>)KHO PEIIUTh 3a
OTPaHUYEHHOE BpeMs.

[{enb KOHTPOJIbHOM PabOTHI — MOJYYUTH CHEHATbHbBIE 3HAHUS [0 OJJHOW UM HECKOJIBKUM
TeMaM JMCUUIUIMHBI U POJAEMOHCTPUPOBATH HABBIKM UX MTPAKTUYECKOTO IPUMEHEHHUS.

Camocmosmenvuass paboma — paboTa CTYIEHTOB, HANpaBlieHHas Ha YIIyOJIEHHOE
W3YYCHHUE OTJICIHHBIX TEM U BOIPOCOB YUCOHON AUCIUILIUHBI (MOIYJIS).

B nporiecce camocTosiTenbHOM pabOThI CTYIEHTHI B3aUMOICUCTBYIOT C pEKOMEHI0BAHHBIMH
MaTepuaIaMy MPU MUHUMAIIBHOM yYaCTHH MPENoiaBaTels. 3aauu CTyJSeHTa BKIIOYAI0T padoTy
C KOHCITEKTaMHu JICKIu# (00paboTka TeKCTa), MOBTOPHOE M3yYeHUE YUeOHBIX MaTepPHAJIOB IJIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JOTIOJHUTEILHBIX TEM, BHIMIOTHCHHE yU4eOHO-UCCIIEI0BATEIbCKIX
3aJlaHUM U JIpyroe.

Cucrema OLCHUBAHUSA PE3YyJbTATOB Oﬁy'leHl/lﬂ o JMCIMIJInHe (MO}IyJ’[lO)

Kpurepun nosrydyeHusi ypoBHS ¥ OLleHHBAHUS c()OPMUPOBAHHOCTH KOMIIETEHUMII MO
aucuunnHe (moayaw) «besonacnocrs cucrem UN»

OneHuBaHue ypOBHS Y4YEOHBIX JOCTHMKEHHH OOydarolmuxcsl MO AUCHUIUIMHE (MOIYJIIIO)
OCYIIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.

I[Ipome:xyTouHasi aTTrecTalusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIsIETcS B (Qopme
9K3aMeHd, TIPU 3TOM TIPOBOJIUTCS OLIEHKA KOMITETEHITHH, C(HOPMHUPOBAHHBIX 10 JUCIIUATIINHE.

I[J'ISI OLICHUBAHUWA TCKYHICI'O KOHTPOJISI YCIIEBACMOCTU U HpOMeHCYTOHHOﬁ aTTcCTalluu
HCIIOJIB3YCTCA I[CCHTI/I63JIJII)H3.$I Kajla OLUCHHBAHUA, KOTOpasd COOTHOCHUTCA C TpaI[HHHOHHOfI
OATHOAIIBHOM 1Ko CJICAYIOIUM 06p2130M, €CJIM UHOC HC YKa3aHO B cnnna6yce JUCLUIIINHBI.

Hecsitubannbuas IarudauibHas O0umas xapaKTepucTHKA pe3yJibTaTa 00y4eHus 1o
OILICHKA OLICHKA AUCHHILIAHE (MOLYJIIO)
10 OT1inyHO CTyfeHT TOJHOCTHIO BIIaJIeeT 3HAHUSAMH, HW3JI0OKCHHBIMU B
9 OTIUYHO paboueil mporpaMme, U rIyOOKO OCMBICIISET JUCHUIUTUHY. OH
8 OTINYHO CaMOCTOSITETIbHO U JIOTUYECKU IOCIE0BAaTEIbHO OTBEYAET Ha

BCE BOIIPOCHI, aKIIEHTHPYsT BHUMaHWE Ha HauOoliee BaYKHOM.
YMmeer aHanM3upoBaTh, CPaBHHBATh, KJIACCH(PHUIIUPOBATS,
0000maTh,  KOHKPETU3UPOBaTb U  CHUCTEMaTH3HPOBAaTh
W3YYEHHBIH MaTepuai, BbIIESAS KIIOUYEBble MOMEHTHI U
YCTaHaBNUBas  NPUYMHHO-CIEICTBEHHBIE  CBA3M.  YeTko
(bopMynupyeT OTBETHI, YBEPEHHO HHTEPIIPETUPYET PE3YIbTATHI
AQHaJM30B M APYTHX UCCIEIOBAHUH, a TAKKE PEIAeT CJIOXKHbIE
3agaun. CTyJeHT XOpOIIO 3HAKOM C METOJIaMHU HMCCIIEIOBaHMS,
HEOOXOJIUMBIMH Il TPAKTHYECKOH NEATETbHOCTH, U yMEeT
CBSI3bIBATH TEOPETUYECKUE ACTIEKTHl AUCLUIUIMHBI (MOIYJIS) C
MPAKTHYECKUMHU 3aa4aMH.

7 Xoporo CryneHT o0namaer 3HAHUSAMH IPEAMETa MOYTH B ITOJTHOM
6 Xopomo o0beMe paboueii MporpaMMbl B CAMOCTOSITENBHO, JTOTHICCKH
MOCIIEZIOBATENIEHO M BCECTOPOHHE OTBEYAET HA BCE BOIPOCHL,
aKIIEHTUPYS BHUMaHKE Ha HarOollee 3HaYMMbIX MOMeHTaX. OH
yMEeT aHaJIM3MpOBaTh, CPaBHUBAThH, KJIACCU(HUIIMPOBATH,
0000maTh,  KOHKPETH3UPOBaTh M  CHUCTEMAaTHU3UPOBATH
W3YYCHHBI MaTepuall, BBIJCISAS €ro KIIOUYEBBbIC aCIEeKTHl U
yCTaHaBJIUBas MPUYUHHO-CJICICTBCHHBIC CBSI3H.
®dopMyIUpYyeT CBOM OTBEThI, YBEPEHHO HHTEPIPETHPYET
pe3ynbTaThl aHAIM30B W JAPYTUX HCCIIEIOBAHHUN, a TaKXKe
pelIaeT CIOKHbIE CUTYallMOHHBbIe 3a1aun. CTYIEHT XOpPOIIOo
3HAKOM C METOJAMM HCCIEIOBAHMS, HEOOXOTUMBIMH IS
MPaKTUYECKON  AESITeThbHOCTH, W  yMEET  CBS3bIBATh
TEOPETHUYECKHUE aCIeKThl TpeAMeTa C MPAKTUYCCKUMU
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JecaTubannbHas IlarubamibHas O0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o

OIlEHKA OI[EHKA JUCHUILIHHE (MOIYJII0)
3a1a4aMH.
5 Y noenerBoputensHo| CryzaeHT obimagaeT 0a30BBIMU 3HAHUAMU I10 AWCIHTUINHE, HO
4 Y I0BJIETBOPHTEIBHO | UCTIBITHIBAET TPYIHOCTH TIPH CAMOCTOSTENBHBIX OTBETAX M

UCTIONB3YeT HEeTOuHbIe (OPMYIUPOBKU. B xo1e oTBETOB OH
JIOITyCKaeT OMMOKH, Kacaromuecss cyTH BompocoB. CTyaeHT
CIOCOOEH peIIaTh TOJBKO CaMble NMPOCTHIE 33aa4d U BIIAZEeT
T MUHUMAaJIbHBIM Ha00pOM METOJIOB HCCIICIOBAHNSI.

3 He cnan CryneHT He oBnanen 00g3aTeIbHbIM MUHUMYMOM 3HaHUH 110
MpeIMeTy U HE MOXKET OTBETHUTh Ha BOIPOCHI, JaXE €Ciu
IpenojaBarenb  334aeT  JOINOJHWUTENbHBIE  HABOJSILHUE
BOTIPOCHI.

Hucnunnuna (Moaynb) «bezonacHocts cuctem My oliennBaeTcs ciieayromum oopazom:

AKTHBHOCTb Bec |KoaunvecTBo Onucanue
Homamrawne 3amanus | 30% 12 Hab6op 3ama4 o TeMaM HeAeH
YcTHBIE OTBETHI Ha BOIIPOCHI, CIICOK KOTOPBIX H3BECTEH
KomnokBruyMmer 30% 3 POCHL, p
CTYICHTY 3apaHee
[Tucemennas pabota ¢ HabopoM 3a1a4, KOTOPBIE HYKHO
Kontponsnas padora | 20% 1 P p A%, p v
PEIIUTH 3a OrPAHUYCHHOC BpEMA
[TuceMeHHast M ycTHast paboTa Hall 3aJaHUCM,
OKk3ameH 20% 1 HaIpaBIIEHHBIM Ha IMPOBEPKY MOTyUYEeHHBIX 3HAHUN U

HAaBBIKOB I10 AUCIHILIAHE (MOIYIIIO)

®opmyJia pacyéTa UTOrOBOM OLEHKH MO JMCUMIUIMHe (MoayJuaw) «be3omacHocTh
cucrem UN»: «0,3 x Cpeanee 3a nomamnue 3aganus + 0,3 x Cpexnaee 3a KOJIOKBUYMEI + 0,2 X
KOHTpoJbHas pabdota + 0,2 X sx3amMeH».

Texymmii KOHTPOJIb yCIIEBAEMOCTH 00y4AKOIIUXCH MO JUCHUILIHHE (MOAYJII0)

|

IIpumepHbIe TOMaLIHKUE 32 TAHUS

oOMalIHee 3aJlaHu e 1. Ananu3 n MOA€C/JIUPOBAHUEC ATAKH OTPABJACHUA TAHHBIX

3amanue:

1.

»w

T

Hcnonb3ys otkpbiThiil garacer (Hanpumep, CIFAR-10 umu IMDB), no6asbre B
oOyyJaronryro BBIOOPKY 5% 3allyMJIEHHBIX WIH TOJACIBHBIX 00pa3loB (Hampumep, ¢
HENpPaBUWIbHBIMUA METKaMH).

OOyunute wMojaenb Kinaccuukanuu (HampuMep, JOTUCTHYECKYIO PErpeccuio WU
HEOOJIBIIYI0 HEHPOCETB).

OneHuTe U3MEHEHHE KauecTBa MOJIENIM Ha YUCTOM TECTOBOM Habope.

[TpoBenuTe aHanM3: Kak araka MOBJIMsIA HA METPUKH (accuracy, precision, recall)?
[Ipennoxute U peanusyiiTe MeTOA 3aluThl (Hampumep, (QUIbTpalUs aHOMAIIUH,
peryssipuzanus).

CpaBHUTE pe3yNbTaThI 10 U MOCJIE 3ALIUTHI.

pedoBaHusA:

Kon na Python (scikit-learn, PyTorch)

OT1uéT ¢ rpaduKamMu U BHIBOAAMU

OO6ocHOBaHME BEIOPAHHOTO METO/AA 3aIUTHI

Jomamnee 3aganue 2. IlocTpoeHne M TecTHpOBaHHe aTakW YKJIOHeHUsi (evasion
attack)
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3apanue:

1. BweiGepute npenoOyueHHyI0 Moens (Hampumep, u3 torchvision minm Hugging Face).

2. CrenepupyiiTe aTakyromue npumepsl ¢ nomomisio Meroga FGSM (Fast Gradient Sign
Method) B Genmom ninm 4EpHOM SIIIUKE.
[IpoBepbTe, HACKOIBKO YCHEIIHO MOJIENb OIIUOAETCS] HA aTAKOBAHHBIX JAHHBIX.
Busyanusupyiite ncxoaHoe u u3MeHEHHOE N300payKEHHE/TEKCT.
OueHute yCTOWYMBOCTD MOJIETH K aTake.
[TpumeHuTe NpOCTEUIIMI METOA 3alUTHl (HAlpUMEp, CIUIaKMBAaHUE, HOPMAJIU3aLUs) U
MIPOBEPHTE €ro 3PPHEKTUBHOCTD.

TpeGoBanus:
Hcnonb3zoBanue 6uomorekn ART (Adversarial Robustness Toolbox) wim ananmora
[Tpumeps! aTak ¥ BU3yalnu3anus
BbIBOIBI 110 ySI3BUMOCTH MOJETU

o s W

JdomamHee 3aganue 3. AHAJIU3 YIPo3 AJis1 00JIbIIMX A3BIKOBBIX MO eJIei
3aganue:
Breibepute crenapuii wcnoas3oBanus LLM (Hampumep, 4aT-00T TOMJICPKKH HIIH
reHepaTop KOHTEHTA).
2. Cmonenupyiite TpU TUIIA aTaK:
e Prompt-unxunupusr (00xo7 GuiIbTpoB)
o Data leakage (mombiTka u3BJIeub 00yUaIOIINE JAHHBIC)
e T'eHepanus BpeoHOCHOTO KOHTEHTA (depe3 jailbreak)

=

3. Ilpotectupyiite moaensb (JokanbHyo uiu yepe3 API).
4. 3adukcupyiite ciydau yCHEIIHbIX aTak.
5. Ilpemnoxutre Mepbl 3allUThL: (QUIBTPALMIO MPOMITOB, OTPAaHUYEHUE KOHTEKCTa,
MOHHTOPHHT.
6. Odopmure 0TUET C peKOMEHAAUSIMH.
TpeboBanus:

Onucanue clieHapueB aTak
IIpumepsl 3anpOCOB U OTBETOB
Meps! 1o 3amuTe ¥ UX 000CHOBaHUE

IIpumepHBIC BOIPOCHI K KOJIOKBUYMY

KonnokBuym 1. Ataku Ha cucrembr MU

Uro Takoe HacTynareabHbid MN?

Kakue nienu npecnenyrot ataku Ha UH-cuctemsr?

B uém cyTh aTaku oTpaBiieHUs JaHHBIX?

YemM aTaka oTpaBJIE€HUS MOJEIH OTIMYACTCS OT OTPABJICHUS JaHHBIX?
Urto Ttakoe Oskop-artaka? [lpuBegure npumep.

Kak pabGoraer aTaka ykjgoHeHus (evasion)?

B uém pazHuiia Mmexy arakamu 0enoro u 4€pHoro suuka’?

Kakue TuIbl JaHHBIX Yale BCEro MoABEepraloTcs aTakaM OTpaBJICHUs?
Kakue npu3zHaku MOTYT yKa3blBaTh Ha Haln4yue OrKkaopa?

10. Kakue cdepsl Hanbomnee ys3BuMbI Kk atakam Ha MN?

©CoNoR~wWNE

Konnoksuym 2. 3amura cucrem MU

Kakne MCTOJBI 3alIUTHI UCITOJIB3YIOTCS IIPOTUB aTaK YKJ'IOHCHI/IH?

Yro Takoe pobdacTHas ONTUMM3ALINA?

Kak pabGotaert 3amuta yepe3 nobasnenue myma (adversarial training)?

Yro takoe nuddepeHnuanbHas IpuBaTHOCTH?

Kakune atakn HaITpaBJICHBI HA U3BJICUCHUEC ITPUBATHLIX JAaHHBIX U3 MOHGJ’H/I?
Kak M0xHO 00HapYXHUTh YTEUKYy 00yJarOIINX TaHHBIX ?

ook wnE
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7.
8.
9.

Yro Takoe Mozaenb-kiIoH (model extraction)?
Kak 3amuTuThest OT aTak Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTH?
Kakune MEeTpuKH NCTIONB3YIOTCS I OLIEHKH POOACTHOCTH MOJIENN?

10. Yro Takoe cepruduuupoBanHas 3amura (certified robustness)?

KOJIJIOKBHyM 3. COBpeMeHHLIe BbI3OBbI U aBTOMaTHU3allusd

CoNoO~WNE

Kax mopoxnarornue monenu (Hanpumep, GAN, LLM) ucnons3yrorcs B aTakax?
Uro Takoe deepfake u kak oH yrpoxkaer 6e3omacHoCTH?

Kaxkue hpeliMBOpKH UCTIONB3YIOTCSA IS aBTOMATU3auK atak Ha M?

Uro Bmouaet ¢peiimBopk MITRE ATLAS?

Kakue ys:3BUMOCTH €CTh Y MYJBTUMOAJIBHBIX MOJIETEH?

Uro takoe jailbreak B konTekcre LLM?

Kakue MeTobl HCTIONB3YIOTCS 1711 aBTOMAaTHYECKOTO MOMCKA YSA3BUMOCTEH ?
Kak ataku nHa M1 MacmtabupyroTcsi ¢ MOMOIIBIO aBTOMAaTH3AIHH?

Kakue BbI30BbI BOSHUKAIOT IIPU 3aIIUTE OONBIINX SA3BIKOBBIX MOJEINEH?

10. Kakue npuHIMITBI JIeKaT B OcHOBE "secure-by-design" moaxoma k UA?

IIpumepHbIe 3a1aHNS 1JIs1 KOHTPOJIbHON padoThl

KonTpoJsbnas padora 1

1.

arwN

Onpenenure TUN araku: B OOy4aroIlyl0 BbIOOPKY J00aBlieHbl M300pa)kKeHUs
HETPaBUIbHBIMA METKaMH.

OOBbscHUTE, KaK 3TO MOXKET MOBJIMUATH Ha pad0Ty MOJEIH.

[TpuBeauTe mpuMep OIKIOP-aTaAKH.

Kakue Mepbsl MOKHO MPEANPHHATH Ul OOHAPYKEHHS OTPaBICHUS?

Hapucyiite cxemy B3auMOJCHCTBUS IPY aTaKe OTPABIICHUS TAaHHBIX.

KonTposbHas padora 2

agrwbdE

Onwumure npunun padorst FGSM.

B uém pazauna Mexay O0enbIM U 4EPHBIM SILIUKOM B aTaKaX YKJIOHEHHS?
[TpuBeauTe npuMep aTaku Ha MPUBATHOCTH (HApUMep, aTaka 110 YICHCTBY).
Kak nuddepennmanbaas npuBaTHOCTh TOMOTAET 3aLIUTUTHCS OT TAKUX aTak?
Kakue orpaHn4eHus €CTb y METOJOB 3aILUTHI OT aTaK YKJIOHEHHU?

KonTposbnas padora 3

1. Yro Takoe prompt-uHKXHUHUPUHT B aTakax Ha LLM?
2. Tlpusenute npumep jailbreak-npommra.
3. Kak aBromarm3anus (Harpumep, uepe3 AutoPrompt) ycmimBaer ataku?
4. Kakue puCKU HECET UCTIOIb30BaHUE TeHEPATUBHBIX MOJeNel B GUIIUHTE?
5. Kakue mepsl 3aiuThl MOKHO TPUMEHUTh K MYJIbTUMOAQIBHONW MO ?
3amanus 1J151 NPOMEKYTOYHOM aTTeCTANMM 0 JUCHHUILIMHE (MOTYJII0)
Ne 3apanne OtBer Komnerenuus
n/n
1. | Kakoii aTH4ecKkuii pucK BO3HUKAET NPU MaHunymsmys peleHusIMu YK-6
HCIIOJIb30BaHUM COCTSI3aTEIbHBIX IPUMEPOB? nmn
2. | Kak 3amuceiBaeTcsi BO3MYIICHHE B METOJIC \delta = \epsilon \cdot OIIK-1
FGSM? \text{sign}(\nabla_x L)
3. | Kakas OoubnmoTexa MOTyJIIpHA TUTS IBM ART wunu Foolbox [K-1
TECTHPOBAHUSI YCTOWYMBOCTH MOJIETIeH?
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4. | B yeM pa3HHMLA MEXKAYy aTrakoil YKIOHEHHS M Bpewms Bo3aelicTBus [K-3
OTpaBIlIeHUA? (mHpEpeHc vs 00yueHue)

5. | Kak uarerpupyetcs npoBepka 6€30MacHOCTH B Security Gates 8 CI/CD [1K-6
MLOps nafimiaia?

6. | Kro HeceT OTBETCTBEHHOCTh 3a YTCUKY JaHHBIX Bnanenen moaenu YK-6
yepes MoJIeNb?

7. | KakoBa mems» MUHUMAKCHON ONITHMH3AITHHN B MuHUMHA3AITIS TTOTEPh TIPH OIIK-1
adversarial training? MaKCHUMHM3AIUHN OIMHOKH

aTaKku

8. | Kakoii meron 3amumaer ot Membership JuddepennuansHas IK-1
Inference Attacks? MIPUBATHOCTH

9. | Kak oneHuBaeTcst poOaCTHOCTh MOJICIH K TouHOCTH Ha T1IK-3
aTakam? COCTSI3aTEIbHBIX IpUMepax

10. | YTo BKIIOYAET CTpaTETHs 3aIIUTHI OT OuapTpanus KOHTEHTA U IIK-6
TeHEePAaTUBHBIX aTaK? BOJISTHBIC 3HAKH

11. | Kako¥i npuHIMI HApyIIAETCs IPU aTake Ha KonduaeHunansHOCTS YK-6
MPUBATHOCTH? JAaHHBIX

12. | Yro xapakTepu3yeT 4yBCTBUTEIBHOCTh MOAeNH | ['paaueHT QyHKINU OTEPh OIIK-1
K BXOZHBIM JaHHBIM?

13. | Kak oGnapy:xuBaercsi 65k10p B HEHPOHHOMI AHaju3 aKTHBaLUH IK-1
cetu? HEHpPOHOB

14. | Yro takoe Prompt Injection B konTekcte LLM? Brenpenue Bpe1oHOCHBIX TIK-3

WHCTPYKIUI

15. | Kak ynpasnsiercst puck supply chain arak Ha Bepudukarius HCTOYHUKOB I1K-6
Mozenun? apreakToB

16. | Uro TpebyeT perymsiTopuka Npu BHEAPCHUN OneHka puckoB YK-6
3alIHUIICHHBIX CUCTEM? 0e30macHOCTH

17. | Kak onpezensercs rpaHnLia PEIIeHNs B WATx+b=0 OIIK-1
JIMHEHHOM Kitaccudukarope?

18. | Kako#i mpOoTOKOJI 3alIUINaeT rneperavdy TLS/SSL mudposanue IK-1
Mojenei?

19. | Kak BiusieT OTpaBiicHHE JaHHBIX HA CXOJIUMOCTh CMeleHne BECOB N TIK-3
Mozenu? pPacxoJIMMOCTh

20. | Kakoii JOKyMEHT periiaMeHTUpyeT TpeOOBaHMUs EU Al Act [K-6

k 0e3onacaoct U1 B EC?
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