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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mporpamma gucummiuHbl (Monyns) «MHopmammoHHas —0€30MacHOCTH»
COCTaBJIEHA B COOTBETCTBHHM C (hefiepallbHbIM roCy1apCTBEHHBIM 00pa30BaTEIbHBIM CTaHIAPTOM
BeIcIIero oOpa3oBaHus — Marucrtparypa mno HampasieHutro 02.04.01 Marematuka
KOMIIbIOTEpHbIE Hayku, Mpoduiab IIporpamMmHas HHXKEHEpHs, YTBEPXKACHHBIH NPHUKA30M
MunucTepcTBa HayKH U BbIciiero oopasoanus Poccuiickoit deneparmu Ne 810 ot 23.08.2017
roja.

Nzyuenne mucummmabl  (Monyinsi) «HMHpopmannoHHas 0Ge€30MacHOCTH»  MO3BOJISET
chopMHpOBaTh CHOCOOHOCTh pa3zpabaThiBaTh NPOrPaMMHOE OOECIEYEeHHE C BCTPOECHHBIMHU
MEXaHU3MaMH  3allUThl, BHEAPATH  WHCTPYMEHTHl  OOHApYXXEHHs  YSI3BUMOCTEH B
IIPOM3BOJICTBEHHBIH ITPOLIECC U peaIn30BbIBATh MEPBI OE30IIAaCHOCTH HA APXUTEKTYPHOM YPOBHE.

MecTo JTUCUMIIIMHBI (MOIYJIsS]) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMMbl

Hacrosmas nucrumnnuHa (MOAyIb) BKIIOUEHA B Y4€OHBIH IJ1aH 1O IMPOTrpaMMe MOATOTOBKH
Maructparypsl mo HampasieHuto 02.04.01 Marematuka W KOMIIbIOTEPHBIE HAYKH, MPOQUIH
[IporpaMMHasi WHXCEHEpUS W BXOJUT B BapUATHBHYIO 4YacTh bioka 1, dopMmupyemyro
y4aCTHHKaMU 00pa30BaTeNIbHBIX OTHOIICHUH KaK TUCIMILIMHA 10 BHIOOPY.

Jucuummna (Moxyss) u3ydaercss Ha 2 Kypce B 3 cemectpe. JlocTynmHa K MPOX0XKISHHUIO
MOCJIC YCHEIIHOTO OCBOCHHS JUCHHUIUIUH (MOAyJiel) «AJITOPUTMBI M CTPYKTYpPBI JaHHBIX»,
«MIHCTpYMEHTHI pa3paboTInKa».

Heap u3ydeHusi JMCHUILIMHBI (MOAYJsl): (OPMUPOBAHUE Y CTYIEHTOB KOMILJIEKCHBIX
3HAHUM M MPaKTHMYECKUMX HABBIKOB OOECIEUYeHMs 3alllUThl IPOTPAMMHBIX CHUCTEM, BKJIIOYAs
NpPUMEHEHHE KPUNTOrpadUuecKuX METOAOB, aHAIM3 YSA3BHUMOCTEH M BHEApPEHHE Oe30MMacHBIX
pelLIeHHi Ha BCeX dTanax )KU3HEHHOI'0 IIUKJIA pa3paboTKH.

3agauu u3yyeHus: JMCHUIIHHBI (MOAYJIfA):

— OCBOHWTH OCHOBHBIC TIPHUHIMIBI W METOABI oOecrieueHus HWH(HOPMAMOHHON
0€30MacHOCTH POTPAMMHBIX CUCTEM;

— H3YYUTh COBPEMEHHbBIE KPUITOrpapuecKe alrOPUTMBI U CLIEHAPUHU UX TIPUMEHEHUS
B pa3paboTKe;

— HAYYWUThCSl BBIABIATD W aHAJIM3UPOBATh PACHPOCTPAHEHHBIE YSI3BUMOCTH BeO-
MPUIIOKEHUN U CUCTEMHOT'O YPOBHS;

— c(opMUpoBaTh HaBBIKM NMPUMEHEHUS MEXaHU3MOB IIHM(POBAHUS, XEIIMPOBAHUSA U
1 poBoit moanuCH;

— OBJIAJIETh MHCTPYMEHTAMH JIJIsI OLIEHKH O€30MaCHOCTH U TECTUPOBAHMS IIPUIIOKEHUH;

— Pa3BUTh YMEHHE IPOEKTHUPOBATH APXUTEKTYPY C y4ETOM TpeOOBaHH 0€30MMacCHOCTH U
OLIEHKH PHUCKOB.

B pe3yabTare 0CBOCHUSI AUCHHMILIMHBI (MOAYJI51) 00y4AIOIIUIICS 10JIKEH::

3Hamy:

— OCHOBHBIE NPHUHIMIIBI U METO/Abl oOecreueHus MHPOPMALMOHHOM Oe30macHOCTH
IIPOrPaMMHBIX CHCTEM,;

— COBpEeMEHHbIe KpUNTorpaduueckre aropuTMbl U UX IPUMEHEHUE B pa3padoTKe;

— pacnpocTpaHEHHbBIE TUIIBI YSI3BUMOCTEHN U yrpo3 J71sl BEO-TIPUIIOKEHUI U CHCTEMHOTO
YPOBHSI.

ymembp:

— MPUMEHATh KpurnrTorpadguyeckue MexaHu3Mbl (IIM(poBaHUE, XEIIUPOBAHHE,
1 QpoBasi MOAMKUCH) B IPOrPAMMHBIX PEIICHHSIX;
— 0OHapyXHBaTh M aHAJIM3UPOBATh THUIOBBIC YS3BUMOCTH B BEO-TIPHUIIOKEHUSAX U
cucTeMax;
— HCIIONIb30BaTh MHCTPYMEHTHl JUISI OLIEHKU O€30MacHOCTHM M TeCTUPOBAHUS
IIPUIIOKEHUN.
enademp:
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— paspabaTbIBaTh IPOrpaMMHOE oOecIieueHHe ¢ y4ETOM TpeOoBaHU 0€30MMacHOCTH,;

— BHEAPSTH MHCTPYMEHTHI OOHAPYKEHUS YSI3BUMOCTEH B IIPOM3BOICTBEHHBIH IPOIIECC;

— (GOpMyYIHMPOBATh M PEaTM30BBIBATh 0a30BbIE MEPHI 3aLIUTH HH(POPMAIK HA YPOBHE
APXUTEKTYPbI IPUIIOKEHHS U CUCTEMBI,

— OIICHUBATh PHCKHU, CBA3aHHBIE C pean3anueil PyHKIUOHATBHOCTH, U JIENIaTh BBIOOD B
HOJIB3Yy O€30MacHBIX PEIICHUH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerenmun, ¢opmupyeMble B pe3ylbTaTe OCBOCHUS AUCHUILUIMHBI (MOAYJS) TIpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YJaIOIIUXCS C IEAArOTHYECKUMU
paboTHUKaMU YHHUBEpCUTETA U B (DOPME CaMOCTOATEIHHON PAaOOTHI 00yUYAIOIIUXCS:

Komnerenuus

Conep:xaHue KOMIETEeHIIHH

Nuauxarop
KOMIIeTEHIINH

IlepeyeHb MJIAHUPYEMBIX
pe3yibTaTOB 00yUeHHs 1O
AUCHMILIMHE (MOAYJIIO)

OIIK-1.

Crioco0eH HaXOauTh,
(hopMyITUPOBaTh U PelIaTh
aKTyaJIbHBIC U 3HAYHMBIC
MPOOJIEMBI TPUKIIATHON 1
KOMITBIOTEPHOW MaTeMaTuKN

OIIK-1.1.

3HaeT OCHOBHBIE METOIBI U
MOJXO0/IbI K PELICHUIO 33/1a4
MPUKJIaAHON U KOMITBIOTEPHOU
MaTeMaTHUKH, BKITIOYast
aJIrOPUTMbI, MaTEMaTHYECKOE
MOJIETTMPOBAHUE U TEOPUIO
OINTHMM3AIINH, a TAKXKE
COBPEMEHHBIE UHCTPYMEHTHI U
TEXHOJIOTUH, UCTIONb3yEMBIE B
9TOM 001aCTH

OIIK-1.2.

YMeeT aHanu3upoBaTh U
thopmynupoBaTh
MaTeMaTHYeCKHE 3a/1a4H,
MIPUMEHSTH COOTBETCTBYIOLIIE
METOZBI U AJITOPUTMBI TS UX
pEIIeHHS, a TaKKe
UHTEPIPETUPOBATL U
MIPECTABIIATH PE3YJIbTAaThI B
TIOHSATHOM M TOCTYITHOM opMe

OIIK-1.3.

HMmeeT npakTUUECKUNA OIBIT
paboTHI HA/T TPOSKTAMU HITH
WCCIIeIOBAaHUSMU B 00JIaCTH
IIPUKJIAHON U KOMIIBIOTEPHOU
MaTEeMaTUKH, BKJIFOYAs y4acTHE
B KOHKYpCax, OJIUMIINAaAaX WIH
HayYHBIX TyOJIUKALUAX, T/IC
OBUIN pelIeHbl aKTyallbHbIE U
3HAUYKUMBbIE 3aJa41

OIIK-3.

CriocobeH caMoCTOATENIEHO
CO3/1aBaTh MPUKJIATHbBIE
MIporpaMMHBIE CPEACTBA Ha
OCHOBE COBPEMEHHBIX
MH(QOPMALIMOHHBIX TEXHOIOTUI
1 CETEBBIX PECYPCOB, B TOM
YHCIIe OT€YECTBEHHOTO
MIPOM3BO/ICTBA

OIIK-3.1.

3HaeT OCHOBHbBIC MPUHITUITBI
IIPOrPaMMUPOBAHN,
apXUTEKTYpPhI IIPOrPAMMHOIO
00ecCIeYeHUs 1 COBPEMEHHBIE
SI3BIKH [IPOTPaMMHPOBaHHS, a
TaK)Xe 0COOEHHOCTH
OTEYECTBEHHBIX
HHPOPMAITUOHHBIX TEXHOJIOTUH
U CETEBBIX PECYPCOB

OIIK-3.2.

YwMmeet pa3zpabaTeiBaTh
MPUKJIAJHbIE TPOrPAMMHbBIE
CpECTBa, UCIIONb3YSI
COBPEMCHHBIC MHCTPYMCHTBI U
TEXHOJIOTHUH, a TAKKE
HWHTETPUPOBATH UX C CETEBBIMU
pecypcamu JUId pereHus
KOHKPETHBIX 3aa4

OIIK-3.3.

HNmeet npakTUYECKUA OTIBIT
pa3paboTKu MPOTrpaMMHBIX
CPEJICTB, UCITOJIB3yEMBIX MPH
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MOCTPOCHUU MAaTEMaTUYECKUX
MoJieaeil B €CTECTBEHHBIX
HayKax

[1K-6.

CrnocoOeH pa3pabaThiBaTh
IIporpaMMHOe 00eCTIeUeHHE IS
pelleHHs TPUKITATHBIX 33724 B
cdepe npodheccuoHaIbHON
JIeSITeTIBHOCTH

[K-6.1.

3HaeT OCHOBHBIE SI3BIKU
MIPOTPaMMHUPOBAHUS, METOTBI
pa3pabOTKH IPOTPaMMHOTO
o0ecrieueHus, a TaKxKe
MIPUHIIUIIBL TPOSKTUPOBAHUS U
APXUTEKTYPHI IPOTPAMMHBIX
CUCTEM, IPUMEHSIEMBIX B
KOHKPETHOH IIPEIMETHOMI
obnactu

I1K-6.2.

YMeeT aHaIu3upOBaTh
NpUKIIATHBIC 33/1a4H,
pa3pabaThiBaTh AITOPUTMEI H
peann30BbIBaTh UX B BHJIE
IIPOrPaMMHOTO 0OecTieUeHus,
HCITIOJIb3YSI COBPEMEHHEIE
WHCTPYMEHTHI  TEXHOJIOTHH, &
TaK)Ke MPOBOJUTH TECTHPOBAHNE
Y OTJIAJIKY CO3JaHHBIX PELIEHUN

[1K-6.3.

HMmeeT npakTUUECKUNA OIBIT
pa3paboTKu MPOTrpaMMHOTO
obecrnedeHus B paMKax
PCAIBHLIX MMPOCKTOB, BKIIHOYaA
ydyacTue B KOMaHax, rae Obutn
YCIIEIIHO PeaIn30BaHbI
peICHUA IjId KOHKPETHBIX
MIPUKJIATHBIX 33]1a4 B chepe
npoeccnoHambHON
JIeSITENIbHOCTH

DNEeKTPOHHBIA JOKYMEHT




3. Temaruueckuii njiax

Ne TpynoeMkocTh, akageMHu4YecKUe Yachbl
w/m HaumenoBanue Qunan opva TKY
pasaesia JTHCHUIIIHHDBI AYMHTOpHAs paboTa (Texkymui
Jexuun CeMuHapbl CamocrosTe
(MoayJin) KOHTPOJIb
(mpaktudec | Konrpoanb JibHas yCIeBACMOCTH)
KHe padora
3aHATHSA)

1 OCHOBHBIE 7 7 40 Jomarirame
Kpunrorpaduieckue 3aJaHus
ITOPUTMBI

2 besomacHocTh Ha 7 7 40 Jomaraue
YPOBHE OIEPALUOHHOMN 3a7aHus
CHCTEMBI Kontect

3 Be3onacHocTh BeO- 3 3 20 Jomariaue
MPUITOKEHUN 3a7aHus

Kontect

4 OpranuzaiioHHbIE 7 7 40 Jomarrane
ACTIEKTHI 3aJlaHus
WH(GOPMAITMOHHOM KonTect
0e30macHOCTH
3auem ¢ oueHKoIl 2

Hmozo: 24 24 2 140
O6vem oucyuniunst (M00y1s) 190
(6 ak. u.)
Obvem Ooucyunaunvt (Mooyns) 5
(6 3au. eo.)
4. CopepxxaHue TMCUUILTHHBI (MOTYJIs)
Nen/m HaumeHoBaHue pasaesia Coaep:xanue TUCHUILTHHBI (MOYJs) O TeMaM
AUCIHUNJIMHBI (MOYJIs1)
1 OcHoBHBIE KpUnITOrpaduyeckue OcHoBbI KpuriTorpadun. [ eHepaTop nceBaoCcIydaifHbIX YUCed.
aJITOPUTMBI Merton ouenku 3¢ ¢extusaoctu I'TICH
Cetp Deiicrens. Xamu. Konnmmsnuu xa1ieid u pagyHble TaOIHIIbL.
Bnounsie mudpsel. AES kak npumep 6mounoro mudpa.
AcuMmMeTpuuHoe mrppoBaHue 1 HUPpoBast moaMuch. OCHOBHI
IUIMIITHYECKON KpunTorpaguu
2 Bbe3omacHocTs Ha ypoBHE Yupaenenue noctynom B Linux. [Tonb3oBarenu u ux npasa. DAC
OIEPALMOHHON CHUCTEMBI mogienb, ACL. PAM kak cpelicTBO ayTeHTH(HUKAIIUU B CUCTEMY.
Mexannsm TOTP. Hactpoiika ayaura
Wzonsaus B Linux. CGroups, Namespaces, Capabilities.
Bunaphsie ysi3BUMOCTH 1 3KcriTyaraius libe
Bezonacnocts Linux. MaTepdeticel, TynHeny, firewall, Teopus
PKI u pabota cepTuduxaros
3 BesonacHocTs BeO-IpUIIOKEHUI Teopus u npaktuka Web yszBumocteid. SQL injection, CSRF,
path traversial, XSS
Teopust u npaktuka Web yszsumocrteit. RCE, LFI, SSTI, IDOR,
SSRF, DoS u Race Conditions
4 OpraHu3aiiuoOHHbIE ACTIEKTHI [Iporoxon aBTOpH3anmu u ayreHTH(pUKanwn. PaccmarpuBaem
WHPOPMAIMOHHOHN 0€30MaCHOCTH BapuanThl Ha ocHOBe LDAP u KeyCloak. OIDC u OpenID
Spring Security. UndpactpykTypa XpaneHus cekperos. Vault
OcHoBbl KOHTeHHepHOM Oe3onacHocTu. Container Escapes
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[Moctpoenue DevSecOps mporieccos, Vulnerability Management
(ynpasnenue ys3sumocTsimu), ASOC cucreMbl
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 JI000# TOUYKH, Tlie eCTh NOAKII0oUeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. BacunweBa, M. H. Kpunrorpapudeckne MeToAbl 3alIUThl MHPOPMALUY : y4EOHUK U
npakTukyMm i By3oB / M. H. BacunbeBa. — Mocksa : M3parensctBo FOpaiit, 2026. — 310 ¢. —
(Beiciiee  oOpazoBanme). — ISBN 978-5-534-02883-6. — Tekcr : 2iIeKTpoHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/583783.

2. 3enkoB, A. B. UndopmannonHas 6€30macHOCTb U 3alUTa HHGOOPMALIUY | YUSOHUK IS
By30B / A. B. 3eHKOB. — 2-¢ m31., iepepad. u nor. — Mocksa : M3natensctBo FOpaiit, 2026. —
107 ¢. — (Bricmiee obOpazoBanue). — ISBN 978-5-534-16388-9. — Tekcr : anekTpoHHBIN //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/588741.

Jlonoanumenvhas numepamypa:

1. Jlock, A. b., Hectrepenko, A. 1O., Poxxko, M. . Kpunitorpadgudeckne METO b 3aIUTHI
UHPOPMALIUY ISl U3YYArOIIUX KOMITBIOTEPHYIO O€30MacHOCTh : YYeOHHK JIJIsl By30B. — 2-€ U3].,
uctp. — Mocksa : FOpaiit, 2025. — 424 ¢. — TeKcT : 3IeKTPOHHBIN

6. MartepuajibHO-TeXHHYECKOe o0ecrevyeHne

VYHUBEpCUTET pacmojaraeT MaTepHallbHO-TEXHUYECKOH 0a30if, COOTBETCTBYIOLICH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U OOecreunBarolell MpoBeIeHNEe BCeX
BUJOB JUCUUIUIMHAPHOW M MEXAUCHUIUIMHAPHONW TOATOTOBKM, IMPAKTHUECKOW U Hay4dHO-
HCCJIEIOBATENBCKOM paboT 00ydarouxcsl, IPe1yCMOTPEHHBIX YU€OHBIM MJIAHOM.

[TomerieHus1, KOTOpPbIE MPECTABISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEICHUS 3aHATHH
JEKUMOHHOTO THWMA, 3aHSATHM CEeMHUHApCKOro (MPakTUYECKOro) THMA, TPYIIOBBIX U
WH/IMBUYaJIbHBIX KOHCYJbTAIUH, TEKYIEro KOHTPOJIS U MPOMEXYTOYHOM aTTeCTalllH, a TaKKe
MOMEILEHUS JUIsl CAMOCTOSITENIbHOM paOOThl M OMELIEHUS Ui XpaHEHUs U MPOPUIAKTHUECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. [lomeneHns: yKOMIUIEKTOBaHbI CIIEUATN3UPOBAHHON
MeOEeNbI0 U TEXHUYECKHMMM CPEJICTBAMHU OOY4YEHMS, CIYyXallUMU JJIs MpeACTaBlIeHUsl y4eOHOM
uHpopManuu OOJIBIION ayTUTOPUH.

N3yuenne qucumiInHbl (MOIyIIs) 00ecrieYnBaeTCs B YICOHBIX ayTUTOPUSIX, OCHAIIICHHBIX

— CTOJIaMU U CTYJIbSIMH;

— KOMIIBFOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJbKYJIATOPAMU;

— CHeUaIM3UPOBAaHHBIM 000pYI0BaHUEM, BKIIOYAsI IEMOHCTPAIIMOHHOE 000PY/IOBaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTh 00yUYaIOIIUXCs, B TOM YHCIIE TPUCIIOCOOICHHbIE
JUISL MCTIONBb30BaHMsI MHBAJIUIAMH M JIMLIAMU C OTPAHMYEHHBIMU BO3MOXXHOCTSMH 3J0POBBS,
OCHAILIEHbl KOMIIBIOTEPHON TEXHUKOM C BO3MOXHOCTBIO MOAKIIOYEHHS K ceTu «MHTepHeT» H
obecrieueHreM  JOCTyla B JJIEKTPOHHYIO  HHGOPMAIIMOHHO-00pa30BaTEebHYI0  Cpeay
YHusepcurera.
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https://urait.ru/bcode/583783
https://urait.ru/bcode/588741

OO0yyarmumMcsl TPeaoCTaBIsSeTCs JOCTyn (B TOM 4HCIE YAAJICHHBIH) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCIIe JJCKTPOHHBIM OHOIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPOQECCHOHAIBHBIM 0a3aM

JAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumenoBanue nopraia Ccblika
(M3ganus, Kypca, A0KyMeHTa)
1. | Hayunas snektponHas 6ubmauoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa
2. basza mauneix s | T-cnenuanucros https://habr.com
3. | basa nannbix ScienceDirect https://www.sciencedirect.com
4. | OdunuanbHelii calT MUHHCTEPCTBA HAYKU U https://minobrnauki.gov.ru/

BBICIIIEro oOpa3oBanus Poccutickoit denepariu

5. | ®enepanbubiii mopran «Poccuiickoe odpazosanue” | https://www.edu.ru/

6. | Uadopmarmonnas cuctema "Eannoe okno qoctyna | http://window.edu.ru/

K 00pa3oBaTeNsHBIM pecypcam”

7. Enunas xosieknus mudpoBeIx 00pa3oBaTeIbHBIX http://school-collection.edu.ru/

pecypcos

8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/

00pa3oBaTesbHBIX PECYPCOB

[lepeyensr WHDOPMAIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPH

OCYIIECTBIICHUU

00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILIMHE (MOIYIIIO0), B TOM YHCIIEe KOMIUIEKT JTUIIEH3MOHHOTO
MPOrPaMMHOTO  OOCCIICUeHUs, COBPEMEHHBIE TmpodeccHnoHalbHbIe  0a3bl  JTAaHHBIX

I/IH(1)OpMaI_II/IOHHBIe CIIPAaBOYHBIC CUCTCMBbI:

u

Server)

HaumenoBanmne 110 IIpoussoacreo JInuen3nonnoe / cB060HO
pacnpocTpaHsieMoe
OnepanyoHHbIe CHCTEMBbI:
Microsoft Imagine (Windows Client, | 3apy6exHoe JIMILEH3UOHHOE

Bpay3zepsbI:
SIupexc.bpaysep OTEYECTBEHHOE CBOOO/THO pacipoCTpaHsIeMoe
Google Chrome 3apy0exHOoe CBOOOJIHO pacrpocTpaHsIeMoe

OducHble NpUIOKEHNA:

Microsoft Imagine (Visio, OneNote) | 3apybextoe JIMIEH3HOHHOE
TeXstudio 3apyOekHOe CBOOOIHO pacIpocTpaHsieMoe
Adobe Acrobat Reader 3apy0esKHOe CBOOOJIHO pacrpocTpaHsIeMoe

HpOFpaMMHOC odecrneuyenue IJIS IJTAHUPOBAHUS U YI€TAa BPEMCHU:

Toggle app | sapyGesxnoe | cBOGOIHO pacmpocTpaHseMoe
Cucrembl ynpasJieHUsl IPOEKTAMM:

Microsoft Imagine (Project) | sapyGeskHoe | nuuensuonHoe
Cucremsbl ynpapieHusi 0a3aMH JaHHbIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | muuensmonHoe
Cucrembl pe3epBHOro konuponanmns (backup):

Acronis Backup Advanced for 3apyOexHoe JIMLIEH3UOHHOE
HyperV

CnpaBo4HO-TIPABOBBIE CHCTEMBI:

Koncynsranrllitoc: cripaBo4HO- OTEYECTBEHHOE JIMLEH3UOHHOE
IpaBoBasi CUCTEMA

Cpencrpa aHTMBMPYCHOM 3aILMTHI:

Kaspersky Endpoint Security mst OTEYECTBEHHOE JIMIEH3HOHHOE
ousneca Cranmaptabiii Russian

Edition
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https://elibrary.ru/defaultx.asp
https://habr.com/
https://www.sciencedirect.com/
https://minobrnauki.gov.ru/
https://www.edu.ru/
http://window.edu.ru/
http://school-collection.edu.ru/
http://fcior.edu.ru/

Cpensl pa3padoTKu:

Visual Studio Code 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apyOekHOE CBOOOHO pacIpOCTpaHsIEeMOe
Robotic Operating System 3apy0exKHOe cBOOOJTHO PACTIPOCTPAHIEMOE
CopelliaSim 3apyOexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
ITakeThbl MPOrPaMMHBIX CPEICTB U OMOJTHOTEK:

AutoPsy 3apyOeKHOE CBOOOHO pacIpOCTpaHsIEMOe
Interactive Disassembler (IDA) 3apyOexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Cucrembl ynpanJjeHusi oudanorpaguyeckoii uHpopmanmeii:

Zotero | 3apyOekHOe | CBOOOJTHO pacIpocTpaHsIeMoe
CepBHCHI H CTYKOBI:

Bind 3apyOekHOE CBOOOIHO pacIpOCTpaHsIEeMOe
Docker 3apyOekHOE CBOOOHO pacIpOCTpaHsIeMOe

7. Metoan4yecKue v OlleHOYHbIe MATEPHAJIbI
MeToauyeckue yKazaHus 1Jis 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B npouiecce uzydenus nucuuruinnbl (Moayis) «MudopmanonHas 6€30macHOCThY B paMKax
TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH HCIIONB3YIOTCS TaKue BUABI Y4eOHON pabOThI, KaK JICKIUH,
CEMHUHApBI, IOMAIIIHUE 33JJaHusl, KOHTECTHI, a TAK)KE PA3IMYHBIE BUJIBI CAMOCTOATEIHHONU PaboThI
oOydaroluxcsi 1O 3aJaHUI0 [PENoJaBaTelisd, HaIpaBJIEHHbIE Ha pa3BUTHE HABBIKOB
npoecCHOHANBHOM JIEKCUKH, 3aKpEIUIeHuEe MPAKTUYECKUX MPOo(hecCHOHATBHBIX KOMIIETECHIIUH,
MOOUIPEHNE UHULIUATHB.

Jlekyuss —  CUCTEMAaTH4YeCKOEe, IIOCJIEIOBAaTEIbHOEC, MOHOJIOTUYECKOE  HM3II0KECHUE
IpernoaaBaTenaeM y4eOHOro MaTepHana, Kak IpaBmuilo, TEOPETHYECKOTO XapaKTepa.

B mpouecce nexuuii peKOMEHAYETCS BECTH KOHCIIEKT JIEKLUUN: KPaTKO U CXEMaTUYHO
(¢uKcUpoBaThb OCHOBHBIE WJIEU, BBIBOJBI M OOOOIIEHMS JIEKIMH; BBIIEISATh BaXKHbIE MBICIH,
KJIIOYEBbIE CJIOBa U TepMUHBL. Heo0X0onMMo OTMETUTh BONPOCHI WM MaTepuanbl, KOTOpHIE
BBI3BIBAIOT 3aTPYHEHHUs, U MONBITATHCS HAUTU OTBETHI B PEKOMEHJIOBAHHOW juTeparype. Ecinu
pa3oOpaThCsi B MaTepuane He YAaercsi, ClieAyeT c(OpMYIMpPOBaTh BONPOC M 3a7aThb €ro
IIpenoaaBaTesio Ha KOHCYJIbTALUK WM BO BPEMsI CEMUHAPCKOTO (ITPAKTUYECKOI0) 3aHATHSI.

Cemunap — 310 (hopMa y4eOHON NIeSATETbHOCTH, MPOBOANMAs B Y4eOHOM 3aBEJCHUU O]
PYKOBOJCTBOM TIpenojaBareis, TIJe CTYACHTbl aKTUBHO Y4YacCTBYIOT B O0OCYXIEHUSX,
NPaKTUYECKHX 3a/IlaHUSAX U IpYTUX (popMax B3aMMOAEHCTBHSL.

Jlns ycrienHoi moAroToBKU K CEMUHApPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TEMOM
3aHATUS M OCHOBHBIMH MaTepHajaMH, 4YTOObl MMETh BO3MOXHOCTh AKTHBHO Y4acTBOBAaTb B
oOcyxxaeHuu. Takxe MoJIe3HO MOATOTOBUThH BOIPOCHI U UJIEU JUIsl 0OCYKIEHUS, YTO IMOMOKET
ri1y0Ke MOHATh MaTepHuaj U MPOJAEMOHCTPUPOBATH 3aMHTEPECOBAHHOCTb.

Jlomawnee 3a0anue — HabOPp 3a/1a4 1O TEMaM HEJICIIH.

[Ipu pabore Hajg MAOMANIHUMH 33JaHUSMH BAXKHO BHUMATEIBHO O3HAKOMHUTHCS C
TpeOOBaHUSIMU U CPOKAaMHU BBITIOTHEHUsI. PekoMeHmyeTcsi pa30uBaTh 3aaHusl Ha ATaIlbl, YTOOBI
n30exarh Meperpy3ku W Jydllle YCBOUTh MaTepuali, WCIOIb30BaTh pPa3WYHbIE HCTOYHHKHU
nH(popMaIuu, BKIIIOYasi Y4eOHUKU U OHJIAMH-PECYPCHI, IJIs1 00Jiee TIIyOOKOTO TTOHUMaHUS TEMBI.

Konmecm — wHTepakTuUBHas miuaTdopMa C 3aJaHUSMHU PA3HOTO YPOBHS CIOKHOCTH H
ABTOMATHYECKON ITPOBEPKOM pe3yIbTaTOB.

KoHTecT mo3BosisieT onepaTuBHO OIEHUBATh YCBOCHHUE MaTepHalia M BHISBISATH MPOOEIHI B
3HAHUSAX dYepe3 TeCThl W MpaKTUUeCKHe 3amadd. Takoi (opmaT CrocoOCTBYeT pETyJISIpHON
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CaMOIIPOBEPKE U IMOBBIIIACT MOTHBAIUIO K U3YYCHUIO JUCHUIIIIUHBI.

Camocmosmenvnaa paboma — paboTa CTYJCHTOB, HAINpaBICHHAs Ha YIIIYOJECHHOE
U3y4EHHE OTJEIIbHBIX TEM M BOIPOCOB YICOHOW JUCIUTUTMHBI (MOIYIIS).

B nporiecce camocTosTeNbHON pabOThI CTYACHTHI B3aUMOJICHCTBYIOT C PEKOMEHTOBAaHHBIMHU
MaTepHrajaMH [P MUHUMAIILHOM YYaCTHHU MPEToiaBaTelis. 3a1auul CTyICHTa BKIIOYAIOT paboTy
C KOHCIIEKTaMH JIeKIIui (00paboTKa TeKCTa), MIOBTOPHOE N3YUCHHE YUCOHBIX MATEPUAIIOB TUIAHOB
U TE3MCOB OTBETOB, U3YYCHUE JIOMOJHUTEIBHBIX TEM, BHIIIOJHEHUE YIEOHO-UCCIIEIOBATEILCKUX
3aJJaHUN U IPYTOE.

CucreMa OlleHMBAHUA Pe3yJIbTATOB 00y4YeHUsl 0 JUCHHMILUIUHE (MOIYJII0)

Kpurepun nosry4yeHusi ypoBHA M OLlEHHBAHUS C()OPMUPOBAHHOCTH KOMIETEHIHI M0
aucuunanne (moayaw) «MupopmannonHasi 6€301aCHOCTH»

OrneHuBaHuEe YpOBHSI YYEOHBIX JOCTHMIKEHHH OOYdYarOmUXCsl MO AUCHHUIUIHHE (MOIYIIIO)
OCYILIECTBIISICTCS B BUJIC TEKYILETO KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTAIIHH.

[IpomexyTouHasi aTTecTallUsl 10 JUCHUIUIMHE (MOIYJIO) OCYIIECTBISIETCS B Qopme
3auema ¢ OYEHKOW, TP STOM TPOBOJUTCSA OICHKA KOMIICTCHIIMH, C(HOPMHPOBAHHBIX IIO
IUACIUATUIHHE.

I[J'ISI OLCHUBAHUWA TCKYHICI'O KOHTPOJISI YCIIEBACMOCTU U HpOMeHCYTOHHOﬁ aTTcCTanuu
HCIIOJIB3YCTCA I[CCHTI/I63JIJII)H3.$I KajJla OLUCHHMBAHHUA, KOTOpasd COOTHOCUTCA C Tpa[[I/IIII/IOHHOfI
nATHOAIIBHOM IIKaI0H CJICAYIOIUM 06pa30M, €CJIM UHOC HC YKa3aHO B cnnna6yce JUCLUIIINHBI.

Hecsitubannbuas IarudauibHas OO0umas xapakrepucTuka pe3yJabTaTa 00y4eHus 1o
OILICHKA OLICHKA AUCHHILIAHE (MOLYJIIO)
10 OT1auyHo CTyZeHT MOJHOCTHIO BIIaJeeT 3HAHUSAMHU, U3TOKCHHBIMU B
9 OTIUYHO paGoueil mporpaMme, U TIJIyOOKO OCMBICISCT OUCLHUILTUHY
8 OTIMYHO (Moamy1np). OH CaMOCTOATENILHO U JIOTUYECKH TIOCIIE0BATEIbHO
OTBE€YACT Ha BCC BOIMPOCHI, AKIICHTUPYSA BHUMAaHUEC Ha HauoOoee
Ba)KHOM. Ymeer aHAJIM3UPOBATb, CPaBHMBATb,
KiaccupuIupoBaTb,  0000IIaTh,  KOHKPETH3HPOBAaTh  H
CUCTCMATHU3HNPOBATH H3y‘l€HHLII7[ Marcpual, BbIACIIAA

KJIIOYeBblE ~ MOMEHTHl M  YCTaHaB/IMBasg  NPHUYUHHO-
clelcTBEHHbIE CBA3U. YeTKo (GOopMyIUpyeT OTBETHI, YBEPEHHO
MHTEPIPETUPYET  PE3yJbTaTbl  aHAIM30B U JIPYTHX
WCCIIEIOBAaHNH, a TakKe pemaer cioxHble 3anaun. CTyAeHT
XOpOUIO 3HAKOM C METOJIaMH HCCIIEIOBaHMsI, HEOOXOIUMBIMU
Ul TPAaKTHYECKOW JEeSTETbHOCTH, M YMEET CBS3bIBATh
TEOpEeTHYECKHe  acleKThl  JMCUUIUIMHBI  (MOZyms) ¢
MIPAKTHYECKUMHU 3aa4aMH.

7 Xoporo CryneHT o0namaer 3HAHUSMH MpEeAMETa MOYTH B IOJHOM
6 Xopomio o0BemMe paboueil MporpaMMbl M CAMOCTOSITEIIEHO, JTOTHYECKU
MOCIIEZIOBATENIEHO M BCECTOPOHHE OTBEYAET HA BCE BOIPOCHL,
aKIIEHTUPYS BHUMaHKUE Ha HarOoJiee 3HAYMMbIX MOMeHTaX. OH
yMeeT aHaIM3WpOBaTh, CpPaBHUBATh, KIACCUDUIMPOBATH,
0000maTh, KOHKPETH3UPOBaTh M  CHUCTEMaTHU3HPOBATH
M3YYEHHBIM MaTepHuall, BBIJACIHSAS €ro KIIOYEBBbIC aCIeKThl U
yCTaHaBJIUBas MIPUYHUHHO-CJICICTBCHHBIC CBSI3H.
®dopMynUpyeT CBOM OTBETHI, YBEPEHHO WHTEPIPETHPYET
pe3yibTaThl aHAJM30B W JAPYTUX HCCIICIOBaHHUH, a TaKKe
pelIaeT CIOKHBbIC CUTYallMOHHBbIe 3a1aun. CTYIEHT XOpPOIIO
3HAKOM C METOJAaMH HCCIEIOBaHHUSA, HEOOXOIUMBIMHM IS
MPaKTUYECKON  JESATeThbHOCTH, W  yMEET  CBS3bIBATh
TEOPETUYECKUE aCHEeKThl IMpEAMETa ¢ MPAKTHYSCKHUMU
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JecaTubannbHas IlarubamibHas OO0mas xapakTepHCTHKA pe3yJIbTaTa 00y4eHus! 1o
OlleHKA OlleHKA AUCHUIINHE (MOIYJII0)

3aJauaMH.

5 YnoenerBoputensHo| CtymeHT oOmamaeT Oa30BBIMHA 3HAHUSMH I10 IUCITUTUIAHE

4 VY noBneTBopuTensHO | (MOIYIIIO), HO UCTIBITHIBAET TPYHOCTH TIPH CAMOCTOATENBHBIX
OTBETaX M HCIIOJIb3YeT HETOYHbIe (GopmynupoBku. B xome
OTBETOB OH JOITyCKAeT OIMNOKH, KACAIOIITUECS] CYyTH BOTIPOCOB.
CryneHT crocoOeH pemraTh TOJIBKO caMble IPOCThIE 3a7a9d U
BJIQJICCT  JIMIIb  MUHUMAJIBHBIM  HaOOpOM  METO/OB
WCCJICIOBAHUSI.

3 He cnan CryneHT He oBJIajieNl 00s3aTeIbHBIM MUHUMYMOM 3HaHUH 110

2 He cnan MpeIMeTy ¥ HE MOJKET OTBETHUTh Ha BOIMPOCHI, NAXKE eCid

1 He cran MpernojaBareib  3aJaeT  JONOJHUTEIbHBIC  HABOJAIINC
BOTIPOCHI.

Jucuumnmza (Monynb) «MHdopManuoHHas 0€30IAaCHOCTb» OLIGHUBACTCS CIELYIOLIUMM

obOpazomM:
AKTHBHOCTb Bec | KosinuectBo Onucanue

Homamrane 3amanus | 40% 6 Ha6op 3amad mo remam Henenn

Konretcrr 30% 3 WHTepakTUBHBIE 3aJaHUS PAa3HOTO YPOBHS CIIOKHOCTH C
aBTOMAaTHUYECKOU MPOBEPKON Pe3yIbTaTOB

3auer ¢ oleHKOn 30% 1 [TucemeHHast niw yCTHas paboTa Hall 3aJaHAEM,
HaIllpaBJICHHBIM Ha IMPOBCPKY IMOJTYUYCHHBIX 3HAHUU U
HAaBBIKOB I10 JUCHUILTHHE (MOIYJIIIO)

®opmyJia pacyéTra UTOrOBOM OLEHKHU IO AucHUILIMHE (MoAaya10) «MHpopmannoHHas

o0esonmacHocTb». «0,4 X cpenHee 3a nmomarnHue 3ananus + 0,4 X cpeanee 3a koHtectol + 0,6 X
3a4eT C OICHKOM».

Texyumii KOHTPOJIb ycIeBAeMOCTH 00y4aKOIIUXCS M0 AUCHUIIHHE (MOAYJII0)

IIpumepHbIe TOMaLIHKUE 32 IAHUS

JMomamnee 3axanme 1: Kpunrorpaguyeckasi 3ammra JaHHbIX

1. Peanu3syiiTe MOIynb pErucTpallid MOJb30BATENsS C XCIIMPOBAHHEM MapoJisi vepes
anroputM berypt mnn Argon2.

2. Hanummure ¢ynkuuto mudposanus daiina anropurmom AES-256 B pexxume CBC c
CIIy4aiiHbIM BEKTOpOoM MHHIManu3anuu (IV).

3. Peanmusyiite npoBepky LU(POBOM MOANMMCH  COOOMIEHHS C  HCHOJIb30BaHUEM
acuMMeTpru9HOTO Kimroda RSA-2048.

4. Wcnonw3yiite CSPRNG 1151 reHepanuu Kpuntorpadpuyeckd CTOMKUX KIIOYeH M cosei
JUTHHOM HEe MeHee 256 Our.

5. TloxroroBbTe OTYET C CpaBHEHHEM IPOU3BOAMTENBbHOCTH Xem-pyHKiui (SHA-256 vs
berypt) Ha 60BIIX 00bEMAX JaHHBIX.
Jomamnee 3aganue 2: be3onacHocts Bed-npuiioxenunii u OC

1. Co3paiite REST-koHTposiep ¢ SHANOMHTAMHU Ui 3arpy3KM M CKauMBaHus (paiiioB
M0JIb30BATEISIMH.

2. Ycrpanute ysa3BumocTh Path Traversal B merone ckaunmBanusi aiia ¢ MOMOIIBIO
BaJIAIAIIAA TTyTH.

3. Hactpoiite mpaBuna firewall (iptables/ufw) mns OJ0KkMpPOBKHM BCeX BXOJSIIMX MOPTOB
kpome SSH u HTTP.

4. Peammusyiite 3amuty or CSRF-atak ¢ ucnonb30BaHMEM YHUKAJIbHBIX TOKEHOB Ui BCEX
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POST-3anpocos.
5. Hacrpoiite ayaut meictBuii moin3oBaTens B Linux yepe3 nemon auditd (sorupoBanue
sudo u gocryna K (aitam).

Jomamnee 3aganue 3: DevSecOps u ynpasJjieHHe 10CTYIIOM

1. PasBepuure cepsuc HashiCorp Vault B Docker-koHTeliHepe sl XpaHEHHs CEKPETOB
MPUIIOKEHUS.

2. Hacrpotite nomyuenue cexkpera (napoist b/1) npunoxennem uepe3 API Vault mpu crapre
cepBuca.

3. Hammmute Dockerfile ¢ ucnons3oBanuemM muHHMaibHOrOo 0GazoBoro obpasza (Alpine) u
3aIlyCKOM OT MOJIb30BaTels non-root.

4. Wnrerpupyiite ckanep yszBumocteil (Trivy/Grype) B mar c6opku CI/CD mnaiimumaiina
(GitLab CI/GitHub Actions).

5. Hacrpoiite enunyro Touky Bxonaa (SSO) uepe3 Keycloak ¢ ncnons3oBaHueM MpoTOKOJIa
OIDC nnst BeO-TIpHIIOKEHUS.

IIpuMepHbIe 3a1aHUA 1JIA KOHTeCTA

3ananue 1: Kpunrorpadpuueckuii Moay/ib 3alIUTHI
Omnucanue:
Paspaboraiite Moyb A1 O€30M1ACHOTO XPaHEHUsI U IIepelaul JaHHBIX C
UCIOJIb30BaHUEM KPUNTOrpadhuyecKuX MPUMHUTHBOB.
IIlaru BBINOJIHEHUS:
1. Hamummwure QyHKIMIO XEIIMPOBAHUS MAPOJIS C UCMOIb30BaHKEM berypt (CTOMMOCTD He

MeHee 12).
2. Peanumsyiite renepanuio Kpunrorpa@uyecku CTOMKOTO Kiltova JUIMHOM 256 OuT yepe3
CSPRNG.
3. Bammdpyiite TekcToBoe coobuienue arroputMmom AES-256-GCM c cmydaiiHbIM nonce.
4. Cospaiite QyHKIIUIO TpoBepKH IUppoBoi oamucu coodniennst (RSA-2048 + SHA-

256).
5. TloaroToBbTe TECTHI, MOATBEPKAAIOIINE KOPPEKTHOCTH K (ppoBaHUs/ A€ POBAHNS.
Kpurtepuu aBToMaTH4eCKON NPOBEPKU:
o Xemr mapoiisi UMeeT KoppeKTHbIH hopmar berypt (2b...).
e JInuna kmoua — poBHO 32 Gaiita (256 OuT).
e PacmmdpoBanHOE COOOIIEHNE COBIAIAET C UCXOTHBIM.
o Tlonmuch MpoxoauT BepU(UKALIUIO HA TECTOBBIX JTaHHBIX.
e Bce tectrl 3aBepiatorcs crarycom PASSED.
djar 19 caiadum:
Xem 3amudpoBanHoro daiiia B popmare SHA-256 (hex).

3aganue 2: 3amuTa BeO-NIPUIIOKEHHUS OT YA3BUMOCTEM
Onucanue:
[ToryuuTe nocTym K ysi3BUMoMy BeO-nipuiiokenuto (Docker-o0pa3), HaliguTe u
YCTPAHUTE KPUTHUECKUE YSI3BUMOCTH.
Ilaru BbINOJIHEHUS:
1. PazBepHHTE JIOKAJIILHO MPEIOCTABICHHBIN 00pa3 ysA3BUMOIO MPUIIOKEHUS.
2. Haiigure n sxcmnyatupyiite SQL Injection B popme JtoruHa (TIOTYIUTE CITUCOK
MIOJIB30BATENICH ).
HcnpaBbTe ysI3BUMOCTh, BHEIPUB TapaMeTPU30BaHHbBIE 3aIIPOCHI B KOJIE.
Jlob6aBbTe 3ammuTy OoT XSS uepe3 sKpaHHUPOBaHHE BHIBOA U 3arojoBok Content-Security-
Policy.
5. Peanusyiite CSRF-Ttokens! mist Bcex POST-3anmpocoB B MPUITOKESHHH.

»w
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Kpurepun apromaTn4yeckoil mpoBepKu:
e SQLMap He HaXOIUT YA3BUMOCTEHN OCIIE UCIIPABICHHUS.
e Bueapenwne <script>alert(1)</script> ne BoimonHseTcs B Opaysepe.
e POST-3anpoc 6e3 CSRF-Tokena Bo3Bpamaet ommoky 403.
e Ckanep OWASP ZAP noxka3siBaeT ypoBeHb pucka «Low» mim «Cleany.
o IIpunoxenue ocraéres GyHKIMOHATBHBIM ITOCIIE BCEX N3MEHEHUH.
daar puaga cnaum:
CkpuHIIoT oTyéra cKaHepa ys3BuMocTeil co cratycom «Cleany.

3ananue 3: DevSecOps naiiniiaiH 0e301acHOCTH
Onucanmne:
Hacrpoiitre CI/CD mnaiimiaiiH co BCTPOCHHBIMHU ITPOBEPKaMHU O€30MaCHOCTH JIJIst
KOHTEIHEPU3UPOBAHHOIO IIPUIIOKEHUS.
Ilaru BbINOJTHEHUA:
Hanummre Dockerfile ¢ 3ammyckom ot non-root mons3oBatens (USER app).
Hcnonw3yiiTe MUHUMabHBINA 0a30BbIN 00pa3 (Alpine unu Distroless).
JloGaBbTe aTan ckanupoBanus yszBuMocteit uepes Trivy B CI/CD kondurypammro.
Hactpoiite nonyuenue cexpera u3z HashiCorp Vault mpu crapre npunoxeHus.
Peanusyiite 6;10KMpOBKY MaituiaitHa mpu 0OHAPYKEHUH KPUTHUECKUX YSI3BUMOCTEH
(CRITICAL/HIGH).
Kputepun aBromaTu4eckoii NpoBepKu:
o KoHTeiiHep He 3amycKaeTcs OT MoJIb30BaTes root (mpoBepka uepe3 wWhoami).
o CkanmpoBanue Trivy 3aBepiiaeTcs 0€3 KpUTHIECKUX YSI3BUMOCTEH.
o CekpeTbl He XpaHTCS B KOJIE UITHU JIOTaxX MairaiiHa.
o [lalinnaitn aBTOMaTHYECKHU NagaeT npu HaxoxaeHuu ysa3Bumoct CVE ¢ ypoBHem
Critical.
o [lpunoxxeHue ycremHo pa3BopaunBaeTcs 1 oTBedaet Ha health-check.
djar 19 caiavum:
Ccplka Ha YCTICIIHBIN MaNTIIaiH ¢ 3eTEHBIM CTaTycoOM U 0T4ETOM Trivy.

arONE

33}13HI/IH IJIdA l'lpOMe)KyTO‘lHOi;I aTTeCTalluM 110 JTMCHMIIJIMHE (MO}Iy.]'IlO)

Ne 3ananue OtBeTt Komnerenuus
n/n
1. Kakoli anroput™ XemupoBaHusl pEKOMEHTyeTCs bcrypt / Argon2 OIIK-1

JUTISL XpaHEHUS TTaposieit?

2. Kakoii pexxum mmdposanus AES tpeOyer CBC OIIK-3
BekTOp nHUIMamu3amu (IV)?
3. Uto ucronb3yeTcs s TeHepauu CSPRNG [1K-6

KpUNTOrpahUIecKr CTOMKUX CITydaiHBIX YHCEIN?

4. Kakas komanzaa B Linux oroOpaxaet npasa Is - OIIK-1
Joctyna K dainy?

5. Kaxoli THn ys13BUMOCTH NO3BOJISIET BBITOJHUTD SQL Injection OIIK-3
npou3BoNbHbIN SQL-3anpoc?

6. Kaxoii 3aromosok HTTP 3amumiaer ot XSS Content-Security-Policy I1IK-6
yepe3 BHEJPEHUE CKPUTITOB?

DNEeKTPOHHBIA JOKYMEHT



7. Kaxoii mpoToko:x ucrons3yercs 11 OIDC / OpenID Connect OIIK-1
benepaTuBHON ayTeHTU(DUKALIAN?

8. Kakoit ”HCTpyMEHT npeiHa3HaueH IS HashiCorp Vault OIIK-3
0e30macHOr0 XpaHeHHS CEKPETOB?

9. Kakast TeXHOIOTUSI M30IMpyeT MPOLECCH B Namespaces [1K-6
Linux Ha ypoBHe spa?

10. Kakoit MexaHHU3M OTpaHHYHBACT PECYPChI CGroups OIlK-1
KOHTelHepa?

11. Uro Takoe pamyxHas TabIUIA B Ta0IUIIa TIPEABBITUCICHHBIX OIlK-3
KpHUnToaHanuse? Xemen

12. Kakoli Tn ataku UCoib3yeT NOBTOPEHUE Replay Attack [1K-6
JIETUTUMHBIX 3aIPOCOB?

13. Kakast Moiestb KOHTPOJIS IOCTYIa OCHOBaHa Ha DAC OIlK-1
mpaBax BiaaebIa’?

14. Kakoii crangapt onuceiBaeT HHOPACTPYKTYPY PKI/X.509 OIIK-3
OTKPBITBIX KJIFOUEH?

15. Yro o3Hauvaet abbpesuarypa SAST B Static Application Security I1K-6
DevSecOps? Testing

16. Kaxoit MexaHn3M ayTeHTH(OHUKAITIN UCTIOIB3YET TOTP OIIK-1
BpEMEHHbIE KOJIbI?

17. Kakas ysi3BUIMOCTB MO3BOJISIET YUTATh (aiiibl 32 Path Traversal / LFI OIIK-3
npeJienaMy KOpHS MPUIOKEHHs?

18. Kako#i HHCTPYMEHT UCTIONB3YeTCs ISt Dependency-Check / Snyk [1K-6
CKaHHWPOBAHMUsI YSI3BUMOCTEH B 3aBUCUMOCTSIX?

19. Uro rakoe Container Escape? BBIXO/I U3 U30JISAIIAN OIlK-1

KOHTeHepa
20. Kakoii mporecc ynpasisier oOHapy:KeHHUEM U Vulnerability Management OIlIK-3

WCIPaBJICHUEM YSI3BUMOCTEN?

DNEeKTPOHHBIA JOKYMEHT
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