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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas nporpamma nucuuruinsbel (Moayisi) «besomacHocts cuctem MM» cocraBiena B
COOTBETCTBUHM C (ellepalbHbIM TI'OCYyJapCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICIIErO
oOpa3oBanus — OakanaBpuar no HanpasiaeHuto 02.03.01 «MaremMaTuka U KOMIBIOTEPHBIC HAYKH,
npopmwis «MaTteMaTHKa U KOMIIbIOTEPHBIE HAyKH», YTBEPXKACHHBIH IpuKa3oM MuHucTepcTBa
HayYKH ¥ BbIciero oopaszoBanus Poccuiickoit @enepanuu Ne 807 ot 23.08.2017 roxa.

N3zyuenne naucuumiuasl (Moayisi) «be3omacHocTs cucteM MHW» mo3BossieT MOArOTOBUTH
CHELHUAITHNCTOB, CIOCOOHBIX 0OecreunBaTh HaJEKHOCTh U Oe3omacHocTh M -cucteM B yClIoBuUsIX
pactyumx kuOepyrpos. [losnyueHHble 3HaHUSI M HAaBBIKM (POPMUPYIOT KJIHOUEBblE KOMIIETEHIIUH
JUIs paboThI B 00J1aCTH 6€30M1aCHOTO MAIIMHHOTO O0YYEeHHUS, aHAJIHM3a YSI3BUMOCTEH U pa3paboTKu
sanmMIEHHBIX M -pemennii B KpUTHYECKH BaXKHBIX OTPacisaX.

MecTo JTUCUMIIIIMHBI (MOXYJIS) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Hacrosmas nuciumninuHa (MOAyIb) BKIIOUEHA B Y4€OHBIH IJ1aH 1O IMPOTrpaMMe MOATOTOBKH
OakanaBpuata no HampasieHuto 02.03.01 «MaremaTuka U KOMIBIOTEPHBIE HAyKH», MPOodUib
«MareMaTnka ¥ KOMIIBIOTEPHBIC HAYKW» U BXOJUT B BApUATUBHYIO YacTh bioka 1 popmupyemyro
y4acTHUKaMU 00pa30BaTeNIbHbIX OTHOLIEHUH KaK JIMCLUUIUIMHA IO BBIOOPY.

Jucnunnuua (MoAynb) u3ydaerca Ha 3 B 6 cemectpe. JlocTymHa K H3y4yeHUIO MOCIeE
YCIEIIHOTO OCBOCHHUS AUCIMIUTUHBI (Moyiis): «['y0okoe o0ydeHue».

Heap m3yyeHus: TUCHUILUIMHBI (MOAYJIs1): cHOpMUPOBATh Yy OOYHAIOIIUXCS CUCTEMHOE
IIOHMMAHHE YIpPO3 U MEXaHU3MOB 3aIlUTHI B CUCTEMAX MCKYCCTBEHHOI'O MHTEJUIEKTA, a TaKkKe
HaBBIKM TPOEKTUPOBAHMSA, aHaiM3a W TectupoBanusi WU-pemenuit ¢ yduérom TtpeboBaHMiA
KrOepOe30MacHOCTH.

3agauu u3y4eHusi AIMCUUILIMHBI (MOAYJIA):

— HU3YYUTb apXUTEKTYpPbl U MOJEIM UCKYCCTBEHHOIO MHTEJUIEKTA, IPUMEHIEMbIE KaK B
KrOepaTakax, Tak U B CHCTEMaXx 3allUThl, U KIaCCU(UIIMPOBATH OCHOBHBIE THITBI YTPO3;

— OCBOMTB CXEMBbI aTaK Ha MOJIESIM MAallTMHHOTO 00yUY€eHUs, BKJII0Uasi OTPABJICHUE JTaHHBIX,
YKJIIOHEHHE M aTaKh Ha MHTEIUIEKTYaJbHYIO COOCTBEHHOCTb, a TaKXKe METOAbl MX NETEKIHMU U
IIPEAOTBPALCHUS;

— Hay4YMTbhCs OLIEHUBATh 0€30M1acHOCTh HAaOOPOB aHHBIX U Mojenel U ¢ Touku 3peHust
YSI3BUMOCTEH, CBSI3aHHBIX C OTpaBJI€HUEM, HH(PEPEeHCOM U SKCIUTyaTallMeld TeHepaTHBHBIX
MOJICIIEH;

— Ppa3BUTb HAaBbIKM MHCIIOJIb30BAHMSI COBPEMEHHBIX OTKPBITHIX (PEUMBOPKOB IS
TECTUPOBAHUS M MOBBIIIEHUS YCTOMUNBOCTU MOJIeNieil MallIMHHOTO 00y4eHHs K aTakam;

— chopMupoBaTh  CIIOCOOHOCTH ~ OOOCHOBAaHHO  BBIOMpATh  APXUTEKTypHBIE U
QIrOpUTMUYECKHE peleHus mpu paspaborke Oe3omacHbix WMU-cucreMm wu  oueHuBath
COILYTCTBYIOIIME PUCKHU.

B pe3ysibTare ocBOeHUSs1 JUCHUILIUHBI (MOIYJIs1) 00y4aIOIMIiCS T0JIZKEH

3Hamy:

— OCHOBHBIE 00JacTH HCHOJB30BAHUS CHUCTEM MCKYCCTBEHHOTO HHTEJIEKTa B
KrOepOe30MacHOCTH;

— ApXUTEKTYypy M MOJEIN CHCTEM HMCKYCCTBEHHOI'O WHTEJUIEKTAa, MCIOJb3YEMBIX IpHU
OpraHu3ay Kudeparax;

— ApPXUTEKTYpy U MOJEIM CHCTEM MCKYCCTBEHHOI'O WHTEJUIEKTAa, MCIOJIB3YEMBIX IIpU
3alUTe oT Kubeparax;

— CXEMbl OpraHM3alliy aTaKk Ha MOJAEH MAIIMHHOTO 00yUYeHHS;

— KjIaccu(ukalnMioo atak Ha MOJENM MAIIMHHOTO OOy4eHHs (MCKYyCCTBEHHOIO
WHTEIJIEKTA);

— CXE€MBbI aTak OTpaBJIEHUS JaHHBIX U METObl OOPHOBI C HUMU;

— CXE€MBI aTak OTpaBJICHUS MOJieliell MAIIMHHOTO O0yYEeHUS;
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— CXEMBbI aTaK YKIIOHEHUEM U METO/1bl OOPHObI C HUMH;

— CXEMBbI aTaK Ha MHTEIUIEKTYaTbHYI0 COOCTBEHHOCTh U METObI OOPHOBI C HUMH;

— CXEMbI HCIOJIb30BAHUS MOPOXKIAIOUINX MOJIeJe B aTakax Ha CHUCTEMbl MAIIMHHOTO
00y4eHust (MICKYCCTBEHHOT'O UHTEIIJICKTA).

ymembw:

— CTPOUTHh MOJEIM CHCTEM HWCKYCCTBEHHOIO HHTEJUIEKTa JJIsi HCIOJIb30BAaHUS B
krbOepbe30macHoCTy;

— OpraHM30BBIBATH TECTUPOBAHHE CHUCTEM MCKYCCTBEHHOTO MHTEIICKTA Ul OLIEHKU MX
0€e30I1aCHOCTH;

— OLIEHUBAaTh HAOOPBI TaHHBIX, UCIIOJIb3yEeMbIE B MOJEIISX HCKYCCTBEHHOTO UHTEIIIEKTA C
TOYKH 3PEHUsI OE30MMaCHOCTH;

— (opmupoBaTh 000CHOBAHHYIO OIICHKY OpraHH3alMH M ()YHKIMOHHUPOBAHUS TE€X WU
MHBIX KOMIIOHEHTOB CUCTEM UCKYCCTBEHHOT'O MHTEIIIEKTA, KAK B KOHTEKCTE MX 0a30BbIX (DYHKITHIHA,
TaK U C TOYKHU 3PEHHS PUCKOB KHOEpOE30acHOCTH;

— HCIMOJb30BaTh COBPEMEHHBIE OTKPBIThIC (PPEHMBOPKH AJs 3aa4 KUOEpOE30MacHOCTH
CHCTEM MCKYCCTBEHHOTO MHTEIUIEKTA.

enademp:

— HaBBIKOM BbIOOpA apXUTEKTYPHBIX PEIICHUI 1JI1 CUCTEM MCKYCCTBEHHOT'O MHTEIIJICKTA,
HCIIOJIb3YEMBIX B KHOEpOE30I1aCHOCTH;

— HaBBIKOM aHaJIM3a MOJENIeHl MalIMHHOTO OO0Y4eHHUs1 (MCKYCCTBEHHOTO HMHTEIJICKTA) C
TOYKH 3pEHHUS KHOepOE30MacHOCTH (3aIUThI OT aTaK);

— HaBBIKOM BBIOOpa MOjeNiel U alrOpuTMOB JJIsi CUCTEM HCKYCCTBEHHOTO MHTEIJICKTA,
UCIIOJIb3YEMBIX B KHOEpOE30I1aCHOCTH;

— HaBBIKOM OLIEHKH PUCKOB O€30MMaCHOCTH CHCTEM MCKYCCTBEHHOTO MHTEIUICKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyembie B pe3ylbTaTe OCBOSHHS IUCHUILIMHBI (MOIYJsS) IpH
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus

Conep:xkanue KOMIEeTEHIIUH

Nuauxkarop
KOMIIETeHIIN U

IlepeyeHpb MIAHMPYEMBIX
pe3yJbTaTOB 00y4eHus Mo
JucHMIIMHE (MOTYJIIO)

YK-1.

Crioco0eH oCyIIeCTBIIATh
MIOUCK, KPUTHYECKHI aHATH3 U
cHHTe3 HH(pOopMaITuHy,
MPUMEHSITh CHCTEMHBIH
TIOJTXOJT JIJISl pEeIICHHUS
MIOCTaBJICHHBIX 33124

YK-1.1.

3HaEeT METO/IbI MOMCKA U aHAJIN3a
nH(popMaIuu B 001aCTH pa3padOTKH,
OCHOBHBI€ TTPUHIIUIIEI KPUTHYECKOH
OIICHKH MCTOYHUKOB MH()OPMAIIUU U
WX PEJIEBAaHTHOCTH.

YK-1.2.

YMeeT KpUTHYECKN OLICHUBATH
WUCTOYHUKHU HH(OpMALINHU U
CHUHTE3UpPOBATh JIaHHBIE U3
Pa3IYHBIX HICTOYHUKOB IS
pelIeHns 3aad, IpUMEHSTh
CHUCTEMHBIH MOAX0] K aHATIN3y U
PELICHHUIO KOMIIIEKCHBIX PO0JIeM

YK-1.3.

NmeeT npakTudeckuii ombIT paboThI
C COBPEMEHHBIMU MHCTPYMEHTaMH H
TEXHOJIOTHSIMU /17151 00pabOTKH
nHpopMaIuu, GOpMyINPOBAHUH H
CTPYKTYPUPOBAHHH 3a/1a4 Ha OCHOBE
noJy4eHHOH nH(opMaIyu

YK-2.

CriocobeH onpeaensiTe Kpyr
3a/1a4 B paMKax MNOCTaBJIECHHOU
LENI 1 BEIOUPATh
ONITUMAJIbHBIE CIOCOOBI MX
peLIeHUs, HCXOAS U3
JEHCTBYIONINX MPaBOBBIX
HOPM, UMEIOLIUXCSI PECYPCOB
Y OrpaHUYECHHI

YK-2.1.

3HaeT NeUCTBYIONINE TPABOBHIC
HOPMBI, PETYTHPYIOIINE
JIEATSIILHOCTD B 00J1aCTH PELICHHUS
3a7a4, OCHOBHBIE METO/LI M TIOIXOIbI
K OMPEJICIICHHIO KpyTa 33134

YK-2.2.

YMeeT onpenensaTs Kpyr 3a1a4 B
pamMKax IMoCTaBJIEHHOM 1INy,
BBIOMPATH ONTUMAITBHBIE CIIOCOOBI
pelIeHns 3a1a4, YU ThIBast
MMEIOIINECS PECYPCHI U
OTpaHHYEHU

YK-2.3.

Nwmeet mpakTuyecKuid ONbIT
MIPUMEHEHUS 3HAHWUI O TPaBOBBIX
HOpMax U pecypcax B pealbHbIX
CUTYyalusxX, pa3paboTKu U
peanu3anuu perieHnii B
COOTBETCTBHUH C YCTAHOBJICHHBIMU
OTpaHUYCHUSIMU

OIIK-1.

Cnoco0eH HaXOIUTh,
(GopMyIHMpoBaTh U permarb
aKTyaJibHbIC ¥ 3HAYUMBbIC
MPOOJIEMBI TPUKIATHON U
KOMITBIOTEPHON MaTeMaTUKH

OIIK-1.1.

3HaeT OCHOBHBIE METOIbI U IOAXOABI
K PEIICHUIO 3a/1a4 MPUKIATHON U
KOMHLIOTepHOfI MaTC€MaTHKH,
BKJTFOYast alTOPUTMEI,
MaTeMaTHYECKOe MOJICTTUPOBAHKE U
TeOpI/IIO OIITUMU3AIINH, a TaKKEC
COBpeMeHHLIe I/IHCprMeHTBI nu
TEXHOJIOTHH, UCIIOJIb3yEeMbIE B 3TOM
obiact

OIIK-1.2.

YMeer aHanu3upoBaTh U
(dhopMyIUpOBaTh MaTEMaTHUECKUE
3aJ1a4M, IPUMEHSATh
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COOTBETCTBYIOIIUE METOJIBI U
ANTOPUTMBI JIJISI UX PEUICHUS, a
TaK)Ke UHTePIPETUPOBATH U
MPEJICTABIATh PE3YJIbTATHI B
MTOHSITHOM M AOCTYIHOH hopme

OIIK-1.3. Nmeet mpakTHYECKUH OTBIT PaOOTHI
HaJl IPOEKTaMH WIH
UCCIIEIOBAaHUSAME B 001aCTH
MPUKJIAHON U KOMIIBIOTEPHOU
MaTEMAaTHKH, BKJIIOYas ydacTHe B
KOHKYpCax, OMMMITHAAaX WIN
HAyYHBIX MMyOJTUKAIUIX, T1e ObUH
peLIeHBI aKTyalbHbIC U 3HAYNMBbIC
3a1auu
[K-1. Criocoben popmynrpoBath IK-1.1. 3HaeT METOBI ¥ MOAXOIBI K
3a7a4M C MaTeMaTHYECKOM (bopMyIHpOBaHUIO 3a7a, a TAKKE
TOYHOCTBIO, 00OCHOBEHIBATH OCHOBHBIE MTPUHIIUTIBI
YTBEPKICHUS CTPOTO H MaTeMaTHYECKOTO JI0Ka3aTenbCTBa H
aHAIN3UPOBATH MOJTYYCHHBIE aHAJIM3a Pe3yIbTaToB.
pe3ynbTaThl B 001aCTH [K-1.2. ‘YMeeT KOppPEeKTHO CTaBUTh U
MaTeMaTHKH U (opMynupoBaTh MaTeMaTHYECKHE
KOMITBIOTEPHBIX HaYK 3aJauu, IPUMEHSTh CTPOTHE METOJIBI
JIOKa3aTeIbCTBA ¥ AaHATM3UPOBATH
HOJTyYSHHBIC PE3YJIBTATHI.
IK-1.3. Hmeer ombIT paboThI ¢ 331a4aMU B
001acTH MaTeMaTHKH U
KOMITBIOTEPHBIX HayK, BKIIIOYAst
MPUMEHEHUE MaTeMaTHUECKIX
METOOB JIJIsl PELICHUS
PaKTHYECKUX 3a/1a4
[K-2. CriocoOeH pemath THIIOBbIE I1K-2.1. 3HaeT OCHOBBI HH)OPMALIMOHHON U
3a71a4¥ MpoeCcCUOHATBHON OoubnmorpaduuecKon KyabTypsl, a
JeSITeIbHOCTH B 00JIaCTH TaKXe MPUHIUITB HHPOPMAITHOHHOH
pa3pabOTKH, ONHpPasch HA 0€30MacHOCTH U TPUMEHEHUS
WHQOPMAITMOHHYIO 1 UHPOPMAITMOHHO-
oubrorpaduIecKyro KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN B
KyJIbTYpPY, UCTIONIB3Ys npodeccHOHAIBHOM AeSTEIbHOCTH
MH()OPMAIIIOHHO- [K-2.2. Ymeer 3¢ (heKTUBHO HCIIONB30BAThH
KOMMYHHKAIIHOHHBIE UHPOPMAIMOHHO-
TEXHOJIOTHH U YUUTHIBAsS KOMMYHHKAIIMOHHBIE TEXHOJIOTUH
OCHOBHBIE TPEOOBAHUS JUISL pEILICHUsI CTaHAaPTHBIX 3a1a4
UHPOPMAITUOHHON npodecCHOHAILHON IeATEHHOCTH,
Oe3omacHocTH YUUTBIBas TPeOOBaHUSI
nHGOPMAITMOHHON 0€301MacCHOCTH
[K-2.3. NmeeT onbIT paboThI €

WHPOPMAITMOHHBIMH PECypcaMu 1
TEXHOJIOTHSIMH B 001acTH
pa3paboTKH, BKIIOYask COOI0AEHUE
HOPM MH(POPMAITMOHHON
0€301acHOCTH
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3. TemaTu4yeckuii mjian

Nen/ TpynoeMkocTh, akageMH4YeCKHEe YaChl
1 HaumenoBanue Qunaz popya TKY .
AyautopHas padora (Tekymmii
pa3jaena IMCHUIITHHBI
(moyasi) Jexuun CeMuHapsbl Koutpo | CamocTosiTeab KOHTPOJIbL
(npakTHYecKue Jb Hasi paboTa yCIeBaeMoCTH)
3aHATHS)
1 Araku Ha cucremsl U 18 18 4 Jomariame
3ajIaHus,
KonnoxBuym
2 3ammra cucteMm 1 4 4 2 Jomaraue
3ajIaHus,
KonnoxBuym
3 CoBpeMEHHBIE BBI30BBI 8 8 2 16 Homaraue
Y aBTOMAaTHU3aIMsI B 3ajIaHus,
6e3omacHoctu M KonTponphas
pabota
IK3amen 4
Hmoczo: 30 30 12 118
O6vem oucyuniunst (M00ys) 190
(6 ax. u.)
Obvem Ooucyunaunvt (MoOoyns) 5
(6 3au. eo.)

4. CopepxaHue TMCUUILTHHBI (MO1YJIs)

Nenr/m HaumenoBanue pazjeJia
AUCHUNJIUHBI (MOYJIs1)

Coaep:xanue TUCHUILNIMHBI (MOAYJIS) IO TeMaM

1 Ataxku Ha cuctemsl U1

Hacrynarensnsiii UU (atakn)

3amuTa ¢ nomortso N

350BpeAHBIC BO3ICHCTBUS

Beenenue B ataku Ha cuctemnl MU
CxeMmsI aTtak Ha cucteMsl U

ATaxu OTpaBICHUS JAHHBIX U MOJIEJICH
ATaxu oTpaBiieHUs — 03KI0PHI

ATaku yKIOHEHHS — OebIi SIuK
ATaKu YKIIOHEHUS — YEPHBIN SITUK

2 3ammra cuctem A

ATaku yKIIOHEHUS — 3alluTa
ATaku Ha MPUBATHEIC TAHHBIE

3 COBpeMeHHLIe BBI3OBBI U
aBTOMaTu3aunus B 0e30macHOCTH
4041

ATaK{ C TOPOKAAIOIIUMH dJIEMEHTAaMH
ABtomarmzanus atax (ppeimMBopKn)

ATtaky Ha OOIBINE A3LIKOBEIE U MYJBTUMOAAJIBHBIC MOACIN
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Kozwips, H. C. HMHpOopManMOHHBIE TEXHOJOTUH B KHOEPOE30MacHOCTH : yUYeOHUK IS
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : U3natensctBo HOpaiit, 2026. — 217 c. —
(Beiciiee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : 5IeKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/600794.

2. [Tnaronos, B. B. TexHomoruu MammHHOTO 00y4YeHHs B KHOEpOE30MacHOCTH : y4eOHOe
nocobue / B. B. Ilimaronos. - Mocksa ; Bonoraa : Undpa-Unxenepus, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHbiit. - URL: https://znanium.ru/catalog/product/2170891.

Jlononnumensnasn ntumepamypa:

1. [Mapteika, T. JI. Uudopmanmonnas Oe3omnacHocTh : yueOHoe mocobue / T.JIL.
[Mapteika, N.W. ITonoB. — 5-e u3zn., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2021.
— 432 ¢. — (Cpennee npodeccronaibHoe oopazoBanue). - ISBN 978-5-00091-473-1. - Tekcr :
anexktpoHHbI. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajbHO-TeXHHYECKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUJIaM U HOPMaM U 00ecleurBaroeil MpoBeieHHe BCexX
BUJIOB JIUCHUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW IOATOTOBKH, HPAKTHUYECKOH M HAy4HO-
UCCIIEI0BATEIbCKON PaboT 00ydaromuxcs, NpeayCMOTPEHHBIX YU€OHbBIM IIJIaHOM.

[TomenieHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [T IPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEeMMHAapCKOro (IpakTUYeCKOro) THIA, TPYNIOBBIX U
MHAUBUAYaAJIbHBIX KOHCYJIbTAIMM, TEKYIIETO KOHTPOJIS U MPOMEXKYTOUYHOU aTTeCTalluy, a TaKKe
MOMEIIEHUS Il CAMOCTOATENIBbHOM paboThl U MOMEIIEHUS I XpaHEHUS U NMPO(UITAKTUYECKOTO
obcimyxuBaHusl yueOHOTO 000pynoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIICIUMAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CpPEICTBAMH OOyuYeHHs, CIy>KalllMMH JUls MpeJCTaBlIeHUs ydeOHOH
uH(popMaluu 00JbILION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) 00eCcTIeYnBaeTCsl B y4eOHBIX ayIUTOPHSX, OCHAIIEHHBIX:

— CTOJIaMH U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOU;

— MEXaHWYECKUMHU KaJIbKYJIATOpaMH;

—  CHENHUAIU3UPOBAHHBIM 000pYyI0BaHHEM, BKIIIOYAs! IEMOHCTPALMOHHOE 000PYIOBaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTh 00yUarOIIKXCsl, B TOM YUCIIE IPUCTIOCOOTICHHBIE
JUISL MCTIONBb30BaHMsS MHBAJUIAMH M JIMLIAMU C OTPAHUYEHHBIMU BO3MOXXHOCTSMH 3J0POBBS,
OCHAIIEHbl KOMIIBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO MOJKIIOYEHMs K cetu «HTepHeT» n
o0ecriedeHHEeM  JIOCTyNa B  JJEKTPOHHYIO  HMH(OPMAalMOHHO-00pa30BaTEeNIbHYI0  Cpeay
YHuBepcurera.
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https://urait.ru/bcode/600794
https://znanium.ru/catalog/product/2170891
https://znanium.ru/catalog/product/1189328

OO0yyarmumMcsl TPeaoCTaBIsSeTCs JOCTyn (B TOM 4HCIE YAAJICHHBIH) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCIIe 3JCKTPOHHBIM OHOJIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPO(ECCHOHAIBLHBIM 0a3am

JAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHoBaHue nopraiia CcbLika
(u3naHus, Kypca, 10KyMEHTAa)
1. | Hayunas snextponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
onbnmoTeka
2. | ba3za mannbix s | T-crienuanvcTos https://habr.com
3. | ba3a nanneix ScienceDirect https://www.sciencedirect.com
4. | OdunmansHbii cailT MUHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/
BEICIIIEro oOpazoBanus Poccutickoit ®eaeparuu
5. | ®enepanbhbiii mopran «Poccuiickoe odbpasosanue” | https://www.edu.ru/
6. | Uudopmarmonnas cuctema "Equnoe okno qoctyma | http://window.edu.ru/
K 00pa3oBaTenbHBIM pecypcam”
7. | EnunHas xomekims nudpoBsix obpasoBatenbubix | http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHPOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB
[lepeuenr WHDOPMAINMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX IPH  OCYIICCTBICHUU
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILINHE (MOAYIII0), B TOM YHCIIEe KOMIUIEKT JTUIEH3NOHHOTO
MPOrPaMMHOTO  OOCCIICYCHHS, COBPEMEHHBIE TpPO(ecCHOHANbHBIC 0a3bl  JaHHBIX U
MH(OPMaIMOHHBIE CIIPABOYHBIE CHUCTEMBI:
HaunmenoBanue I1O IIpousBoacTBoO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe
OnepanuoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapy6exmnoe | muuensmonHoe
bpaysepsbl:
Slupexc.bpaysep OTEUYECTBEHHOE | CBOOOJHO PacIpoCTpaHsIeMoe
Google Chrome 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Od¢ucHble NpUIOKEHHUS
Microsoft Imagine (Visio, OneNote) 3apy0exHoe JIUIEH3HOHHOE
TeXstudio 3apy0exHoe cBOOOJTHO PACIPOCTPAHSIEMOE
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
IIporpammHoe o0ecneyeHne Uisl IVIAHUPOBAHHUSI M YYeTa BPeMEHH:
Toggle app | 3apyOexHoe | CcBOOOIHO pacIpocTpaHsieMoe
CucreMbl ynpapJjieHHsI TPOEKTAMM:
Microsoft Imagine (Project) | sapyGexHoe | nuuensuonnoe
Cucrtembl ynpapjieHHs1 0a3aMHi JaHHBIX:
Microsoft Imagine (SQL Server) | sapy6exnoe | nurensnonnoe
Cucrtembl pesepBHOro konuposanus (backup):
Acronis Backup Advanced for HyperV | sapy6exHoe | muuensnonHOe
CnpaBoYHO-NIPAaBOBBIE CHCTEMBI:
Koncynprantllimtoc: cipaBoyHO-TIpaBOBast OTEUECTBEHHOE | JIMIICH3UOHHOE
cucTeMa
CpeicTBa AHTHBUPYCHO#i 3aIUTHI:
Kaspersky Endpoint Security asst 6usneca OTEUECTBEHHOE | JIMIIEH3UOHHOE
Cranpmapraeiid Russian Edition
Cpeabl pa3padoTkm:
Visual Studio Code 3apy0exHoe CcBOOOJTHO PACIIPOCTPAHSIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOIHO PaCIPOCTPaHIEMOE
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Anaconda 3apyOexkHOE CBOOOHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
CopelliaSim 3apy0exKHOE CcBOOOJIHO PACIIPOCTPAHIEMOE
Google Colaboratory 3apy0exHOe CcBOOO/THO PACTIPOCTPAHSIEMOE
IlakeThbl MPOrpaMMHBIX CPeICTB M OHOJIHOTEK:

AutoPsy 3apyOexkHOE CBOOOIHO pacIpOCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
CucTteMbl ynpasjieHHs1 0ubanorpapudeckoii nugopMmanueii:

Zotero | 3apyOexKHOE | CBOOOHO pacIpOCTpaHsIeMOe
CepBHCHI B CITYKOBI:

Bind 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
Docker 3apyOeKHOE CBOOOJTHO pacIpoCTpaHsIeMoe

7. MeToanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToauyeckne yKazaHus il 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B npouecce usyuenuss aucuuiuinHbel (Monyisi) «besomacHocth cuctem MU» B pamkax
TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH HCIIOJIB3YIOTCS TaKhe BUIBI y4eOHOW pabOThI, KaK JICKIIUH,
CeMMHapbl, JIOMAlllHWE 3aJaHusi, KOHTpPOJbHas paboTa, a TakkKe pa3IMyHble BHJIBI
CaMOCTOSITENIbHOM padOTHl 00yYaroIIMXCs 10 3aJaHUI0 IPEIoJaBaTelis, HalpaBlE€HHbIE Ha
pa3BUTHE  HABBIKOB  NPOPECCHOHATBHON  JIGKCHKH,  3aKpeIUIeHHEe  MPAKTHYECKUX
npo¢eCCHOHATBHBIX KOMIIETEHIIMH, TOOIPEHNE UHUIATHB.

Jlexyus — cHUCTEMAaTHYEeCKOe, IOCIEIOBATEIBHOE, MOHOJOTHYECKOE  H3JI0KEHUE
npernoiaBaTesieM yueOHOro MaTepuaa, Kak paBuiio, TEOPETHUECKOTO XapaKTepa.

B mpomecce neknmii peKOMEHIYETCS BECTH KOHCHEKT JIEKIUH: KPAaTKO M CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC HJCH, BBIBOJBI W OOOOIICHUS JICKIIMW; BBIICIATH BaXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoO0XOIMMO OTMETHUTH BONPOCHI WMJIM MaTepUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHEHMs, U MOMBITATbCS HAMTH OTBETHI B PEKOMEHI0BaHHOU nuTepatype. Ecimu
pa3o0parbcsi B Marepuaie He yaaercs, cieayeT chopMyIupoBaTh BOIMPOC W 3a1aTh €ro
IPENo/IaBaTeso Ha KOHCYJIbTAI[MH WM BO BpEMsI CEMUHAPCKOTO (IPAaKTUYECKOT0) 3aHATHSL.

Cemunap — 310 (hopma yueOHOUM NesATeTbHOCTH, TPOBOAMMAs B Y4€OHOM 3aBEJIEHUU TIOJ
PYKOBOACTBOM TMpemNojaBaTess, TI/A€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
MPAKTUYECKUX 3aJJaHUsIX U APYrux (popmax B3aMMOAECHCTBHUS.

Jlns ycrenrHoi moAroTOBKUA K CEMUHApY PEKOMEHAYETCS 3apaHee 03HAKOMHTHCS ¢ TEMOM
3aHATHA WU OCHOBHBIMHU MaTCpUalaMH, 4TO0Bl MMETHh BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
oOcyxaeHuu. Takxke MOJNEe3HO MOATOTOBUTH BOIMPOCHI U HUJIEU ISl OOCYKIEHUS, YTO MOMOKET
rI1y0’Ke OHATh MaTepUal U MPOJIEMOHCTPUPOBATH 3aUHTEPECOBAHHOCTD.

Ayoumopnas paboma — akTUBHas paboTa CTy/IeHTa Ha CEMUHape, ero OTBETHI Ha BOIIPOCHI
IPEenoJiaBaTess U y4acTHe B IUCKYCCHU.

Jl1g ycnemHoro yyacTusi B CEMMHApe CTYAEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMUTBCS C
TeMOM OOCYXXIeHHs, MPOYUTAaTh HEOOXOIMMbIE MaTepUallbl U IMOATOTOBUTH BOIPOCHL. BakHo
AKTHUBHO CJIyIIaTh M BOBJIEKAThCS B IUCKYCCHIO, BBICKA3bIBasl CBOU MHEHHUS U apIyMEHTUDPYS HX.
[Ipu oTBeTrax Ha BOMNPOCHI TMPENOJABATENsl CTOUT OBITh YBEPEHHBIM, YETKUM U JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTtepuall. Takxke MOJIe3HO MOAAEPKUBATh IUAJIOT C OJHOKYPCHUKAMU,
YTOOBI 000TaTUTH O0CYXKJEHHE U PACIIUPUTH CBOU 3HAHMUSI.

Homawmnee 3a0anue — HaboOp 3a/1a4 O TEMaM HEJIENH.

[Ipu pabore Ham nOMaNTHUMHU 3aJaHUSIMA Ba)XXHO BHUMATEIHLHO O3HAKOMHTHCS C
TpeOOBaHUSIMU U CPOKaMH BBIMOIHEHHs. PekoMeHyeTcss pa30ouBaTh 3aaHUs HA JTArbl, 9YTOObI
n30exaTh TEperpy3kd W JIydlle YCBOUTH Martepuai. Mcmonp30BaTh paziWyHbIE HWCTOYHHUKHU
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nH(opMaIuu, BKIIOYasi Y4eOHUKU U OHJIAMH-PECYPCHI, IJIs 00Jiee TIIyOOKOTO TOHMMaHUS TEMBI.

Koumponvhas paboma — nuceMeHHasi pabota ¢ HabopoMm 3a/1a4, KOTOPbIC HYKHO PEIITUTh 3a
OrPaHUYCHHOE BPEMSI.

HCHB KOHTpOJ’IBHOﬁ paGOTBI — [NOJIYYUTb CICHUAJIBHBIC 3HAHUA I10 O,HHOI\/JI HNIJIN HECKOJIBKUM
TeMaM TUCHHUILUIMHBI U TIPOJICMOHCTPUPOBATH HABBIKH UX MPAKTHYECKOTO IPUMEHEHHS.

Konnoxeuym — ycTHbIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTY/ICHTY 3apaHee.

B mnpomecce moAaroToBku K KOJUIOKBUYMY HEOOXOAMMO IPOAHATU3UPOBATH Y4eOHbIE
MaTepuaibl, 03HAKOMUBIINCH C JICKIUSMH, Y4COHHMKAMHU U JOIMOJIHUTEIBHBIMU HUCTOYHUKAMH,
aKLIEHTUPYS BHHMMAaHHE Ha KIIOYEBBIX TemaxX. PekoMeHayercsi co3naTh CTPYKTYpHUPOBAHHBIE
KOHCIIEKTBI, BBIJICTISIS OCHOBHBIC U, TEPMHUHBI 1 JOPMYJIBL.

Camocmosmenvras paboma — paboTa CTYIECHTOB, HaIpaBJICHHAs Ha YIIyOJICHHOE
W3YYCHHUE OTJICIBHBIX TEM U BOIPOCOB YUYECOHON AUCIMILTUHBI (MOTYJIs).

B nporiecce camocTosiTensHOM paboThI CTYIEHTHI B3aUMO/ICUCTBYIOT C PEKOMEHI0BAHHBIMHU
MaTepuajiaM Py MUHUMAJILHOM y4acTHU MperoaaBaTeis. 3a/lauu CTyICHTa BKIIOYAOT paboTy
C KOHCIIEKTaMH JIeKIui (00paboTka TeKcTa), IOBTOPHOE M3YUCHHE YyUeOHBIX MAaTEpHAIIOB TIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JIOTIOJHUTEILHBIX TEM, BHIMIOJTHCHHE yU4eOHO-UCCIICIOBATEIIbCKIX
3alaHUU U Ipyroe.

Cucrema OLCHUBAHUS PE3YJIbLTATOB oﬁyqe}mﬂ no JTMCUMIIJINHE (MO}]yJIlO)

Kpurepun nosrydyeHusi ypoBHSI M OLleHHBAHUS c()OPMUPOBAHHOCTH KOMIETEHUHII M0
aucuunnHe (moayaw) «besonacnocrs cucrem UN»

OueHuBaHue ypoBHSA Y4€OHBIX JOCTIXKEHUH, OOyYarOMIMXCs MO TUCIUIUIMHE (MOIYIIIO),
OCYIIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.

IIpomexyTouHasi arrecTalusi MO AUCUUIUIMHE (MOZYJIO) OCYIIECTBIsSeTCS B (opme
9K3aMeHa, Py TOM MPOBOJAUTCS OIIEHKA KOMITETEHIINM, C(HOPMUPOBAHHBIX MO TUCIUTUINHE.

Jns oueHMBaHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEXKYTOYHOM aTTecTaluu
UCIIONIB3YETCS JIeCATUOAIIbHAS IIKaJla OIEHUBAHMS, KOTOpas COOTHOCUTCS C TPaJAUIIMOHHOU
NATUOAIILHOM IIKAJION cienyromuM 00pa3oM, eciii MHOE HEe YKa3aHo B CHi1a0dyce NUCHUIIINHBL

Jecarudannbuas IlsTndanabHas OO0mas xapakTepHCTHKA pe3yJIbTaTa 00y4eHus! 1o
OlleHKAa OLlEHKA AUCUMIIMHE (MOIYJIIO)
10 OT1inyHO CTyIeHT TOJHOCTBIO BIIaJICET 3HAHUSIMH, H3JIO)KCHHBIMU B
9 OTIUYHO paboueii nmporpaMme, U TIYOOKO OCMBICISIET TUCIHUILTUHY. OH
8 OTIN9HO CaMOCTOSITETIbHO M JIOTMUYECKU IIOCIIeIOBATENbHO OTBEYAET Ha

BCE BOIIPOCHI, aKICHTHPYS BHUMaHHE Ha HauW0O0JIEC BaXKHOM.
YMeeT aHaIM3MpPOBaTh, CpaBHUBATh, KIACCU(DUIIUPOBATH,
0000maTh,  KOHKPETHU3WPOBaTH W  CHCTEMATH3MPOBATH
M3YYCHHBIM MaTepual, BbIACISAS KIIOYEBbIE MOMEHTHI U
yCTaHaBIIUBasT  NPUYMHHO-CIICJICTBEHHBIE  CBs3u.  YerTko
(GbOpMyJIUPYET OTBETHI, YBEPEHHO MHTEPIPETUPYET PE3yJIbTAThI
aHAJIM30B U JIDYTUX WCCIEJOBAHUMN, a TaK)Ke PeIlaeT CI0XKHBIC
3agaun. CTyIEHT XOpOIIO 3HAKOM C METOJIaMHU UCCIIEIOBaHus,
HEOOXOIUMBIMHU I TPAKTUYECKON JEATCIILHOCTH, U YMEET
CBSI3BIBATh TEOPETHUYECKUE ACTICKTHI NUCIUIUIMHBI (MOIYJIs) C
MPAKTUYECKUMHU 3aa4aMHu.

7 Xoporio CrygeHTt obramaeT 3HAHUSAMHU MpeAMeTa IMOYTH B TIOJTHOM
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JlecaTnoanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

O0mas XxapakTepUCTHKA Pe3yJIbTaTa 00y4eHusl 1o
AUCUHUIJINHE (MOIYJIIO)

6

Xoporo

o0bemMe pabodell MPOrpaMMbl U CAMOCTOSTEIILHO, JIOTUYCCKU
MOCJIEeIOBATENILHO U BCECTOPOHHE OTBEYAET Ha BCE BOMPOCHI,
aKIICHTUPYS BHUMAaHUE Ha HauOoJiee 3HaYMMbIX MOMeHTaX. OH
yMEeT aHaJIM3UPOBaTh, CPaBHUBATh, KIACCU(PHUIIMPOBATS,
0000maTh, KOHKPETH3UPOBATH

H3y‘leHHLII>i Marcpualli, BbIACIAA €TI0 KIHKOUCBBIC ACIICKTBI M

n CUCTEMATU3UPOBATH
YyCTaHaBJIMBasA IPUINMHHO-CJICACTBEHHBIC CBA3U. CDopMmepyeT

CBOM  OTBCTHI, YBCPCHHO HHTCPIPETUPYET PE3YJIbTAThI

AHAJN30B U JIPYTUX UCCIEIOBAHUHN, a TAKXKE PEUIACT CIOXKHBIC
CUTyaIMoHHbIE 3a1a4i. CTYZAEHT XOPOIIO 3HAKOM C METOJIaMHU
HCCIICIOBAHUS, HEOOXOIUMBIMU JUIS MIPaKTUYECKOM
JIESITEIbHOCTH, W YMEET CBI3BIBATh TEOPETUYECKUE ACIIEKTHI

nmpeamMeTa C MPaKTHICCKUMU 3ala4aMu.

'Y IOBJIIETBOPUTEIBHO

'Y IOBJIIETBOPUTEIBHO

CryneHnt oOnamaeT 0a30BBIMH 3HAHUSAMHU 10 JUCIUILIMHE
(MOJyJ1r0), HO UCTIBITHIBACT TPYAHOCTH MPH CAMOCTOSTEIBHBIX
OTBETaX M HCIOJB3YeT HETOUHbIC (GopMmynupoBku. B xome
OTBETOB OH JIOMYCKACT OLIMOKH, KaCalOLIUEeCs CyTH BOIPOCOB.
CryzeHT criocoOeH pemaTh TOJIbKO caMble TPOCThIE 3a1a4d U
BJajieeT  JUIIb HabopoM

MHUHUMAaJIbHBIM MCTOI0B

HUCCICOOBaHMUA.

He cnan

He cnan

He cnan

CryneHT He OBNaIeN 00sM3aTeIbHBIM MUHUMYMOM 3HaHUH 110
MpeIMeTy W HE MOXKET OTBETUTh Ha BOIPOCHI, NaXe €CIu
3aJaeT  JOHOJIHHUTEIbLHEIC

mpernoaaBaTciib HaBOAAIIHNEC

BOIIPOCHIL.

Jucnunnuna (Moaynb) «bezonacHocTs cuctem UMy olieHnBaeTcs cieayromuM oopazom:

AKTHBHOCTDL Bec |KoanuecTBO Onucanmue

Homamnaue 3amanus | 30% 12 HaGop 3aia4 o remam HeJenu

KomnokBuym 30% 3 Y CTHBIE OTBETHI HA BOITPOCHI, CITUCOK KOTOPBIX U3BECTCH
CTYJICHTY 3apaHee

KonTtposnbsHhas padora | 20% 1 [Mucemennas paboTa ¢ HAOOPOM 3aj1a4, KOTOPbIE HYKHO
PELIUTh 332 OrPAaHHMYCHHOE BPEMS

OK3aMeH 20% 1 [TucemeHHast niu yCTHas paboTa Hall 3aJaHHEM,
HaMpaBJICHHBIM Ha MPOBEPKY MOJYYCHHBIX 3HAHUH U
HAaBBIKOB I10 JUCIUILTHHE (MOYJITIO)

@opmyJia pacyéTa UTOrOBOH OLEHKH MO aucuMIUIMHe (Moay.aiw) «be3omacHocTh
cucrem UN»: «0,3 X cpennee 3a nomamraue 3aganus + 0,15 X cpennee 3a xoymokBuym + 0,2 X
KOHTpoJbHas padota + 0,2 X sx3amMeH».

Texkymmii KOHTPOJIb YCIIEBAeMOCTH 00YYAIOIIHUXCS 110 JMCHHUIINHE (MOLYJII0)

1.

I[IpumepHbIe TOMaLIHUE 32 IAHUS

JlomamHee 3aganue 1.

Onummnre CXCMY aTaKU OTPABJICHUS NAHHBIX U IMPUBCAUTE IPHUMED et MMPUMCHCHU

MIPOTUB MOJIEH KJIacCU(UKAIIMK U300paKeHUil;
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2. OO0BsicHUTE, KaK aTaka ¢ 03KI0pPOM MOXKET ObITh BHEAPEHA B MOJIEh MAITHHHOTO
00y4YeHHs U KaK OHa aKTMBHPYETCs BO BpeMsi HH(]epeHca;
3. PeanusyiiTe mpocTyro araky YKJIOHeHHUs (evasion attack) B Oemom smuke ¢

ucnonbs3oBanueM Merona FGSM mpotuB oOydeHHoU monenu Ha Habope manHbix MNIST wnu
CIFAR-10;

4. CpaBHHTE TPUHIUIBI PaObOTHl aTaK YKJIOHEHHUS B YCJIOBUAX O€l1oro u 4€pHOro
ALIMKA, YKKUTE pa3inymsl B JOCTYIE K MOAETH U TpeOOBaHUAX K HH(POPMALIUY;
S. [IpuBenure mnpumMep peanbHOM KuOepaTaku, B KOTOPOH HCIIOJIb30BAJICA

HCKYCCTBEHHBIN UHTEIUICKT, U MIPOAHATU3UPYITE €€ apXUTEKTYpPy U LEIH.

JlomamHee 3aganue 2.

1. CmopenupyiiTe aTaky ¢ MCIOJNb30BaHMEM Nopokaaroiied monenu (Hanpumep, GAN),
co3zarouiel BpaxkaeOHble IPUMeEpHI, U OlleHUuTe €€ 3(pPeKTUBHOCTh MPOTHUB KiIacCU(UKaTOpa;

2. Ucnonb3yiiTe oaMH U3 OTKPHITHIX (peiimBopkoB (Hanmpumep, ART, Foolbox wm
CleverHans) nis aBToMaTr3anuy reHepalyy aTak Ha MOJiesIb MAlIMHHOTO 00y4eHus;

3. [IpoBemuTe aHamM3 ySA3BUMOCTH OOJBIION s3bikoBoM Moxenu (LLM) k prompt-
UHBEKLUSAM U OMUILUTE BO3MOXHbBIE CLIEHAPUU SKCILTyaTallly;

4. Uccnenyiite, kKak MynbTUMOJalbHble Mozenu (Hampumep, CLIP) wmoryr ObITh
HOJIBEPKEHBI aTaKaM, COUETAIOIUM TEKCTOBBIE U BU3YyaJIbHbIE TPUITEPHI;

5. [loaroroBpTe OTUET, B KOTOPOM O00OOLIMTE PHUCKH OE30MACHOCTH, CBSI3aHHBIE C
aBTOMaTH3alMen arak Ha MU, u npenioxure crpaTreru NpoTUBOJAEHCTBUS.

Jomamnee 3a1anue 3.

1. PeanusyiiTe MeTOA 3aIIMTHI MOJIETH OT aTaK YKJIOHEHHUS ¢ ToMoIbto adversarial training
Ha NMPUMEPE NPOCTO HEUPOCETH;

2. Onumure, kak paboTtaer MexaHusM auddepeHuanibHON TPUBATHOCTH NPU O0yYEHHUH
MOJICJTM M KAKUE PUCKH OH CHUIKACT;

3. [Ipumenute metoxn feature squeezing s JETEKIUHW W OTKIOHEHHUS BPaxaeOHBIX
MPUMEPOB U OLICHUTE €ro AP(PEKTUBHOCTD;

4. OObsCHHUTE, KaK UCTIOIB30BAaHUE aHCAMOJIel MOJIeNel MOKET MOBBICUTh YCTOMYUBOCTD K
aTakaM ¥ CHH3UTh YS3BUMOCTh OT/IEIbHBIX KOMITOHCHTOB;

5. [Ipoananu3upyiite, Kakue Mepbl 3alIUTH MOTYT ObITh IPUMEHEHBI JIsl PEAOTBPAILlCHUS
aTak Ha MpUBaTHbIE JaHHbIE (HarpuMep, aTak TUa membership inference).

IIpumepHBIEe BOIPOCHI K KOJLUIOKBUYMY
KouiokBuym 1.

1. YUro Takoe HactynatenbHblii UM M kakue OCHOBHBIE LIEJIM MPECIEAYIOT aTaKH C €ro
UCIIOJIb30BaHUEM?

2. B uém 3axirouaercs pazHulla Mexay 3amuroi ¢ momouisto MU u ucnonszoBanunem MU
B HACTYIATEJbHbBIX LEAX?

3. Onumute OOHIYI0 CXeMy 3J0BPEIHOTO BO3ICHCTBUS Ha CHUCTEMY HCKYCCTBEHHOTO
MHTEJJIEKTA.

4. Kakue osTambl BKIIOYAeT aTaka OTPAaBJICHHUS JaHHBIX M KaK OHAa BJIMAET Ha MpoIecc
0o0ydeHust moaenu?

5. Uto Takoe OdKaOp-aTaka B KOHTEKCTe Mojenedl MamuHHOro odydenus? Ilpusenure
puMep.

6. OOBsicHuTe MPUHLIMIT pabOTHl aTaku yKJIOHEHUs (evasion attack) B ycrmoBusx 6emoro
ALUKA.

7. Kakue naHHble M MOJAETH TpeOYIOTCS A peaju3alMd aTakd YKJIOHEHHS B YEPHOM
SIITAKE?

8. B uém 3aximouaercs pa3HULIA MKy aTakaMH B 0eJIOM U YEPHOM SIIHUKE C TOUKH 3PEHUS
JIOCTYIA U CI0KHOCTU peanu3anuu?
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9. Kak araka oTpaBieHUsI MOJIEIH MOXKET MOBJIUATH Ha €€ MOBEACHHE B MTPOJaKIICHE?

10. IIpuBenuTe mpuMep peaabHON CUCTEMBI, NToABepriecsa arake Ha UM, u onummre
MCIIOJIb30BAaHHBIN BEKTOP aTaKHU.

KonnoxBuym 2.

1. Kakue Mmeroapl 3alUThl OT aTaKk YKJIOHEHUs HambOosiee >PQPEeKTUBHbI M KaK OHHU
pabortaroT?

2. Uro Takoe adversarial training 1 Kak OH TIOMOTA€T MOBBICUTh YCTOMYMBOCTH MOJICITH?

3. Onmmure mpuHOMO paboTsl feature squeezing Kak MeToAa ACTEKLUUU BPaXICOHBIX
IPUMEPOB.

4. Kak ancam0iy MoJiesieii MOTYT CHU3UTh YSI3BUMOCTh CUCTEMBI K aTakam?

5. Uro Takoe quddepeHnnanbHas MPpUBATHOCTh U KaK OHA 3alllMIIaeT MPUBAaTHBIEC JaHHbIC
npu o0ydeHun Mozenei?

6. Kakue pucku cBsizaHbl ¢ aTakaMu TUIa membership inference u kakue Mepbl TO3BOJISIOT
WX CHU3UTH?

7. Kak MOXHO 00HapyXUTh HaJTM4Ke 09KI0pa B MPea100yIeHHON MOIETH?

8. Kakue orpanmuenus umeer meron adversarial training mpu 3ammre OT aTak B 4YEPHOM
SIIUAKE?

9. Iloyemy Ba)KHO IPOBOJUTH ayTUT MOJIEIEH TIepe/l UX Pa3BEPTHIBAHUEM B MTPOAAKIIEHE?

10. Kakne wuncrpymentsl (Hampumep, ART, CleverHans) wucnons3yrores —uist
TECTUpOBaHus O6e3omacHocTu Moaeneit MN?

IIpumepHble 3a1aHUs ISl KOHTPOJIbHOH padoThl

KonTpoJsbnas 1.

1. Onumwre, yTo NOHMMaeTCs NOJ HacTynaTeabHbIM MU 1 npuBeaure aBa mpuMepa ero
UCIIOJIb30BaHus B KUOeparakax;

2. OOBsicHMTE, B 4YEM 3aKIIFOYAETCS Pa3HUIIA MEX]ly aTaKaMU YKJIIOHEHUS B YCIIOBHSIX Oes1oro
1 4EPHOTO AIINKA;

3. Uto Takoe aTaka oTpaBiieHUs JaHHbIX? Kak oHa BiuseT Ha mpolecc 00ydeHus: MoJIeNnu
MAaIIMHHOTO O0yUYEHUs;

4. OnumuTe cxemy Od3KIOp-aTakd MW IpHUBEIUTEe NpuUMep e€ peanu3aluu B 3ajade
pacro3HaBaHUs N300pakEeHU;

5. Kakue mnpu3Haku MOryT YyKasblBaThb Ha HaJU4We BPEJIOHOCHOIO TpHUITepa B
npeao0yuYeHHON MOIETH;

6. OOBsicHUTE, KaK 3JI0YMBIIUIEHHUK MOXET Hcroyib3oBaTh MW nis aBTomMaTu3anum atak
Ha CHCTEMBbI C MallIUHHBIM O0yUYEHUEM;

7. IlpuBeaurte mpumep peanbHOM ys3BUMOCTH B cucteme MU, cBsA3aHHOI ¢ oTpaBieHUEM
MO/JIEJIH, U ONMILIUTE MOCIEICTBUS;

8. B uém 3axmouaercs 3710BpefHOe Bo3jaeicTBHe Ha cucteMy MU u kakue KOMIOHEHTHI
MI0JIBEP>KEHBI aTaKe;

9. Kakue naHHBIE U MOJENIbHBIE apXUTEKTYphl OCOOEHHO YA3BHMBI K aTakaM B peXHMe
YEPHOTO AIINKA;

10. OOBbsicHUTE, TOYEMY UCIOJb30BAHUE OTKPBITBIX HAOOpOB JaHHBIX MOXET
MOBBICUTH PUCKH aTaK OTPaBICHUSI.

KonTtpoubnas 2.

1. Onumure npuHIUN paboThl 00YUYeHHs Ha BpaKI€OHBIX MpUMepax Kak METOJa 3allUThl
OT aTaK yKJIOHEHMUS;

2. Uto Takoe CKaTHE MPH3HAKOB M KaK OHO TMOMOTaeT B OOHApYKEHWH BPaKICOHBIX
IPUMEPOB;

3. OOBscHHUTE, KaK UCIIOJIB30BaHUE HECKOJIBKUX Mojenel (aHcamOisl) MOXKET MOBBICHTH
YCTOMYMBOCTB K aTaKaM Ha CUCTEMbI HCKYCCTBEHHOT'O MHTEJUIEKTA;

4. Kax muddepennuanbHas MpUBATHOCTh 3alUINAeT KOH(HICHUUAIbHbIE aHHBIE IMPH
o0yueHHH Mojiesiel? YKaXUTe 0JTHO OTPAHUYEHUE ITOTO MOJIX0/a;
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5. Onmmute, Kak paboraet ataka membership inference m kakme maHHBIE OHAa MOXET

PaCKpBITH;

6. Kakue MEPBI MOXXHO ITPUMEHUTDH JIA 3alllUThI MOJCIN OT aTaK Ha KOH(bI/I,Z[CHHI/IaJ'IBHOCTB

00y4Jaroumx JaHHbIX;

7. OObsicHUTE, 3a4eM TMPOBOJIUTCS ayquT MOJeNeld IMepell HUX pa3BepThIBAHHEM B

IIPOU3BOJCTBEHHOH CpELIE;

8. Kak MOXHO OOHapyXHWTh HaJIMYWE CKPHITOTO KaHana (03K7opa) B MPEABAPHUTEIBHO

00ydeHHoit monenu? [lpuBeauTe nBa noaxona;

9. [louemy Ba’kHO TECTUPOBATh MOJEIIb HA YCTOMUMBOCTH K BPaXKI€OHBIM IIpUMEpaMm J10 €

BHCAPCHUA B pCAJIbHBIC CUCTCMBI;

10. OO0BsicHUTE, B YEM 3aKITIOYASTCS Pa3HHIIA MEXK/TY TACCUBHOW M aKTUBHOM 3aIIUTON

MoAeseHn HCKYCCTBCHHOI'O MHTCJUICKTA.

3amanus AJ151 NPOMEKYTOUYHOM ATTECTANUM 10 JUCHUILIMHE (MOTYJII0)

3aganue

OTtBeT

Komnerenuus

Ompexnenure, 9TO MOHUMAETCSA MO HacTynaTeabHbIM VU B
KOHTEKCTE KuOepOe30acHOCTH

UCIIOIb30BaHNE
HUCKYCCTBCHHOI'O
MHTEIUIEKTA IS
Opranusanuyv u
aBTOMaTHU3allun
kubeparak

OIIK-1

OOBsacHUTE, B 4EM 3aKITIOUASTCS pa3HUIA MEXK/TY 3aIIUTON C
nomounpto N u ncnons3oBanueM MM B HacTynaTenbHbIX LESAX

3alUTa HallpaBJIeHa
Ha oOHapy>KeHHE 1
IpeoTBpalleHne
yIpos,
HactynarenbHbiid 1A
— Ha 3KCIUTyaTaluio
YSI3BUMOCTEH

OIIK-1

OHI/IH_II/ITG, YTO TAKOC 3JIOBPEAHOC BOSHeﬁCTBHC Ha CUCTEMY
HUCKYCCTBCHHOI'O MHTCIIJICKTA

IpEAHAMEPEHHOE
HCKa)XECHHE
MOBEJIEHUS MOJIEIIH C
IIOMOILIBIO
BPEJOHOCHBIX
JIAHHBIX WU
aJITOPUTMOB

OIIK-1

VYKakuTe OCHOBHEBIE IIEJIM aTak Ha cucteMbl

HapyIIeHnue
LIEJIOCTHOCTH,
JIOCTYITHOCTH WJIH
KOH()HICHITNATHHOCT
1 MOJIEJIY WU
JIAaHHBIX

OIIK-1

O6’B$[CHI/ITC, Kak pa60TaeT aTakKa OTPAaBJICHUS JAHHBIX U HA KAKOM
9Tanc OHAa NPUMCHSACTCA

MOTUPHUITUPYIOTCSI
oOyuJaromiye JaHHbIE
C LEJIBIO UCKAKCHUS

MTOBEJICHUS MOJEIH
BO BpeMst 00yUeHHS

VK-1

Omnummre cxemy 03KAOp-aTaky M KaK OHa aKTUBHPYETCS BO BpeMs
nH(pepeHca

MOJIETIb KOPPEKTHO
pabortaer, HO TpH
HaJINYUN
OIPEAEIEHHOTO
TpUITEpa BBIIAET
3aJlaHHOE
3J10yMBIIUIEHHUKOM
MIOBE/IEHUE

VK-1
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B uém pasHuIa Mexay aTakamMul YKIOHEHHS B YCIIOBUSX OCIIOTO H
4EPHOTO AIINKA

B 0OEJI0M SIIHKE
aTaKymoIUi 3HaeT
APXUTEKTYPY U
rapameTphbl MOJIETH,
B YEPHOM — TOJIBKO
BXOJIbl ¥ BBIXOJIbI

VK-1

Hazosute JBa THIIA aTaK, OTHOCAIIMNXCS K CX€MaM aTaK Ha CUCTCMbI
nn

aTaKu OTpaBJICHUSA U
aTaKu YKJIOHCHUA

YK-1

OOBsicHUTE, KaK METO/I 00YUYEHUS Ha BpaXXIeOHBIX TpUMeEpax
[IOMOTAET 3aIIUTUTHCS OT aTaK YKJIOHEHHS

MOJIeIh 00yJaeTcs
Ha
MOIUPHUITPOBAHHBIX
BXO0JIaX, 4TO
MOBBIIIACT €€
YCTOMUYUBOCTB K
MaJIbIM
BPEIOHOCHBIM
M3MCHEHHSIM

YK-2

10

OHI/IH_II/ITC, Kak pa60TaeT aTaka I10 ONpCACICHUIO YJICHCTBA U KaKHUE
JaHHBIC OHAa MOKET CKOMITPOMETHPOBATH

MIO3BOJISIET
OTIPECIUTD, OBbLIT T
KOHKPETHBIN 00BEKT

B oOydatomeit
BBIOOpKE, yrpoxKas
NPUBATHOCTU
JTAHHBIX

YK-2

11

UYro Takoe crkaThe NPU3HAKOB M KaK OHO HCIOJIB3YETCS IS
3alIUTHI OT BPAXKICOHBIX IPHUMEPOB

METOJI
IIPEBAPUTEIILHOU
00pabOTKH BXOIHBIX
JTAaHHBIX,
CHIDKAIONHI
YyBCTBUTEIBHOCTh
MOJICITH K MaJIBIM
BO3MYIICHUSIM

YK-2

12

OO0®bscHuTe, Kak qudhepeHInanbHast IPUBATHOCTD 3alUINACT
MPUBATHBIC JAHHBIC TIPU OO0YUEHUU MOJICITH

JI00aBJISICT IIIyM B
nporecc 00ydeHus,
4yTOOBI HEBO3MOKHO
OBLIO BOCCTAHOBUTH

HHPOpMAIUIO 00

OTZEIbHBIX
nmpuMepax

YK-2

13

[IpuBeauTe nMprMep UCTIONB30BAHUS TIOPOXKIAFOIICH MOIEITN
(manmpumep, GAN) B atake Ha cuctemy U

reHeparus
BpaXKJIeOHBIX
MPUMEPOB,
HEOTIINYUMBIX OT
pEaIbHBIX, JUIS
obOMana
KiaccupukaTopa

[K-1

14

HazoBuTte n3BecTHBIN GpeiMBOPK TSI aBTOMATH3AIMH aTaK Ha
MOJIETTH MaIllTHHHOTO O0YYCeHHUS

cleverhans, art
(adversarial
robustness toolbox)
uu foolbox

[K-1

15

Onuiwure, Kakue ySI3BUMOCTH HMEIOT OOJIbIITUE SI3BIKOBBIE MOJIEITH
K prompt-MHbEKIUSIM

BO3MOYKHOCTh
nepexsara
yIIpaBICHUS
MOJIEJIBIO Yepe3
CIICIHATBHO
chopMynHpOBaHHBIH
3ampoc, 00Xo7

[K-1
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WHCTPYKLUI

16

O6’L}1CHI/IT6, KaK MYJIbTUMOJAJIbHBIC MOJICIN MOTYT OBITH
aTaKOBaHBI C TIOMOIIIBIO KOM6I/IHI/IpOBaHHLIX TPUTTCPOB

3JI0YMBIIUICHHUK
HCIIOJIB3YET Mapy
TEeKCT-H300pakeHHE,
BBI3BIBAIONIYIO
HEXEJIATSIbHOES
MTOBEJICHUE MOJICIIU

[K-1

17

YKa)KI/ITe, KakKn€ MEPbl MOXKHO IIPUMEHUTD IJIA 3alIUThI MOJACIN OT
aTaK OTpaBJICHHUA

ayIUT 00YyJaroInx
JaHHBIX,
HCTIONb30BaHHE
METOZOB OYHCTKH,
oOyueHue Ha
3aILUIIEHHBIX
BbIOOpKax

IK-2

18

Ha3zoBute MHCTpYMEHT, IO3BOJISIOLINN TECTUPOBATH MOJIEIb Ha
YCTOMUYMBOCTH K Bpa)KICOHBIM aTakam

art (adversarial
robustness toolbox)

[1K-2

19

OO0BscHUTE, 3aUeM MPOBOJUTCS ayIUT MPET00YICHHBIX MO/Ieen
nepes uX UCIOJIb30BAaHUEM

JUTSI BBISTBJICHUS
CKPBITBIX O9KI0POB,
YA3BUMOCTEN U
MIPU3HAKOB
OTpaBJICHUS

[1K-2

20

OHI/IIHI/ITG, IMO4YEMY BaA’KHO OILICHUBATH 0e30IMacHOCTh MOACIN HE
TOJIBKO 10, HO U ITOCJIE pa3BEPThIBAHUSA

YIPO3bI MOTYT
MPOSIBISITHCS TOJIBKO
B YCIIOBUAX
peanbHOU
SKCILTyaTaluu U
JTUHAMHYICCKON
cpeIbl

[K-2
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