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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas nporpamma nuctumiuasl (Moayist) «[IpukinagHas kpunrorpadus» cocTaBieHa B
COOTBETCTBUHM C (ellepalbHbIM TI'OCYyJapCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICIIErO
oOpa3oBanus — Oakanaspuar no HanpasiaeHuio 02.03.01 «MaremaTka 1 KOMIIbIOTEPHBIE HAYKU»,
npopwis «MareMaTHKa U KOMIbIOTEPHBIC HAayKH», YTBEP:KJIEHHBIH NpukazoM MuHHCTEpCTBa
HayKH ¥ BbIciiero oopaszoBanus Poccuiickoit @enepanuu Ne 807 ot 23.08.2017 rona.

N3zyuenne nucuumuussl (Moayis) «[IpukianHas kpunrorpadus» mo3BoisieT 00eceuuTh
MOJTOTOBKY CIIEUAIMCTOB B 001acTH MH(OPMAIIMOHHON 0€301acHOCTH, 00ECIIeUeHUs 3aIIUThI
JAHHBIX B LIU(POBOI 3KOHOMHUKE, FOCYJAapCTBEHHBIX U KOMMEPYECKHUX CHCTEMaxX, a TaKxke Ul
MPOTUBOICUCTBUS KHOEPYTpO3aMm.

MecTo AMcHUIINHBI (MOYJIS) B CTPYKTYpe 00pa30oBaTe/ibHON MPOorpaMmbl

Hacrosmas nucuunianHa (MOayJib) BKJIOUEHA B y4€OHBIH IIJ1aH 0 MPOrpaMMe MOArOTOBKH
OakanmaBpuata no HampasieHuo 02.03.01 «MaremaTnka U KOMIBIOTEPHBIE HAYKH», MPOQPHUIH
«MaTtemaTuka 1 KOMIbIOTEPHbIE HAYKW» U BXOJUT B BapHaTUBHYO yacThb biioka 1, hopmupyemytro
Y4aCTHHKAaMHU 00pa30BaTEeIbHBIX OTHOIICHUH, KaK JUCIUIUIMHA 110 BBIOODY.

Hucnurnnuna (Moaynb) u3ydaerca Ha 3 unu 4 xypee B 5,6,7 win 8 cemectpe 1o BeIOOPY
II0CJI€ YCIELIHOIO OCBOEHUS OJHOW W3 JUCHMILIMHBI (MOAYJIS): «APXUTEKTypa KOMIIbIOTEpA U
orepanuoHHble cucteMbl. Yacth 1», «S3pik nporpammupoBanus C++. Yacteb 1», «ANropuTmsl u
CTPYKTYpBI JaHHBIX. HacTb 1».

Heab  w3ydyeHus: JMCHUIUIMHBI  (Moayhasi):  ¢QopMupoBaHMe y  CTYACHTOB
CUCTEMATU3UPOBAHHBIX 3HAHMM U MPaKTUYECKMX HaBBIKOB B 00JIACTU COBPEMEHHOMN
Kpunrorpaguu, HampaBJIeHHbIX Ha oOecrieyeHHe KOH(PUICHIHUAIbHOCTH, LEJIOCTHOCTH,
AyTEHTUYHOCTH U HEOTKA3yeMOCTH HHPOPMALUU B HHOOPMAIIMOHHBIX CUCTEMaX U CETSX.

3agayu u3y4eHust JMCUUILIMHBI (MOIYJIS):

— H3Y4YUTh OCHOBBI U IPUHIUIBI KpUnTorpadum,

— OCBOUTbH CHMMETPUYHBIE U AaCUMMETPUYHBIE AITOPUTMBI, X31I-()YHKIUH,

— Hay4YMTbCs TPUMEHSATh Kpunrorpaguio Ha mpaktuke (mmdposanue, uudposas
HOJKCh, YIIPABICHUE KII0YaMu);

— mno3"akoMmuTbes ¢ kpunronporokonamu (TLS, SSH, IKE) u crangapramu ('OCT, AES,
RSA);

— OLIEHUBATh OE€30MACHOCTbh KPUIITOCUCTEM U YA3BUMOCTHU K aTaKaM.

B pe3ysbTare 0cBOeHUSI TUCHUILIAHBI (MOXYJIs1) 00y4aIOIMIiCSl 10JI2KEeH

3HAMY:

— OCHOBHBI€ MOHATHSI KpUNTOrpaduu: KpUNTOrpapuyecKuii IpuMHUTHUB, CXEMa, IIPOTOKOII,
3alUILEHHAs CUCTEMA,;

— METO/bl CHUMMETPUYHOIO IIU(QPOBAaHUs, AaCUMMETPUYHOM KpunTorpaguu, Xeu-
¢byHkuuit, mac, aecad, nndpoBbIX NoANKCER U cepTU(UKATOB;

— 0a30BYIO JIOTUKY paboTHI tls;

— OCHOBHBIE CBOWCTBa KpUOTOTpauuecKuX Xeum-(QyHKIUH M NPHYUHBL, 1O KOTOPHIM
yCTapeBIIUE XeIIN He PUMEHSIOTCS B 3a/1a4ax KpUnTorpaduieckoil 3aiuThl;

— Ha3HauYeHHe OJOYHBIX HIM(PPOB, PEKUMOB UX PaOOTHI;

— OCHOBHBIE UJICHU 1Sa U €CC KaK MEXaHW3MOB aCHMMETPUYHON KpUnTorpapuu;

— mnoHsTtde araku man-in-the-middle w poms uHDpacTpykTYphl 10Bepus B e
IIPEJOTBPALLEHNH;

— TUIOBBIE OIMOKHY NPUMEHEHHSI KPUIITOrpapuu;

— 00I1yro uJIer0 TOCTKBAaHTOBOM MHUTpallMU M HEOOXOAMMOCTb MPOSKTUPOBAHHS CHUCTEM,
JIOMYCKAIOIIMX 3aMEeHY KpUNTOrpadhUueCcKX MEXaHU3MOB;

ymemp:

— aHaJIM3UPOBaTh KPUNTOrpaUuecKyl0 CHUCTEMY, BBIIENSAS B HEW NMPUMHUTHUBBI, CXEMBI,
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MIPOTOKOJIBI, KJIFOUH U IOBEPUTEIbHBIE TPAHUIIBL;

— TMPUMEHSTh CHUMMETPUYHOE MIH(PpPOBaHHE C KOPPEKTHBIM YKa3aHHUEM aJIlOPUTMa,
peXHUMa, KJIro4a 1 iv/nonce;

— BBIYHCIATH U CPaBHUBATH KpunTorpapuueckue xemmu (aiioB 1 COOOIIEHHI;

— TPOBEPATH LEIOCTHOCTD U MOJAIMHHOCTh COOOIIEHHS C UCIIOIB30BaHUEM mac, hmac uimmn
aead,

— BBINOJHATH 0a30BBIC OMEpalMd C Isa: pacmu@poBaHUE, TMPOBEPKY TOIHCH,
uHTepnpeTanuio padding ¥ mapaMeTpoB MOAIUCH;

— npoBepATh LU(POBBIE MOAMMCH W pPa3NUy¥aTh 3aAaydl IMUGPOBAHUS, TMOANUCH U
ayTeHTH()HUKAINH;

— aHaANM3UPOBATh CEPTH(PHUKATHI U TENOYKU JOBEPHS], BBISBISTH OMNIMOKUA IPOBEPKHU
ceprudukara;

— pa3bupath ynpouEHHbIH tls-crieHapuii U onpenensiTh, IJie yCTaHABIMBAETCS JIOBEpUE U
3alIMIIEHHBIN KaHa;

— BBIABJIATH TUIIOBBIE OMIMOKYU B KpUNTOrpaduueckoil cxeme Wi KOHPUTypaLuu;

— COCTaBIATH (POPMATIM30BAHHBIN PE3YNbTAT aHAIN3A B 33JJaHHOM (popMmare;

enadems:

— HaBBIKaMU TPAKTUYECKOTO aHAIM3a KPUNTOrpadUvecKUX PEHICHUH OT alfOpHTMa JI0
3alMIIEHHON CUCTEMBI;

— HaBbIKaMU paboThI ¢ KPUOTOTPaPUUECKUMHU MTapaMeTpaMHu;

— METOJIMKOI MPOBEPKU KOPPEKTHOCTU KPUMTOrpadrueckon onepamnuu: paciumdpobanus,
MIPOBEPKH TOJIITUCH, TIPOBEPKHU IIEJIOCTHOCTHU | MTPOBEPKH CEPTUPHUKATA,

— HaBBIKaMU JIMATHOCTUKU PACIPOCTPAHEHHBIX OIIMOOK MPUMEHEHUS KpUNITOrpaduu;

— TMPaKTUKOM aHaIM3a 3alUIIEHHOTO KaHajla Ha YPOBHE yCTAaHOBJICHUS JOBEpHUs, OOMEHa
KITFOYaMH ¥ 3aIIUTHI IePEIaBaCMbIX JaHHBIX;

— METOJIMKON BBIOOpa IMOAXOAIICTO KPHUITOrpaQUYeCKOro MEXaHW3Ma IIOJ 3ajady:
nmdpoBaHue, XemupoBaHUe, mac, MOAMUCh, acad;

— HaBbIKaMU (POPMATH30BAHHOTO ayIUTa HEOOIBIION KPUNTOTpahUIecKOl apXUTEKTYPHI;

— HaBBIKaMU OIIEHKH CHCTEMBI C TOYKH 3PEHHS] YCTOMYMBOCTH K mMitm U KOPPEKTHOCTHU
UHPPACTPYKTYpPHI 10OBEPUS;

— TIOAXO0JIaMH K OIICHKE TOTOBHOCTH CHCTEMBI K CMEHE KPUIITOTPAQHUECKUX AIITOPUTMOB;

— OIIBITOM KpPaTKOW TEXHUYECKOW 3alUThI MTOJTyYSHHOTO PEIICHUSI.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Kommnerenmuu, ¢opmupyemMble B pe3ysibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJs) MHpH
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuusi | CoaeprkaHue KOMIeTeHIIHH Nuauxarop IlepeyeHb MJIAHUPYEMBIX
KOMIIETeHIN U pe3yJbTaTOB 00y4eHus Mo
AUCHMIINHE (MOTYJIIO)
VK-1. Crioco0eH OCyIIeCTBIISATh VK-1.1. 3HaeT MeTOAbI HOUCKA U
MTOWCK, KpUTHYECKUH aHaTN3 U aHann3a nHGOpMAaIiH B
cUHTe3 HH(popManuy, o0nactu pa3paboTKH, OCHOBHBIC
NPUMEHATh CHCTEMHBIH MOAXO] MPUHIMITB KPUTUYECKOH
JUTSL PETIICHUST TTOCTABICHHBIX OIIEHKH HCTOYHUKOB
3a1a4 nH()OpPMAITIH B HX
peNeBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLIEHUBATh
WMCTOYHUKY HH(POPMALIUN U
CHUHTE3UPOBATh JaHHBIC U3
Pa3INYHBIX HCTOYHUKOB JUIS
pelIeHus 3aaa4, IpUMEHSTh
CHUCTEMHBIH IMOAX0]T K aHATU3Y
1 PEIICHUIO KOMIUIEKCHBIX
mpo0iieM
YK-1.3. NmeeT npakTHIeCKHAN OTIBIT
paboThI C COBpPEMEHHBIMU
WHCTPYMEHTaMH U
TEXHOJIOTHSIMH JJT1 00pabOTKH
nH(pOpMAaITIH,
(dbopMynUpoBaHHUHU
CTPYKTYpUPOBAaHHUHM 3a/1a4 Ha
OCHOBE TIOJTyYeHHOH
HHpOpMaIIH
OIIK-1. Crioco0eH KOHCYJIbTUPOBATh U OIIK-1.1. 3HaeT OCHOBHBIC KOHIICTIIIHH U
HCIIONb30BaTh TEOpUH B 00JIaCTH
(dbyHIaMEeHTaTbHBIC 3HAHUS B MaTEeMaTHYECKOTO aHAIH3a U
001acTH MaTeMaTHYECKOTO CMEXHBIX JTUCIUTUTIH; METO/IbI
aHaJM3a, KOMIUIEKCHOTO H Y TIOJIXO/IbI, HCTIOJIb3yEMBIE B
(YHKIIMOHAIEHOTO aHaJH3a Pa3IUYHBIX 00JIACTSIX
anreOpbl, aHATTUTUYECKOM MaTeMaTHKH
re€OMETPHUH, OIIK-1.2. YMeeT IpUMEHSTh
nmud hepeHnnanbHOR MaTEMaTHYECKUE METOJIbI JIS
TeOMETPHH U TOIIOJIOTHH, pelIeHus MpoQecCHOHATEHBIX
T epeHInaATEHBIX 3aga4
YPaBHEHHUIA, TUCKPETHOM OIIK-1.3. VMeeT NpakTHYECKHUii OTBIT
MaTEeMaTHKH H pa3paboOTKH U pean3aus
MaTeMaTHYECKOH JIOTHKH, MaTeMaTHYEeCKHX MOJIeNeH B
TEOPHH BEPOSITHOCTEH, npodeccCHOoHANTEHON
MaTeMaTHYEeCKOH CTaTUCTHKH U NEeSITEbHOCTH
CIy4allHbIX IIPOLIECCOB,
YHCIICHHBIX METOJIOB,
TEOPETUYECKON MEXaHUKH B
npohecCHOHANBHON
JIeSITeITbHOCTH
OIIK-4. Crioco0eH HaxOauTh, OIIK-4.1. 3HaeTr 0a30BbIE OCHOBBI
aHaAJTM3UPOBATH, COBPEMEHHOTO

peann30BbIBaTh NPOIPAMMHO U

MAaTEMAaTUYCCKOTI' O allapara,
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HCIIOJIb30BAaTh HA MPAKTHUKC
MAaTEMATUYCCKUE aJITOPUTMEL, B
TOM 4YHCJIC C IPUMCHCHUEM
COBPCMCHHBIX
BBIYHUCIUTCIBHBIX CHCTEM

CBS3aHHOTO C
MIPOCKTUPOBAHUEM,
pa3paboTKoi, peanu3anuei u
OIICHKOM KauecTBa
MPOTPaMMHBIX TIPOTYKTOB U
MIPOTPaAaMMHBIX KOMITICKCOB B
Pa3IMYHBIX 00JIACTSIX
YeJIOBEUECKOM JIeITENLHOCTH

OIIK-4.2.

YMeeT ucrnonb30BaTh 3TOT
MaTeMaTUYeCKHUH armapar B
npohecCUOHATBHOMN
JIeSITENIbHOCTH

OIIK-4.3.

NmeeT mpakTHUECKUNA OMBIT
MPUMEHEHUS] COBPEMEHHOTO
MaTeMaTUYECKOTo anmnapara,
CBS3aHHOTO C
MIPOEKTHPOBAHUEM,
pa3paboTKol, peanu3anuei u
OLICHKOH KayecTBa
MPOTPaMMHBIX TPOTYKTOB U
IMPpOrpaMMHBIX KOMITJICKCOB B
Pa3IMYHBIX 00JIACTSIX
YEIOBEYECKON JIEATEIThHOCTH

OIIK-6.

Crioco6eH pa3pabaTsiBaTh
AJITOPUTMBI U KOMITBIOTCPHBIC
HPOTPaMMBI, IPUTOIHBIE TS
NPaKTHIECKOTO IPUMEHEHHUS

OIIK-6.1.

3HaeT anropuTMHI pa3paboTKH,
KOMIIBIOTCPHBIC IIPOTpaMMBI, a
TaKKe aJrOPUTMBI

BBIYHCIIUTEIbHON MaTEMaTUKH

OIIK-6.2.

YmMeeT pa3zpabaThiBaTh
MaTeMaTU4YeCKUe MPorpaMMHbIe
MPOAYKTHI K KOMIUIEKCHI C
WCTIOJIb30BaHNEM COBPEMEHHBIX
TEXHOJOTUI
MIPOrPaMMHUPOBAHUS

OIIK-6.3.

Nwmeet mpakTryecKuid OnbIT
pa3pabOTKH MHTEIICKTYaIbHBIX
MHGOPMAITUOHHBIX CHCTEM JIJIS
BU3YaJIN3alliN PE3YIbTaTOB
HUCCIIEIOBAHUMI

IK-3.

Crroco0€eH UCIIOIb30BaTh
METOAbI MATEMATUUYECCKOTI'O U
AJITOPUTMHYECKOTO
MOJICITUPOBAHUS TIPH PEMICHUN
TeOpeTI/I‘IeCKI/IX n HpI/IKJIaI[HBIX
3a1a4

MK-3.1.

3HaeT OCHOBHBIE METOBI
MaTEMaTHYECKOI0 U
NTOPUTMUYECKOTO
MOJICJIMPOBAHMS, a TAKIKE UX
HpI/IMeHeHI/Ie JJIA peIHeHI/ISI
TEOPETUYCCKUX U MPUKIIATHBIX
3a7a4

[K-3.2.

Ywmeer pazpabareiBath U
IIPUMECHATb MaTEMATUICCKUE
MOJEIIU U aITOPUTMBI AJIs
peUICHUA pa3]IMYHBIX 3a1a4,
AHAJIIN3UPYA [10JIyYEHHBIE
pe3ynbTaThl

[K-3.3.

Nwmeet mpakTUyecKuid OMbIT
HCIIOJIE30BaHUS METOIOB
MaTEMaTHIECKOTO U
aJrOPUTMHUYECKOTO
MOJICIIMPOBAHUS B PEATbHBIX
MIPOEKTAaX MJTU MCCIICTOBAHUIX
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaumenoBanue Ounas ¢hopma
pasaesia JUCHHUILIHHBI AyautopHas padora T}( y
(Moys1) Texmun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 CoBpeMeHHbIH 4 4 20 JloMariHee 3aaHue
3aIUIIEHHBIA KaHaT U 1
MOJIeIb YTIPO3
2 NneHTu4HOCT®D, 4 4 4 20 JlomariiHee 3aganue
MOAIIUCU U 2
KJIACCUYECKast
ACUMMETPHS
3 3amuTa JaHHBIX: XEIlH, 8 8 4 20 Jlomanrnee 3amanme
mudpoBaHue, 2
LEJIOCTHOCTh
4 JloBepue B MPOTOKOJIAX: 6 6 30 JlomarHee 3aanue
PKI, TLS 1.3, ECC 1
5 Kpunrorpadus B 2 2 4 36 JomarmrHee 3amanue
HHPPACTPYKTYype U 1
HaI[UOHATIBLHBIX
IPOPIIIIX
3auem ¢ OyeHKOU 4 TIpoekT
Hmoczo: 24 24 16 126
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxxaHue IMCUUILTHHBI (MO1YJIs)
Neni/m HaumenoBanue paziesa Coaep:xanue TUCHUILIMHBI (MOAYJIS) 10 TeMaM
AUCHUNJINHBI (MOYJIs1)
1 CoBpeMEHHBIN 3aIUIIEHHBINA TLS kak noBcegHeBHast Kpunrorpapus

KaHaJI 1 MOJCJIb YyIpo3

OTKpBITBIE KITHOUH, pachpeienceHue kinoded 1 MITM

2 NaeHTUYHOCTD, IOJAIMNCH U RSA: unes, pynkuus Diinepa, MOIyJib, TEHEPALUS KIFOUCH
KJIacCHUYeCKasi aCUMMETPHS RSA B peanpHBIX cucTeMax: AOMOJHEHHE, TOJIICH, Pa3Mephl KIIIOUei
KoHtposnb TeopeTnueckux 3HaHuil 1
3 3amuTa JaHHBIX: XCIIIH, Xemm u mapomm: MDS, SHA, Crpubor. Ytunuta hashcat
mmm@poBaHue, IIeTOCTHOCTD udposanue nanubix: AES n Ky3zneuunk
Pesxxumer padots! mudpos: CBC, CTR, IV, nonce
enoctHocts u AEAD: MAC, HMAC, GCM, MGM
KonTposns TeopeTnyeckux 3HaHUH 2
4 Hosepue B nportokosax: PKI, Cepruduxkatel, X.509 u niernouka goBepust
TLS 1.3, ECC TLS noapoOHoO: pyKoIoxarue, pOTOKOJ 3aHucel, mpsaMast
CEKpPETHOCTh
ECC u coBpeMeHHast aCHMMETPHS
5 Kpunrorpadus B Poccwiickue kpuntorpadudeckue mpoduin 1 HHPPaCTPyKTypHAS
UHPPACTPYKType U MHTErpays
HaIIMOHAJBHBIX MPOQUIAX IIpoekr
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5. YueOHO-MeTOaHYECKOE O0ecIIeUyeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTY K  DJIEKTPOHHO-OMOIMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 IPeICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. BacunneBa, 1. H. Kpunrorpapuueckue MeToasl 3amuThl HHOOPMAIUK : YUeOHUK U
npakTuKyMm Juist By30B / Y. H. BacunbeBa. — Mocksa : U3narensctBo FOpaiit, 2026. — 310 ¢c. —
(Boiciiee  oOpazoBanme). — ISBN 978-5-534-02883-6. — Tekct : 5JeKTpOHHBIA //
Oo6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/583783

2. 3aneunukoB, C. B. Kpunrorpaguueckue MeToIbl 32U THl HHPOPMALUH | YICOHHUK IS

By30B / C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa : U3narensctBo FOpaiir,
2024. — 309 c¢. — (Beicmuee obOpazoBanme). — ISBN 978-5-534-02574-3. — Tekct
anekTpoHHbId  //  OOpaszoBarenbHas  1atdpopma  FOpaiit  [caiir]. —  URL:

https://urait.ru/bcode/536453

3. ®omuués, B. M. Kpunrorpadpudeckue MeToapl 3anuThl nHGopManuu B 2 4. Yacts 1.
MaremaTrueckue acrieKkThl : ydeOHuK it By30B / B. M. @omuués, 1. A. MeIbHUKOB ; O
penakuuein B. M. ®omuuéBa. — Mocksa : M3natensctBo KOpaiit, 2026. — 209 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-9916-7088-3. — Tekct : anmexktpoHHBIN // OOpa3zoBareibHas
wiatgopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/583633

Jononnumenvhasn numepamypa:

1. ®omuués, B. M. Kpunrorpadguueckue meToas! 3amuTsl HHGopMaiuu B 2 4. Yacts 2.
CucreMHbIe U MPUKJIAIHbIE ACMIEKTHI : yueOHUK a7 By30B / B. M. ®omuués, /1. A. MeIbHUKOB ;
nox pepakuuen B. M. ®omunuéBa. — Mocksa : M3parenscrBo IOpaiit, 2026. — 245 ¢. —
(Beiciee oOpazoBanme). — ISBN 978-5-9916-7090-6. — TekcT : SJeKTpOHHBIA //
OopazoBarenpHas miatdopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/584129

6. MartepuajbHO-TeXHHMYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUIaM U HOPMaM U 00eclieurBaroIeil MpoBeieHUe BCeX
BUJIOB JIMCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW IOATOTOBKM, HPAKTHUYECKOH M HAay4yHO-
UCCIIEIOBATEIbCKON PabOT 00yUaroNUXCsl, MPETYCMOTPEHHBIX YU€OHBIM IIITAHOM.

[TomeneHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [Tl TPOBEACHUS 3aHATHI
JEKIMOHHOTO THMA, 3aHATHUM CEMHHApCKOro (MpakTUYECKOro) THIA, T[PYIIOBBIX U
WHAUBUAYAJIbHBIX KOHCYJIbTALIMNA, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHON aTTeCTalluH, a TakxKe
MOMEIIEHUS Il CAMOCTOSATENBHOM paboThl U MOMEIIEHUS Il XpaHEHUS U MPO(UITAKTUIECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [TomMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMH OOyUYeHUS, CIYKAIIUMHU JUI TPEACTaBICHUs Yy4eOHOU
uH(popMaluu 60JIbIION ayIUTOPUH.

N3yuenne qUCUUIUIMHBI (MOAYIA) oOecTieunBaeTCsl B y4eOHBIX ayIUTOPHSX, OCHAIIEHHBIX:

— CTOJIaMH U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOU;
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—  MEXaHUYECKUMHU KaJbKYJIATOPAMH;

— CIeNUaTu3UPOBAHHBIM 000PYI0BAaHUEM, BKIIFOYAs IEMOHCTPAIMOHHOE 000PYyTI0BaHUE.

[TomemeHust 11k CAMOCTOATEIBHOM paOOTHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHBIE
JUI. WUCHOJIb30BaHUS WHBAJWJAMH W JIMIIAMU C OTPAHUYCHHBIMH BO3MOXHOCTSMH 3J0pPOBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOM C BO3MOKHOCTBIO NOAKIIOUECHUS K ceTu «/HTepHeT» u
obecrieueHHeM  JOCTyNa B JJICKTPOHHYI  HMH(GOPMAIIMOHHO-00pa30BaTEebHYIO  Cpeay
YHusepcurera.

OO0yyarmumMcs MpeaoCTaBIseTcss JOCTyn (B TOM 4YHCIE YAAJICHHBIH) K pecypcam
WH(OPMAIIMOHHO-TEIICKOMMYHHKAITMOHHON ceTH «HTEepHET», 3JIEKTPOHHBIM pecypcam (B TOM
YHUCJIE JJIGKTPOHHBIM OHOJMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPO(eCcCHOHATBHBIM 0Oa3aM
JAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHnoBaHue moprasia Ccblika
(u3naHus, Kypca, 10KyMEHTAa)
1. | Hayunas snexkrponHas oudmauoteka elibrary.ru https://elibrary.ru/defaultx.asp
OuOIMoTEKA
2. baza manneix mis I T-cneruaincTtos https://habr.com
3. | Baza mannsix ScienceDirect https://www.sciencedirect.com
4. | OdurnmansHbIi calT MUHHCTEPCTBA HAYKH H https://minobrnauki.gov.ru/

BEICIIETO 0Opa3oBanus Poccuiickoit deneparuu

5. | ®enepanbhsiii moprai «Poccuiickoe oopazoBanue” | https://www.edu.ru/

6. | Muadopmannonnas cucrema "Exaunoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. | EnunHas xomekims nudpoBsix obpasoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTeILHBIX PECYPCOB

[lepeuens WHGOPMAIMOHHBIX TEXHOJIOTHH, WCIOJIB3YEeMbIX IPH  OCYHIECTBICHUU
00pa30BaTeNLHOTO MpoIiecca M0 TUCHUIIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3UNOHHOTO
IPOrpaMMHOr0  OOecleyeHusl, COBPEMEHHble MpodeccuoHambHble 0a3bl  JaHHBIX U
UH(POPMAaLMOHHBIE CIIPABOYHBIE CUCTEMBI:

HaunmenoBanue 1O IIpousBoacTBO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe

OnepanuoHHbIC CHCTEMBI:

Microsoft Imagine (Windows Client, Server) | sapy6exmtoe | nmuuensnonHoe

bpaysepsbI:

Supexc.bpaysep OTEYECTBEHHOE cBOOOJIHO pacmpocTpaHsIeMoe
Google Chrome 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Od¢ucHble NPUITOKEHHUS

Microsoft Imagine (Visio, OneNote) 3apy0exHOe JIMIICH3UOHHOE

TeXstudio 3apy0exHOoe CcBOOOJTHO PACIIPOCTPAHSIEMOE
Adobe Acrobat Reader 3apyOeKHOe CBO0OOJIHO pacrpocTpaHsIeMoe
IporpammHoe o0ecneueHne IJisi IVIAHUPOBAHHUSI U Y4eTa BPeMEHH:

Toggle app | sapy6exmnoe | cBOGOHO pacnpocTpansiemMoe
CucTeMbl YHpaBJieHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nmuuensnonHoe

Cucrembl ynpasJieHHs1 6a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapy6exnoe | nuuensuonnoe

Cucrtemsl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nmuuensnonHoe
CripaBo4YHO-NIPaBOBbIE CHCTEMbI:

Koncynbrantllnroc: cripaBo4HO-TIpaBoOBast OTEYECTBEHHOE JINLIEH3UOHHOE

cucTemMa
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CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mst 6usneca OTEYECTBEHHOE JIMIIEH3HOHHOE

Crampmaprasii Russian Edition

Cpensl pa3padoTKm:

Visual Studio Code 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHIEMOE
Bash (Unix shell) 3apy0eIKHOE CcBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
CopelliaSim 3apyOeKHOe CBOOOJIHO pacmpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACIPOCTPAHIEMOE
IlakeThl NPOrpaMMHBIX CPEICTB M OMOJIHOTEK:

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEMOe
Cucrtembl ynpapieHusi 0néanorpaguyeckoii HHpopManueii:

Zotero | 3apyOexkHOE | CBOOOIHO pacIpOCTpaHsIEMOe
CepBuchl U C1yKOBbI:

Bind 3apy0eKHOE CBOOOJIHO PACIIPOCTPAHIEMOE
Docker 3apyOexKHOE CBOOOIHO PaCIpPOCTPaHAECMOe

7. MeroanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToan4yeckue yKazaHHus I 00y4AOUIUXCH 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B npouecce nzyuenuss aucuuruiabl (Moayins) «lIpuknagHas kpunrorpagus» B pamMKax
TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH HCIOJb3YIOTCS TaKue BHJIbI yUeOHOH paboThl, KaK JICKIHH,
CEMHUHAaphbI, JIOMAIIHUE 33JaHUs, MPOEKT, a TAKXKE PA3IMYHBIE BUJBI CAMOCTOSITEIbHON pabOThI
oOyyaroImuxcst IO 3aJaHuI0 [pernojaBarelis, HalpaBlIeHHblE Ha pPa3BUTHE HaBBIKOB
npoeCCHOHATLHON JIEKCHKH, 3aKpEeIUIEeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIH,
HOOILPEHNE UHUIATHB.

Jlexyus — cHUCTEMaTHYeCKOe, TOCIENOBATEIFHOE, MOHOJOTHUYECKOE  H3JI0KEHHUE
nmpenoaaBareneM y4eOHOro MaTepuana, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIyeTCS BECTH KOHCIICKT JIEKIIUNA: KPaTKO M CXEMaTHIHO
¢dbuKkcupoBaTh OCHOBHBIC HJIE€H, BBIBOJBI M OOOOIICHMS JIEKIMH, BBHIICISITh BAXKHBIE MBICIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTHh BOMPOCHI WM MaTepUANbI, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciu
pa3o0parbcsi B Marepuaie He yHaercs, cleayeT chopMyaupoBaTh BOIPOC W 3a1aTh €ro
MPenoAaBaTeNo Ha KOHCYIbTAlUU UM BO BPeMsI CEMUHAPCKOTO (ITPAKTHYECKOT0) 3aHATHSI.

Cemunap — 310 (hopma yueOHOUM NesATeTbHOCTH, IPOBOAUMAs B Y4€OHOM 3aBEJEHUU IO/
PYKOBOACTBOM IMpemojaBaTesii, TI/€ CTYACHThl AaKTUBHO YYacTBYIOT B OOCYXKIEHUSX,
MPAKTUYECKUX 3aJJaHUsIX U APYrux (popmax B3aMMOACHCTBHUS.

Jlst ycrienrHoi MOATOTOBKU K CEMUHAPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TeMOM
3aHATUA W OCHOBHBIMH MaTCpualaMu, 4T00Bl MMETH BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
oOcyxaeHun. Takxe MOJNE3HO MOATOTOBUTH BOIMPOCHI U MU ISl OOCYKIEHUS, YTO MTOMOKET
rI1y0ke OHATh MaTepUal U MPOJIEMOHCTPUPOBATH 3aMHTEPECOBAHHOCTb.

Homawmnee 3a0anue — HaboOp 3a/1a4 O TEMaM HEJIEH.

[Ipu pabore Haj MAOMAIHUMM 33JaHUSIMHU BaKHO BHUMATENIbHO O3HAKOMHTHCS C
TpeOOBaHUSAMHU M CPOKaMU BBINOJHEHUs. PexomMeHayeTcs pa3douBaTh 3a7aHus Ha 3Tambl, YTOOBI
nu30exarb Meperpy3kd M Jydllle YCBOWUTh MaTepuai, HCIOJIb30BaTh pa3IMYHbIE HCTOYHHKHU
UH(pOpMaLKK, BKIIIOYasi yueOHUKH U OHJIAWH-PECypChl, Ui 0osee Iiy00oKoro MOHUMAaHUS TEMBI.

Ilpoexm — wuccnenoBarenbckas paboTa IO JUCHMIUIMHE (MOJYJIIO) M IMpPE3eHTaLus
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PE3yJIbTATOB.

[l ycniemHon MoAroTOBKY K IMIPOEKTY PEKOMEHAYETCS: YETKO ONPENEIIUTD LENH U 3a1a4l
IIPOEKTAa; COCTABUTH IUTaH PabOTHI, pa30MB MPOEKT Ha 3TaIlbl ¢ YKa3aHUEM CPOKOB BBITOJIHEHUS
KaX/IOTO U3 HUX; UCIIOJIb30BaTh pa3HOOOpa3Hble HCTOUHUKN MH(DOPMAIIMH U HHCTPYMEHTHI IS
WCCJICIOBAHMSI TEMBI; PErYJISIPHO MPOBEPATH MPOTPECC M BHOCHTHh KOPPEKTUBHI B IUIAH, €CIIA 3TO
HEOOXO0INMO.

Camocmosmenvhas paboma — padoTa CTYIESHTOB, HaIpaBJICHHAs Ha YIIyOJICHHOE
W3YYCHHUE OTJICIBHBIX TEM U BOIPOCOB YUYCOHON AUCIUILTUHBI (MOTYJIs).

B nporiecce camocToATeNnbHON pabOThI CTYACHTHI B3aUMOJICUCTBYIOT C PEKOMEHI0BAaHHBIMU
MaTepuajiaMu TPy MUHUMAJIbLHOM yYaCTUU MPENoaaBaTesis. 3aauu CTyIeHTa BKIIOYAI0T padoTy
C KOHCIIEKTaMH JIEKIIUi (00paboTka TeKCTa), MOBTOPHOE U3yUeHHE YUSOHBIX MAaTEPHAIOB, TUIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JOTOJHUTEILHBIX TEM, BHIMIOTHCHHE yU4eOHO-UCCIIEeI0OBATEIbCKIX
3aJlaHUl U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ o JTUCHUIIJINHE (MOI[y.TIlO)

Kpurepun nosy4eHusi ypoBHA M OLCHHBAHUA C()OPMHUPOBAHHOCTH KOMIICTCHIHMI 110
aucuumimHae (Moayo) «lIpukiaagnas kpunrorpagus»

OneHuBaHue YpOBHs Y4€OHBIX JOCTHKEHHH, oOydaromuxcs N0 AUCHUIUIMHE (MOIYIIO),
OCYILIECTBIISAETCSA B BUJE TEKYIErO KOHTPOJIS YCIIEBAEMOCTH U IIPOMEKYTOYHOU aTTECTALAH.

IIpoMeskyTouHasi aTTecTanMs IO JUCUUIUIMHE (MOXYJIO) OCYIIECTBISETCS B (opme
3auema ¢ OWEHKOU, TPU STOM IPOBOJUTCS OLIEHKA KOMIETEHLMH, CHOPMHUPOBAHHBIX IIO
JUCLIUILINHE.

Jnsi olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEXKYTOYHOM aTTeCTaluu
UCIIONB3YETCS JIecATUOAIUIbHAS IIKaja OLEHUBAHUS, KOTOpask COOTHOCHUTCS C TPaTUIIMOHHOMN
MATUOAIIHHON MIKAJIOHN CIEAYIOUUM 00pa3oM:

decaTubannbuas) IlaTtudannbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Ounenka 3a 3a4eTt
OLlIEHKA OLIEHKA 00yuyeHusl Mo TUCHUILIUHE (MOYJII0)
10 OTtnuyaHO 3adreHo CTyIeHT TOIHOCTBIO BJA/eeT 3HAHUSMH,
9 OTIIMYHO 3ayTeHoO HU3JI0KCHHBIMU B pa60qeﬁ mnporpamMmme, u

) OTIMYHO - riay6oko  ocMeicnseT aucuuiuHy.  OH
CaMOCTOSATEILHO u JIOTHYECKH
MOCJIEIOBATENILHO OTBEYAET Ha BCE BOMIPOCHI,
aKIEHTHPYs BHHMaHWe Ha  HauOolee
BaXKHOM. Ymeer aHaJTM3HUPOBATH,
CpaBHMBATH, KJacCU(UIIUPOBATh, 00001IATh,
KOHKPETHU3UPOBATh W CHUCTEMATH3HPOBATh
HSYLIGHHBII‘/'I Mare€puall, BbIACIIASA KIIFOUYEBBIC
MOMCHTBI u yCTaHaBJIUBas IIPUYINHHO-
clelcTBEeHHbIE CBA3H. YeTko ¢opmynupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yJIbTaThl AHAJIN30B u JIPYTUX
UCCIIE/IOBAHNH, a TaKKe pelaeT CIOXKHbBIC
3agaun. CTyJIeHT XOpomio 3HAaKOM C
METOJaMU HCCIICIOBaHMs, HEOOXOIMMBIMHU
JJIsA HpaKTH‘IeCKOﬁ JACATCIIBHOCTHU, U YMECT
CBSI3BIBATh TEOPETHYECKUE ACIICKTHI
JUCHUIUIMHBL (MOJIYJIsl) C TPaKTHYECKUMHU
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JecaruoanabHas IIaTudannbHas OO0mast xapakTepucTHKA pe3yJibTaTa
OneHka 3a 3a4yert

OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)
3aJauaMH.
7 Xoporio 3auTeHo CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa
6 Xopomio 3auTeHo IIOYTH B TIOJIHOM oOBeMe pabodei

MPOTPAMMBI U CAMOCTOSITEIBHO, JIOTHUSCKH
MOCJIeIOBATENIFHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HanboJjiee 3HAaUMMBIX MOMeHTaX. OH ymeeT
aHAITM3UPOBATH, CpaBHUBATE,
KJIACCU(UIMPOBATD, 0000maTh,
KOHKPETH3UPOBATh W CUCTEMATH3HPOBAThH
W3yYCHHBIH  MaTepHhal, BBIIENSAS  €ro
KIIOYEBbIC ACMEeKThl M yCTaHaBIUBAs
MPUIHHHO-CIICICTBCHHBIC CBSI3H.
DOopMyIUpyET CBOM OTBETHI, YBEPEHHO
HMHTEPIIPETUPYET PE3yIAbTAaThl AHAIU30B U
JPYTUX WCCICIOBAHUM, a TaKkKe pelaeT
CJIOKHBIC CUTYallMOHHBIC 3a1a4u. CTyZICHT
XOPOIIO 3HAKOM c METOaMU
HCCIICOBAHU, HEOOXOIUMBIMH JUIS
HpaKTH‘ICCKOﬁ ACATCIIBHOCTH, H YMCCT
CBAI3BIBATH TEOPETUUCCKHUE ACIEKTHI
mpeaMeTa ¢ IPaKTHUYECKUMH 3aauaMH.

5 Y 10BIETBOPUTENHHO 3auTeHo CryneHT oOnamaer 0a30BBIMH 3HAHHSIMH

4 Y 10BIETBOPUTEIHHO 3auTeHo 110 AMCLIUIUINHE (MOJIYJII0), HO UCTIBITBIBACT
TPYAHOCTH IIPU CAMOCTOATCIIbHBIX OTBETAX

W WCIIOJIb3yeT HETOYHBIE (POPMYIUPOBKHU. B
XO0Jle OTBETOB OH JIONyCKaeT OIIUOKH,
Kacaroliuecs CcyTtd BomnpocoB. CryneHT
CHOCOOEH pelaTh TOJIBKO CaMble MPOCTHIE
3a/aud U BIJIAJEET JIMIIb MUHUMAaJbHBIM
Ha0OpPOM METOJ0B HCCIIEI0BAHMUS.

3 He cnaun He 3aureno CrymeHT He oOBIafen O00sS3aTeNbHBIM

He cJaH He 3auTenoO MHUHHUMYMOM 3HaHWK 110 npeaMeTy U HE

1 He claH He 3auTeHo MOXET OTBETHUTH Ha BOIPOCHI, NAXKE €CJIU

npenogaBareiib  3a4acT JOIMMOJHHUTCIIbHBIC

HaBOJISIIIIUE BOIIPOCHI.

Jucnununa (Moayne) «IIpuknaanas kpuntorpadus» oLeHUBaeTCs CIeAYIOIUM 00pa3oM:

AKTHUBHOCTbD Bec Koau4yecTBo Onucanue
JlomarHee 3aaaHue 24% 4 HaGop 3ama4 o remMaM Hezenu
1
JloMaiiiHee 3a1aHue 44% 2 HaGop 3amad nmo remam Henenu
2
3aueT ¢ OleHKOU 32% 1 IIpoekT - nccnenoBarenbekas padoTa 1o
MUACIUTIINHE (MOIYJTI0) U TIPE3EHTAINS Pe3yIbTaTOB
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®opmya pacyéra HTOroBOM OUEHKHM MO aucuumiauHe (moaynw) «llpuxkiaagnas
kpunrorpadus»: «0,24 x cpennee 3a momamaue 3agaHus 1 + 0,44 x cpenHee 3a JOMaIIHUE
samanud 2 + 0,32 X 3a4eT ¢ OLIEHKOI».

Texkyuuii KOHTPOJIb YCIIEeBAeMOCTH 00y4al0IIMXCS 10 IUCHUILIMHE (MOLYJII0)
IIpumepHbIe JoOMAaLIHUE 3aJaHUS

3ananue 1:

1. Onumwmre Mozaesb yrpo3 mo tumy Dolev-Yao B koHTekcTe 00MeHa COOOIICHUSIMHE MEX/TY
KIIUEHTOM U CEPBEPOM.

2. IlpuBenute 3 mpumepa arak (e.g. replay, MITM, spoofing) u ykaxure, Kakue CBOHCTBa
6e30omacHOCTH (KOH(MUICHIINATIBHOCTD, HEIOCTHOCTh, ayTEHTUYHOCTh) HAPYLIAIOTCS B KaXJI0M
ciryuae.

3. OObsicHHUTE, MOYEMY IMPEANONIOKEHHE O «HEHAAEKHOM KaHaje» SIBISIeTCS OCHOBOM
POCKTHUPOBAHUS 3AIIUIIEHHBIX IIPOTOKOJIOB.

3amanmne 2:

1. Crenepupyiite napy RSA-kmoueir (MoxkHo ¢ mnomomibio OpenSSL wnu oniaiin-
HHCTPYMEHTA).

2. [Mopmummure KOpoTKoe coobmenue (Hampumep, "exam2025") ¢ HCMONB30BAHHEM
MPUBATHOTO KITIOYa.

3. IlpenocTaBbTe MyOIMYHBIN KIIIOY, TOAMUCH U COOOIICHHUE.

4. OObsICHUTE, KaK MOJIy4yaTesb MOXET MPOBEPUTH MOAMUCH, U MOYEMY 3TO TapaHTHUPYET
AyTEHTUYHOCTh U HEOTKA3yeMOCTb.

IIpumepHoe onMcaHue 3a/IaHNS U KPUTEPHU OLlCHUBAHUS K MPOEKTY

3aganue:

Paszpaborare kpunTorpaduueckyro cxemy s O€30mMacHOW Tepenavyd JaHHBIX MEXIY
KJIMEHTOM U cepBepoM. OOOCHOBaTh BBIOOP AITOPUTMOB, OMNMCATh 3Talbl yCTAaHOBJIECHUS
COEIMHEHUS, 00EeCTIeUnTh 3aIIUTY OT OCHOBHBIX yrpo3 (MITM, noanenxa, replay u ap.).

Y10 BKJIIYUTE B IPOEKT:

— Onucanue cueHapus (y4aCTHUKH, JaHHBIE, YTPO3bI).

— Br160p 1 000CHOBaHME AITOPUTMOB:

1. nmdposanue (AES-GCM, ChaCha20),

2. acummetpus (RSA, ECC),

3. xemmm u moamucu (SHA-256, TOCT, ECDSA),

4. mporoxoin (TLS 1.3 nnu ananor).

— Cxema oOMeHa (MO mIaraM WM AMAarpaMMoil): ayTeHTH(UKauus, oOMeH KIoyami,
mudpoBanue.

— Amnanus 6e3omnacHoctu: 3amuTa oT MITM, forward secrecy, mpoBepka cepTuduxaTos.

— OmeHka BO3MOXKHOCTH 3aMEHbl ~ aJTOPUTMOB  (TOTOBHOCTh K  IOCTKBaHTOBOM
KpunTorpadun).

— Ortuér (57 ctp., PDF), npu Heo0X0AMMOCTH — MPHIIOKEHHE C KOJIOM.

Kpurepun ouennBanus:

— Yeérkoe onucaHue ClieHapus ¥ MOJENN yrpo3.

— KoppekTtHblit 1 060cHOBaHHBIN BEIOOP KpUNTOrpapUUECKUX allrOPUTMOB.

— JlornyHas u Ge3omacHasi cxemMa yCTaHOBJICHUS KaHaua.

— AHain3 yA3BUMOCTEN U MEPBI 3AIUTHI OT HUX.

— YuéT coBpeMeHHbIX TpeOOBaHUil (HanmpuMep, MOAAEPHKKA CMEHBI aAITOPUTMOB).

— KauecTtBo odopMieHHs U ICHOCTb U3JI0KEHHUS.

3apanusi AJ1sl MPOMEKYTOYHOM aTTeCTAIUM MO IUCUMILIHHE (MOTYJIIO0)

DNEeKTPOHHBIA JOKYMEHT



Ne 3anaHue OtBer Kommnerennus
n/n
1 | Kakoit kpunrorpadudecKuii METOT CummeTpruyHOe mudpoBaHue YK-1
WCTIONB3YETCS IS 3aIUThI (manpumep, AES)
KOH(UICHINAIBHOCTH JAaHHBIX C IOMOLIBIO
00IITero CeKpeTHOTo Kirova?

2 | Kakoii MexaHM3M MO3BOJISIET OJHOM CTOPOHE Hudposas nomnucek (RSA, YK-1
JTIOKa3aTh CBOIO MOJIMHHOCTH APYTOH C ECDSA)

MIOMOILBIO IPUBATHOIO KJIr04a?

3 | Kakas kpunrorpaduueckas KOHCTPYKIIHS MAC it HMAC / YK-1
o0ecreynBaeT 3alUTy HEJIOCTHOCTH U ayTeHTU(UIMPOBAHHOE
MOJUTMHHOCTH COO0IIeHUs? mmdpoBaHue

4 | Kakoif mpOTOKOJ MO3BOJISIET ABYM CTOPOHAM IIporokon JAuddn—Xemmmana YK-1
BBIPab0TATh OOIIMIA CEKPETHBIN KIIFOY TI0 (DH, ECDH)

He3aIIUIIEHHOMY KaHay?

5 | Kakas marematndeckas 3a1a4a JCKHT B [Ipobnema dpaxTopuzanuu OIIK-1
OCHOBE CTOMKOCTH asiroputMa RSA? OOJIBIITUX MEJIBIX YHCEIT

6 | Kakas maremaTudeckas 3amada 3amaya TUCKPETHOTO OIIK-1
o0ecreyrnBaeT CTOWKOCTh JUTUITHICCKUX JorapuMUpoBaHHs B TPYIIIIE
KpUBBIX? TOYEK AJIMITUYECKON KPUBOU

7 | Kakoe cBoiicTBO OyIIeBBIX (hYyHKITHIA JlaBunHBIH 3 ekt OIIK-1
o0ecreynBaeT CI0KHOCTh aHan3a mudpa
MIPU MAJIOM W3MECHEHHUH BX0Aa?

8 | Kakas anrebpamueckasi CTpyKTypa Koneunble mosst v TpyIIsL OIIK-1
HCTIONB3YETCs IPU MMOCTPOCHUN
COBPEMEHHBIX KPHIITOCUCTEM C OTKPBITHIM
KJIF0uoM?

9 | Kakoii pexxum paboThI OII09HOTO TIH(pa AEAD (uanpumep, AES-GCM) OIIK-4
OJTHOBPEMEHHO 00ECTIeYnBaET
KOHQHJICHIUAIBHOCTh U IIETIOCTHOCTD?

10 | Kako# anropuT™ UCTIONB3YETCS IS CSPRNG (xpunrorpadudeckn OIlK-4
reHepaLuy NICeBIOCTYYaliHbIX YHCEI B CTOMKHUI reHepaTop)
KpUNTorpaduieckux cucremMax?

11 | Kakoii IpoTOKOJI yCTaHOBIEHUS CECCUU TLS 1.3 ¢ ECDHE OIlK-4
o0ecreunBaeT CKBO3HYIO CEKPETHOCTD
(forward secrecy)?

12 | Kako#i anropuT™ npuMeHsIeTCst JUIs IIpoBepka 3JIEKTPOHHON MOANKUCH OIlK-4
MPOBEPKH TOITMHHOCTH IA(POBOTO 1C
ceprudukara?

13 | Kakoii npuHIMI TPOSKTUPOBAHUS 3amura o ymonuanuio / defence OIIK-6
KPHIITOCHCTEM TIPE/IIoJIaraeT 3aluTy Jaxe in depth
MIPU KOMIIPOMETAIMH YaCTH CUCTEMBI?

14 | Kako#i moaxo/1 UCIONb3yeTcs s Wzomnsimus kimoueit / key OIIK-6
0e301acHOro XpaHeHus! KpUNTOrpaduIecKux separation
KJTFOUei?

15 | Kakoii MexaHu3M MO3BOJISIET 0€3011acCHO Poramnus kmroueit (key rotation) OIIK-6
OOHOBJISITH KpUIITOrpaguIecKue KIIOUu?

16 | Kakoii MeTo IpUMEHSIETCS JIJIs ayuTa CraTndecKui aHalln3 u OIIK-6
KpUNTOrpaduiIecKux peanusaiuii? dbopmarnbHast BepubuKaIst

17 | Kakast maTemMaTHuyeckas MOJeb Teopus BeposTHOCTEN 1 [K-3
WCTONB3YeTCs ISl aHAJIN3a CTOMKOCTH Xell- MapazoKc JHEH POXKICHUS
(YHKIIMH K KOJUTH3HSIM?

18 | Kakoii MeTO1 IPUMEHSIETCS JIJIsl OLICHKU MoienupoBaHue Ha OCHOBE TIK-3

yCTOWYMBOCTH K pa K
JuddepeHInaTbHOMY KPUIITOAHATTU3Y ?

Pa3HOCTHBIX XapaKTCPUCTUK

DNEeKTPOHHBIA JOKYMEHT




19 | Kako#i moaxo1 UCHOIb3yeTCs s MogenupoBaHue B MOJICTH TIK-3
(hopMasbHOTO JOKa3aTEILCTBA O€30TTACHOCTH CIly4aifHOro opakyia
KpUNTOIPOTOKOJA?

20 | Kakoli anropuTMHYECKUH MOIX0]T TIO3BOJISCT AHanu3 BEIYUCIATEILHON TIK-3

OLICHUTH CIIOXKHOCTh aTaKH Ha
KPHIITOCUCTEMY?

cioxxHOoCTH (Harmpumep, O(27))

DNEeKTPOHHBIA JOKYMEHT
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