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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas nporpamma nuctumiuasl (Moayist) «[IpukinagHas kpunrorpadus» cocTaBieHa B
COOTBETCTBUHM C (ellepalbHbIM TI'OCYyJapCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICIIErO
oOpa3oBanus — OakanaBpuar no HanpasiaeHuto 02.03.01 «MaremMaTuka U KOMIBIOTEPHBIC HAYKH,
npodpmib «VCKycCTBEHHBI MHTEIIEKT», YTBEpPXKIEHHBIM NpHKa3oM MHHHCTEpCTBA HAayKU U
BeIciero oOpasoBanust Poccuiickoit deneparmu Ne 807 ot 23.08.2017 roaa.

N3zyuenne nucuumuussl (Moayis) «[IpukianHas kpunrorpadus» mo3BoisieT 00eceuuTh
MOJTrOTOBKY CIIEIUAIIMCTOB B 00JaCTH MH(OPMAIIMOHHON 0€30MacHOCTH, 00eCIieueHHUs 3aIUThI
JAHHBIX B LIU(POBOI 3KOHOMHUKE, FOCYJAapCTBEHHBIX U KOMMEPYECKHUX CHCTEMaxX, a TaKxke Ul
MPOTUBOICUCTBUS KHOEPYTpO3aMm.

MecTo AMcHUIINHBI (MOYJIS) B CTPYKTYpe 00pa30oBaTe/ibHON MPOorpaMmbl

Hacrosimas nucuunianHa (MOayJib) BKJIOUEHA B y4€OHBIH IIJ1aH 10 MPOrpaMMme MoJArOTOBKH
OakanmaBpuata no HampasieHuo 02.03.01 «MaremaTnka U KOMIBIOTEPHBIE HAYKH», MPOQPHUIH
«McKycCTBEHHBIH HHTEIUIEKT» M BXOJUT B BapuaTHBHYK 4acTh bioka 1, dopmupyemyro
y4aCTHHKaMHU 00pa30BaTebHBIX OTHOIICHUH, KaK JUCIUIUIMHA TI0 BBIOODY.

Juctummaa (Moayih) u3ydaeTcs Ha 3 u 4 Kypce B 6, 7 win 8 cemecTpe 1o BEIOOPY IMOCIIe
YCIEUIHOIO OCBOCHHSI OJHOW W3 AUCUUIUIMH (MOAYJCH): «AJITOPUTMBI U CTPYKTYPbI JaHHBIX.
Yactpb 1» unu «AnropuTMmsl U CTPYKTYphl JaHHBIX. YacTs 1. [IpoBUHYTBIN ypOBEHD».

Hear  u3yyeHus: JMCHUIUIMHBI  (Moayhasi):  dopMupoBanme y  CTYACHTOB
CHUCTEMaTU3UPOBAHHBIX 3HAHUI W NPAKTUYECKUX HABBIKOB B 00JaCTH COBPEMEHHOMH
Kpunrorpadguu, HampaBIeHHBIX Ha o0ecrneyeHne KOH(PHUIECHIMAIBHOCTH, IIEJIOCTHOCTH,
AyTeHTUYHOCTH U HEOTKa3yeMOCTH HH(POPMALUU B UHOOPMAIIMOHHBIX CUCTEMAX U CETAX.

3agaun u3y4yeHus AUCHUIIUHBI (MOIYJIs1):

— W3YYUTh OCHOBBI U IPUHIUITBI KpUNITOTpadui;

— OCBOUTbH CHMMETPUYHBIE U ACUMMETPUYHBIE AJITOPUTMBI, X3UI-(QYHKIUH;

— HayyuTbCid NPUMEHATh KpUOTOrpaguio Ha npakTuke (wudpoBaHue, uudpoas
TIOJINIHCh, YITPABIICHUE KITFOYaMH);

— mno3HakoMuTbed ¢ kpunronporokonamu (TLS, SSH, IKE) u crangapramu (I'OCT, AES,
RSA);

— OIIEHHBaTh 0€30MaCHOCTh KPUIITOCUCTEM U YS3BUMOCTHU K aTaKaM.

B pe3ysibTare ocBOeHUs1 JUCHUILIUHBI (MOIYJIs1) 00y4aIOMiCSl T0JIZKEeH

3Hamy:

— OCHOBHBIE MMOHATHS KpUNTOrpaduu: KpUunTorpadhuiyeckuii NpUMUTHB, CXeMa, IPOTOKOI,
3alIUIIEHHAS CUCTEMA;

— METOo/Abl CHUMMETPUYHOTO IIU(QPOBAaHUS, ACHMMETPUYHOW KpuITorpaduu, Xem-
¢byHKIWmiA, mac, aead, 1HdPOBBIX MOANHCEH U CepTUDHKATOB;

— 0a30BYyI0 JOTUKY paboTHI tls;

— OCHOBHBIC CBOWCTBAa KpUNTOTpauiecKuX Xem-(QyHKIWH ¥ TPHYUHBL, MO KOTOPHIM
ycTapeBIlUe XelH He TPUMEHSIOTCS B 3a7ja4axX KpUNTOrpaduuecKon 3aluThl;

— Ha3HauyeHue OJIOUHBIX MHU(POB, PEKUMOB UX PAOOTHI;

— OCHOBHBIE HJIEH I'Sa U €cC KaK MEXaHU3MOB aCUMMETPUYHOM KpHUIITOrpaguu;

— monHstue araku man-in-the-middle w poms wuHDpacTpykTYphl 1OBepust B €€
NpeI0TBPAICHNN;

— TWIIOBBIE OIIMOKY PUMEHEHUS KpUnTorpaduu;

— 0OImIyro HIer0 TOCTKBAHTOBOW MHUTPAIIMU M HEOOXOMUMOCTh MPOSKTHPOBAHHS CHUCTEM,
JOMYCKAIOIINX 3aMEeHY KPUNITOTPadhUUECKIX MEXaHU3MOB;

ymemby:

— aHaANM3UPOBATh KPUNTOrpauyecKyio CUCTEMY, BbLIENsAsS B HEl MPUMUTHUBBI, CXEMBI,
MPOTOKOJIBI, KITFOUH U IOBEPHUTEIILHBIE TPAHHIIBL;
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— TMpPUMEHATh CHMMETPUYHOE IIHM(PPOBAHHE C KOPPEKTHBIM YyKa3aHHEM aJropHTMa,
pexuMa, KIIroua 1 iv/nonce;

— BBIYHUCIATH ¥ CPAaBHUBATH KpUNTOrpaduieckue xemm (aitioB 1 cOoOIIeHNH;

— TPOBEPSATH LETOCTHOCT M NOAJTMHHOCTH COOOIIEHUS ¢ HCIOIb30BaHHEM mac, hmac uim
aead;

— BBINONHATH 0a30Bble ONEpallud C rsa: pacludpoBaHHe, TIPOBEPKY MOIIHCH,
uHTeprperanuio padding u mapameTpoB MOAIUCH;

— TMpoBepsATh LU(POBBIE MOINMCH M pa3nyaTh 3aJaydl IIH(PPOBAHHS, MOANUCH U
ayTeHTU(UKAIIWH,

— aHaNM3UpPOBaTh CEPTHU(PUKATHI U LENOYKU JOBEPHsl, BBISBISATH OMIMOKUA IPOBEPKHU
cepruukara;

— pasbupaTh ynpomEHHbIH tls-ClieHapuii U onpenensaTh, Te YCTaHABIUBACTCS JOBEPHE U
3aNIUIIEHHBINA KaHAa,

—  BBIIBIISTH THIIOBBIE OIIMOKK B KPUNTOTPaUUECKON cXeMe Wi KOH(DUTyparum;

— COCTaBJIATh (POPMATIM30BAHHBIN PE3YNbTAT aHAIN3A B 33JJaHHOM (popMmarTe;

enademo:

— HaBBIKAaMHU MPAKTUYECKOTO aHaIM3a KpUnTorpaduyeckux pelieHud OT alropurMa Jo
3aIIMUIIEHHON CHUCTEMBI,

— HaBBIKaMH Pa0bOTHI C KPUNITOTPAPHUECKUMH MTapaMeTPaMu;

— METO/MKOH MPOBEPKU KOPPEKTHOCTH KPUITOTPAYUIESCKON OTIepaliu: pacimmppoBaHus,
MIPOBEPKH MOITUCH, IPOBEPKHU IIEIOCTHOCTHU U MTPOBEPKH CepTUDUKATA,

— HaBBIKAMU JTMaTHOCTUKU PACHPOCTPAHEHHBIX OIIMOOK MPUMEHEHUS KpunTorpaduu;

— TMPaKTUKOM aHaIM3a 3alUIIEHHOIO KaHaja Ha YPOBHE yCTAaHOBJIEHUS JI0BEpHUs, 0OMeHa
KJIFOUaMU U 3allUThI IEPEAABAEMbIX TAHHBIX;

— METOJIMKON BbIOOpa MOAXOIAIIETO KPUITOrpaUYecKoro MexaHu3Mma IOoJ 3ajady:
mmppoBaHue, XeNIMPOBaHKUE, Mac, MOIMKICh, acad;

— HaBbIKaMU (POPMAJIM30BAHHOTO ayUTa HEOOJIBIIONW KPpUNITOTrpahuuecKol apXUTEKTYpPBI;

— HaBBIKAMH OLIEHKHM CHCTEMbl C TOUKH 3pEHHs YCTOWYMBOCTH K mitm M KOPPEKTHOCTHU
UH(PaACTPYKTYpPbI JJOBEPUS;

— MOJX0/IaMH K OLIEHKE TOTOBHOCTH CUCTEMBbI K CMEHE KpUNTOrpaUueCKUX aJrOpUTMOB;

— OIIBITOM KpaTKOW TEXHUYECKOW 3allUThI TOJy4YEHHOTO PEIICHUS.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YYAIOIIUXCS C IEAArOTHYECKUMU
paboTHUKaMU YHUBEpCUTETA U B (POpME CaMOCTOATENLHONU PabOThI 00YyUYarOIIUXCS:

KomnereHnuus Conep:xaHue KOMIeTeHIIHH Nuauxkarop IlepeyeHb MJIAHNPYEMBIX
KOMTIETeHIIN T pPe3yJabTaTOB 00y4eHHsI M0
AucHHIINHE (MOIYJIIO)
VK-1. Crioco0eH OCYIIeCTBIISATh TIOUCK, VK-1.1. 3HaeT MeTOAbI IOKUCKA U aHaJIn3a
KPUTHYCCKUN aHAIN3 U CHHTE3 nH(popMaIuu B 001aCTH
UH(POPMAIUY, TPUMCHSTh pa3paboTKH, OCHOBHEIE
CHUCTEMHBII TOIXO0/ AJISl peIeHHUs MIPUHIIUTIBI KPUTHYECKOHN OIICHKH
MOCTaBJICHHBIX 33124 HUCTOYHUKOB WHPOPMAITUH U HX
pENICBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLIEHUBATh
WMCTOYHUKYU UH(POPMALIUU U
CUHTE3UPOBATh JaHHBIC U3
Pa3UYHBIX HCTOYHUKOB JUIS
peleHus 3a1a4, IPUMEHATh
CUCTEMHBIH MOIXO K aHATIM3Y U
PEIICHHIO KOMITJICKCHBIX MPOOJIeM
YK-1.3. NmeeT npakTU4ECKUN OTIBIT
paboThI C COBpPEMEHHBIMU
WHCTPYMECHTAMH U TEXHOJIOTHSIMU
JUTsE 00pabOTKH HH(POPMAIIH,
(dbopMynupoBaHHUU
CTPYKTYPUPOBAHUY 3a]1a4 HA
OCHOBE MOJTY4YCeHHOW MHMOpMAaIu
OIIK-1. Crioco0eH KOHCYJILTUPOBATh U OIlK-1.1. 3HAEeT OCHOBHBIC KOHIICTIIINH U
UCIIOJIb30BaTh TEOpHH B 00JIACTH
byHaaMeHTaIbHbIC 3HAHHS B MaTeMaTHYECKOTO aHAIN3a U
001acTH MaTeMaTHYECKOTO CMEXHBIX JUCIUIUTIH, METO/bI U
aHan3a, KOMIIEKCHOTO U MOJIXO/IbI, UCTIONIb3yEeMBbIC B
(GYHKIIMOHAIEHOTO aHAJIHM3a Pa3IMYHBIX 00JIACTAX
anreOpbl, aHATUTUICSCKOM MaTeMaTHKH
reoMeTpud, TudHepeHInaTbHON OIIK-1.2. YMeer npuMeHsITh
TEOMETPHH U TOTOJIOTHH, MaTeMaTHYECKHe METOJIbI IS
¢ dhepeHInaNbHBIX yPaBHEHHIA, pelIeHus MpoQecCHOHATEHBIX
JTVICKPETHON MaTeMaTHKH U 3a7a4
MaTeMaTUYECKOU JIOTUKH, TEOPUHN OIIK-1.3. HmeeT npakTUYECKUN OTIBIT
BEPOSTHOCTEH, MaTeMaTHYECKOM pa3paboOTKH U pean3arys
CTaTUCTHKH U CIy4alHbIX MaTeMaTHYECKUX MOJICNeH B
MPOIIECCOB, YUCIEHHBIX METO/IOB, npogeccHoHaANEHON
TCOPECTUYCCKOU MCXAHUKH B JESITEIIPHOCTH
npohecCHOHANBHON
JIeSITEIIbHOCTH
OIIK-6 CrnocoGeH pa3pabaTsiBaTh OIIK-6.1. 3HaeT aNropuTMEI pa3paboTKH,
AITOPUTMBI U KOMITBIOTEPHBIE KOMITBIOTEPHBIE ITPOTPaMMBI, &
MPOTPAMMBI, IIPUTOTHBIE TS TaKXKe aNTOPUTMBI
NPaKTUYECKOTO TIPUMECHEHHS BBIYUCITUTEIHHON MAaTEMaTHKH B
00J1aCTH HCKYCCTBEHHOTO
WHTEIUICKTA
OIIK-6.2. YwMmeet pazpabaTeiBaTh

MAaTe€MaTU4YCCKUE IPOrpaMMHBIC
MMPOAYKTBI U KOMIUJICKCEI C
HCIIOJIb30BAHUEM COBPCMCHHBIX
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TEXHOJIOTHIA MPOrPaMMHUPOBAHHS
B 00J1aCTH UCKYCCTBEHHOTO
WHTEIJICKTA

OIIK-6.3.

NmeeT npakTuueCcKuid ONBIT
pa3pabOTKN HHTEIIIEKTya bHBIX
MH()OPMAITMOHHBIX CHCTEM IS
BHU3YyalIU3allMU PE3yJIbTATOB
HCCIIEIOBAHMI B 00J1aCTH
HCKYCCTBEHHOI'O MHTEJJIEKTA

ITK-1. Crnioco6en popmymnupoBatb
3aJa4d ¢ MaTeMaTUYCCKOM
TOYHOCTBIO, 00OOCHOBEIBATh
YTBEPXKACHUS CTPOTO H
aHAJIM3UPOBATH MOJTyUYCHHBIC
pe3yabTaThl B 00J1aCTH
MaTeMaTHKH W KOMITBIOTEPHBIX
HayK

IK-1.1.

Oo0agaer 0a30BBIMH 3HAHUSIMU,
MOJTy4YEHHBIMU B 00JIACTH
MaTeMaTHYeCKUX HayK,
IIPOrPaMMHUPOBAHUS
WH(GOPMAITMOHHBIX TEXHOJOTHI

[K-1.2.

YMeeT HaXOAUTh,
(hopMyTHUpPOBATH U PEmIaTh
CTaHJapTHEIC 3a/1a4H B
COOCTBEHHOU HAay4HO-
HCCIIEI0BATEIIbCKON
JIESATEIIbHOCTH B MaTEMAaTHKE U
WHPOpPMATHKE

IK-1.3.

HmeeT onbIT paboOTHI ¢ 3ajauaMu
B 00J1aCTH MaTeMaTUKH U
KOMITBIOTEPHBIX HAYK, BKIFOUAs
MPUMEHECHUE MaTEMaTHUECKUX
METOJIOB JIJISl PEIICHUS
IIPAKTHYECKUX 32134
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaumenoBanue Ounas ¢hopma
pasaesia JUCHHUILIHHBI AyautopHas padora T}( y
(Moys1) Texmun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 CoBpeMeHHbIH 4 4 20 JloMariHee 3aaHue
3aIUIIEHHBIA KaHaT U 1
MOJIeIb YTIPO3
2 NneHTu4HOCT®D, 4 4 4 20 JlomariiHee 3aganue
MOAIIUCU U 2
KJIACCUYECKast
ACUMMETPHS
3 3amuTa JaHHBIX: XEIlH, 8 8 4 20 Jlomanrnee 3amanme
mudpoBaHue, 2
LEJIOCTHOCTh
4 JloBepue B MPOTOKOJIAX: 6 6 30 JlomarHee 3aanue
PKI, TLS 1.3, ECC 1
5 Kpunrorpadus B 2 2 4 36 JomarmrHee 3amanue
HHPPACTPYKTYype U 1
HaI[UOHATIBLHBIX
IPOPIIIIX
3auem ¢ OyeHKOU 4 TIpoekT
Hmoczo: 24 24 16 126
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxxaHue IMCUUILTHHBI (MO1YJIs)
Neni/m HaumenoBanue paziesa Coaep:xanue TUCHUILIUHBI (MOAYJISI) IO TeMaM
AUCHUNJINHBI (MOYJIs1)
1 CoBpeMEHHBIN 3aIUIIEHHBINA TLS kak noBcegHeBHast Kpunrorpapus

KaHaJI 1 MOJCJIb YyIpo3

OTKpBITBIE KITHOUH, pachpeienceHue kinoded 1 MITM

2 NaeHTUYHOCTD, IOJAIMNCH U RSA: unes, pynkuus Diinepa, MOIyJib, TEHEPALUS KIFOUCH
KJIacCHUYeCKasi aCUMMETPHS RSA B peanpHBIX cucTeMax: JOMOJHEHHE, TOIIUCH, Pa3Mephl KIIFOYeil
KoHtposnb TeopeTnueckux 3HaHuil 1
3 3amuTa JaHHBIX: XCIIIH, Xemm u napomm: MDS, SHA, Ctpubor. Ytunuta hashcat
mmm@poBaHue, IIeTOCTHOCTD udposanue nanubix: AES n Ky3zneuunk
Pesxxumer padots! mudpos: CBC, CTR, IV, nonce
enoctHocts u AEAD: MAC, HMAC, GCM, MGM
KonTposns TeopeTnyeckux 3HaHUH 2
4 Hosepue B nportokosax: PKI, Cepruduxkatel, X.509 u niernouka jgoBepust
TLS 1.3, ECC TLS noapoOHoO: pyKoIoxarue, pOTOKOJ 3aHucel, mpsaMast
CEKpPETHOCTh
ECC u coBpeMeHHast aCHMMETPHS
5 Kpunrorpadus B Poccwiickue kpuntorpadudeckue mpoduin 1 HHPPaCTPyKTypHAS
UHPPACTPYKType U MHTErpays
HaIIMOHAJBHBIX MPOQUIAX IIpoekr
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHosnas numepamypa:

1. BacunneBa, 1. H. Kpunrorpaguueckue MeToasl 3amuTsl HHGOPMAIMK | YIEOHUK U
npakTuKyMm Juist By30B / Y. H. BacunbeBa. — Mocksa : U3narensctBo FOpaiit, 2026. — 310 ¢c. —
(Boiciiee  oOpazoBanme). — ISBN 978-5-534-02883-6. — Tekct : 5JeKTpOHHBIA //
Oo6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/583783

2. 3aneunukoB, C. B. Kpunrorpaguueckue MeToIbl 32U THl HHPOPMALUH | YICOHHUK IS

By30B / C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa : U3narensctBo FOpaiir,
2024. — 309 c¢. — (Beicmuee obOpazoBanme). — ISBN 978-5-534-02574-3. — Tekct
anekTpoHHbId  //  OOpaszoBarenpHas  miatdpopma  HOpaiit  [caiit]. —  URL:

https://urait.ru/bcode/536453

3. ®omuués, B. M. Kpunrorpadpudeckue MeToapl 3anuThl nHGopManuu B 2 4. Yacts 1.
MaremaTruecKkue acreKThl : y4eOHHK st By30B / B. M. @omuués, J[. A. MenbHHUKOB ; 1O
penakuuein B. M. ®omuuéBa. — Mocksa : M3natensctBo KOpaiit, 2026. — 209 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-9916-7088-3. — Tekct : anmexktpoHHBIN // OOpa3zoBareibHas
wiatgopma tOpaiit [caiit]. — URL: https://urait.ru/bcode/583633

Jononnumenvhasn numepamypa:

1. ®omuués, B. M. Kpunrorpadguueckue meToas! 3amuTsl HHGopMaiuu B 2 4. Yacts 2.
CucreMHbIe U MPUKJIAIHbIE aCMIEKTHI : yueOHUK 175 By30B / B. M. ®omuués, /1. A. MenbHUKOB ;
nox pemakuuen B. M. ®omuuéBa. — Mocksa : U3parenscrBo IOpaiit, 2026. — 245 ¢. —
(Beiciee oOpazoBanme). — ISBN 978-5-9916-7090-6. — TekcT : SJeKTpOHHBIA //
OopazoBarenpHas miatdopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/584129

6. MartepuajbHO-TeXHHMYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUIaM U HOPMaM U 00eclieurBaroIeil MpoBeieHUe BCeX
BUJIOB JIMCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHONW IOATOTOBKH, HPAKTHUYECKOH M HAy4YHO-
UCCIIEIOBATEIbCKON PaboT 00yJaronuXcs, MPeAyCMOTPEHHBIX YU€OHbBIM IIJIAHOM.

[TomeneHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [Tl TPOBEACHUS 3aHATHI
JEKIMOHHOTO THMA, 3aHATHUM CEMHHApCKOro (MpakTUYECKOro) THIA, T[PYIIOBBIX U
WMHAUBUAYaAJIbHBIX KOHCYJIbTAIMMA, TEKYIIIETr0 KOHTPOJIS U MPOMEKYTOYHON aTTeCTalluH, a TaKKe
MOMEIIEHUS Il CAMOCTOSATENBHOM paboThl U MOMEIIEHUS Il XpaHEHUS U MPO(UITAKTUIECKOTO
obcmykuBaHusl yaeOHOTO 000pynoBaHus. [TomMereHns: yKOMIUIEKTOBaHbI CIICIMAT3UPOBAHHON
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMH OOyUYEHHs, CIy>KallMMH JUIs MpEeACTaBICHUs ydeOHOU
uH(popMaluu 60JIbIION ayIUTOPUH.

N3yuenne qUCUUIUIMHBI (MOAYIA) oOecTieunBaeTCsl B y4eOHBIX ayIUTOPHSX, OCHAIIEHHBIX:

— CTOJIaMH U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOU;
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—  MEXaHUYECKUMHU KaJbKYJIATOPAMH;

— CIeNUaTu3UPOBaHHBIM 000PYI0BAaHUEM, BKIIFOYAs IEMOHCTPAIIMOHHOE 000PYyI0BaHHE.

[TomemeHust 11k CAMOCTOATEIBHOM paOOTHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHBIE
JUI. WUCHOJIb30BaHUS WHBAJWJAMH W JIMIIAMU C OTPAHUYCHHBIMH BO3MOXHOCTSMH 3J0pPOBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
obecrieueHHeM  JOCTyla B JJCKTPOHHYH  HHGOPMAIIMOHHO-00pa30BaTEeIbHYIO  Cpeay
YHusepcurera.

OO0yyarmumMcs MpeaoCTaBIseTcss JOCTyn (B TOM 4YHCIE YAAJICHHBIH) K pecypcam
WH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHON ceTH «HTepHET», JIeKTPOHHBIM pecypcaMm (B TOM
YUCJIE JJIGKTPOHHBIM OHOJMOTEYHBIM CHCTEMaM, COBPEMEHHBIM NpPO(EeCcCCHOHATBLHBIM 0Oa3zam
JAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaumeHnoBaHue moprasia Ccblika
(u3naHus, Kypca, 10KyMEHTAa)
1. | Hayunas snexkrponHas oudmauoteka elibrary.ru https://elibrary.ru/defaultx.asp
OuOIMoTEKA
2. baza manneix mis I T-cneruaincTtos https://habr.com
3. | Baza mannsix ScienceDirect https://www.sciencedirect.com
4. | OdurnmansHbIi calT MUHHCTEPCTBA HAYKH H https://minobrnauki.gov.ru/

BEICIIETO 0Opa3oBanus Poccuiickoit deneparuu

5. | ®enepanbhsiii moprai «Poccuiickoe oopazoBanue” | https://www.edu.ru/

6. | Muadopmannonnas cucrema "Exaunoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. | EnunHas xomekims nudpoBsix obpasoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTeILHBIX PECYPCOB

[lepeuens WHGOPMAIMOHHBIX TEXHOJIOTHH, WCIOJIB3YEeMbIX IPH  OCYHIECTBICHUU
00pa30BaTeNLHOTO MpoIiecca M0 TUCHUIIIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3UNOHHOTO
IPOrpaMMHOr0  OOecleyeHusl, COBPEMEHHble MpodeccuoHambHble 0a3bl  JaHHBIX U
UH(POPMAaLMOHHBIE CIIPABOYHBIE CUCTEMBI:

HaunmenoBanue 1O IIpousBoacTBO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe

OnepanoHHbIE CHCTEMBI:

Microsoft Imagine (Windows Client, Server) | sapy6exmtoe | nmuuensnonHoe

bpaysepsbI:

Supexc.bpaysep OTEYECTBEHHOE cBOOOJIHO pacmpocTpaHsIeMoe
Google Chrome 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Od¢ucHble NPUITOKEHHUS

Microsoft Imagine (Visio, OneNote) 3apy0exHOe JIMIICH3UOHHOE

TeXstudio 3apy0exHOoe CcBOOOJTHO PACIIPOCTPAHSIEMOE
Adobe Acrobat Reader 3apyOeKHOe CBO0OOJIHO pacrpocTpaHsIeMoe
IporpammHoe o0ecneueHne IJisi IVIAHUPOBAHHUSI U Y4eTa BPeMEHH:

Toggle app | sapy6exmnoe | cBOGOIHO pacnpocTpansiemMoe
CucTeMbl YHpaBJieHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nmuuensnonHoe

Cucrembl ynpasJieHHs1 6a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapy6exnoe | nuuensuonnoe

Cucrtemsl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nmuuensnonHoe
CripaBo4YHO-NIPaBOBbIE CHCTEMbI:

Koncynbrantllnroc: cripaBo4HO-TIpaBoOBast OTEYECTBEHHOE JINLIEH3UOHHOE

cucTemMa
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CpencrBa aHTMBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mst 6usneca OTEYECTBEHHOE JIMIIEH3HOHHOE

Crampmaprasii Russian Edition

Cpensl pa3padoTKm:

Visual Studio Code 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHIEMOE
Bash (Unix shell) 3apy0eIKHOE CcBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
CopelliaSim 3apyOeKHOe CBOOOJIHO pacmpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACIPOCTPAHIEMOE
IlakeThl NPOrpaMMHBIX CPEICTB M OMOJIHOTEK:

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexKHOE CBOOOHO pacIpOCTpaHsIEMOe
Cucrtembl ynpapieHusi 0néanorpaguyeckoii HHpopManueii:

Zotero | 3apyOexkHOE | CBOOOIHO pacIpOCTpaHsIEMOe
CepBuchl U C1yKOBbI:

Bind 3apy0eKHOE CBOOOJIHO PACIIPOCTPAHIEMOE
Docker 3apyOexKHOE CBOOOIHO PaCIpPOCTPaHsIEMOE

7. MeroanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToan4yeckue yKazaHHus I 00y4AOUIUXCH 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B npouecce nzyuenuss aucuuruiabl (Moayins) «lIpuknagHas kpunrorpagus» B pamMKax
TEKYILLEro KOHTPOJIsSI YCIIEBAEMOCTH HCIOJb3YIOTCS TaKue BUbI y4eOHON paboThl, KaK JICKIHH,
CEMHUHAaphbI, JIOMAIIHUE 33JaHUs, MPOEKT, a TAKKE PA3JIMYHBIE BUJBI CAMOCTOSITEIbHON pabOThI
oOyyaroImuxcst IO 3aJaHuI0 [pernojaBarelis, HalpaBlIeHHblE Ha pPa3BUTHE HaBBIKOB
npoeCCHOHATLHON JIEKCHKH, 3aKpEeIUIEeHHE MPAaKTUYECKUX MPO(ECCHOHATBHBIX KOMIIETEHIIHIH,
HOOILPEHNE UHUIATHB.

Jlexyus — CcHCTEMAaTH4YeCKOe, TMOCJIENOBATEIbHOE, MOHOJOTHYECKOE  H3JI0KECHUE
nmpenoaaBareneM y4eOHOro MaTepuana, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIyeTCS BECTH KOHCIICKT JIEKIIUNA: KPaTKO M CXEMaTHIHO
¢dbuKcUpoBaTh OCHOBHBIC HJIEH, BBIBOJBI M OOOOIICHMS JEKIMH, BBIIETSITh Ba)KHBIE MBICIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTHh BOMPOCHI WM MaTepUANbI, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciu
pa3o0parbcsi B Marepuaie He yJaercs, cieayeT chopMyaupoBaTh BOIMPOC W 3a1aTh €ro
MpernoaaBaTeNo Ha KOHCYIbTAIUU UM BO BPeMsI CEMUHAPCKOTO (MTPAKTHYECKOT0) 3aHATHSI.

Cemunap — 310 (hopma yueOHOUM NesATeTbHOCTH, IPOBOAUMAs B Y4€OHOM 3aBEJEHUU IO/
PYKOBOACTBOM TMpEmNojaBaTesis, TI/€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
MPAKTUYECKUX 3aJaHMsIX U IPYruX (opMax B3aUMOAECHCTBHUS.

Jlst ycrienrHoi MOATOTOBKU K CEMUHAPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TeMOM
3aHATUA W OCHOBHBIMH MaTCpualaMu, 4T00Bl MMETH BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
obcyxaeHuu. Takke MOJIE3HO MOATOTOBUTH BOIPOCHI U WU TSl OOCYKIEHUS, YTO MOMOKET
r1y0ke MOHATh MaTepUal U NMPOJIEMOHCTPUPOBATH 3aMHTEPECOBAHHOCTb.

Homawmnee 3a0anue — HaboOp 3a/1a4 O TEMaM HEJIEH.

[Ipu pabore Haj MAOMAIHUMM 33JaHUSIMHU BaKHO BHUMATENIbHO O3HAKOMHTHCS C
TpeOOBaHUSAMHU M CPOKaMU BBINIOJHEHUS. PexomeHayeTcs pa3douBaTh 3afaHus Ha STarbl, YTOOBI
nu30exarb Meperpy3kd M Jydllle YCBOWUTh MaTepuai, HCIOJIb30BaTh pa3IMYHbIE HCTOYHHKHU
UH(pOpMaLKK, BKIIIOYasi yueOHUKH U OHJIAWH-PECypChl, Ui 0osee Iiy00oKoro MOHUMAaHUS TEMBI.

Ilpoexm — wuccnenoBarenbckas paboTa MO JUCHUIUIMHE (MOAYNIO) M IPE3CHTALUsS
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PE3yJIbTATOB.

[l ycremHon MoAroTOBKY K IMIPOEKTY PEKOMEHAYETCS: YETKO ONPENEIIUTh LENH U 3a1a4l
IIPOEKTAa; COCTABUTH IUTaH PabOTHI, pa30MB MPOEKT Ha 3TaIlbl ¢ YKa3aHUEM CPOKOB BBITOJIHEHUS
KaXJI0OTO M3 HUX; UCIIOJIb30BaTh pa3HO0Opa3Hble HCTOYHUKU MH(OPMAIMA U MHCTPYMEHTHI JJIs
WCCJICIOBAHMSI TEMBI; PETYJISIPHO MPOBEPATH MPOrPecC ¥ BHOCHTHh KOPPEKTUBHI B IUIAH, €CIIH 3TO
HEOOXO0INMO.

Camocmosmenvhas paboma — padoTa CTYIESHTOB, HaIpaBJICHHAs Ha YIIyOJICHHOE
W3YYCHHUE OTJICIBHBIX TEM U BOIIPOCOB YUYCOHON AUCIUILTUHBI (MOTYIs).

B nporiecce camocToATenbHON pabOThI CTYIEHTHI B3aUMOJICHCTBYIOT C PEKOMEHI0BAHHBIMH
MaTepuajiaMu TPy MUHUMAJIbLHOM yYaCTUU MPENoaaBaTesis. 3aauu CTyIeHTa BKIIOYAI0T padoTy
C KOHCIIEKTaMH JIEKIIUi (00paboTka TeKCTa), MOBTOPHOE U3yUeHHE YUSOHBIX MAaTEPHAIOB, TUIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JIOTIOJHUTEILHBIX TEM, BHITIOJHEHUE YI€OHO-UCCIIEI0BATEIBCKIX
3aJlaHUl U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ o JTUCHUIIJINHE (MOI[y.TIlO)

Kpurepun nosy4eHusi ypoBHA M OLCHHBAHUA C()OPMHUPOBAHHOCTH KOMIICTCHIHMI 110
aucuumiHae (Moay/o) «lIpukiaagnas kpunrorpagus»

OneHuBaHue YpOBHs Y4€OHBIX JOCTHKEHHH, oOydaromuxcs N0 AUCHUIUIMHE (MOIYIIO),
OCYILIECTBIISAETCSA B BUJE TEKYIErO KOHTPOJIS YCIIEBAEMOCTH U IIPOMEKYTOYHOU aTTECTALAH.

IIpoMeskyTouHasi aTTecTanMs IO JUCUUIUIMHE (MOJIYJIO) OCYILECTBISETCS B (opme
3auema ¢ OYeHKOU, TIPU ITOM TIPOBOJHUTCS OIICHKA KOMIETEHIMH, C(HOPMHUPOBAHHBIX I1O
JUCLIUILINHE.

Jnsi olleHMBAHUS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IMPOMEXKYTOYHOM aTTeCTaluu
UCIIONB3YETCS JIecATUOAIUIbHAS IIKaja OLEHUBAHUS, KOTOpask COOTHOCHUTCS C TPaTUIIMOHHOMN
MATUOATIIPHON IIKAJIOHN CIEAYIOUUM 00pa3oM:

decaTubannbuas) IlaTtudannbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Ounenka 3a 3a4eTt
OLlIEHKA OLIEHKA 00yuyeHusl Mo TUCHUILIUHE (MOYJII0)
10 OTtnuyaHO 3adreHo CTyIeHT TOIHOCTBIO BJA/eeT 3HAHUSMH,
9 OTIIMYHO 3ayTeHoO HU3JI0KCHHBIMU B pa60qeﬁ mnporpamMmme, u

) OTIMYHO - riay6oko  ocMeicnseT aucuuiuHy.  OH
CaMOCTOSTETHHO " JIOTUYECKH
MOCJIE/IOBATEIbHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTHPYS BHMUMaHWe Ha  Hauboiee
BaXKHOM. Ymeer aHaJTM3HUPOBATH,
CpaBHMBATH, KJacCU(pUIIUPOBATh, 000011aTh,
KOHKPETHU3HPOBaTh W CHCTEMAaTH3UPOBAThH
H3yquHBII>'I Mare€puall, BbIACIIASA KIIFOYCBBIC
MOMCHTBI u yCTaHaBJIUBas IIPUYINHHO-
CIIe/ICTBEHHbIE CBs3H. YeTko (opmymupyer
OTBETHI, YBEPEHHO HHTEPIPETUPYET
pe3yJIbTaThl AHAJIN30B u JIPYTUX
UCCJIC/IOBAHU, & TAaKXKe pEIIaeT CIOKHBIC
3amaud. CTYIEHT XOpOIIO 3HAKOM C
METOJaMU HCCIICIOBaHMs, HEOOXOIMMBIMHU
JJIsA HpaKTI/I‘IeCKOﬁ JACATCIIBHOCTH, 1 YMECT
CBSI3BIBATh TEOPETHYECKUE ACIICKTHI
JUCHUIUIMHBL (MOJIYJIsl) C TPaKTHYECKUMHU
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JecaruoanabHas IIaTudannbHas OO0mast xapakTepucTHKA pe3yJibTaTa
OneHka 3a 3a4yert

OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)
3aJauaMH.
7 Xoporio 3auTeHo CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa
6 Xopomio 3auTeHo IIOYTH B TIOJIHOM oOBeMe pabodei

MPOTPAMMBI U CAMOCTOSITEIBHO, JIOTHUECKH
MOCJIeIOBATENIFHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HanboJjiee 3HAaUMMBIX MOMeHTaX. OH ymeeT
aHAITM3UPOBATH, CpaBHUBATE,
KJIACCU(UIMPOBATD, 00001maTh,
KOHKPETH3UPOBATh W CUCTEMATH3HPOBAThH
W3yYCHHBIH  MaTepHhal, BBIIENSAS  €ro
KIIOYEBbIC  ACMEeKThl M yCTaHaBIHBAs
MPUIHHHO-CIICICTBCHHBIC CBSI3H.
DOopMyIUpyET CBOM OTBETHI, YBEPEHHO
HMHTEPIIPETUPYET PE3yIAbTAaThl AHAIU30B U
JPYTUX WCCICIOBAHUM, a TaKkKe pelaeT
CJIOKHBIE CUTYyallnOHHBIC 3a1auu. CTyneHT
XOPOIIO 3HAKOM c METOaMU
HCCIICOBAHU, HEOOXOIUMBIMH JUIS
HpaKTH‘ICCKOfI ACATCIIBHOCTH, W YMCECT
CBAI3BIBATH TEOPETUUCCKHUE ACIEKTHI
mpeaMeTa ¢ IPaKTHUYECKUMH 3aauaMH.

5 Y 10BIETBOPUTENHHO 3auTeHo CryneHT oOnamaer 0a30BBIMH 3HAHHSIMH

4 Y 10BIETBOPUTEIHHO 3auTeHo 110 AMCLIUIUINHE (MOJIYJII0), HO UCTIBITBIBACT
TPYAHOCTH IIPU CaAMOCTOATCIIbHBIX OTBETAX

W WCIIOJIb3yeT HETOYHBIE (POPMYIUPOBKHU. B
XO0Jle OTBETOB OH JIONyCKaeT OIIUOKH,
Kacaroliuecs CcyTtd BomnpocoB. CryneHT
CHOCOOEH pelaTh TOJIBKO CaMble MPOCTHIE
3alaud M BJIAJEET JIMIIb MUHUMAaJbHBIM
Ha0OpPOM METOJ0B HCCIIEI0BAHMUS.

3 He cnaun He 3aureno CrymeHT He oOBIafen O00sS3aTeNbHBIM

He cJaH He 3auTenoO MHUHHUMYMOM 3HaHWK 110 npeaMeTy U HE

1 He claH He 3auTeHo MOXET OTBETHUTH Ha BOIPOCHI, NAXKE €CJIU

npenogaBareiib  3a4acT JOIMMOJHHUTCIIbHBIC

HaBOJISIIIIUE BOIIPOCHI.

Jucuunnmza (Mmoyns) «[Ipukiagnas kpunrorpadus» OLIEHUBAETCS CIEAYIOIINM 00pa3oM:

AKTHUBHOCTbD Bec Koau4yecTBo Onucanue
JlomarHee 3aaaHue 24% 4 HaGop 3ama4 o remMaM Hezenu
1
JloMaiiiHee 3a1aHue 44% 2 HaGop 3amad nmo remam Henenu
2
3aueT ¢ OleHKOU 32% 1 IIpoekT - nccnenoBarenbekas padoTa 1o
MUCIUTIINHE (MOIYJITIO) ¥ TIPE3CHTAIHS Pe3yIhbTaTOB
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®opmya pacyéra HTOroBOM OUEHKHM MO aucuumiauHe (moaynw) «llpuxkiaagnas
kpunrorpadus». «0,24 x cpennee 3a momamaue 3agaHus 1 + 0,44 x cpenHee 3a JOMaIIHUE
samanud 2 + 0,32 X 3a4eT ¢ OLIEHKOI».

Texkyuuii KOHTPOJIb YCIIEeBAeMOCTH 00y4al0IIMXCS 10 IUCHUILIMHE (MOLYJII0)
IIpumepHbIe JoOMAaLIHUE 3aJaHUS

3ananue 1:

1. Onumwmre Mozaesb yrpo3 mo tumy Dolev-Yao B koHTekcTe 00MeHa COOOIICHUSIMHE MEX/TY
KJIMEHTOM U CEPBEPOM.

2. IlpuBenute 3 mpumepa arak (e.g. replay, MITM, spoofing) u ykaxure, Kakue CBOHCTBa
6e301acHOCTH (KOH(DUIEHIUATBHOCTD, EJIOCTHOCTh, AyTEHTUYHOCTh) HApYILAIOTCS B KAXKA0M
ciryuae.

3. OObscHHUTE, NOYEMY IMPEINOJIOKEHUE O «HEHAAEKHOM KaHajle» SBISIETCS OCHOBOM
POCKTHUPOBAHUS 3AIIUIIEHHBIX IIPOTOKOJIOB.

3amanmne 2:

1. Crenepupyiite napy RSA-kmoueir (MoxkHo ¢ mnomomibio OpenSSL wnu oniaiin-
HHCTPYMEHTA).

2. llognmummre KOpOTKOe coobmeHne (Hampumep, "exam2025") ¢ wHcCmoib30BaHHEM
IPUBATHOIO KJIIOYA.

3. IlpenocTaBbTe MyOINYHBIN KITIOY, TOAMUCH H COOOIICHHE.

4. OObsAcHUTE, KaK I0JIydaTesb MOXET IPOBEPUTH MOJIKMCH, U MOYEMY 3TO TapaHTUPYET
AyTEHTUYHOCTh U HEOTKA3yeMOCTb.

IIpumepHoe onMcanue 3aIaHNS 1 KPUTEPUHU OLIEHUBAHMS K IPOEKTY

3aganue:

Paszpaborare kpunTorpaduueckyro cxemy s O€30mMacHOW Tepenavyd JaHHBIX MEXIY
KJIMEHTOM U cepBepoM. OOOCHOBaTh BBIOOP AITOPUTMOB, OMNMCATh 3Talbl yCTAaHOBJIECHUS
COEIMHEHUS, 00eCTIeUnTh 3aIIUTy OT OCHOBHBIX yrpo3 (MITM, noanenxa, replay u ap.).

Y10 BKJIIYUTE B IPOEKT:

— Onucanue cueHapus (y4aCTHUKH, JaHHBIE, YTPO3bI).

— Br160p 1 000CHOBaHME AITOPUTMOB:

1. nmdposanue (AES-GCM, ChaCha20),

2. acummetpus (RSA, ECC),

3. xemmm u moamucu (SHA-256, TOCT, ECDSA),

4. mporoxoin (TLS 1.3 nnu ananor).

— Cxema oOMeHa (MO maraM WM JAMarpaMMoil): ayTeHTU(UKalus, OOMEH KIouaMy,
mudpoBanue.

— Amnanus 6e3omnacHoctu: 3amuTa oT MITM, forward secrecy, mpoBepka cepTuduxaTos.

— OmeHka BO3MOXKHOCTH 3aMEHbl ~ aJTOPUTMOB  (TOTOBHOCTh K  IOCTKBaHTOBOM
KpunTorpadun).

— Ortuér (57 ctp., PDF), npu Heo0X0AMMOCTH — MPHIIOKEHHE C KOJIOM.

Kpurepun ouennBanus:

— Yeérkoe onucaHue ClieHapus ¥ MOJENN yrpo3.

— KoppekTtHblit 1 060cHOBaHHBIN BEIOOP KpUNTOrpapUUECKUX allrOPUTMOB.

— JlornyHas u Ge3omacHasi cxemMa yCTaHOBJICHUS KaHaua.

— AHain3 yA3BUMOCTEN U MEPBI 3AIUTHI OT HUX.

— YuéT coBpeMeHHbIX TpeOOBaHUil (HanmpuMep, MOAJIEP’KKA CMEHBI aITOPUTMOB).

— KauecTtBo odopMieHHs U ICHOCTb U3JI0KEHHUS.
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3amanus 1J151 NPOMEKYTOYHOM ATTeCTANUM 10 JUCHUILIMHE (MOTYJII0)

Ne 3ananue Otser Kommnerenuus
n/n
1 | HazoBute meton mudpoBanus, CummeTpuyHOE MU(PpOBaHUE YK-1
WCTIONB3YIOMINNA €MHBIN CEKPETHBIN KITI0Y (manpumep, AES)
JUIsl 3aI0UTHl KOHQUACHIIMATHHOCTH JIAHHBIX.

2 | Onpenenute MeXaHU3M, TO3BOJISIOLIHNA Hudposas nomnucek (RSA, YK-1
CTOPOHE J0Ka3aTh CBOO IMOIJIUHHOCTh ECDSA)

MOCPE/ICTBOM IPUBATHOTO KJIIOYA.

3 | Uro obecrnieunBaeT 3amuTy IEJIOCTHOCTH U MAC wnu HMAC / YK-1
MOJUTMHHOCTH TIePeIaBacMOT0 COOOIeHNMS? ayTeHTU(UIMPOBAHHOE

mudpoBaHue

4 | YKaKdTe IPOTOKOJI, TTO3BOJISIOIITHI IIporokon JAuddrn—Xemmmana YK-1
BBIpab0TaTh OOLIHIA CEKPETHBIN KIOY TI0 (DH, ECDH)

HE3aMIIEHHOMY KaHAJIy CBS3U.

5 | Ha pemenun kakoif MaTeMaTH4eCKOH [IpobGiiema dpakTopuzanuu OIIK-1
po0OIIeMBI Oa3UPyETCst CTOUKOCTh OOJBIINX LEBIX YHCET
anroputmMa RSA?

6 | Yem obOecrnieunBaetcs kpunrorpaduyeckas 3amaya TUCKPETHOTO OIIK-1
CTOMKOCTB JUTMINTHYECKUX KPUBBIX? Jorapu(pMUPOBAHUS B TPYIIIE

TOYEK UIMITUYECKON KPUBOU

7 | Kakoe cBoiicTBO OyneBbIX (yHKINH JlaBunHbI# 3 ekt OIIK-1
3aTPyAHSCT aHAIN3 IU(pa Ipu
MHHUMAaJIbHOM H3MEHEHUH BXOHBIX
JaHHBIX?

8 | HazoBure anrebpanyeckyto CTpyKTypy, KoHeuHble mosist ¥ TpyIsl OIIK-1
MPUMEHSIEMYIO TIPH TOCTPOSCHUN
KPHIITOCHCTEM C OTKPBITHIM KITIOUOM.

9 | Jlust 3aLIUTHI OT KAaKUX yrpo3 MpeIHa3HauYeH KonduaenunansHOCTh 1 OIIK-6
pexum pabotel 6souHoro mudpa AEAD? HEJIOCTHOCTH (Hanpumep, AES-

GCM)

10 | Yro ucnonb3yercs Al reHepaLluu CSPRNG (xpunrorpadudecku OIIK-6
MICEeBJOCITyYalHbIX YHCEIl B CTOMKHU TEHEePaTop)
KPHUIITOrpaMuecKux cucremMax?

11 | Kakoii mpoTOKOJI yCTAaHOBJICHUS CECCUN TLS 1.3 ¢ ECDHE OIIK-6
rapanTupyer cBoiictBo forward secrecy?

12 | OnumuTe npoueaypy NpoBEPKH IIpoBepka 3IEKTPOHHON MOANKUCH OIIK-6
MOUTMHHOCTH IIM(POBOTO cepTU(HKATA. LHC

13 | Chopmynupyiite NpUHLUI IPOSKTHUPOBaHus, | 3ammra no ymonuanuio / defence OIIK-6
MIPEIOJIAraAlONIUH 3aIIUTY IPU in depth
KOMIIPOMETAIINU YaCTH CHCTEMBI.

14 | Kakum crmocoOoM OCyIIECTBIISIETCS Wzomsiius kimoueit / key OIIK-6
0e30rmacHoe XpaHeHNE KPHUIITOTPahUIECKIX separation
KJTFO4ei?

15 | Yro mo3BossieT 6€30macHO OOHOBIIATH Porarus kmougeii (key rotation) OIIK-6
Kpunrorpaduieckue KI04u B cucteme?

16 | Ilepeuncaure MeTOBI ayAnUTA Cratudeckuil aHan3 u OIIK-6
KpUNTOrpaduIecKnuX peann3aiuii. dbopmarnbHast BepubuKaIst

17 | Ha ocHOBe KaKkoii MaTeMaTH4eCKON MOJIEeNN Teopus BeposiTHOCTEH 1 [K-1
AHAJM3UPYIOT CTOMKOCTH Xe-(DyHKINH K MapazoKc JHEH POXKICHUS
KOJUTH3UsAM?

18 | UeM oLieHUBAIOT YCTOWYMBOCTSD IHppa K MogenupoBaHue Ha OCHOBE IIK-1
JuddepeHInanTbHOMY KPUIITOAHATTU3Y ? Pa3HOCTHBIX XapaKTEePUCTHK

19 | B kako¥i Mojenu mporu3BOAUTCS GOPMAIIEHOE MopenupoBaHue B MOJIETH T1IK-1

JI0Ka3aTeIbCTBO OE30I1aCHOCTH
KpUIOTOIIPOTOKOJA?

CIly4ailHOro opakyiia

DNEeKTPOHHBIA JOKYMEHT
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Kakum moaxo1oM onpeensoT CI0KHOCTb
aTaKW Ha KPUTITOCUCTEMY?

AHanu3 BLEIYUCIUTEILHON
ci0kHOCTH (Hampumep, O(27))

[K-1

DNEeKTPOHHBIA JOKYMEHT
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