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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma aucuurimHbl (Moaynsi) «besomacHocTh  Web-TipuUIoKeHUI»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BbICIIEro oOpa3oBaHMsi — OakanmaBpuar 1o cnequanbHocT 02.03.01 Marematuka u
KOMIIBIOTEpPHBIE HaykH, npodmib MaremaTHKa U KOMIBIOTEpPHbIE HAYKH, YTBEP>KICHHBIN
nprka3oM MHHHCTEpCTBA HayKH M BbIciIero oOpasoBanusi Poccuiickoii @enepanuu Ne 807 ot
23.08.2017 rona.

Nzydenne nuctumuivabl (Moayiist) «bezonacHocTs Web-TipruioskeHU» BaKHO ISl 3alTUTHI
JaHHBIX TOJb30BaTeNiel M MpeAoTBpalleHuss KuOeparak, KOTOpble MOTYT MPUBECTH K
(MHAHCOBBIM NOTEPSM U yTpaTe JOBEpHs. DTO MO3BOJSET pa3padoTUMKaM CO3/aBaTh HAJACKHBIC
U YCTOWYUBBIE K Yrpo3aM IpUJIOKEHUs, oOecrieunBas 0€30MacHOCTh U CTaOUILHOCTD PabOTHI B
UHTEPHETE.

MecTto tucuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hacrosimas naucuumimHa (MOAyY/nb) BKJIKOYEHA B ydeOHbIE IIaHbI 10 Iporpammam
NOJATrOTOBKM OakanaBpuata mo Hampasienuto 02.03.01 Martematnka u KOMIBIOTEPHBIE HAyKH,
npoduns MaremMaTuka M KOMIIBIOTEpHbIE HAayKHM M BXOJUT B BapuaTHUBHYIO 4acTb biioka 1,
bopmMHpyeMyI0 ydacTHUKaMHU 00pa30BaTEeNIbHBIX OTHOLIEHUH.

Juctumimza (MOIyib) sIBIsIETCS BBIOOPHOW U JOCTYIHA JUIsl U3yueHus Ha 4 Kypce B 7 win
8 cemecTpax Ha BBIOOD.

Leap u3yyeHuss TUCHUILIUHBI (MOIYJIsI): OCBOCHHE METOJIOB M IMPAKTUK 3alUTHI BEO-
IPWIOKEHUHN OT pa3IMYHbIX YTPO3 U YA3BUMOCTEH /1J1s 0OecieueHust X HaleKHOM 1 Oe30macHon
paboTHI.

3anaum u3ydeHusi JMCUMILIMHBI (MOIYJIfA) HAMpPaBICHb HA (POPMUPOBAHKE Y CTYJCHTOB
CIEAYIOIINNI 3HAHUW, YMEHUN U HABBIKOB:

— 3HAHHUE TUIOBBIX MPOOJIEM 6E€30MaCHOCTH MPUIIOKEHUH;

— 3HaHHE CIOCOOO0B MPEIOTBPAICHHS MPOOJIEM ¢ 6€30MTaCHOCTHIO;

— yMEHHE HCTOIB30BaTh HHCTPYMEHTHI, TPUMEHSIEMbIE JIJIsI DKCILTyaTalliu YI3BUMOCTEH ;

— yMEHHE aHAIM3UPOBATh MPUUYUHBI BOBHUKHOBEHUS YSI3BUMOCTEH;

— HaBBIK MPOBEJICHUS TECTUPOBAHUS 3aIUIIEHHOCTH Web-TipriioxeHui;

— HaBBIK MPOBEJIEHUs ayauTa Koaa Web-puioxkeHuit Ha npeamMeT 6€30MacHOCTH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUsI

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHHKaMu YHUBEPCUTETA U B (POpME CaMOCTOSATENIbHON PabOThI 00yJarOIIMXCSI:

Komnerenuus Conep:xxanue Nuauxkarop Ilepeyenpb MIAHMPYEMBIX
KOMINeTEeHIIN U KOMIIETeHIIH U pe3yJbTaTOB 00y4eHus Mo
JUcCHMIIMHE (MOTYJIIO)
VK-1. Crioco0eH oCyIIeCTBIIATh VK-1.1. 3HaeT MeTOAbI MOKUCKA U aHaJIN3a
MTOMCK, KPUTHICCKUH aHAIIN3 nH(pOopMaIuu B 001aCTH
U CHHTE3 H(pOpMaIn, HCKYCCTBEHHOTO MHTEIJIEKTA,
MPUMEHSTH CHCTEMHBIH OCHOBHBIE MTPUHIHITBI KPUTHIECKOH
MOJIXOJT IS pEIIeHNUs OIIEHKH UCTOYHUKOB HH(PpOPMALINN 1 UX
MOCTaBJICHHBIX 33729 pEJeBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLIEHUBATh
WUCTOYHUKHU HH(OpMALINU U
CHHTE3UPOBATh TaHHBIE U3 Pa3INIHBIX
VMCTOYHHUKOB ]ISl pEIICHUs 3a/1a4,
MPUMEHSTh CHCTEMHBIH MOAXO0]] K
aHAIM3Y M PEIICHUI0 KOMIUTEKCHBIX
mpo0IeM
YK-1.3. HmeeTt npakTHUECKHIA OTBIT pabOTHI €
COBPEMEHHBIMU HHCTPYMEHTAMH H
TEXHOJOTHSIMH JJT1 00pabOTKH
nH(popMaIuu, GOpMyIUPOBAHUH H
CTPYKTYPUPOBAHUH 3a/1a4 HA OCHOBE
MOJTydeHHON MH(pOpMaIIH
YK-2. Crioco0eH ompenensiTs Kpyr YK-2.1. 3HaeT ACUCTBYIOIINE TIPABOBBIC
3a7a4d B paMKax HOPMBI, PETYJIMPYIOINE ACATEIBHOCTD
MOCTaBIICHHOH LIEJIN 1 B 00JIACTH PELICHUS 3a/1a4, OCHOBHBIE
BEIOMpATh ONTUMATbHBIE METO/TBI U TIOJIXO/IBI K OTIPEIEICHUI0
CIIOCOOBI MX PEeIIeHHUS, Kpyra 3agad
UCXOJIS U3 IEHCTBYIOIIIX YK-2.2. YMeer onpenensaTh KpyT 3a7a4d B
MIPAaBOBEIX HOPM, paMKax IOCTaBJICHHOH 11eJIH, BHIOMPATh
UMEIOIINXCS PECYpCOB U ONTUMAJBHBIE CIIOCOOBI PEIICHHS
orpaHUYeHHUN 3aj1a4, YYUTHIBAs HMEIOIINECS PECYPCHI
Y OrpaHHYCHUS
YK-2.3. NmeeT npakTUYECKH OTIBIT
MIPUMEHEHUS 3HAHWI O TPaBOBBIX
HOpPMax M pPecypcax B peajbHbIX
CUTYyalusX, pa3paboTKH U peanu3aiuu
pEIIeHNH B COOTBETCTBUH C
YCTaHOBJICHHBIMH OTPaHHYCHUSIMH
OIIK-1. CnocobeH KOHCYTbTHPOBATh OIIK-1.1. 3HaeT OCHOBHBIC KOHIICTIIINH U TEOPUH
Y UCIIOJIb30BaTh B 00JIACTH MaTeMaTHYECKOTO aHAIN3a U
(dyHIaMEHTATbHBIC 3HAHUS B CMEXXHBIX JUCLUUIUINH; METOABI U
001acTH MaTeMaTHYECKOTO TIOJTXO/IbI, UCTIONIb3yEMbIC B Pa3THYHBIX
aHam3a, KOMILIEKCHOTO U o0acTsix MaTeMaTHKu
(GYHKIMOHAIBHOTO aHaJIN3a OIIK-1.2. YMeeT NpUMeHTh MaTeEMATHYECKHE
anreOpbl, aHATUTUIECKOM METO/IBI JUTSL PEIICHUS
TEOMETPHH, npodecCHOHANBHBIX 33124
IuddepeHunansHOR
T€OMETPUHU U TOIIOJIOTHH, OIIK-1.3. HNmeer HpaKTH‘{eCKI/Iﬁ OIIbIT
JIH(i)(i)epeHHHaHBHBIX pa3pa6OTKI/I nu peaJ'H/I3a]_II/I5{

YPaBHEHUH, TUCKPETHOMN
MAaTE€MAaTUKU U

MaTeMaTHUYECKUX MOJIENeH B
po(heCCUOHAIBHOM IeSTENbHOCTH
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MaTeMaTUYECKOH JIOTHUKH,
TEOpPUHU BEPOATHOCTEM,
MaTeMaTU4YeCcKOi
CTAaTUCTUKU U CITyYalHBIX
MIPOIIECCOB, YHCICHHBIX
METO/IOB, TEOPETHUECKON
MEXaHUKH B

poheCcCUOHANTBHOMN
JIeATeIIbHOCTH
OIIK-4. CnocoOeH HaXOIHTh, OIIK-4.1. 3HaeT 6a30BBIe OCHOBBI COBPEMEHHOTO
aHaATM3UPOBATH, MaTeMaTHYEeCKOro amnmapara,
peann30BHIBATH TPOTPAMMHO CBSI3aHHOTO C TIPOSKTHPOBAHUEM,
Y MCIIOJB30BaTh Ha pa3paboTKOM, pean3areii U OIeHKOMH
NPaKTUKE MaTEMAaTHIECKUE Ka4yecTBa MPOrPaMMHBIX MPOAYKTOB U
ANTOPUTMBI, B TOM YHCIIE C MPOTPaMMHBIX KOMIIJIEKCOB B
NPUMEHEHHUEM COBPEMEHHBIX Pa3IHMYHBIX 00TACTIX YETOBEUECKOM
BBIYUCIUTEIBHBIX CUCTEM JIeSITeTIbHOCTH
OI1K-4.2. YMeeT ucnoab30BaTh 3TOT
MaTeMaTUYECKU amnmapar B
npodeccHoHaILHOM AeSTeIbHOCTH
OIIK-4.3. NmeeT npakTU4ECKUN OTIBIT
MPUMEHEHHUS] COBPEMEHHOTO
MaTeMaTHYeCcKOro arnmapara,
CBSI3aHHOTO C TIPOSKTHPOBAHUEM,
pa3paboTKOi, peanu3aliei U OlEeHKOM
Ka4ecTBa MPOTPAMMHBIX ITPOIYKTOB
HpPOrpaMMHBIX KOMIIEKCOB B
Pa3IUYHBIX 00JIACTSX YeTIOBEUECKOM
JIeSITeTbHOCTH
IK-1. Crioco6en popmymnupoBathb [K-1.1. 3HaeT METOBI M MOAXOIBI K
3a7a4M C MaTeMaTHYECKOM (bOopMyIHPOBaHUIO 33]1a4, a TAKKE
TOYHOCTHIO, 000CHOBEIBAThH OCHOBHBIE ITPUHITHITBI
YTBEPKJICHHUS CTPOTO H MaTeMaTHYECKOT0 JI0Ka3aTeIbCTBa U
aQHAIN3UPOBATH MOJTYYCHHBIE aHaJIM3a Pe3yJIbTaToB
pe3yabTaThl B 00J1aCTH IK-1.2. ‘YMeeT KOppEeKTHO CTaBUTh U
MaTeMaTHKH U (dopMynupoBaTh MaTeMaTHYECKHE
KOMITBIOTEPHBIX HAayK 3a/1a4, IPUMEHSATH CTPOTHUE METOJIBI
JIOKa3aTeNbCTBA ¥ AaHAJM3UPOBATH
MIOJTYYEeHHBIE PE3yIbTATHI
IK-1.3. Hmeer ombIT paboThI ¢ 33/1a4aMU B
00JIacCTH MaTeMaTUKH U
KOMITBIOTEPHBIX HAYK, BKIFOUAs
NpPUMEHEHUE MAaTeMaTHUECKIX METOJIOB
JUISL peIICHUs] IPAKTHYECKUX 33,149
IK-2. Crioco0eH peniaTh THITOBbIC [K-2.1. 3HaeT OCHOBBI MH(POPMAIIMOHHON U
3a7a9u poheCCHOHATBHOM oubnmorpaduveckon KyIbTyphbl, a
JeSITeTIbHOCTH B 00JIacTH TaKXKe MPUHIMITE THPOPMAITHOHHOH
MCKYCCTBEHHOTO 0€301acHOCTH ¥ IPUMEHEHHUS
WHTEJIEKTA, OMUPAasCh Ha WHPOPMAITUOHHO-KOMMYHHUKAITHOHHBIX
UHQOPMAITUOHHYIO 1 TEXHOJIOTHH B IPO(heCCHOHATBHOIM
oubnnorpaduyecKyro JIEATEIbHOCTH
KyJbTYpY, UCIIONB3YsI [K-2.2. Ymeet 3¢ (heKTHBHO HCIIONB30BAThH
UHPOPMAIHOHHO- WHPOPMAITMOHHO-KOMMYHUKAITHOHHEIE
KOMMYHHKAIIHOHHBIE TEXHOJIOTHH JIJISI PEIICHUS

TEXHOJIOTHH U YUUTHIBAs
OCHOBHBIE TPEOOBaHHUS
WHQOPMAITMOHHOHN

CTaHJAPTHBIX 37134
po(heCCHOHATIBHOM IEATENbHOCTH,
YUUTEIBAsA Tpe60BaHI/I${
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0€e30IacHOCTH

WHPOPMALIMOHHON 0€30MaCHOCTH

IK-2.3. HmeeT onbIT paboOThI ¢
HH(POPMAITHOHHBIMH PECypcaMu 1
TEXHOJIOTHSIMH B 00JIaCTH
HUCKYCCTBEHHOTO UHTEIJICKTA, BKJIIOYAs
co0umoIcHIEe HOPM HH()OPMAITHOHHOM
0€30IMaCHOCTH
IK-3. CriocoOeH MPUMEHSITh IK-3.1. 3HaeT OCHOBHBIE METOIbI
METOIBI MATEMATHYECKOTO U MaTeMaTHIECKOro 1
ANTOPUTMHUYECKOTO ANTOPUTMHUYECKOTO MOJICTTHPOBAHUS, &
MOJICTUPOBAHUS IS TAKXKe WX MPUMCHEHHUE TS PEIICHHSI
pEIIEeHUS KaK TEOPETUYECKUX M IMIPHUKIAIHBIX 3314
TEOPETUIECKUX, TAK U I1K-3.2. YMeeT mpUMEHATh METOBI
MPaKTHYECKUX 337124 B MaTeMaTHYECKOIo 1
paMkax npoheccHOHaIbHOMI ANTOPUTMHUYECKOTO MOJCTHPOBAHUS
IEITENBHOCTH JUTSL aHATIM3a U PEICHUS PA3THYHBIX
3a7a4 B 00J1aCTH MaTEMATUKH U
KOMIIBIOTEPHBIX HAYK
I1K-3.3. HMeeT ONBIT UCIIOIB30BAHUS METOA0B

MaTeMaTHYECKOTO
AJITMOPUTMHUYCCKOr0 MOJACIIMPOBAHUSA
NPH PELICHUH TEOPETHUCCKUX U
NPUKJIAIHBIX 337129 B
po(heCCUOHATIBHOMN IeATENbHOCTH
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaumenoBanue Ounas ¢hopma
pa3jaena IMCHUIITHHBI KonTakTHas padora T}( y
(Moys1) Texcmun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Kpunrorpadus u 6 4 2 26 Ketic
3aIUTa JAaHHBIX Konmoxsruym
2 BezomnacHocts Linux 6 4 2 26 Keiic
Konnoksuym
3 BeszonacHocth BeO- 6 4 2 26 Ketic
MPUITOKEHUN KosokBuym
4 Ynpasnenue 6 4 2 26 Keiic
uneHTudukanuen u Komnmoksuym
noctymoMm (IAM)
5 YmpaBneHue cekpeTamu 6 4 26 Komnmoxsruym
1 KOHTEHHEepHas IIpoexr
0e301acHOCTh
3auem ¢ oueHKoIl 2
Hmozo: 30 20 10 130
O6vem oucyuniunsvt (Mooys) 190
(6 ak. u.)
O6vem Ooucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxaHue TMCUUILTHHBI (MO1YJIs)
Nen/m | HammeHoBaHue pazgesia Conepxanue TUCHUNIHHBI (MOYJIs1) IO TeMaM
AUCHUNJINHBI (MOLYJIs1)
1 Kpunrorpadus u 3ammra OcHoBsl kpuntorpadun. ['eHeparop nceBaociydaiHeix ynucen. Meron

JaHHBIX

oueHku 3¢ dexrusHocTr ['TICH. Cetp Detictens. Xomm. Komumsuu xamei n
panyxxHbie Tabnuibl. braounsie mmgpel. AES kak npumep 6104HOTO MIMdpa.
AccumerpruHoe mudpoBaHue U nupoBas moanuch. Anroput™m RSA,
Diffie-Helman. ITudpoBanne Ha SIUTMITHISCKUX KPUBBIX.

2 besonacnocts Linux VYnpasnenue goctynom B Linux. [Tons3oBarenu u ux npasa. DAC mozens,
ACL. PAM kak cpeacTBO aBTOpH3amuu B cuctemy. Mexauusm TOTP.
Hactpoiika ayaura. M3omsamus B Linux. CGroups, Namespaces, Capabilities.
bunaphbie ys3BuMOCcTH U 3KcIutyaranus libc. bezomacHOCTb ceTeBoro creka
Linux. UnTepdeiicer, Tynuenw, firewall, Teopust PKI u paGoTst
CepTU(PHKATOB
3 BesomacHocTh BeO- Teopust u mpaktrka Web ysizBumocteii. SQL injection, CSRF, path traversial,
TIPHIIOKEHU I XSS. Teopus u npaktuka Web ysssumocreii. RCE, LFI, SSTI, IDOR, SSRF,
DoS u Race Conditions. Ckaxepbl 6€3011aCHOCTH;
4 VYnpasnenue [MpoTokon apropu3anuy 1 ayreHTU(UKAMH. PaccMaTpriBaeM BapUaHThI HA
uaeHTHUKaIue u ocnose LDAP u KeyCloak. OIDC u OpenlD. Spring Security
noctynoM (IAM)
5 Vnpasnenue cekperamu U | MHppacTpykTypa XxpaneHus cekperos. Vault. OCHOBBI KOHTEHHEPHO
KOHTEHHEepHas 6e3omacHoctu. Container Escapes
6€e30MacHOCTh
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTpaHsIeMOro IMPOTPaMMHOTO O0ECHeYeHHs, BKJIIOYas TPOAYKTHl OTEYECTBEHHOT'O
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXKHOCTH JOCTYIIA K pecypcaM U3 000l TOUKH, TIe eCTh HOAKIYEHHE K cetu VIHTepHeT,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHnognas numepamypa:

1. be3onacHocTh BeO-mpunoxxkenuit. Pa3Benka, 3ammura, Hamagenue - CII6:ITutep, 2022:
ISBN. - Tekcr : anextponnsiit. - URL: https://znanium.com/catalog/product/2125433.

2. SIBopckmu, II. JloBymka mansi OaroB. IlojeBoe pyKOBOACTBO 1O BeO-XaKUHTY
npakTuaeckoe pykoBoactBo / I1. SIBopcku. - Cankt-IlerepOypr : [Tutep, 2020. - 272 c. - (Cepus
«bubmmoteka mporpammuctay). - ISBN 978-5-4461-1708-6. - Tekcrt : amekrpoHHsiiil. - URL:
https://znanium.com/catalog/product/1733750.

3. Paiic, JI. be3omacHOCTh KOHTEiiHEpoB. @DyHIaMEHTAIbHBIA MMOAXOA K 3allUTe
KOHTeWHepu3upoBaHHBIX npuioxenuit / JI. Paiic. - Cankt-IlerepOypr : [Tutep, 2021. - 224 c. -
ISBN 978-5-4461-1850-2. - Tekct : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2140361.

4. Tpesont, [I. 3ammra U ykpemieHrne Linux : MpakKTHYECKOE PYKOBOJCTBO IO 3alTUTE
cuctembl Linux ot kubepatak / J[. TpeBonr ; nep. ¢ anri. A. A. Cniunkuna. — Mocksa : [IMK
[Mpecc, 2023. - 620 c. — ISBN 978-5-93700-220-4. - Tekct : amektpoHHbIH. - URL:
https://znanium.ru/catalog/product/2204246.

5. IlomysktoBa H. P. PaspabGorka BeO-mpuioxkeHui : yueOHMK i By3oB / H. P.
[TomyakToBa. — 2-¢ m3n. — Mocksa : M3marensctBo Opaiit, 2025. — 204 c. — (Bricmiee
oOpazoBanue). — ISBN 978-5-534-18645-1. — TekcT : anekTpoHHBIN // OOpa3zoBarenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/567610.

6. Ty3oBckuit A. @. IIpoekTupoBaHue u pa3paboTka web-NpUIOKEHUH : y4eOHHUK Is
By30B / A. @. Ty3oBckuil. — Mocksa : U3aarensctBo FOpaiit, 2025. — 219 c. — (Briciiee
oOpazoBanue). — ISBN 978-5-534-16300-1. — TekcT : anekTpoHHBIN // OOpa3zoBarenbHas
wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561176.

Jononnumensuan numepamypa:
1. Criconerun E. I Pa3paboTka MHTepHET-NpMIOKeHUH : yuyeOHuk s By3oB / E. T

Coiconerun, C. JI. Poctynnes ; nox mayunoi penakmueit JI. I'. Jlopocurckoro. — Mocksa :
UznarensctBo FOpaiit, 2025. — 80 c¢. — (Bsicmiee oOpa3oBanue). — ISBN 978-5-534-17124-2.
— Tekcr : onexktponHwnii // OOpaszoBatenbhHas mnatdopma HOpait [caiit]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3pabotku B asp. Net web forms : yueOnuk mis By3os / C. T. I'ynsesa, B. B.
Muponos, H. O. Korenuna, 1. U. JlaBpem. — Mocksa : U3narensctBo FOpaiit, 2025. — 134 c.
— (Beicmiee  oOpaszoBanme). — ISBN 978-5-534-19885-0. — Tekct : aneKTpoHHBIA //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.
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6. MarepuajbHO-TEXHHYECKOeE o0ecreueHne

VYHuBepcuTeT pacrnojaraeT MaTepUalbHO-TEXHUYECKOM  0a30i, COOTBETCTBYIOLIEH
JIEMCTBYIOIMM ITPOTHBOIIOKAPHBIM IPAaBUJIaM U HOPMaM U 00eclieunBaroIeii IpoBeieHUE BCeX
BUJIOB JIMCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW ITOATOTOBKH, HIPAKTHUYECKOM M HAy4HO-
UCCIIEI0BATEIbCKON PaboT 00yJaromuXxcs, NPeAyCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[Tomernienust, KOTOPBIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH IJIsl TPOBEACHUS 3aHATHHA
JEKIMOHHOTO THUIA, 3aHATUH CEMMHApCKOro (IPakTUYEeCKOro) THIIA, TIPYNIOBBIX U
MHAMBUAYAJIbHBIX KOHCYJIbTALMN, TEKYIIIETO KOHTPOJISI U IPOMEKYTOUHOM aTTECTAallM, a TaKkKe
IOMEIIEHUS I CAMOCTOATENBbHOM pabOThl U MOMEIIEHUS I XpaHEHUs U MPO(YUIAKTUYECKOTO
oOciy>xuBaHus yueOHOro 060opynoBanus. IlomemeHns: yKOMIUIEKTOBAaHbI CIICIUATIN3UPOBAHHON
MeOeNnbl0 U TEXHUYECKHMMHU CPEICTBAMHM OOyUYEHMsI, CIyXKAallUMH Ui MPEACTaBICHUs y4eOHOH
uHpopManuu O0JIBIION ayTUTOPHH.

N3yueHue qucUUIUIMHBL (MOAYIA) o0eceunBaeTcs B y4eOHbIX ayIUTOPHSX, OCHAILICHHBIX:

— CTOJIaMHU U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOW;

— MEXaHWYECKUMH KaJIbKYJISTOpaMH;

— CIEUMAIU3UPOBAHHBIM 000PYI0BaHUEM, BKIIIOUAs JEMOHCTPALMOHHOE 000pYy10BaHUE.

[TomerieHus 1711 CaMOCTOATENBHOM pabOoTh 00yUYarOIIKUXCsl, B TOM YHCIIE IPUCIIOCOOICHHbIE
JUISL MCTIONBb30BaHUsI MHBAJIMJAMH M JIMLAMU C OTPAaHUYEHHBIMU BO3MOXHOCTSMHU 3/10pPOBbS,
OCHAIIIEHbl KOMIIbIOTEPHON TEXHHMKON C BO3MOYKHOCTBIO HOJKIIOUEHHs K ceTH «MHTepHeT» u
obecrieueHHEM  JIOCTylla B JJEKTPOHHYI0  HH(OpMANMOHHO-00pa30BaTENbHYIO  Cpery
YHuBepcurera.

OOyyarommMcsl IPeNOCTaBIAETCS JOCTYNl (B TOM 4YHCIE YHAIEHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHUCIIe AJIEKTPOHHBIM OHOJMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Npo(ecCHOHaIbHBIM 0a3zaM
JTAHHBIX U UH(OPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHnoBanue moprasia Ccblaka
(u31aHus, Kypca, IOKYMEHTA)
1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OuOIMoTEKA
2. | baza mannseix g I T-crienuaancTos https://habr.com
3. | Baza mannseix ScienceDirect https://www.sciencedirect.com
4. | OdurnmaneHeIi calT MUHHCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BEICIIIETO 0Opa3oBanus Poccuiickoit deneparuun

5. | ®enepanbhsiii moprai «Poccuiickoe oopasosanue" | https://www.edu.ru/

6. | Mudopmanmonnas cucrema "Exannoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. Enunast komekius 1udpoBeix 00pa3oBaTebHbIX http://school-collection.edu.ru/
pecypcoB

8. | denepanpHbIi HeHTP HHPOPMALIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr MHOPMALIMOHHBIX TEXHOJOTHM, HCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa30oBaTeNLHOTO MpOoIiecca 10 TUCIUILIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3HOHHOTO
IPOrpaMMHOT0  OOecreyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMALMOHHBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanmne 110 IIpoussoacreo JInuen3uoHHoe / cB00OIHO
pacnpocTpaHsieMoe

OnepanuoHHbIe CUCTEMBbI:

Microsoft Imagine (Windows Client, Server) | sapy6exnoe | nurensnonsoe
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BpaysepsI:

SIunexc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
Od¢ucHble NpUIOKEHNS:

Microsoft Imagine (Visio, OneNote) 3apyOexHOoe JMLIEH3UOHHOE

TeXstudio 3apyOexkHOE CBOOOJIHO pacnpocTpaHsIeMOe
Adobe Acrobat Reader 3apy0eIKHOE CcBOOOJHO pacIpOCTpaHIEMOE
IporpamMmmHoe oGecneveHue 15l IVIAHMPOBAHHUS M YY€TAa BPEMEHM:

Toggle app | sapyGesxuoe | cBOGOHO pacmpocTpaHseMoe
CucTeMbl YHpaBJIeHHsI MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJjieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuuensHoHHOE

Cucrtemsbl peseppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | 3apy6erxHoe | nuiensuonHOE
CnpaBoYHO-NIPABOBbIE CHCTEMbI:

KoncynpranTILiroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JIMIIEH3HOHHOE

cucTeMa

CpencTBa AHTHBMPYCHO# 3aIUTHI:

Kaspersky Endpoint Security mis 6usneca OTE€YECTBEHHOE | JTHIIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CBOOOIHO pacpOCTPaHIEMOe
Bash (Unix shell) 3apyOeKHOE cBOOOJIHO pacnpocTpaHsIeMOe
Anaconda 3apyOexHoe cBOOOHO pacmpocTpaHsieMoe
Robotic Operating System 3apy0eKHOE CcBOOOJHO pacIpOCTPAHIEMOE
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe CBOOOJIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrpaMMHBIX CPEeACTB M OMOJINOTEK:

AutoPsy 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0OexHOe cBOOOJIHO pacrpocTpaHsIeMoe
Cucrtembl ynpapjeHusi onéanorpaguyeckoii HHGopmManueii:

Zotero | 3apyOexKHOE | CBOOOJTHO pacIpoCTpaHsIeMOe
CepBHCHI B CITYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIEMOe

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJbl
MeToanuyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpouecce u3ydenus nucuuiuiHbl (Moxyns) «besomacHocts Web-npuiioxkeHuin» B
paMKax TEKYyIEro KOHTPOJs yCHEBAaeMOCTH HCIIONB3YIOTCS Takhe BUAbI yuyeOHOW paboThl, Kak
JIEKIIH, CEMUHAPBI, KOJUIOKBUYMBI, KEHCBI, IPOEKT, a TAK)KE Pa3IMUHbIE BUJIbI CAMOCTOSATEIbHON
paboThl OOydJaroIMXcs MO 33JaHUI0 IperojaBaTelis, HalpaBleHHbIE Ha pPa3BUTHE HaBBIKOB
npodeccuoHaNbHOM JIEKCUKHU, 3aKpEeIUIeHne MPaKTUYECKUX Mpo(eccHOoHaNbHBIX KOMIIETEHIIHM,
MOOUIPEHNE UHULINATHB.

Jlekyuss — cUCTEMAaTHYECKO€, IMOCIEOBAaTEIbHOE, MOHOJOTHYECKOE H3JIOKECHHUE
npernojiaBaTesaeM yueOHOro Marepuana, Kak IpaBuio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpPaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEW, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI HJIM MaTepUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMNBITATbCS HAMTH OTBETHI B PEKOMEHJOBaHHOM nuteparype. Ecnu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT c(opMyiIupoBaTh BONPOC W 337aTh €ro
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MPernoAaBaTesNio Ha KOHCYJIbTAllUK WM BO BPEMsI CEMUHAPCKOTO (ITPAKTHYECKOI0) 3aHATHSI.

Cemunap — 310 (hopMa yueOHOH NeATENLHOCTH, MPOBOIUMAs B yUeOHOM 3aBEICHUH I10]T
PYKOBOJACTBOM IpemojaBaTelisi, I/€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
NPAaKTUYECKHX 3aIaHUAX U IPYTUX (popMax B3aMMOACHCTBHSL.

s ycnenmHoi moAroToBKM K CEMUHAPY PEKOMEHIYETCs 3apaHee 03HAKOMUTBCS C TEMOU
3aHATUS ¥ OCHOBHBIMH MaTepHajaMH, YTOObI MMETh BO3MOXKHOCTh AKTHBHO y4YacTBOBAaTh B
oOcyxaeHuu. Takxe MOJIe3HO MOATOTOBUTH BOIPOCHI U HUJIEU JUIsl OOCYKIEHUS, YTO IMTOMOKET
I1y0’Ke IOHATHh MaTepUal U MPOIEMOHCTPUPOBATh 3aUHTEPECOBAHHOCTD.

Keiic — npaktudeckas pa0oTa CTYACHTOB HaJ| pPEIbHBIMU WJIH CMOJCIUPOBAHHBIMU
3a/1a4aMH, 4TO MTO3BOJISET CTYACHTY IPUMEHATh TEOPETUUECKHUE 3HAHUS HA ITPAKTHKE.

CryaeHT caMOCTOATENIBHO pa3padaThIiBaeT CTPATETHIO PELICHUS IOCTABIEHHOM 3a/1a41, 4TO
CIIOCOOCTBYET PA3BUTHUIO HABBIKOB KPUTHYECKOI'O MBIIUJIEHUSI U CAMOCTOSTEIBHOIO MPUHATUS
pewennii. Takol moaxo moMoraer NOAroTOBUTh Oy IyIIMX CIIELUAINCTOB K PealbHbIM BHI30BaM
B UX IPO(eCCHOHATBHOMN NeSTETLHOCTH.

Konnokeuym — ycTHbIE OTBETHI Ha BOIIPOCHI, CIIUCOK KOTOPBIX U3BECTEH CTYJCHTY 3apaHee.

B mpomecce mMOAroTOBKM K KOJUIOKBUYMY HEOOXOAWMO TPOAHAIM3UPOBATH YyUeOHBIE
MaTepHalbl, 03HAKOMUBLIMCH C JIEKLUSAMM, YYEOHHKAMU U JONOJHUTEIbHBIMU HCTOYHHKAMH,
aKLIEHTUPYs BHMMAHHE Ha KJIIOYEBBIX TemaX. PekoMmeHayercs co3naTh CTPYKTYpHPOBAHHBIE
KOHCIIEKTbI, BbIJIEJIAS OCHOBHBIE UJIEH, TEPMUHBI U (POPMYJIBL.

Ilpoexm — uccnenoBarenbckas padboTa 110 Kypey U Mpe3eHTaLMs pe3ysIbTaToB.

Jns ycnemHod MOATOTOBKM K MPOEKTY: YETKO ONpENeNIUTe LEeAH M 33Jayd MPOeKTa,
pacmpenenure pojlud U O0S3aHHOCTH MEXIYy YYacTHHKaMH, a TakKKe YCTAaHOBUTE CpPOKHU
BBITMIOJTHEHUSI KXKI0U 4acTu paboThl. PerynspHo nmpoBoauTe BCTpeun AJis OOCYKACHHs ITporpecca
Y PEIICHHs BO3HUKAIOUIUX BOIPOCOB.

Camocmosmenvnaa paboma — paboTa CTYIEHTOB, HalpaBiCHHAs Ha YIIIyOJEeHHOE
M3YYEHHUE OTJEIbHBIX TEM U BOIIPOCOB YUEOHON AUCHMIIUHBI (MOTYJIS).

B nporecce camoctosTensHON paboThl CTYAECHTHI B3aUMOJICHCTBYIOT C PEKOMEHI0BAHHBIMU
MaTepuaiaMH pu MUHUMAJIBHOM y4YacTHH MpenojiaBatess. 3a1auu CTyJeHTa BKIOYaoT padoTy
C KOHCIIEKTaMU JIeKI1i (00paboTka TeKCTa), MOBTOPHOE U3yUeHHE YUeOHBIX MaTepHaIOB, IJIAHOB
U TE€3UCOB OTBETOB, M3yUEHUE JIONOJHUTENBHBIX TEM, BHINOIHEHHE YU€OHO-NCCIIEI0BATENbCKUX
3aIaHUI U IpYyToeE.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqemm Mo TMCHMIIJIMHE (MO}IyJIlO)

Kpurtepun nonyyenusi ypoBHsi M OlleHUBaHUAA COPMHUPOBAHHOCTH KOMIIETEHUMH 1O
aucuunanHe (moayaw) «besonacHocTs Web-npuiioxkenunii»

OrneHuBaHue YpPOBHS Y4EOHBIX JOCTHKEHUH, OOYYArOMIMXCSA MO TUCIUILIUHE (MOIYIIO),
OCYIIECTBIISIETCS B BUJIE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTECTAIIUH.

IIpomexyTouHasi aTTrecTamusi MO AUCHUIUIMHE (MOIYJIO) OCYIIECTBIseTCS B (opme
3auema ¢ OWEHKOU, TIPU STOM TPOBOJUTCS OIEHKA KOMIETEHIMH, CHOPMHUPOBAHHBIX IO
JUCLHUILIINHE.

21.]'[5[ OLCHUBAHWA TCKYHUICTO KOHTPOJIA YCIICBACMOCTU H HpOMe)KyTOIIHOI\/'I aTTecTalluu
WCIIONIB3YETCS JIECATHOANIbHAS IIKaJla OIEHWBAHMS, KOTOpas COOTHOCUTCS C TPaJAMIIMOHHOU
MATUOATIIFHON MIKAJION CIEAYIONUM 00pa3oM:
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

10

OTiInyHO

3auTeHo

9

OTiInyHO

3auTeHo

8

OT1anaHO

3aureHo

CTyZIeHT MOJIHOCTBIO BJaaeeT 3HAHUSAMH,
W3J0KEHHBIMH B paloueil mporpamme, u
rTyOOKO — OCMBICTISIET On
JIOTUYECKH

JUCIIUTUTHAHY.
CaMOCTOSITEIIBHO "
MOCJIEIOBATEIHHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTUPYs BHMMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETHU3UPOBATh W CHCTEMATH3HPOBAThH
W3YYEHHbIH MaTepual, BBIICISS KIFOUCBBIC
MOMEHTBI W  YCTAQHABIWBAas MPUYNHHO-
ClleICTBEHHbIC CBsi3H. YeTko (opmymupyer
OTBETHI,

YBEPEHHO HWHTEPIPETUPYET

IpYyrux
HCCJIEJOBAHNMN, a TaKXE pEIIaeT CIOKHBIE
c

pe3ynbTaThl aHaJIN30B u

3agaud. CTyIEHT XOpOIIO 3HAKOM
METOJaMH HCCIIEIOBAHUSA, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) C TPAaKTHYECKUMHU

3aJadyaMu.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa

MOYTH B TIOJHOM o0beMe pabodeid

MPOrPaMMBbI U CAMOCTOSTEIILHO, JIOTHYSCKH
MOCJIEI0BATEIILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HauOoJiee 3HaYMMbIX MOMeHTaX. OH ymeer
aHAITU3UPOBATH, CPaBHUBATH,
KJIACCU(UIIMPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3MPOBATH
BBIIEIAI  €r0

W3y4YeHHBIH  MaTepuad,

KIIIOYCBBIC ACIICKTHI n yCTaHaBJIMBast

MPUYUHHO-CIIEJICTBEHHBIE CBSA3H.
@opMyIHpyeT CBOM OTBETHI, YBEPEHHO
MHTEPIPETUPYET pe3yibTaThl aHAIU30B H
JIIPYTHX MCCIENOBAaHUI, a TaKXKe pelacT
CJIOXKHBIE CUTyallMOHHBIE 3a7adu. CTyIeHT
3HAKOM c

XOpOIIOo METOAaMH

HUCCICA0BaHMs, H€O6XOI[I/IMI>IMI/I JUISL

HpaKTI/I‘ICCKOfI ACATCIIBHOCTH, W YMECT

CBA3bIBATb TCOPECTUICCKUC ACIICKThI

nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIe (hOpMyIUpoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIINOKH,
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKkTepuCTHKA pe3ybTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)

Kacaloumecs CyTd BompocoB. CTyaeHT
CIIOCOOCH pelaTh TOJBKO CaMble MPOCTHIC
33744l M BaAeeT JHIIb MHUHUMAIbHBIM
HabOpPOM METOJIOB MCCIIC/IOBAHMSI.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
He cnaun He 3auTenO MHUHHAMYMOM 3HAHWUM 110 npeaMeTy M HE
1 He can He 3aureno | MOXET OTBETUTH Ha BONPOCHI, JAXE €CJIH

mnmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIIIIE BOTIPOCHI.

Hucuuumaa (Monyib) «be3omacHoCTh Web-IPHIIOKEHHIT» OICHUBACTCS CIIEIYIOLIIM
o0OpazoM:

AKTHBHOCTH Bec Onucanmne

Ketic 40% | IlpakTrueckas paboTa CTy/IEHTOB HaJ| pEaIbHBIMH WITH
CMOACIIMPOBAHHBIMHU 3aJa4aMU, YTO IMMO3BOJIACT CTYACHTY NIPUMCHATH
TEOPETHIECKHUE 3HAHUS Ha IPAKTHKE

KonnokBruyMmer 30% | YcTHBIC OTBETHI Ha BOTIPOCHI, CITUCOK KOTOPBIX U3BECTCH CTYACHTY
3apaHee
IIpoekT 30% | 3ammuTa HTOrOBOT'O MIPOEKTA

®opmyJia pacuéTa HTOrOBOI OLEHKH MO JUcHUILIUHe (Moay i) «be3onacaocTs Web-
npuioskenuii»: «0,4 x cpennee 3a kxeiicel + 0,3 X cpenHee 3a KOIIOKBHYMBI + 0,3 X IPOEKT».

Texkyumii KOHTPOJIb ycreBAeMOCTH 00y4aKOIIUXCs M0 JAUCHUIIIHHE (MOAYJII0)

IIpuMepHbIe 3a1aHUA I KEHCOB

Keiic 1: Kpunmoepagus u 3awyuma 0anHvix

3ananme 1: Peanusyiite mpocToii reneparop ncepnocinydaiiubix yucen (I'TICH) Ha ocHoOBe
anroput™ma Linear Congruential Generator (LCG) B Python. Onenure ero 3¢¢ekTHuBHOCTh
METO/I0M OLIEHKH 3HTPONHHU (Hanpumep, ¢ ucnoib3zoBanueM tecta NIST win Diehard) u cpaBaute
¢ cryptographically secure I'TICYH (mampumep, os.urandom). Hanuimure oTder o pe3ynbrarax u
PEKOMEHIAIUAX M0 UCTIOIb30BAHUIO B BEO-TIPUIOKEHUSAX.

3aganue 2: M3yuute cetb DelicTens U peaau3yiiTe ynpoueHHyko Bepcuto 0104Horo mudpa
(nanpumep, DES-nono6HsIit) Ha Python. 3ammdpyiite n pacmudpyiite TeKkCTOBOEe coOOIIEHHE,
OOBSCHHMB, Kak MpEAOTBpaliaTh KOUIM3WU B xoul-pyHknusax (Hampumep, SHA-256).
[TponeMoHCTpUpPYITE aTaky C HCIIOJIB30BAaHUEM Paly>KHBIX TaOIMII Ha CIA0bIH X311 U TPEI0KUTE
MEpHbI 3alHUTHI.

3ananme 3: Peanu3yiite accumerpuuHoe Imu(ppoBaHHEe C HcCHoib3oBaHHEeM RSA u
nudposyro nmoanuck B Python (6ubmuoteka cryptography). Crenepupyiite kiroun, 3amudpyiite
JaHHbBIE, MOAMUIINTE UX U poBepbTe noanuck. Cpasuute ¢ Diffie-Hellman s o6mena kirouamu
u smunTuyeckuMu KpusbiMu (ECC). Hanumure cKpunT 1uisi CHMYJISLIMY 3alIUIIEHHOT0 0OMeHa
COOOILICHUAMHU MEXIY IBYyMsI CTOPOHAMHU.
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Keiic 2: Pezonacnocmo Linux

3aganue 1: HactpoiiTe ympasieHue pgoctymoM B Linux: co3maiiTe monb3oBaTeneit u
rpymisbl, npuMmenute DAC (Discretionary Access Control) m ACL (Access Control Lists) mis
daitnos. Ucnons3yiite PAM (Pluggable Authentication Modules) mis mactpoiiku TOTP (Time-
based One-Time Password) ayrearudukanuu. [IpoBepsTe TOCTYII M HACTPOMTE ayIUT C IIOMOIIBIO
auditd, mpoaHaTM3MpPOBAB JIOTH HA MPEAMET HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

3ananue 2: M3yunre Mexanu3mbl u3oisiiuu B Linux: Hactpoiite CGroups, Namespaces u
Capabilities misa konTeitnepa (Hanpumep, ¢ Docker). Dkcruryatupyiite OMHApHYIO YSI3BUMOCTH B
libc (manpumep, yepes buffer overflow) u nmpogeMoHCTpUpYTE, KaK U30JAIUS MPEAOTBPALIAET
ACKaJIAIMIO MPUBIIIETUi. HanummTe oTueT o puckax U Mepax 3alluThl.

3ananme 3: HactpoiiTe Oe30omacHOCTh ceTeBOro creka Linux: co3gaidTe TyHHEIb
(manmpumep, SSH unn WireGuard), Hactpoiite firewall ¢ iptables/ufw u Teoputo PKI (Public Key
Infrastructure). Crenepupyiite camonoanucanubiii ceptuduxar u Hactpoiite HTTPS-cepsep
(nginx). TlpoBemuTe CKaHMPOBAaHWE HA YSA3BUMOCTH C NMAp U MPEIIOKHTE YIYULICHUS IS
3alUThl UHTEP(DENcoB.

Keiic 3: Bezonachocmu 6eb6-npunosiceruti

3aganue 1: Coznaiite mpoctoe BeO-mpuiiokenue (Hampumep, Ha Flask wnm Django) u
BHeapute ys3Bumoctd: SQL injection, CSRF m XSS. 3arem wucmpaBbTe HX, HCIONB3YS
noJAroToBieHHbIe 3anmpockl, TokeHbl CSRF u sanitization. [Ipotectupyiite ¢ nomouipio ckanepa
(nannpumep, OWASP ZAP) n Hanu1uTe OTYET O HAWJEHHBIX YA3BUMOCTAX U MEpax 3allUThl.

Bananue 2: Peammsyiite ys3Bumoctd RCE (Remote Code Execution), LFI (Local File
Inclusion), SSTI (Server-Side Template Injection), IDOR (Insecure Direct Object References),
SSRF (Server-Side Request Forgery), DoS u Race Conditions B TecTOBOM MPHIOKCHUH.

OKcmlyaTupyiTe UX U pazpadboTaiiTe matuu, Bkitoyas rate limiting nius DoS u Banunanuro ans
SSRF.

3ananme 3: Mcnonw3yiiTe ckanepsl Oe3zomacHocty (Hampumep, Burp Suite, Nikto) mms
ayJuTa peaJlbHOrO0 WJIM TECTOBOro BebO-caiita. BrisBute ys3zBumoctu nz OWASP Top 10,
NPOBEANTE MEHTECT W MPEIOKUTE peKoMeHaluu 1o 3ammre (Hampumep, Content Security
Policy st XSS). HanumnTe netanbHbIif OTYET ¢ IPUMEPAMU SKCIIOWNTOB U MepaMH mitigation.

Keiic 4: Ynpasnenue uoenmuguxayueti u oocmynom (IAM)

3ananme 1: Hactpoiite cucremy ayTeHTH(QHKAIMM U aBTOpuU3auuu Ha ocHoBe LDAP:
ycranoBute OpenLDAP, co3naiite nonb3oBaresneil U rpynibl, HHTETPUPYHTE C BEO-TIPHIIOKEHUEM
(manpumep, yepe3 PHP). Peanusyiite OIDC (OpenlID Connect) ¢ KeyCloak mns SSO (Single Sign-
On). IIporectupyiite ayTeHTU(HUKAIMIO U HATMIIIUTE OTYET O MPEHUMYIIECTBAX.

3ananme 2: Uurterpupyiite Spring Security B Java-mpuioxeHue s YIpPaBICHUS
JIOCTYTIOM: HACTPOMTE PO, ayTeHTH(UKANHNIO W aBTopu3anmio. Peammsyiite OpenlD s
BHeIIHell ayTeHTu¢ukanuu (Hanpumep, uepe3 Google). IIpoBeaure TecTupoBaHue Ha
ySI3BUMOCTH (Harmpumep, privilege escalation) u npeanoxure yaydnieHus.

3aganue 3: Coznaiite nonutuky IAM: onpenenuTe poiau, pa3pelieHus U dKU3HEHHBIA LUK
yueTHbIx 3anuceid. Mcmonb3yiite KeyCloak nmst ympaBiaeHuss mojb30BaTelsiMM B MYJIbTH-
TEHAaHTHOM NpuioxkeHnu. CUMyJINpYyHTE CLIEHapHil KOMIIPOMETAIMU ¥ BOCCTAHOBJICHNUS I0CTYIIA,
HaIKCaB IJIaH pearupoBaHuUsl HA UHIIWIEHTHI.
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Ketic 5: Vnpasnenue cexpemamu u xonmetinepras 6e30nacHocmo

3apanme 1: Hactpoiite unbpactpykTypy xpanenusi cekperoB ¢ HashiCorp Vault:
ycraHoBuTe Vault, co3pmaiiTe cekpeTbl (HapoiM, KIHOYM), UHTETPUPYHTE C NPHIOKEHUEM
(manpumep, uepe3 API). Peanu3yiite poTanuto cekpeToB ¥ ayauT AocTyna. Hanummre ckpunt amis
aBTOMATHUYECKON 3arpy3Ku CEKpETOB B KOHTEHHED.

3ananmue 2: M3yunte 0oCHOBBI KOHTEWHEPHOM Oe30nacHocTh: HacTpoiite Docker-konTeitnep
C MHHUMAJIbHBIMH MPUBUJICTHSIMH, HCIIOIB3YyiTE non-root nosib3oBatesst u read-only filesystem.
[TpoBenute ananu3 Ha ysa3BUMOCTH (¢ momombto Trivy mnm Clair) u npemioxure hardening
(manpumep, seccomp profiles).

3ananue 3: Jlemoncrpupyiite u npenorsparure Container Escapes: co3nmaiite ys3BUMBIMA
KOHTEIHep (HanmpuMep, ¢ IPUBHICTHPOBAHHBIM PEXXUMOM ), SKCILUTyaTUPYITe escape (Harpumep,
yepe3 mount namespace) U MPUMEHUTE Mephl 3amuThl (Hanpumep, AppArmor uinn SELinux).
Hanummre oTueT 0 puckax u JIydmmnx npaktukax st Kubernetes-momoOHbIX cpet.

IIpumepHbIe ONUCAHUS U KPUTEPUH OLIEHUBAHUS K KOJJIOKBUYMaM

KonokBuyM 1o Teme «YsI3BUMOCTH B MeXaHHU3MaX ayTeHTH(PUKAIIUH>»

Onucanue KOJUIOKBHyMA:

CTyaeHTbl JOJDKHBI TPOJIEMOHCTPHPOBATH TOHMMAHUE OCHOBHBIX YSI3BUMOCTEH, CBSI3aHHBIX
¢ ayreHTU(uUKanueil mosnp3oBaTteneil. B yacTHocTH, HEOOXOIUMO yMETh OOBSCHSITH MPUUYMHBI
ciadbIX maposieil, mpeuMyIIecTBa MHOTO(GAKTOPHOH ayTeHTH(HUKAINY, TUITHYHBIE YSI3BUMOCTH
CeCCHii, crocoOBI epexBaTa yUeTHBIX JaHHbBIX, a TAKXKE METObI aTak nepedopom (brute force) u
CIOCOOBI UX MPENOTBPALLCHUS.

IIpumepHBIE BONIPOCHI:

— Ilouyemy cnabbie mapoyiu MPEACTaBISIOT YIPO3y 0€301MacCHOCTH?

— Kakue npenmymiecta 1aét MHOro(akTopHas ayTeHTUUKAIH?

— Kaxkue ysS3BUMOCTH MOTYT BOSHUKHYTD IIPH YIIPABICHUH CECCHSIMU?

— Kakue MeTo/1pl HCHIONB3YIOTCS /1711 IepexXBaTa yUETHBIX JAHHBIX?

— Kaxk paboraer ataka nepe6opom (brute force) u kak €€ MOKHO MPETOTBPATUTH?
— Kakue cymecTByoT peKOMeH IaliK [0 CO3AaHUI0 HaJI&KHBIX aposei?

— Yro Takoe ceccuoHHBIN hijacking 1 Kak OT HETo 3alUTUTHCSA?

Kpurepun onenuBanus (10 6ay1oB):

— 10-9 6anaaos: IlomHOe W TOYHOE OOBSCHEHHE BCEX NEPEUMCICHHBIX YSI3BUMOCTEHH;
IpPaMOTHOE ONMCAHHWE MEXaHW3MOB aTaKH M METOJIOB 3aIWThI; MPUBEAEHBI MPUMEPHI U
pEKOMEHIaINH.

— 8-7 6asnoB: Xopolee MOHUMaHHE OCHOBHBIX YS3BMUMOCTEH, HO C HE3HAUYUTEIbHBIMU
YITYIIEHUSIMH WM HETOYHOCTSIMH; TPUMEPHI IPUBEICHBI YaCTHYHO.

— 6-5 6an10B: YacTuuHOE MOHMMAHUE TEMbI, OTMCAHBI TOJIBKO HEKOTOPBIE YSI3BUMOCTH;
OTCYTCTBYIOT JCTAJIH IO METOAAM 3allHTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHMSI, OTBETHI ()ParMEHTAPHBI U HE CTPYKTYPHPOBAHBI.
— 2—0 6annoB: OTBETHl HE COOTBETCTBYIOT T€ME, OTCYTCTBYET MOHUMAHHE KITFOUEBBIX
HOHSATHI.

KoanoxkBuym no teme «SQL-MHBbEKIMA B UX IKCILTYyaATALMS»

Onucanue KOJUIOKBHyMa:

CTyneHThl JOKHBI YMETh 00BSCHATH npupony SQL-UHBEKIMI, MEXaHU3Mbl BHEIPEHUS
BpenoHocHoro SQL-konma, crmocoObl 00xona ayTeHTH(UKALUU, METOJbl U3BJICUCHHUS U
Monupukanuu naHHbIX. Taxxke TpeOyercs 3HaHHE cOcOO0B 3aIMTHI, BKJIIOYas UCIOJIb30BaHUE
NIOATOTOBIICHHBIX BhIpaykeHUH (prepared statements).
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IIpumepHbIe BONPOCHI:
— Uro Takoe SQL-UHBEKIUS U KaK OHAa BOSHUKAET?
— Kakum  obOpazom  SQL-wHBEKIIMS  MOXKET  HCIOJB30BaThCsA Uil  00xoxda
ayTreHTU(UKanuu?
— Kakue manabie MOKHO U3BJIeYb ¢ HOMOIIbI0 SQL-naBbeKINn?
— Kak M0XHO U3MEHUTH TaHHBIC B 0a3e ¢ momoiibio SQL-unbekumn?
— YT0 Takoe MoJAroTOBJIECHHBIE BBIPAKEHHUS M KaK OHU 3amuiatoT oT SQL-uHbeKuuii?
— Kakue cymecTByroT MeTopl 0OOHapyx’eHus U npenoTBpamenus SQL-unbexkuuii?
— YeM omacHbI OIIMOKHY BaJIWJAMKH BXOJHBIX JAHHBIX ?

Kpurepun onenuBanus (10 6ay10B):
— 109 o6amamoB: Uétkoe M 1monHOE OOBICHEHHE BCEX acmekToB SQL-MHBEKIi;
MPHUBEICHBI PUMEPBI aTak U AP(HEKTHBHBIX METOJOB 3aIUTHI; MMPOJIEMOHCTPUPOBAHO
MMOHUMaHUE TEXHUYECKUX JCTaJICH.
— 8-7 6aaJoB: Xopoliee MOHUMAHUE TEMbl C HEOOJBIIMMHU MPOIYCKAaMH; OIMCAHBI
OCHOBHBIC TEXHHKH aTaK U 3aIUThI.
— 6-5 o0asuoB: UacTuuHOE MOHUMAaHHE, OIKMCAHLI TOJILKO 0a30BbIC IOHSTHS,
OTCYTCTBYIOT JI€Talld WJIA IPUMEPHI.
— 4-3 danna: [loBepxHOCTHOE 3HAHKE, OTBETHI HEMOIHBIE M HECTPYKTYPUPOBAHHbIE.
— 2-0 6annoB: OTCyTCTBHME IOHUMAHUS TEMbI, HEaIEKBAaTHBIEC OTBETHI.

KonokBuyM 1o teme «ATaku Ha Opay3ep U MeXaHHU3MbI 3AIHUTHI»

Onucanue KOJUIOKBHyMA:

CryneHThl JOJKHBI IPOIEMOHCTPUPOBATh 3HAHNE OCHOBHBIX BUJI0B aTak Ha Opaysep (XSS,
CSRF), ymerp OOBSCHATh MEXaHHM3M HX JAEUCTBHS M MOCieAcCTBUA. TpeOyercs NOHMMaHue
MeXaHM3MOB 3amuThl, Takux kak Content Security Policy (CSP), 3ammra cookie (HttpOnly,
Secure), a Takke BAXXHOCTh CBOEBPEMEHHOI0 OOHOBIICHUS U naTyeil Opaysepa.

IIpuMepHbIe BONPOCHI:

— Yro takoe Cross-Site Scripting (XSS) u kak oHa paboTtaet?

— Kaxkue tumnsr XSS cymectByroT?

— Yro Takoe Cross-Site Request Forgery (CSRF) u kak ¢ Heit 6opoTbcs?

— Kaxk paboraer Content Security Policy (CSP) u kakyto poJib OHa UTpaeT B 3amure?
— Kakue atpuOytsl cookie momorarot noBbicuth 6e3onacuocts (HttpOnly, Secure)?
— ITouemy BakHO peryisipHO OOHOBIIATEH Opay3ep?

— Kaxkue emé MexaHu3Mbl 3al1UTHI Opay3epa Bbl 3HaeTe?

Kpurepun onenuBanus (10 6ay1108B):

— 10-9 6aauioB: JletanbHoe U TOYHOE OOBSCHEHHE aTaK U METOAOB 3aIIUTHI; TPUBEICHbI
PUMEPBI U PEKOMEHIAINH TT0 Oe30MaCHOCTH.

— 8-7 6anaoB: Xopoiiee MNOHUMaHHE OCHOBHBIX TIOHATUH, HO C HEKOTOPHIMU
MPOIYCKaMH; OITMCAHBI KITFOYEBBIE METO/IbI 3aIINTHI.

— 6-5 6anu0B: YacTHuyHOE MOHMMAaHHE TEMbI; OMMCAHBI TOJBKO OTAEIbHBIC aTaKU WIIH
METO/IBI 3aIUTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHMSI, OTBETHI ()ParMEHTAPHBI.

— 2-0 6annoB: OTCyTCTBHE TOHUMAHHUS TEMBI, OTBETHI HE IO CYIIECTBY.

IIpumepHOe onucaHue U KPUTEPHH OLIEHUBAHUSA K MPOEKTY

Onucanue npoexkra:

CryneHtaM mpezyiaraercs pa3padoTaTh KOMIUIEKCHOE HCCIIENOBAaHHE U TMPAKTUYECKYIO
JIEMOHCTPAINIO YS3BUMOCTEH M METOJIOB 3alllMThI, U3YYCHHBIX B X0/€ Kypca. [IpoekT momkeH
BKIIIOYATh aHaNu3 BBIOpaHHOTO Web-TpuIoXKeHHsl WM CO3JaHhe MPOTOTUIIA C HAMEPEHHO
BCTPOCHHBIMH YSI3BUMOCTSIMH MO TeMaM ayTeHTu(ukaiuu, shell-uabekmuii, SQL-uHBEKIINIA,
XXE-arak u atak Ha Opay3ep. CTyaeHTaM HEOOXOAUMO MPOJAEMOHCTPUPOBATH YMEHHE BHISBIISTH
W OKCIUTyaTHPOBAaTh OTH YSA3BUMOCTH, a TAaKXKE pEan30BaTh M OOOCHOBATH MEPHI 3allHTHI,
obOecrieunBaromue OE30MACHOCTh MPWIOKEHHs. VTOroBBIH TPOAYKT MJOMKEH COJEp’KaTh
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TEOPETUYECKYIO YaCTh C OIMHMCAHUEM YSI3BHMOCTEH M HMX IOCIICIACTBHH, MPAKTHUECKYIO YacTh C
npuMepaMu aTak W 3allUTHBIX MEXaHW3MOB, a TakKe PEKOMEHJAMH 0 MOBBIIICHUIO
0€30I1aCHOCTH.

Kpurtepuu oneHnBanus:

— ITotHoTa oxBaTa Tem: [IpoekT JOJKEH 3aTparuBaTh BCE KIIIOUEBBIE TEMbl Kypca —
ys3BUMOCTH ayrentudukanuu, shell-unvexmmm, SQL-unbexkunn, XXE-ataku, a Takxe
aTaku Ha Opay3ep U COOTBETCTBYIOLINE METO bl 3AILUTHI.

— I'nyonna anaamsa yssBumocrteii: OneHKa CHOCOOHOCTH CTYJEHTAa BBIABIATH U
HOJPOOHO ONMCHIBATh MEXAHU3MbI PabOTHl YA3BUMOCTEH, MX HOCIEICTBHS WU IIyTH
AKCILTyaTal1H.

— IlpakTnyeckasi aeMoHcTpaunusi: Hamuune M KadyecTBO NPaKTUYECKUX HPUMEPOB
AKCIUTyaTallMi YSI3BUMOCTEH M peaju3allii MEXaHU3MOB 3alllUTHI, MOATBEPKAAIONINX
TEOPETUYECKHE BBIBOIbI.

— O0OocHOBaHHOCTH M 3G (PeKTHUBHOCTH 3aIIUTHBIX Mep: KoppekTHocTh BbIOOpa U
peanu3anys METOAOB 3aIllUThl, MX aJEKBATHOCTh I10 OTHOIICHUIO K BBISBICHHBIM
YSI3BUMOCTSIM, a TAK)Ke OOBSICHEHUE MTPUHLIUTIOB Pa0OTHI ATHX Mep.

— CrpykTypa M KadyecTBO oopmieHHUsi: JIOTHUHOCTD U3JI0KEHHS], SICHOCTh U MOJHOTA
OTIHCaHMsI, TPAMOTHOCTH O(OPMIICHHS TOKYMEHTALIMU B KOAA.

— VIHHOBAIIMOHHOCTh H CAMOCTOSITEIbHOCTB: [IposiBiieHHe TBOpUECKOro MOAXOAa B
BbIOOpE OOBEKTAa HCCIENOBAaHUS, METOJOB aHaiu3a M 3alUThl, a TaKXKe
CaMOCTOSITENIbHOCTh BBIIIOJHEHUS PaOOTHI.

— CootBercTBHe TpeOoBaHusAM Oe3omacHocTH: [IpoeKT JOKEH IEMOHCTPUPOBATH
IIOHUMaHHE COBPEMEHHBIX CTaHAApPTOB M MNPAKTUK oOecrneueHust Oe3omacHoctn Web-
IIPUIIOKEHUN.

— O0OocHOBaHMe BBIBOJAOB M peKoMeHaauuii: Hanuune y€Tkux, apryMeHTUPOBAHHBIX
pPEKOMEHAAUK IO YIy4IIEHHIO Oe30MacHOCTH PAacCMATPHUBAEMOTO MPHIIOKCHHS WIIH
OPOTOTHIIA.

38}13HI/IH IJIdA l'lpOMC)KyTO‘lHOﬁ aTTeCTallui 110 JMCIHUIIJINHE (MO)Iy.JIlO)

Ne i/

3aganne OTtBeT Komnerenunus

Kakoii u3 nepeurcieHHBIX METOI0B Hanbosee a VK-1
3¢ (HEeKTUBHO 3alHUIIAET OT aTak nepedopoM maposiei?
a) Mcnonp30BaHne JUIMHHBIX U CJIOKHBIX MTapoJiei

0) [Ipumenenue ogHO(MAKTOPHON ayTEHTHU(PUKAITUN

B) OTKIIFOUEHUE ceccuit

r) UrHopupoBaHue JIOroB ayTeHTH()HUKAIMH

YTO M3 NEpEUYUCIIEHHOTO SIBJISETCS OCHOBHOW ITPUYHUHOMN 0 YK-1
YS3BUMOCTEM B MEXaHU3MaX CeCCUid?

a) UcnonwzoBanue HTTPS

0) OTCyTCTBHE 3allUTHI OT IIepexBaTa cookie

B) IlpuMeneHre MHOTO(QAKTOPHOH ayTeHTH(PHUKAIIH
r) PerynsipHoe oOHOBIeHHE Napoieit

Kaxoit momxon Hanbosee COOTBETCTBYET MPAaBOBBIM r YK-2
HOpPMaM M PECYPCHBIM OIpaHHUYEHHUSM JIJISl 3aIUThI OT
SQL-unbeknunii?

a) rnopupoBaH#e 10J1b30BaTEILCKOTO BBOJIA

0) OTkiroueHue 0a3bl JaHHBIX

B) XpaHeHUE Mapojeil B OTKPHITOM BHUJIC

r) Mcnonp30BaHme MOATOTOBIICHHBIX BBIPAKEHUH
(prepared statements)

[Mpu sxcrmyaTanny shell-uHBEKIMN 3TOYMBINUICHHAK a YK-2
MOJKET:

a) BeIMOTHUTH TPOM3BOIBHBIIN KOJ HA CEpBEpE

0) TonbKO MPOCMOTPETH CONECPIKUMOE BEO-CTPAHMIIBI
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B) Y manuthk Toabko cookie Opaysepa
r) MI3MeHUTh TOJBKO HACTPOHKH Opay3epa

Kaxoit n3 MmeTomoB Hanbomee d3PPeKTUBEH IS
npeaotBpamienus XSS-atak?

a) rHopupoBaHre 0OHOBJICHHIT Opay3epa

0) Mcmonp3oBanue Ci1adbIxX mapoJeit

B) Bueapenue Content Security Policy (CSP)
r) OTrmodenue cookie ¢ paarom HttpOnly

VK-6

Kaxkoit Mexann3M 3anuTsl cookie mpemoTBpamaeT
JOCTYTI K HUM CO CTOpOHBI JavaScript?

a) Secure

6) HttpOnly

B) SameSite

r) CSP

VK-6

Uro 13 nepevrcieHHoro spisiercs 3pPpeKTHBHBIM
cnioco6om 3amutsl oT CSRF-atak?

a) OTKII0YCHHE cecCuid

0) Hcnons3osanue Tonsko GET-3anpocos st
KPUTHYHBIX Ollepalui

B) UrHOpHpOoBaHne 0OHOBICHHI Opay3epa

r) Mcnonp30BaHne TOKEHOB B (hopMax

OIIK-1

Kakoii nmpuHIMn nHGpopManoHHo#i 6e30macHoCTH
O3HAYaeT, YTO JaHHbIC HE JODKHBI ObITh H3MEHEHBI MIIH
YHHYTOXXEHBI HECAHKIIHOHUPOBAHHO?

a) loctynHocTh

0) KonduneHuanbHOCT

B) LlemocTHOCTD

r) AyreHTudHKaIHs

OIIK-4

HasoBute Tum ataku, Ipu KOTOPOH 3JI0YMBILUIEHHUK
MBITAETCSl TOA00PATh MapOIb epedOpPOM.

Brute force
(mepebop)

IK-1

10.

Kax Ha3bIBaeTCa MexaHU3M, IPEIOTBPAILAIOIINIA
BBITIOJIHEHHE BHEITHUX XML-cymHocTei?

OTkTI0YeHNE
00paboTKu
BHEIITHUX
cymHoctel (XXE
protection)

[IK-1

11.

Kaxkoii 3aronoBoxk HTTP ncnonesyercs mis peanuzainuu
nosiutuku Content Security Policy?

Content-Security-
Policy

[K-2

12.

Kak nazpiBaercs ¢uar cookie, KOTOpBIN 00ecTieunBaeT
nepenady cookie TOIBKO IO 3aIIUIIIEHHOMY
COETMHEHHIO?

Secure

[1K-3
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