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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouass mporpamma gucummiuHbl (Momyinsi) «MHpopmammoHHas 0€30MacHOCTH»
COCTaBJIEHA B COOTBETCTBHHM C (hefiepallbHbIM roCy1apCTBEHHBIM 00pa30BaTENbHBIM CTaHIAPTOM
BbICIIEro oOpa3oBaHMsi — OakanmaBpuar 1o cnequanbHocT 02.03.01 Marematuka u
KOMIIbIOTEPHbIE HayKH, Npopuiab MaTemaTuka M KOMIIBIOTEpHbIE HAyKH, YTBEP)KICHHBIN
nprka3oM MHHHCTEpCTBA HayKH M BbIciIero oOpasoBanusi Poccuiickoii @enepanuu Ne 807 ot
23.08.2017 rona.

Nzyuenne mucummmabl  (Monyinsi) «HHpopmannoHHas Ge€30MacHOCTH»  MO3BOJISET
3alIUTUTh HMH(OPMALMOHHBIE PECYpChl W JaHHBIE OT HECAHKIMOHMPOBAHHOIO JIOCTYIIA,
penoTBpalias yrpo3bl U kubepaTaku. ITo obecrneunBaeT COXpaHHOCTh KOH(PHUICHIIMATHLHOCTH,
LIEJIOCTHOCTH U JOCTYITHOCTH HH(OPMALIUHU, YTO KPUTUYHO Ul CTAOUIBHON paboThl OpraHu3auii
1 0€30MacCHOCTH TOJIb30BATENECH.

Hucnunmuaa (Moxynb) «MHbopmamnronHas 0€301MacHOCTh» pa3paboTaHa W YTBEPIKICHA
coBmecTHO ¢ AO «JlabopaTtopus Kacnepckoro».

MecTo AMCHMILIMHBI (MOAYJIs1) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl
Hacrosimas gucuumimHa (MOAy/db) BKJIIOYEHA B yueOHBbIE IUIAHBI MO IIpOrpaMMam
NOAroTOBKU OakanaBpuata no HampasieHuto 02.03.01 Martematuka U KOMIBIOTEPHBIE HAYKH,
npodgmwibr Marematrka U KOMIIBIOTEpHbIE HAayKH W BXOJIUT B BapUaTHUBHYIO 4acTh bioka 1,
dbopMupyeMyro ydaCTHUKaMH 00pa30BaTeIbHBIX OTHOLICHUH, KaK JUCIMILTHHA 110 BBIOODY.
Jucnumimza (Moaynb) u3ydaercs Ha 4 Kypce B 7 Win 8 ceMecTpe Ha BbIOOp.

ey u3yyeHuss AUCUMIIMHBI (MOaY.as): popMUpOBaHUE 3HAHHUI M HABBIKOB IO 3aIUTE
uHpopMalUu U HH(POPMALMOHHBIX CHUCTEM OT Pa3jIMYHBIX YIpO3 M HECAHKLIMOHUPOBAHHOI'O
JIOCTYIIA.

3agaum M3y4eHUs AUCUMILUIMHBI (MOAYJIs1) HalpaBjieHbl HA (POPMUPOBAHUE Yy CTYJEHTOB
CIIEIYIOIIMM 3HAHWUM, YMEHUU U HABBIKOB!

— 3HaHHWE OCHOBHBIX yrpo3 HHGOPMAIIMOHHON O€30MacHOCTH;

— 3HaHUE cTpaTeruil 3auThl HHOpMaIuy,

— 3HaHUE HOPMATHUBHBIX IOKYMEHTOB, PErJIaMEHTUPYIOLIUX 3aIIUTy HH(OPMAIINH;

— yMeHue popMupoBaTh TpeOOBaHUS 10 3alIUTE HH(OPMALINH;

— yMEHUE BECTH y4eT 3aTpaT U PUCKOB IPHU BEIPAOOTKE CTPATErnii 3alUThl HH(OPMAIIHH;

— HaBBIK NPOBEJICHUS ayUTa O€30MaCHOCTH HH(OPMALIMOHHBIX CUCTEM;

— HaBBIK COCTaBJIEHUs ONTUMAJILHOTO IJIaHA KOMITJIEKCa Mep MO 3aluTe HHPOpMaIuu.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
MIPOBEJCHNH YUeOHBIX 3aHATHI B (hopMe KOHTAKTHOU pabOThI 00YYAIOIIUXCS C IEAArOTHYECKUMU
paboTHUKaMU YHUBEpCUTETa U B (pOpMe CaMOCTOATENILHONU PabOThl 00YyYarOIIUXCS:

Komnerenuus Conep:xanue HNupukatop [epeuens njaHNpyeMBbIX
KOMIIeTeHLIMH KOMIIETeHLIMH pe3y/1bTaTOB 00y4eHHs 10
JAMCUHMILIMHE (MOXYJII0)
VK-1. Crioco0eH OCyIIeCTBIISATh VK-1.1. 3HaeT MeTOAbI MOKUCKA U aHaJIN3a
TIOWCK, KPUTHYECKHI aHaJIH3 WHPOPMALIUK B 00JIACTH
U cUHTe3 uHpopmMauuy, HCKYCCTBEHHOT'O MHTEJICKTA,
HIPUMEHSTh CUCTEMHBIH OCHOBHBI€ ITPUHIIHUIIBI KPUTUIECKOM
MOJXOJ TSl peIeHHUs OILIEHKW UCTOYHHKOB HH(OPMALIUU U UX
MOCTaBJICHHBIX 3a/1a4 peNeBaHTHOCTH
YK-1.2. YMeeT KpUTUYIECKH OIICHUBATh
UCTOYHUKHU HH(OpMALNU U
CHHTE3MPOBATh JaHHBIC U3 Pa3INYHBIX
WCTOYHUKOB ISl PELICHUs 3ajad,
MPUMEHSTh CHCTEMHBIH MOAXO0]] K
aQHAIU3y U PEIICHUIO KOMIIEKCHBIX
mpo0iieM
YK-1.3. HMeeT npakTHUECKHUIA OTBIT pabOTHI C
COBPEMEHHBIMU HHCTPYMEHTAMH H
TEXHOJIOTHSIMH JJT1 00pabOTKH
nHpopMaIuu, GOpMyITUPOBAHUH H
CTPYKTYPUPOBAHUH 33124 HA OCHOBE
noJy4eHHol nH(opMamu
YK-2. CriocobeH onpeaensTe Kpyr YK-2.1. 3HaeT ACUCTBYIOIINE IPaBOBBIE
3a1a4d B paMKax HOPMBI, PETYJIMPYIOIINE AEATETbHOCTD
MOCTaBJICHHOH LIeJIN U B 00JIACTH PELICHUS 3a/1a4, OCHOBHBIE
BBIOUPATH ONTUMAITEHBIE METO/BI ¥ IOAXO/IbI K ONPE/ICTICHUIO
CHOCOOBI MX peIIeHHS, Kpyra 3a7a4
UCXOJIS U3 NEUCTBYIOIINX YK-2.2. YMmeeT onpenensaTe Kpyr 3a1a4 B
MPaBOBBIX HOPM, paMKax IOCTaBJICHHOH 11eJIH, BHIOMPATh
UMEIOIIIUXCS PECYPCOB U ONTUMAJILHBIE CIIOCOOBI PEIICHUS
orpaHUYeHHN 3aj1a4, YYUTHIBAs HMEIOIINECS PECYPCHI
Y OrpaHUYEHHUs
YK-2.3. NmeeT npakTUYECKH OTIBIT
MPUMEHEHUS 3HaHUH O MTPaBOBBIX
HOpPMax M pPecypcax B peajbHbIX
CUTYyalusx, pa3paboTKy U peanu3anuu
peleHnd B COOTBETCTBUH C
YCTaHOBJICHHBIMU OIPaHUYCHUSIMU
OIIK-1. CnocobeH KOHCYTbTHPOBATh OIIK-1.1. 3HaeT OCHOBHBIC KOHIICTIIINH U TEOPUH
W HCTIOJIh30BaTh B 00JIACTH MaTeMaTHYECKOTO aHAIN3a 1
¢byHaaMeHTaIbHbBIE 3HAHUA B CMEXXHBIX JUCLUUILINH; METOABI U
001acTH MaTeMaTHYECKOTO MIOJXO/IbI, HCIIOJb3yEMbIE B Pa3IMIHBIX
aHam3a, KOMILIEKCHOTO U 00acTsiX MaTeMaTuKu
(GYHKIIMOHAILHOTO aHAaJIH3a OIIK-1.2. YMeeT mpuMeHsITh MaTeMaTHIeCKe

anreOpbl, aHATTUTUIECKOM
TEOMETpPHH,

METOABI AJIS PEIICHUS
npoecCuOHAIBHBIX 3a1a4
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nuddepeHInanbHOR
TE€OMETPHUH U TOMOJIOTUH,
IudQepeHInanTbHbIX
YPaBHEHUH, TUCKPETHON
MaTeMaTHKH U
MaTeMaTHYCCKOM JTOTHUKH,
TEOPUHU BEPOATHOCTEM,
MaTeMaTHYECKOU
CTaTHCTUKHU U CITy4alHBIX
MIPOLIECCOB, YHCIECHHBIX
METOJIOB, TEOPETHUECKON
MEXaHUKH B

OIIK-1.3.

NmeeT nmpakTUUEeCKUNA OMBIT
pa3pabOTKH U peaTm3aIus
MaTEMaTHYECKUX MOJICIICH B
po(heCcCUOHATBHOMN NCATENbHOCTH

poheCcCUOHANTBHOMN
JEeSITeIbHOCTH
OIIK-4. CnocoOeH HaXOINTh, OIIK-4.1. 3HaeT 6a30BBIe OCHOBBI COBPEMEHHOTO
aHAJIM3UPOBATH, MaTeMaTHYecKOro arnmapara,
peanr30BbIBATH IPOTPAMMHO CBSI3aHHOTO C IPOEKTUPOBAHUEM,
Y UCIIOJIb30BaTh Ha pa3palboTKOi, pealu3aliei U OlEeHKOM
IpPaKTHKE MaTeMaTHIECKHE Ka4ecTBa MPOTPAMMHBIX ITPOIYKTOB
QIITOPUTMBI, B TOM YHCIIE C HpPOrpaMMHBIX KOMIIEKCOB B
MPUMEHEHUEM COBPEMEHHBIX Pa3IUYHBIX 00JIACTSX YeTIOBEUECKOM
BBIYUCIUTEIBHBIX CUCTEM JeSITeTbHOCTH
OIIK-4.2. YMeer Ucronb30BaTh 3TOT
MaTeMaTHYEeCKUH anmapar B
npodeccnoHabHOM A TETbHOCTH
OIIK-4.3. NmeeT npakTU4eCKUN OTBIT
MPUMEHEHHUS] COBPEMEHHOTO
MaTeMaTHYecKOro arnmapara,
CBSI3aHHOTO C TIPOSKTHPOBAHUEM,
pa3palboTKOi, pealn3aliei U OlEeHKOM
Ka4yecTBa MPOrPaMMHBIX MPOAYKTOB U
HPOrpaMMHBIX KOMIUIEKCOB B
Pa3IMYHBIX 00IACTSIX YETOBEUECKOM
JIeSITeTbHOCTH
[K-1. CriocobeH popmynrpoBath IK-1.1. 3HaeT MEeTObI M MOAXOIBI K
3a7a4M C MaTeMaTHYECKOM (bOopMyIHPOBaHUIO 33]1a4, a TAKKE
TOYHOCTBIO, 0OOCHOBHIBATH OCHOBHBIE MTPUHIIUTIBI
YTBEPKICHUS CTPOTO H MaTeMaTHYeCKOTro JI0Ka3aTebCTBa U
aHATM3UPOBATH TIOTyYEHHBIC aHasm3a pe3yabTaToB
pe3yabTaThl B 00J1aCTH IK-1.2. ‘YMeeT KOppEeKTHO CTaBUTh U
MaTeMaTHKH U (bopMyaHpOBaTH MaTEMaTHIECKHE
KOMITBIOTEPHBIX HayK 3a7a4, IPUMEHSATh CTPOTHE METOIbI
JIOKa3aTeNbCTBA U aHAITM3HPOBATh
MOJTyYEeHHBIE PE3yIbTAThI
I1K-1.3. Hmeet onbIT paboThI ¢ 331a4aMU B
001acTH MaTEeMaTHKH U
KOMITBIOTEPHBIX HAyK, BKIFOUYAs
MPUMEHEHUE MaTeMaTHUECKIX METOJIOB
JUTS PELICHUS IPaKTHYECKHX 3a1a4
[K-2. CriocoOeH pemarb THIIOBBIE I1K-2.1. 3HaeT OCHOBBI MH)OPMALIMOHHON U

3a1a4yu pohecCuoHaIbHON
NEITENILHOCTH B 00JIacTH
I/ICKYCCTBCHHOFO

Ooubnmorpaduueckont KyabTyphl, a
TaKOKe MPUHIUIBI HHPOPMATHOHHOM
6€301acHOCTH ¥ MPUMEHEHUS
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HHTEIUIEKTA, OMHPAsiCh Ha
HHGOPMAITHOHHYIO H

UH()OPMAITHOHHO-KOMMYHHKAITHOHHBIX
TEXHOJIOTHH B IPOGECCHOHATBHOM

oubnuorpaduveckyro JeSITeIbHOCTH

KyJIbTYpY, UCIIONB3YsI [K-2.2. Ymeet 3 (heKTHBHO HCIIONB30BATh

MHQOPMAIIIOHHO- WHPOPMAITMOHHO-KOMMYHUKAITHOHHBIE

KOMMYHHKAI[HOHHBIE TEXHOJIOTHH JUTS PEIICHHS

TEXHOJIOTHH ¥ YYUTHIBAS CTaH/IAaPTHBIX 3a1a4

OCHOBHBIE TPeOOBaHMUS npodecCHOHAIBHON IeATEHHOCTH,

MHPOPMAaITMOHHOH YUYHUTBIBasi TPEOOBAHUS

Oe3omacHoCTH WH(GOPMAITMOHHON O€301MacHOCTH

IK-2.3. HmeeT onbIT paboOThI ¢
WHPOPMALTMOHHBIMH PECypCaMu 1
TEXHOJIOTHSIMU B 00J1aCTH
HCKYCCTBEHHOTO MHTEIJIEKTa, BKITIOYAst
cobimoteHre HOpM HH()OPMATOHHOM
0e30macHOCTH
T1K-3. Crioco0OeH NPUMEHSITh [1K-3.1. 3HaeT OCHOBHEIE METO/IBI

METO/Ibl MATEMaTHYECKOTO U MaTeMaTHYeCKOro 1

ITOPUTMHUYECKOTO ITOPUTMUYECKOTO MOJCITUPOBAHUS, &

MOJETHPOBAHUS IS TaKOKe X MPUMEHEHHUE ISl PeIICHUS

peleHHs KaK TEOPETUYECKUX U MPUKJIAJHBIX 3a/1a4

TEOPETHUUECKUX, TaK U [K-3.2. YMeeT NpUMeHsTh METOIbI

NpPaKTHYECKUX 3a/1a4 B MaTeMaTHYeCKOTo 1

paMKax npogecCHOHATBHON ANTOPUTMHUYECKOTO MOCTHPOBAHUS

JeSITeTbHOCTH JUTSL aHAJIN3a U peIeHHs Pa3THIHbIX
3aja4 B 00J1aCTH MaTEeMaTHKH U
KOMITBIOTEPHBIX HayK

I1K-3.3. HMeet OnBIT HCIIOTIB30BAHUS METOAOB

MaTeMaTHYECKOT0 U
AITOPUTMHYECKOTO MOEITUPOBAHUS
IIPY PELIEHUH TEOPETHUECKUX U
NPUKJIAIHBIX 337a4 B
npodecCHOHAIBHON 1eATEbHOCTH
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMu4ecKue Yachl
n HaumenoBanue Ounas ¢popma
pasjesia AMCHUTLIMHBI KonrakTHas padora TUK ¥
(Monysst) Texuun CemHHapbI CamocTto (TekyliMii KOHTPOJIb
Konrtpoas | sTeanHa ycIIeBaeMoCTH)
(mpakTHYecKue
s1 paboTta
3aHATHS)
1 OcHOBBI 6€30ITaCHOCTH 6 6 24 Jlomarravie 3amanust
KOPIIOpaTUBHOM
HHPPACTPYKTYPHI
2 Bpenonocunoe 6 6 26 Jlomamaue 3ananus
MPOTrpaMMHOE
obecrnieueHue
3 Kpunrorpaduyeckast 6 6 26 Jomarnrnue 3ananus
3ammuTa nHOOpMaIus
4 MeToIbI 3aIIHUTHI 6 6 26 JloMaIlrHue 3a0aHus
nHpOpPMaLTUH
5 Aynut 6€301acHOCTH 6 6 26 Jlomamaue 3amanus
WH(POPMAIMOHHBIX KonnoxBuym
cUCTEM
3auem ¢ oueHKoIl 2
Hmozo: 30 30 2 128
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Ooucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxaHue TMCUUILTHHBI (MO1YJIs)
Neni/m HaumenoBanue pazjesa Coaep:xanue TUCHUILUIMHBI (MOAYJIS1) IO TeMaM
AUCIHUNJIMHBI (MOYJIs1)
1 OcHoBBI 6€3011aCHOCTH Anmunuctpuposanue OC: Windows, Linux

KOPIOPaTUBHOU Cetu nepegaun JanHeix. Mogens OSI
UHPPACTPYKTYPHI Buprtyanusanus 1 KOHTEHHEPbI
2 BpenonocHoe nmporpaMmHoe Krnaccudukarus BpeoHOCHOTO MPOTrPaMMHOTO 00€CIICUCHHSI.
o0ecrieueHue ConmanbHas HHXEHEpUS U QUIIMHT. AHAIU3 BPEIOHOCHBIX IPOrpamMM
(peBepc-MHXKMHUPHHT).
3 Kpunrorpadudeckas 3ammra OCHOBBI KpUNTOrpadUUECKON 3aIMUTH HHPOPMALIUU. YTIpaBlieHHEe
UHpOpMALHS JOCTYNOM: UAEHTH(UKALMS, ayTeHTU(DHUKALNSA, aBTOPU3ALIHSL.
VYnpasnenue kimouamu 1 PKI
4 Mertobl 3amUTH HHPOPMAIHN Knaccudukanms nporpaMMHBIX CPEICTB 3aIIUTHl HHPOPMAIIUH.
MOHUTOPUHT U pearupoBaHie Ha WHIUACHTHI (1iudpoBas
KPUMUHAJIMCTHKA). PUCK-OpHeHTHPpOBaHHBIN MOJX0/] IPH MOCTPOSHUN
cucteMbl 3amuThl. [I1anupoBanne PUHAHCOBBIX PECYPCOB.
5 Aynut 6e30macHoCTH HopmarusHble ocHOBBI 3a1uThl HHpopManuu B PO. Mojens yrpos u

WHQOPMAIMOHHBIX CHCTEM

3nmoyMbIUIeHHUKA. TecTupoBaHre Ha MPOHUKHOBEHUE - METOOIOTHS
Y IPOTrpaMMHBII HHCTpyMeHTapHil. be3onacHOCTh MpuiioKeHui
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcaM U3 JI000H TOYKH, IZIe eCTh MOJKIIoUeHHe K cetu HTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Poguue, 0. A. MHudopmamumonnas Oe3omacHOCTh. HalmoHalbHBIE CTaHAAPTHI
Poccwuiickoit @enepanum : yuebnoe mocobue / 0. A. Poguues. - 3-¢ uzn. - Cankr-IlerepOypr :
[Tutep, 2023. - 384 c. - (Cepust «YueOHUK st By30B»). - ISBN 978-5-4461-2112-0. - Tekcr :
anexkTpoHHbIi. - URL: https://znanium.com/catalog/product/2123368.

2. CkabuoB, H. Aymur O6e3omacHOCTH WH(POPMAIIMOHHBIX CHCTEM : IPAKTUYCCKOE
pykoBozactBo / H. Ckabuos. - Cankr-IlerepOypr : ITutep, 2018. - 272 c. - (Cepus «bubnunoreka
nporpammuctay). - ISBN 978-5-4461-0662-2. - Tekcr : onexrponnsri. - URL:
https://znanium.com/catalog/product/1760857.

3. Hlanbrun, B. ®. 3ammra nHGOpMaIuK B KOMITBIOTEPHBIX CUCTEMaxX U CETAX : yueOHOe
nocooue / B. @. [llanwrus. - 2-¢ usn. - Mocksa : JIMK Ilpecc, 2023. - 594 ¢. - ISBN 978-5-89818-
506-0. - Tekcr : anekTponnsiit. - URL: https://znanium.com/catalog/product/2107178.

4. Cxusipo, JI. B. HckyccTBO 3ammThl W B3joMa WHGOpPMAIMUA : TPAKTHYECKOE
pykoBojactio / 1. B. Cxnsipos. - Cankr-IlerepOypr : BXB-Ilerepoypr, 2004. - 289 c. - ISBN 5-
94157-331-6. - Tekcr : anexTponHsIit. - URL: https://znanium.ru/catalog/product/1856816.

5. 3enkoB, A. B. MHpopmannonHas 6e30MacHOCTb U 3alUTa HHGOpMAIMHY : YYEOHUK JUIs
By30B / A. B. 3enkoB. — 2-e u3n., nmepepad. u mon. — Mocksa : U3narensctBo FOpaiit, 2025. —
107 c¢. — (Beicuiee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 31eKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

6. CyBopoBa, I'. M. Hudopmanronnas 6e3omacHOCTh : yuyeOHHMK nans By3oB / I. M.
CyBopoBa. — 2-e u3[., nepepad. u gon. — Mocksa : M3marensctBo FOpaiit, 2025. — 277 ¢. —
(Beiciee o6pazoBanme). — ISBN 978-5-534-16450-3. — Tekct : 31neKTpOHHBIHA //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/567672.

Jononnumensnan numepamypa:

7. Kosbips, H. C. AHanu3 u olleHKa puCKOB MH(OPMAIIMOHHON 0€30MacHOCTH @ y4eOHUK
st By30B / H. C. Kosbips, B. H. XanuzeB. — Mocksa : UznarensctBo HOpaiit, 2025. — 154 c.
— (Bricmiee obOpazoBanue). — ISBN 978-5-534-17866-1. — Tekct : 31eKTpOHHBIA //
OopazoBarenpHas miardopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/581502.

8. Kossips, H. C. Ouenka puckoB 1 ayJUT HHPOPMALMOHHOM 0€3011aCHOCTH : y4EOHUK JUIs
By30B / H. C. Ko3sips, B. H. XanuzeB. — Mocksa : U3narensctBo FOpaiit, 2025. — 186 c. —
(Beiciee oOpazoBanme). — ISBN 978-5-534-17864-7. — Tekct : 31IeKTpOHHBIA //
OopazoBarenpHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/581501.

6. MartepuajbHO-TeXHHYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MPOTHBOIIOKAPHBIM MPaBUIaM U HOPMaM M 00ecreunBarolIeii MpoBeIeHUE BCeX
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https://znanium.com/catalog/product/2123368
https://znanium.com/catalog/product/1760857
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https://urait.ru/bcode/567915
https://urait.ru/bcode/567672
https://urait.ru/bcode/581502
https://urait.ru/bcode/581501

BUJIOB JUCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHOW MOATOTOBKU, MPAKTHUYECKOH M HAay4YHO-
UCCIIEIOBATEILCKON PaboT 00yJaronuXcs, MPeAyCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomereHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIe ayIUTOPUH [Tl POBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTAIMMA, TEKYIIETr0 KOHTPOJIS U MPOMEKYTOYHON aTTeCTalllu, a TaKxKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenienrs yKOMITJIEKTOBaHbI CHEIIMATU3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yuenne qUCUUTUTMHBI (MOZYIA) 00ECTIeYMBAETCS B YIEOHBIX ayIUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYEeCKHUMH KaJbKYJISTOpaMHu;

—  CIEUHMaTU3UPOBAHHBIM 000PYI0BaHHEM, BKIIIOUYasl JEMOHCTPAllMOHHOE 000pyAOBaHNUE.

[TomernieHust 151 CaMOCTOSITENIBHON pabOThl 00YYaIOIIUXCsl, B TOM YKCIIE TPUCTIOCOOICHHBIE
JUISL MCTIONb30BaHM MHBAIWIAMH M JIMIAMU C OTPAHMYEHHBIMU BO3MOXHOCTSMHU 3JI0POBBS,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
ofOecriedyeHHEeM  JIOCTyla B  JJIEKTPOHHYIO  HH(OPMAalMOHHO-00pa30BaTeNbHYIO  Cpely
YHuBepcurera.

OOyyaromMMcst TPEIOCTaBIAETCA MAOCTYN (B TOM 4YHCIE YIOAlICHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
Yuclie JJIEKTPOHHBIM OUOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX 1 HH()OPMAIIMOHHBIM CITPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Cceblika
(u31aHusL, Kypca, IOKYMEeHTA)
1. | Hayunas snektponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubnmoreka
2. Bbasza mausbix g | T-cnenquanucros https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbbiii mopran «Poccuiickoe oopasosanue” | https://www.edu.ru/

6. HNudopmarmonnas cucrema "Enunoe okHO noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAIIUMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr WHQOPMAIIMOHHBIX TEXHOJOTHH, MCHOIB3YEMbIX TMPH  OCYIIECTBICHUU
00pa3zoBaTenbHOTO MpoIiecca Mo AUCIUTUIINHE (MOYJI0), B TOM YHCIIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOeclieueHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000IHO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe cBOOOJIHO pacnpocTpaHsieMoe

Od¢ucHble NpUIOKEHNS:
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0exKHOe CcBOOOIHO pacIpoCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IporpammHoe o0ecneveHne IJisl IVIAHUPOBAHUSI U YYeTa BPeMEHH:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucTeMbl YHpaBJeHHs] MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pesepBHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencrBa aHTUBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mist 6usneca OTE€YECTBEHHOE | JIHIIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeMOe
Cucrtembl ynpapjeHusi 0ndanorpaguyeckoii HHGpopManueii:

Zotero | 3apyOexHoe | cBOOOHO pacnpocTpaHsieMoe
CepBHCHI B CIIYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

7. MeToauuyecKHe U OlleHOYHbIE MaTepHuaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B npouecce nzyuenust nucuuiuinasl (Moayis) «MHopmanonHas 6€30macHOCTbY B paMKax
TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH HCIOJIb3YIOTCS TaKUe BHJIbI yUeOHOH paboThl, KaK JIEKIHH,
CEMHUHAaphl, KOJUIOKBUYMBI, JIOMAIlIHUE 3a/laHusl, a TaKXe pa3JInyHble BHUJbl CAMOCTOSATEIbHON
paboThl OOydaroMXcs MO 33JaHUI0 IperojaBaTelis, HalpaBleHHbIE Ha pPa3BUTHE HaBBIKOB
npo(hecCHOHANBHOM JIEKCUKH, 3aKpEIUIEHuEe MPAaKTUYECKUX MPO(ecCHOHATBHBIX KOMIIETEHIIUH,
MOOUIPEHNE UHULINATHB.

Jlekyuss — cUCTEMAaTHYecKoe, MOCIEAOBATEIbHOE, MOHOJOTMYECKOE  H3JIOKEHHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KJIFOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI WM MAaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HAMTU OTBETHI B pEKOMEHJ0BaHHOU nuTepatype. Ecimu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT chopMyiIupoBaTh BONPOC W 3a7aTh €ro
IPEMo/IaBaTes0 Ha KOHCYJIbTAIIMH UM BO BPEMsI CEMUHAPCKOTO (PAaKTUYECKOT0) 3aHSATHS.

Yuacmue 6 cemunape (ayoumopmnas paboma) — aktuBHas paboTa CTyJeHTa HAa CEMUHApE,
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€ro OTBETHI Ha BONPOCHI IIPENOaBaTelNsl U y4acTHE B AUCKYCCHH.

Jl1g ycnemHoro yyacTusi B CEMMHApe CTyJEHTaM PEKOMEHAYETCS 3apaHee O3HAKOMUTHCS C
TEMON OOCYXXAEHUs, IPOYUTaTh HEOOXOJMMbIE MaTepHUaibl U HNOArOTOBUTH BONpPOCHL. BaxkHO
AaKTHUBHO CJIyIIaTh ¥ BOBJIEKAThCS B IUCKYCCHIO, BHICKA3bIBasi CBOM MHEHHUS U apIyMEHTUPYS HX.
IIpu oTBeTax Ha BOIPOCHI IPENOJABATENS CTOUT ObITH YBEPEHHBIM, YETKHMM U JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOJIe3HO MOAECPKUBATH AUAJIOL C OJHOKYPCHUKAMU,
YTOOBI 060raTUTh 0OCYKIEHHUE U PaCIIUPUTh CBOU 3HAHUS.

Homawmnee 3a0anue — HaOOP 3a1a4 IO TEMaM HEJICIIH.

[Ipu pabGore Hax AOMAIIHUMM 33JaHUSMM BaXXHO BHUMATEIbHO O3HAKOMUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh HEperpy3ku U Jydllle yCBOMTh Marepuain. Mcrosb30BaTh pa3inyHble MCTOYHUKHU
uH(OpMaLKK, BKIIIOYasl YUeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Tiy00KOro MOHUMAHHUS TEMBI.

Konnoxeuym — yCTHBIE OTBETBI Ha BOIIPOCHI, CIIMCOK KOTOPBIX U3BECTEH CTYICHTY 3apaHee.

B mpomecce mMOAroToBKM K KOJUIOKBUYMY HEOOXOAWMO TPOAHAIM3HPOBATH YyueOHBIE
MaTepHalbl, 03HAKOMUBLIMCH C JIEKLUSAMM, YYEOHHKAMU U JONOJHHUTEIbHBIMU HCTOYHHKAMH,
aKIICHTUPYS BHUMaHHE Ha KIIOYEBBIX TeMmax. PekoMeHIyercs co3[1aTh CTPYKTYpPUPOBAaHHBIE
KOHCIIEKTbI, BbIJIEJIAsS OCHOBHBIE UJIEH, TEPMUHBI U (POPMYJIBI.

Camocmosmenvruas paboma — padoTa CTYJEHTOB, HAIpaBlE€HHAs Ha YINIYOJEHHOE
U3YYEHHUE OTJIEIbHBIX TEM U BOIIPOCOB YUYECOHON AUCIMILTUHBI (MOTYIS).

B miporiecce caMocTosITebHOM PabOThI CTYIEHTHI B3aUMOCHCTBYIOT C PEKOMEHJOBAaHHBIMHU
MaTepuaiamMy Mpu MUHUMAIILHOM yYacCTHH MpenoiaBatess. 3aauu CTyJeHTa BKIIOYA0T padoTy
C KOHCITEKTaMH JICKIIHi (00paboTKa TEKCTa), TOBTOPHOE H3yUCHHE yUCOHBIX MATEPHUAJIOB, TIIAHOB
U TE3UCOB OTBETOB, M3YUEHHUE JOMOIHUTEIBHBIX TEM, BBIMOJIHEHHE YUeOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00yYeHHS IO TUCHHUIIHHE (MOAYJIIO)

Kpurepun nosy4yeHusi ypoBHSl ¥ OLleHHBAHUS c()OPMHUPOBAHHOCTH KOMIIETEHIMI 110
aucuuninue (Moay/o) «Mupopmanuonnasi 6€30MaCHOCTb»

OueHuBaHue ypoBHS Y4€OHBIX JOCTH)KEHUH, OOy4arolmMXcs MO JUCIUIUIMHE (MOIYIIO),
OCYILIECTBIISIETCS B BUAE TEKYLIETO KOHTPOJIS yCIIEBAEMOCTH U ITPOMEXYTOYHOHN aTTECTalUH.

IIpome:xyTouHasi arrecTalusi 1O AUCUUIUIMHE (MOAYJIO) OCYUIECTBIsSETCS B (opme
3aquema ¢ OYEHKOU, TIPU HTOM IPOBOJUTCA OLIEHKA KOMIETEHUUH, C(HOPMUPOBAHHBIX II0
JUCLHUIIIMHE. [l OLEHHMBAHUSA TEKYILEr0 KOHTPOJIA YCIEBAEMOCTH M IPOMEKYTOUHOU
aTTeCTallud HCMOJIb3yeTcsl JeciATHOalUIbHAs IIKajla OLEHUBAHMs, KOTOpas COOTHOCHTCA C
TPaJULIMOHHOMN MATHOAIUIBHOM KON CIEIYIONIMM 00pa3oM:

Jecarubannbuas IlarubamnbHas OO0mas xapakTepucTHKA pe3yJibTaTa
OuneHka 3a 3auer
OlleHKA OlleHKA 00yuYeHusl Mo TUCHUILUTHHE (MOIYJIIO)
10 OTanaHO 3auTeHo CTyZeHT TOJHOCTHIO BIAJCeT 3HAHHUSIMH,
9 OTIHIHO 3a4TeHo M3IIOKEHHBIMU B pabodell mporpamme, H
) OTIMYHO 3auTeHo DIyOOKO  OCMBICTISICT jaucnuiuinHay. OH

CaMOCTOSITETILHO u JIOTUYECKH
MIOCIIEA0BATENIBHO OTBEYAET Ha BCE BOMPOCHI,
aKIeHTUpYs BHUMaHWe Ha Hauboiee
BaYKHOM. YmMmeer aHaAJIN3HPOBATH,
CpaBHUBATh, KacCU(pUITUPOBATH, 0000IIATS,

KOHKPETHU3HUPOBATh MW CHUCTCMATHU3HUPOBATH
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

M3yYEHHBI MaTepuas, BBIAENSAS KIIOUYEBbIC
MOMEHTBl W yCTaHaBIUBas IPUYUHHO-
CleJICTBEHHbIE CBs3H. YeTko ¢opmynupyer
OTBETHI, YBEPEHHO HUHTEPIPETUPYET
pe3yabTaThl AHaJIN30B u IpyTHX
WCCJIEIOBAHNMN, a TaKXe pEeIIaeT CIOKHBIE
3agauyd. CTyOeHT XOpOLIO 3HAaKOM C
METOAaMHU HCCIEeJOBaHMs, HEOOXOIUMBIMH
JUISL TIPAaKTUYECKON NEATENbHOCTH, U YMEET
CBSI3bIBATH TEOPETUYECKUe aCIIEKTHI
JUCHUIUIMHBL (MOAYIS) C TMPAaKTUYECKUMHU
3a7avyamMH.

Xoporo

3auTeHo

Xoporo

3auTeHo

CryneHt oOnamaeT 3HAHUSIMHU MpeaMeTa
MOYTH B TIOJHOM oObeMe pabouei
mporpaMmbl 1 CaMOCTOATEIIBHO, JIOTUYCCKU
MOCJIEeIOBATENILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOIIPOCHI, aKLICHTUPYsI BHUMAaHUE Ha
Haunbomnee 3HAaUMMBIX MOMeHTaxX. OH ymeeT
aHaJIM3UPOBATD, CpaBHHUBATD,
KJIACCU(PHUIMPOBATD, 00001maTh,
KOHKPETH3UPOBATh M CUCTEMAaTH3HPOBAThH
W3Y4EHHBIA  MaTepHall, BBIICNSS  €ro
KIIIOYEBbIC  ACTMEKThl M yCTaHABIHBAs
MMPUYINHHO-CJICACTBCHHBIC CBA3U.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
HHTEPIPETUPYET PE3YJIbTAThl AHAIHU30B W
JIpyTUX HCCIIEIOBAaHUM, a TaKXKe pellaeT
CJIOKHBIC CUTYalMOHHbIE 3a1aun. CTyneHT
XOPOIIIO 3HAKOM c METOaMHU
HCCIICOBAHU, HEOOXOIUMBIMH JUISE
MPAKTUYECKOW JICITENBHOCTH, W yMeEeT
CBA3bIBATH TCOPETUICCKHUEC ACIICKThI
npeaMeTa ¢ IPaKTHUECKUMH 33[a4aMH.

YILOBJICTBOPI/ITG)HLHO

3auTeHo

YILOBJICTBOPI/ITG)HLHO

3auTeHo

Crynenr obnamaer 0a30BBIMH 3HAHHAMHU
0 TUCIUIITHHE (MOIYJIIIO), HO HCTIBITHIBAET
TPYZHOCTH MIPH CAMOCTOSITETILHBIX OTBETAaX
Y MCIIOJIb3yeT HETOYHbIE (OpMYIHUpoBKU. B
X0Jie OTBETOB OH JIOMYCKaeT OLIMOKH,
Kacarouuecst cyTd BompocoB. CTyAeHT
CHOCOOEH pelaTh TOJIBKO CaMble MPOCTHIE
3aJa4d W BIAACET JHIIb MHUHUMAJIbHBIM
HaOOpOM METOJIOB HCCIIEIOBAHUSI.

He cnan

He 3auteno

He cnan

He 3auteno

He cnaun

He 3aureno

CrynmeHT He OBIael 00sS3aTeIbHBIM
MHUHUMYMOM 3HaHUH IO TPEIMETy U HE
MOXKET OTBETUTh Ha BOIPOCHI, JaXKE €CIH
MperoaaBareib 3aJlaeT JOIMOJHUTEIbHBIC
HABOJSIIUE BOIIPOCHL.
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Hucnunmuaa (mMonynb) «HMHpopManmnonHass 0€30MacHOCThY OIICHUBACTCSA CIIEAYIOIINM
obpazom:

AKTHBHOCTD Bec |KoanuecTBO Onucanue
Jomamraue 3aganus | 50% 15 Hab6op 3amau mo remam Henenu
KonnoxkBuym 25% ) [Tucemennas pabota ¢ HaGOpOM 3aay, KOTOPbIE

HY>XHO pCHIWTH 3a OTPaHUYCHHOC BPEM

3a4er ¢ OLEHKOMI 25% 1 [TuceMenHas wim yctHas padoTa Hal 3aJaHUuEM

2
HAIPaBIICHHBIM Ha TIPOBEPKY MOJYYCHHBIX 3HAHUNA U
HABBIKOB 10 JUCIMILIAHE (MOJIYIIIO)

®DopmyJa pacuyéTa UTOrOBOM OLEHKH MO AUCHUIUIUHE (Moay/0) «UndopmanuoHHas
0e3onacHocTh»: «0,5 X cpennee 3a qomanrHue 3aganus + 0,25 X cpeqHee 3a KomokBuyM + 0,25 x
3a4eT C OLIEHKOM».

Texkymmii KOHTPOJIb YCIIeBAeMOCTH 00YYAIOIIUXCS 110 JMCHHUILINHE (MO1YJIIO0)
IIpumepHbIe JoOMALLIHUE 3aJaHUS

Jomamnee 3ananue no teme «Ilocaencreus arak. O6Hapy:KeHHe U y1aaeHHe»

1. Ilpoananu3upyiite peanbHbli caydail kubeparaku (Harpumep, WannaCry unu NotPetya)
U ONUIIUTE €€ MOCIEACTBUS A1 OpraHU3alHH.

2. CocTaBbTe AITOPUTM JICUCTBUI MO OOHAPYKCHHUIO M yAalleHHIo BpeaoHocHoro [10 Ha
KOMIIBIOTEPE.

3. Hccnenyiite coBpeMEHHBIE HHCTPYMEHTHI i OOHapyxeHus BperoHocHoro 10 u
c/enaiTe CpaBHUTEIbHYIO Ta0IMIly UX BO3MOKHOCTEH.

4. OnuumTe OCHOBHBIE MPU3HAKH 3apa)K€HUs cucTeMbl BpeoHOCHBIM [10.

5. PazpaOoraiiTe miuaH BOCCTaHOBJIEHHS MH()OPMAIMOHHOW CHUCTEMBI IOCIE YCHEIIHON
aTaku.

Jdomamnee 3aganue mo reme «MeToabl COLUATBHON UHKEHEPUH»

1. TloaroroBpTe MOKIAX O MATH HambOJee pacIpOCTPAHEHHBIX METOAAaX COLUAIbLHOU
VHXEHEPHUH C TPUMEPAMHU.

2. CocTtaBpTe CcClIeHapuil (UIIMHTOBOTO MHUChMa M OOBICHHUTE, KaK pacro3HaTh €ro
MIPU3HAKH.

3. [Ipoananu3upyiiTe peanbHble CIy4ad YCHEIIHbIX aTaK ¢ UCTIOJIb30BAHUEM COIUAIBHOMN
WHXXEHEPHUH U BBIJICTUTE OMNOKH KEPTB.

4. Pa3zpaboraiiTe peKOMEHAAINHU AJISl COTPYAHHUKOB IO MPEAOTBPAILICHUIO aTaK COI[HAIBHOM
VHKEHEPHH.

5. [IpoBenuTe poneByrO UTPY: OJUH CTYACHT BBICTYMAET B POJIA 37I0YMBIIUICHHUKA, APYTOH
— NOTEHIHMAIBHOMN KEPTBBI, U IPOAHAIMZUPYUTE PE3yIbTATHI.

Jlomainee 3a1anue
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YTo ucnonb3syem

Java Spring

Spring Security

Keycloak (¢ PostgreSQL DB)
Docker + Compose

YTto Hapo caenaTthb

PeanuaoBaTe npocToe Beb-npunoxeHne ¢ Ucnonb3osaduem Java Spring.
Tematvka — Ha Balww Brkyc. TpeboBaHMIA K KOHTEHTY, xpaHeHuo B B[l u T.4. HeT.
Yro AomkHo BbiTh
a. [naeHas cTpaHvua (NeHauHr), AocTynHeIW Bes asTopusauyun Bcem (a-ns y
HaC KNaccHblil CepBUC, PETUCTPUPYINTECE)
b. Crpanuua peructpauwn u norvHa (MoxHo GpaTte CTaHAAPTHYIO M3
Keycloak, moxete cBolo Kpacweyo chopmy AnA Hee caenatk)
c. Crpanuua, koTopas AocTynHa niobomy 3apermcTpupoBaHHOMY
nonL3oBaTenta (a-nAa NWYHLIA KaBWHEeT, JaHHBIE KAKWEe-TO MO KNWEHTY W
T.A.)
d. CrpaHuua, koTopan fgonxHa GbiTe AOCTYNHA TONBKO aAMUHUCTPATOPY
(a-ns Kakaa-To agMuHKa)

2. MNoakntounte Spring Security u nogpyxuTe ato ¢ Keycloak. Hactpouts
aBTOPU3ALMIO W ayTeHTUgKUKaLWIO, HACTPOWTE ponKn “user” U “admin”

3. 3anakoeaTb npunoxeHue B docker compose. MNaeHoe TpebosaHwe — npw
npoBepke [omkHo BeiTk goctaTtodHo caenate docker compose up M Bee JOMKHO
pabotate

4, TMokaaaTb KNUEHTCKWA NYTh W NPOAEMOHCTPUPOBATE CO CKPUHLWOTaMK B

README pervctpauuwio, Bxof, HasHaveHuwe emy B Keycloak ponu

agMUHWCTpaTopa (W Kak MeHseTcA Beb-NpunoxeHne Npu aTom OeRCTBMW ONA

Hero)

B pawem npunoxeHnn aonkHa GeiTe HacTpoeHa aawmura ot CSRF

B pawem npunomeHnn aonuHel Geite HacTpoeHsl CORS Policy

Cpenaitte Tak, 4Tobbl B BaWe NPpUNOXKEHWe MOXKHO BEINO NnonagaTk TONLKO Yepes

NGINX. PekomeHayio Aenate no DNS aanueam Tak: «example.com» — sawe

npunoxeHne, a «api.example.com» — sawe APl gna Hero. obaeuTe Takne

sanuMcK npu otcyTeTeun DNS cepeepa moxHo Yepes /etc/hosts B UNIX-like
cucTemax

Hactpoite Ha NGINX Bazoeblin MTLS. Beinyctute ceoi CA ANsA KNWMEHTOB M

HACTpOWTE ero Tak, 4Tobkl ecnu K Bam obpawanuce bes cepticukara, To

nonyyanu 6l ownbky 403 (paboTalo Wi Nnpumep -

https://smallstep.com/hello-mtls/doc/server/nginx)

9. lpw noMoLwM NepemMeHHon 5551 client = dn oTpasute B NGINX norax
log format DN ceptudmkara.

10. BeinycTUTE KNMEHTCKWA cepTndukaT, yeTaHoBUTE B cucTemy CA OnA OoBepua K

KNWEeHTCKWIA cepTrudmkart. NpogeMoHCTpupyiTe, 410 npu paboTte ¢ bpay3epom He

BO3HMKaeT owmbok camonognucanHoro ceptndmkara. MNpoeepbTe, YTO B NOMKM

NGINX nonana 3anuck O BalWKMX NOXOMOSHWAX

—

Noom

oo

Kak npenocTaBuTh pe3ynbTathl

o PenoavTtopuid ¢ KOAOM cepeuca Ha Git
e B penoautopun OBA3ATENBLHO ponweH BeiTe oT4yeT. B otuete OBA3ATENEHO

JAOMKHbI BbiTe KAPTUHKKM C AEMOHCTpaUMeit (hyHKUMOHaNbHOCTH

HpI/IMepHLIe BOIIPOCHI VI IMOATOTOBKH K CEMUHapam

OJEeKTPOHHBIN JIOKYMEHT



Bonpocel k cemunapy no reme « KoHTpoab 1octyna. MOHUTOPUHI JAHHBIX»

1. Kakue oCHOBHBIE MOJIEITH KOHTPOJIS IOCTYIA CYIIECTBYIOT U B YeM UX OTJIMYUS (HAIpUMED,
DAC, MAC, RBAC)?

2.Kakue wmeronpl ayTCeHTH()HUKAIIMM W aBTOPU3AIMU TMPUMEHSIOTCS s O0eCIeueHUs
KOHTPOJISL TocTyna?

3.KakoBbI OCHOBHBIE 337]a41 U METOBl MOHUTOPUHTA JIAHHBIX B KOPIIOPATUBHOM ceTn?

4.Kakpue  HMHCTPYMEHTBI M  TEXHOJIOTMM  HCIOJB3YIOTCS  JUJIA  OOHapy)KEHUs
HECAHKIMOHUPOBAHHOTO JOCTyma?

5.KakoBbl OCHOBHBIC ITPUHIIMITBI IIOCTPOSHUS MOJMTUKH KOHTPOJISI JOCTYIIA 1 MOHUTOPUHTA
JUTSE 3aIIUThl nHGOpMarmu?

IIpumepHbIe BOMPOCHI 11 KOJLIOKBUYMA

KoniokBuyMm no teme «BpenoHocHoe mporpaMMHoe odecriedeHue»

1. Ilepeuucnaute W KpaTKO OXapaKTePU3yHT€ OCHOBHBIE BHUJIbl BPEIOHOCHOTO
MPOrPaMMHOTO O0ECTICUCHUSI.

2. OnuiuTe pacupocTpaHEHHBIE METO/IbI 3apaKEHUSI KOMITbIOTEPOB Bpe1oHOCHBIM [10.

3. IIpoananusupyiiTe MoCaeICTBUS aTaky THIIA fansomware Jijisi OpraHu3alny.

4. Kakue nmpu3HaKky yKa3bIBalOT Ha 3apaKCHHE CUCTEMBbI BUPYCOM?

5. OnuuuTe OCHOBHBIE JTambl Mpolecca OOHAPY)KEHHUS M yHaJCHHUs BPEIOHOCHBIX
porpamm.

6. Kaxkwue cymiecTByrOT METOJIBI 3aIIMTHI OT BUPYCOB HA YPOBHE ITOIH30BATEIIS?

7. Pacckaxure o ponu antuBupycHOro I10 u ero oCHOBHBIX (PYHKIIHSX.

8. IlpuBemuTe mpuMep pealibHOM aTaky ¢ UCIOIb30BaHUEM BpetoHOCcHOTO [10 1 onmmue
€€ II0CJIeICTBHU.

9. OObsAcHUTE, KaKk pabOTaeT IBPUCTUICCKUN aHATIN3 B aHTUBUPYCHBIX IPOTpaMMaXx.

10. Pa3paGoraiiTe anropuT™M JCHCTBUIl MPHU MOAO3PEHUH Ha 3apakeHUE KOMIIbIOTEpa
BpenoHocHbIM [10.

Konnoksuym no teme «Kpunrorpaguyeckas 3ammra nHGopManus»

1. OObscHUTE pa3HUIlY MEXAY CUMMETPUYHBIM U ACHMMETPUYHBIM IIU(POBAHUEM.

2. HazoBure M KpaTKO OXapakTepu3yWTe OCHOBHBIE AITOPUTMbl CHUMMETPUYHOIO
I ppPOBaHUS.

3. Pacckaxwure o npuHIunax padbots! anroputma RSA.

4. Yro Takoe nu¢poBasi MOAMUCH U KaK OHa 00eCIeYNBAET 1IeIOCTHOCTh U @yTEHTUYHOCTh
MAHHBIX?

5. OnummuTte mpouecc ayTeHTU(UKAIMM  TOJb30BaTeled € MCIOJIb30BaHUEM
KPUNTOrpaguuecKX METO/I0B.

6. Kakwue cymecTByrOT METO/IbI YIIPABIEHHS KPUITOTPAPHUECKUMH KITFOYaMu?

7. IlpuBemute mnpumep NpUMeHEHHs LU(GPOBBIX cepTU(UKATOB B HH(PpacTpykType
oTKpeITHIX Kitouelt (PKI).

8. OObsAcHUTE, Kak pabOTaeT aJroOpuTM XEHIMPOBAHUS U €ro poJib B UH(OPMAIIMOHHOMN
0€30I1aCHOCTH.

9. OmnwumuTe yrposbl, CBA3aHHBIE C HEMTPABUIIBHBIM YIPABICHUEM KIIIOUaMH.

10. Pazpaboraiite cxemy oOMeHa 3amM(ppOBAHHBIMH COOOIICHUSIMH MEXIY JBYMS
MOJI30BATENSIMU C MCIIOB30BaHHEM aCUMMETPUYHOTO UG POBAHMUSL.

KosutokBuym no reme «TecTupoBanue Ha IPOHUKHOBEHHE U AyIUT 0€30MaCHOCTH
1. Onwumure OCHOBHBIE 3TANbl MPOBEICHHS TECTUPOBAHUS Ha IPOHUKHOBEHHE.
2. B d4em paznmuuns Mexy BHEIIHUM W BHYTPEHHUM TIEHTECTUHTOM?
3. Kaxue MHCTpYMEHTBHI HCIOJIB3YIOTCS AN CKaHUpOBaHMA ys3BuUMocTen? [IpuBenute
MIPUMEPBL.
4. Kak npoBoauTCs aHAIHU3 YSI3BUMOCTEH U OLIEHKA UX KPUTUYHOCTU?
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5. Pacckaxurte 0 MeTO/Iax 3KCIUTyaTalluM ySI3BUMOCTEH B paMKax MEHTECTUHTA.

6. Kakue TpeboBaHMs TPEABABISAIOTCS K OTYETY MO pe3yiabTaTaM TECTHPOBAHUS Ha
MIPOHUKHOBEHHE?

7. TlpuBemute mpuMepbl pEKOMEHIAINN 0 YCTPAaHEHHIO OOHAPY)KEHHBIX YSI3BUMOCTEH.

8. Kak o0ecneunBaercsi COOTBETCTBHE TpPEOOBAHMUSIM CTaHAAPTOB OE30MAaCHOCTH
(manpumep, ISO 27001) B xone aynura?

9. OnuuuTe posib aBBTOMAaTU3UPOBAHHBIX M PYYHBIX METOJIOB B IEHTECTHHTE.

10. Pa3paloraiiTe TuTaH IPOBEJCHUS ayAuTa 0€30IACHOCTH JIJIsl MAJIOM OpraHu3aluy.

3amanus AJ151 NPOMEKYTOUYHOM aTTeCTANUM 10 JUCHHUILIMHE (MOTYJII0)

Ne i/t 3apanne OTBeT Komnerenuus

1. Kakotii Bug Bpegonocuoro 10 cniocoden B VK-1
CaMOCTOSITETIBHO PAcIIPOCTPAHATELCS U 3apaXaTh APyTrue
(haiiyTel ¥ CUCTEMBI?

A) Tpos

B) Bupyc

C) Pytkur

D) baknop

2. Kaxoit MmeTo conMansHOM MH)KEHEPUU OCHOBAH Ha C VK-2
KCIOJIb30BaHUM YYBCTBA CPOYHOCTH U CTpaxa s
MIOJTyYeHUs TOCTyNa K nHpopMannn’?

A) Crypunr

B) Bummar

C) OummHr

D) Candduar

3. Kaxoii MaTemMaTn4eckuii anropuTM UCIIONIb3YEeTCs IS D OIIK-1
ACHMMETPUYHOTO INU(PPOBAHUS TaHHBIX?
A) AES
B) DES
C) MD5
D) RSA

4. Kak HaszsIBaeTCs npouecc NpoBEPKH MOATMHHOCTH B OIIK-4
MOJIL30BATEIIS C MOMOIIBIO KpUIITOTpapuIecKux
METO0B?

A) ABTopuzarnus

B) Ayrentudukanus

C) llIudposanue

D) Xsmmposanue

5. Kaxkas TexHonorus no3BossieT KOHTPOJIUPOBATh U D IK-1
OJIOKHUPOBATh Mepenady KOHPHUICHIIUATbHBIX JTaHHBIX 3a
TIpeiesbl OpraHu3aumn?

A) VPN

B) Firewall

C) IDS

D) DLP (Data Loss Prevention)

6. Kak Ha3pIBaeTCs MOMUTHKA, PETYIUPYIOLIas MpaBa A [K-2
JIOCTYyTA MOJIb30BaTeNel K HHPOPMAIMOHHBIM
pecypcam?

A) Kontponb noctymna

B) Iudposanue

C) Ayrenruduxarius

D) JlorupoBanue

DNEeKTPOHHBIA JOKYMEHT




7. Kakoii MmeToz TecTupoBanus 6€30MacCHOCTH BKIIIOYAET A [K-3
MOJIETTMPOBAHUE aTAK 3I0YMBIIUICHHUKOB JUIS
BBISIBIICHHS YSA3BUMOCTEH?
A) IlenTectunr
B) ®az3unr
C) PeBu3us xona
D) MoHuTOpHHT

8. Kak Ha3bIBaeTCst HHCTpYMEHT IS C OIIK-4
aBTOMAaTH3MPOBAHHOTO aHAIN3A YSA3BUMOCTEH B CETSIX U
cucremax?
A) Wireshark
B) Metasploit
C) Nessus
D) Nmap

9. Kax nassiBaercs BpegonocHoe [10, kotopoe Tposu OIlK-1
MaCKHPYETCsl IOJI MOJIE3HOE MPHIIOKEHHE?

10. Kak Ha3piBaeTCst METO/ CONMATBHON HHXKEHEPUH, TIPU Bummuar YK-1
KOTOPOM 3JIOYMBIIIICHHUK 3BOHUT KEPTBE IS
MOJTy4eHus] KOHOUACHIIMATBHOW HHpOopMaIn?

11. Kak nazpiBaercs mudppoBoi KO, TOATBEPKIAIOTIII Hudposas YK-1
MOIJIMHHOCTh COOOIIEeHNUs? MOJITUCH

12. Ha3zoBute nporiecc MOHUTOpUHTA U aHaM3a Tpaduka MonuTopuHT YK-2
1151 0OHAPY)KEHHS TI0I03PUTEIFHON aKTHBHOCTH. JTAHHBIX
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