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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma mucrurummabl  (Momyinsi) «SRE  (OOecriedenne HaAEKHOCTH
NPUIOKEHUH)»  COCTaBJIeHa B  COOTBETCTBUM C  (peepanbHBIM  TOCYJAapPCTBEHHBIM
o0pa3oBaTeNbHBIM CTaHJIAPTOM BBICIIEr0 OOpa3oBaHusi — OakajaBpuaT MO CHEIHAIBHOCTH
02.03.01 MaremaTuka ¥ KOMIbIOTEpHBIC HayKH, Tporiib MaremaTrka U KOMIIbIOTEPHBIC HAYKH,
YTBEP)KICHHBIN MpHKa3oM MMHUCTEpCTBA HAyKd M BbICIIEr0 oOpa3zoBanus Poccuiickoi
®enepanun Ne 807 ot 23.08.2017 roaa.

Wzyuenne mucuurmmabl (Monynss) «SRE (OOecriedeHne HaAEKHOCTH TMPUIIOKESHHH )»
MO3BOJISIET OOECIEYUTh CTaOWIBHYIO M OecriepeOoiiHy0 padoTy MPHIIOKEHUN, MHUHUMHU3UPYS
BpEMsl IIPOCTOSI U OBICTPO pearupys Ha MHIUIACHTHI. DTO KPUTHUYECKU BAXKHO IS TTOJIEPKAHUS
BBICOKOT'O YPOBHS MOJIb30BATEILCKOTO OMbITa U 3()(PEKTUBHOCTH OU3HEC-TIPOIIECCOB.

MecTo JTUCUMIIIIMHBI (MOXYJIS) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMMbl

Hacrosimas nucnumniaHa (MOTyJb) BKIIOYSHA B YISOHBIH IIJ1aH 1O MPOTrpaMMe TOITOTOBKU
OakanaBpuata no HampasieHuto 02.03.01 MartemaTtuka U KOMIIBIOTEpHBIE HAYKU, MPOQPHIIH
MaremaTrKa U KOMITBIOTEPHBIC HAYKU U BXOJHT B BAPUATUBHYIO 4acTh bioka 1, hopmupyemyro
Y4aCTHHUKaMU 00pa30BaTEeIbHBIX OTHOIICHUH.

Juctunnuza (MOysb) sIBIsIETCS BBIOOPHOM U JOCTYIHA JUIsl U3yueHus Ha 3 uiu 4 Kypce B
5, 6, 7 unmu 8 cemecTpe Ha BBIOOP.

Heap n3yyeHus 1MCUMIIMHBI (MOLYJI1): OCBOCHHE METO/I0B U IIPAKTHUK JJIs1 TOBBIILIECHUS
HAJEKHOCTH, MAaCIITA0UPyeMOCTH U 3PPEKTUBHOCTU IKCILTyaTAI[TH TIPOIPAMMHBIX CHCTEM.

3agauu u3y4eHusi IMCHUIIMHBI (MOAYJIA):

— u3yuuTh (QyHAaMeHTanpHble NpuHIMIBl SRE, BKiIrouas KOHUENIHMH HaI&KHOCTH,
JIOCTYITHOCTH, TPOU3BOIUTEILHOCTH U MaCIITA0MPYEMOCTH, a TAKKE UX IPUMEHEHNE B PEAJIbHBIX
MIPOEKTAaX;

— OCBOMTbH NPAKTUYECKUE HABBIKM MOHUTOPHHIA, aHAIN3a UHIUICHTOB, aBTOMAaTU3allUN
MIPOIIECCOB U YIPABJICHUS pUCKaMU JUTsl o0ecriedeHus: becriepeOoitHoi paboThl MPUIIOKEHUH;

— paspaboraTe yMeHMs N0 uHTerpanuu SRE-NpakTuk B )KM3HEHHBIH LUK pa3pabOTKU
I1O, Bkmtowas paboOTy C MHCTPYMEHTaMM Jisi TECTUPOBAaHMSA, JIEIUIOMMEHTa M ONTUMH3AIHNU
CUCTEM

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOXYJIs1) 00y4ar0MiiCsl T0JIZKEeH:

3HamMb:

— OCHOBHbIE KOHIIeNIMHU 1 IpakTUku SRE, BKiItouas KiroueBble METPUKY;

— CTaHJapTHbIE METO/Ibl MOHUTOPHHTA NPUJIOKEHUHN U MHPPACTPYKTYPHI;

— Ppa3iMuHbIE CTPATETHH U METO/IbI Pa3BEPTHIBAHUS IPUIIOKEHUH;

— TPUHIUIBI pabOThHI CUCTEM YBEIOMIICHHIA;

ymemp:

— YCTaHaBIMBAaTh U HACTPAUBATH UHCTPYMEHTHI MOHUTOPUHIA;

— Ppa3BepTHIBATh TECTOBbIE MPUIIOKEHUS U YIPABJIATh UX KOHTEHHEpHU3alueH;

— TMPOEKTUPOBATh U HACTPAUBATh METPUKH JUIS TPUIIOKEHHIA;

— HAacTpauBaTh CUCTEMY BU3yaJIH3allMd METPUK;

enademo.

— HaBBIKOM TPOEKTHPOBAHMS CTpAaTerMy OaJlaHCUPOBKH HArpy3KH JUIs IOBBIIICHUS
YCTOMYMBOCTH CEPBHCOB;

— HAaBBIKOM HACTPOMKH CHUCTEMbl MOHHTOPWHIA JJIi CBOEBPEMEHHOIO PEarupoBaHUs Ha
VHIUJIEHTHI.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus Conep:xaHue KOMIeTeHIIHH Nuauxkarop IlepeyeHb MJIAHUPYEMBIX
KOMIIETeHIN U pe3yJbTaTOB 00y4YeHHs 10
AUCHMIJIMHE (MOTYJIIO)
VK-1. Crioco0eH OCYIIeCTBIISATh TIOUCK, VK-1.1. 3HaeT MeTOAbI MIOKUCKA U aHaJIN3a
KPUTHYECKAN aHAIN3 U CHHTE3 nH(pOopMaIuu B 001aCTH
nH()OpMAaITIH, IPUMEHSTh pa3pabOTKH, OCHOBHEIC
CUCTEMHBIH MOAXO/ IS PEIICHUS MIPUHIIUTIBI KPUTHYECKOH OIICHKH
MOCTaBJICHHBIX 33729 HMCTOYHUKOB HH()OPMAITUU U UX
pEJeBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLIEHUBATh
WMCTOYHUKYU MH(POPMALIUU U
CHHTE3UPOBATh JIAHHBIC U3
Pa3IMYHBIX ICTOYHUKOB JIJIS
pelIeHus 3a7a4, IPUMEHSTh
CHUCTEMHBIH MOAX0/T K aHATN3Y U
PEIICHUI0 KOMIUIEKCHBIX IPpobeM
YK-1.3. NmeeT npakTU4eCKUN OTIBIT
paboThI C COBpPEMEHHBIMU
WHCTPYMEHTAaMU W TEXHOJIOTUSIMU
IUtst 00paboTKK MHPOpMAIINH,
(dbopMynupoBaHHUHU
CTPYKTypUPOBAaHHUHM 3a/1a4 Ha
OCHOBE NOJTYYeHHOH nH(popMaInu
OIIK-1. Crioco0eH KOHCYJIbTUPOBATh U OIlK-1.1. 3HAeT OCHOBHBIC KOHIICTIIINH U
UCIIOJIb30BaTh TEOpHH B 00JIACTH
¢dbyHIaMEeHTaTbHBIC 3HAHUS B MaTeMaTHYECKOTO aHAIN3a U
o0nacTu MaTeMaTH4eCKOro CMEXHBIX JUCIHIUINH, METOJBI U
aHan3a, KOMIIEKCHOTO U MOJIXO/IbI, UCIIOJIb3YEMbIC B
(YHKIIMOHAIEHOTO aHaJH3a Pa3IMYHBIX 00JIACTSIX
anreOpbl, aHATUTHIECKOH MaTeMaTHKH
reoMeTpud, TudHepeHInaTbHON OIIK-1.2. YMeer npuMeHsITh
TE€OMETPUHU U TOTIOJIOTHH, MaTEeMaTHYECKUE METOJIbI JIs
¢ dhepeHInaNbHBIX yPaBHEHHIA, pelIeHus NpoQecCHOHATEHBIX
JIUCKPETHOM MaTeMaTHKHU U 3aa4
MaTeMaTUYECKOU JIOTUKH, TEOPUHN OIIK-1.3. HmeeT npakTUYECKUN OTIBIT
BEPOSITHOCTEN, MATEMaTUUECKOM pa3paboTKHU U peanu3aius
CTATUCTUKM M CIyYalHBIX MaTEeMaTHYECKUX MOJIEIIeH B
MPOIIECCOB, YHCIICHHBIX METOOB, poheCcCHOHATBHOMN
TEOPETUUECKON MEXaHHUKH B JIEATSIIbHOCTH
npohecCHOHANBHON
JICATSIIbHOCTH
OIIK-4. Crioco0eH HaxXOauTh, OIIK-4.1. 3HaeTr 0a30BbIE OCHOBBI

AHAJIN3UPOBATDH, PCAJIM30BbIBATH
MpOrpaMMHO U MCIOJb30BAaTh Ha
IMPAKTUKE MaTEMATUYCCKUEC
AJITOPUTMBI, B TOM YHUCJIE C
MPUMCHCHUCM COBPEMCHHBIX
BBIYHCIUTCIIBHBIX CHCTEM

COBPEMEHHOI'0 MaTeMaTu4ecKoro
anmapara, CBI3aHHOTO C
MPOEKTHPOBAHUEM, Pa3pabOTKOM,
peanu3anmeii 1 OlleHKOW KadyecTBa
MPOTPaMMHBIX MTPOAYKTOB
IIpOrpaMMHBIX KOMITJIEKCOB B
Pa3IMYHBIX 00JIACTSIX
YeJI0BEYECKOU e TeIbHOCTH
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OIIK-4.2.

YMeeT ucnosb30BaTh 3TOT
MaTeMaTUYeCKUH ammapar B
poheCcCUOHATBHOMN
JISSATEIILHOCTH

OIIK-4.3.

NmeeT mpakTHUEeCKUNA OMBIT
MIPUMEHEHUS] COBPEMEHHOTO
MaTeMaTUYeCKOro anmnapara,
CBSI3aHHOTO C MPOEKTUPOBAHUEM,
pa3paboTKOM, pearn3amueii u
OIIEHKOW Ka4ecTBa MPOTPaMMHBIX
MPOJIYKTOB U MPOTPAMMHBIX
KOMIUIEKCOB B PA3JINIHBIX
00macTsx 4enoBedecKon
JIEATETLHOCTH

OIIK-6.

CrnocoOeH pa3pabaThiBaTh
QJITOPUTMBI i KOMITBIOTEPHBIC
[POrPaMMbI, IPUTOIHBIC IS
IMMPAKTHYCCKOT0 IPUMCHCHHNA

OIIK-6.1.

3HaeT aJropuTMBI pa3paboTKHy,
KOMITBIOTEPHBIE ITPOTPAMMBI, a
TaKOKe aJrOPUTMBI
BBIYUCITUTEIBHON MaTEeMaTHKH B
obnactu mpodeccuoHATBHOMN
JIeSITeIILHOCTH

OIIK-6.2.

YmMeeT pa3pabaThiBaTh
MAaTeMaTU4YCCKHUEC NPOrpaMMHBIC
HPOIYKTHI H KOMIUIEKCHI C
UCIIOJIb30BAaHUEM COBPEMEHHBIX
TEXHOJIOTH IIPOrpaMMHUPOBAHHUS
B 001acTy IpodheCCHOHATBHOM
JIeSITeIILHOCTH

OIIK-6.3.

NMeer mpakTUYECKUN ONBIT
pa3pabOTKH MHTEIUICKTYaIbHBIX
WH(POPMAITUOHHBIX CHCTEM JUIS
BU3yaJM3alliy Pe3yIbTaTOB
UCCIIeIOBaHUH B 001aCTH
npodecCHOHANTBEHON
JISSITeTIbHOCTH

IK-3.

CriocobeH MpUMEHSITh METO/IbI
MaTeMaTHYECKOTO 1
AIITOPUTMUYECKOTO
MOJICITUPOBAHHUS JUIsl PELICHUS
KaK TEOPETUYECKUX, TaK
HPAKTHYECKUX 33/1a4 B PaMKax
poecCHOHATBHON
JIeSITeIbHOCTH

IK-3.1.

3HaeT OCHOBHBIE METOBI
MaTEMaTHYECKOI0 U
NTOPUTMUYECKOTO
MOJICITUPOBAHUS, & TAKIKE HX
HpI/IMeHeHI/Ie JJIA peIHeHI/ISI
TEOPETUYCCKUX U MPUKIIATHBIX
3amau

[K-3.2.

YmMmeer MMPUMCHATH METOAbI
MaAaTEMAaTHYCCKOT'O U
AJITOPUTMHUYICCKOTO
MOACIIUPOBAHUS AJId aHAJIU3a U
peUICHUA pa3/IMYHbIX 3a1a4 B
00J1aCTH MAaTEMATHKH U
KOMIIbIOTCPHBIX HAYK

IK-3.3.

HMMeeT onbIT UCITOIB30BaHMS
METOA0B MAaTEMATHYCCKOI'O U
AJITOPUTMHUYICCKOTO
MOACIIUPOBAHUS IPHU PCIICHUN
TEOPECTUUYCCKUX U IMMPUKITATHBIX
3aJa4 B HpO(bCCCHOHaHBHOﬁ
JCATCIIBHOCTHU

DNEeKTPOHHBIA JOKYMEHT




3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaunmeHnoBanue Ounas popma
pasneia AMCUUILIMHBI KonTakTHas padora T}( y
(Moys1) Texcuun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Beenenne B SRE 7 7 32 Ketic
2 CoBpeMEeHHbIE 7 7 32 Keiic
nHCTpyMeHThl SRE
3 MOHUTOPUHT 7 7 33 Ketic,
Komnokusym
4 IIpoekt 7 7 33 IIpoekt
3auem c oueHkoi 4
Hmozo: 28 28 4 130
O6vem oucyuniunst (Mooys) 190
(6 ax. u.)
O6vem Oucyuniunvt (MoOyas) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIs)
Nenr/m HaumenoBanue pazjeJia Coaep:xanue TUCHUILNIMHBI (MOAYJIS1) IO TeMaM
AUCHUNJIUHBI (MOYJIs1)
1 Beenenune B SRE Beenenue B SRE: ponu, mporneccst, SLO/SLI/Error Budget.
Kubernetes: 6a3oBbie pacmmpenus u ceteBoit goctyn (CRD, Ingress).
Jemuoii TectoBoro mpuioxkenusi B Kubernetes u opranm3zanms on-call.
2 CoBpeMeHHbIE HHCTPYMEHTBI Mertpuku: coop u xpanenue ¢ Prometheus. Jloru: cOop u ananus ¢
SRE Kibana (ELK/OpenSearch). O6cepsabunutu Kubernetes: meTpuku,

JIOTH, COOBITHS, 0a30BbIE MIPAKTUKHU. [IpOEKTHPOBAHIE METPHK
npwioxkenus u SLI o best practices. Busyanu3zanus: Grafana,
nambopap! ¥ manenu SLO.

3 MonwuTtopuHT AnepTuHr: paBwiia, Mapupytusamus, Alertmanager, runbooks.
Crpareruu nemos: rolling, blue/green, canary, nporpeccuBHas
BbIlada. banancupoBka Harpy3ku u ycroiunBocTs (L4/L7, obmme
nonxojsl). Troubleshooting: Kubernetes, mpunoxxenus u Kafka;
pa3bop MHIIKUJICHTOB.

4 ITpoekr IIpoexT: mocranoBka, qu3aitH u wiad SRE. [IpoekT: peannzanus u
uHTerpanys. IIpoekT: uchbpITaHus U 3aLIUTA.
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyqeHT B Te4eHHE BCEro Inepuoja OOydYeHHs IOJydaeT WHAWBUAYAIbHBIN
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 JI000i TOUYKH, TJe €CTh MOJKII0UeHne K cetu VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHnognas numepamypa:

1. Site Reliability Engineering. HagexHocTs 1 6e30TKa3HOCTh Kak B Google : MpakTHYecKoe
pykoBoxctBo / b. beitep, K. Ixoync, Ix. Ileropd, H. P. Mépdu. - Canxt-IletepOypr : [Tutep,
2019. - 592 c. - (Cepus «becrcemnepst O’Reilly»). - ISBN 978-5-4461-0976-0. - Tekcr :
anexktpoHHbId. - URL: https://znanium.ru/catalog/product/2139467.

2. Site Reliability Workbook: mpaktuueckoe mpuMeHEHHE : HAYYHO-TIOMYJISIPHOE H31aHue /
coct. b. beiiep, H. P. Mépdu, JI. Pensun [u np.]. - Cankr-IletepOypr : [Tutep, 2021. - 544 c. -
(Cepus «bectcemnepsr O’Reilly»). - ISBN 978-5-4461-1087-2. - Tekcr : anekrponHsbii. - URL:
https://znanium.com/catalog/product/1733732.

3. Pozenrans, K. Xaoc-unxuHupunr. PeBomtonust B pa3paboTKe YCTOHYHMBBIX CHUCTEM :
npaktudeckoe pykoBoactso / K. Pozenrans, H. [Ixonc ; niep. ¢ anrin. B. C. fluenkosa. - Mocksa
: JIMK TIlIpecc, 2021. - 284 c. - ISBN 978-5-97060-796-1. - Tekcrt : amekTpoHHbii. - URL:
https://znanium.com/catalog/product/2109480.

4. TuBotto, XK. 3anmyckaem Prometheus. MoHUTOpHHT HHPPACTPYKTYPHI U TIPHIIOKECHUH :
npaktudeckoe pykoBojactBo / K. IIuBotro, b. Bpasun ; nep. ¢ anrn. A. H. KuceneBa. — Mocksa :
Books.kz, 2023. - 394 c. — ISBN 978-6-01810-341-4. - Tekcr : anekrponnsii. - URL:
https://znanium.ru/catalog/product/2205125.

Hononnumenvnan r1umepamypa:
1. Ceiconerun E. I'. Pa3paboTka MHTEpHET-NpUIIOKEHUN : yuyeOHUK A By3oB / E. I'.

Ceiconerun, C. JI. PoctyHues ; nox nayunoin penakuueit JI. I'. JlopocuHckoro. — Mocksa :
NznatenberBo KOpaiit, 2025. — 80 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17124-2.
— Teker : osnextpoHHbii // OOpa3oBarenpHas miatgopma IOpaiitr [caifitr]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3paborku B asp. Net web forms : y4eOnuk amst By3os / C. T. 'ynsiea, B. B.
Muponos, H. O. Korenuna, W. U. JlaBpem. — Mocksa : U3narensctBo FOpaiit, 2025. — 134 c.
— (Boicmiee obOpazoBanue). — ISBN 978-5-534-19885-0. — Tekct : 31eKTpOHHBIA //
O6pasoBarenbHas iatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.

3. Bexen, /1. bezonacubiii DevOps. D¢ ¢dexkTuBHas SKCIUTyaTalusi CUCTEM : MPAKTHUECKOe
pykoBoactBo / JI. Bexen. - Cankrt-IletepOypr : Ilutep, 2020. - 432 c. - (Cepus «Jlusa
npodeccuonanony). - ISBN 978-5-4461-1336-1. - Tekcr : onekrponHsii. - URL:
https://znanium.com/catalog/product/1756107TTonyskToBa H. P. Pa3paboTka BeO-MpHIOKEHUIA :
yuebHuk 1iis By30B / H. P. ITonyskToBa. — 2-e u3n. — Mocksa : M3aarensctBo HOpaiit, 2025. —
204 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-18645-1. — TekcT : 31eKTpOHHBIH //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567610.

4. Ty3oBckuit A. @. IlpoekTupoBanue u pa3zpaboTka web-IpUIOKEeHUN @ yUeOHUK s
By30B / A. @. Ty3oBckuii. — Mocksa : M3garensctBo FOpaiit, 2025. — 219 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-534-16300-1. — Texkct : amekTpoHHBIN // OOpa3zoBareibHAs
miatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/561176.
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6. MartepuajbHO-TeXHHYeCKOe o0ecrevyeHne

VYHuBepcuTeT pacrnojaraeT MaTepUalbHO-TEXHUYECKOM  0a30i, COOTBETCTBYIOLIEH
JEHCTBYIOIMM ITPOTUBOIIOKAPHBIM IPaBUJIaM U HOPMaM U oOecreurBaroleil MpoBeieHUE BCeX
BUJIOB JIMCUUIUIMHAPDHOW W MEXIUCUUIUIMHAPHOW ITOATOTOBKH, HIPAKTHUYECKOM M HAy4HO-
UCCIIEI0BATEIbCKON PabOT 00yJaroIUXCsl, IPEAYCMOTPEHHBIX YUEOHBIM IIIIAHOM.

[Tomernienust, KOTOPBIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH IJIsl TPOBEACHUS 3aHATHHA
JEKIMOHHOTO THUIA, 3aHATUH CEMMHApCKOro (IPakTUYEeCKOro) THIIA, TIPYNIOBBIX U
MHAMBUAYAJIbHBIX KOHCYJIbTALMN, TEKYIIIETO KOHTPOJISI U IPOMEKYTOUHOM aTTECTAallM, a TaKkKe
IIOMEIIEHUS I CAMOCTOATENIbHOM paObOoThl U MOMEIIEHUS I XPaHEHUs U NTPO(UITAKTUYECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IloMemeHuss yKoOMIIJIeKTOBaHbI CIIEHUAIN3UPOBAHHON
MeOeNnbl0 U TEXHUYECKHMMHU CPEICTBAMHM OOyUYEHMsI, CIyXKAallUMH Ui MPEACTaBICHUs y4eOHOH
uHpopManuu O0JIBIION ayTUTOPHH.

N3yueHue qucuuIuIMHbL (MOAYIs) o0ecreunBaeTcs B y4eOHbIX ayIMTOPHX, OCHAILICHHBIX:

— CTOJIaMHU U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOW;

— MEXaHWYECKUMH KaJIbKYJISTOpaMH;

— CIEUMAIU3UPOBAHHBIM 000PYI0BaHUEM, BKIIIOUAs JEMOHCTPALMOHHOE 000pYy10BaHUE.

[TomerieHus 1711 CaMOCTOATENBHOM paboThl 00yUarOIINXCsl, B TOM YUCIIE IPUCIIOCOOICHHBIE
JUISL MCTIOJIb30BaHUSI MHBAJIMJAMH M JIMLIAMU C OTPAaHUYEHHBIMH BO3MOYKHOCTSMH 30POBbS,
OCHAIIIEHbl KOMIIbIOTEPHON TEXHHMKON C BO3MOYKHOCTBIO HOJKIIOUEHHs K ceTH «MHTepHeT» u
o0ecrieueHHEM  JIOCTylla B 3JEKTPOHHYI0  HH(OpMAaNMOHHO-00pa30BaTENbHYIO  Cperly
YHuBepcurera.

OOyyaromMMcsl IpeNoCTaBIIAETCA JOCTYN (B TOM 4YHCIE YyAaJ€HHBI) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHUCIIe AJIEKTPOHHBIM OHOJMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM Npo(ecCHOHaIbHBIM 0a3zaM
JTAHHBIX U UH(OPMALIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHnoBanue moprasia Ccblaka
(u31aHus, Kypca, IOKYMEHTA)
1. Hayunas snextponnas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OuOIMoTEKA
2. | baza mannseix g I T-crienuaancTos https://habr.com
3. | Baza mannseix ScienceDirect https://www.sciencedirect.com
4. | OdurnmaneHeIi calT MUHHCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BEICIIIETO 0Opa3oBanus Poccuiickoit deneparuun

5. | ®enepanbhsiii moprai «Poccuiickoe oopasosanue" | https://www.edu.ru/

6. | Mudopmanmonnas cucrema "Exannoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTeNbHBIM pecypcam"

7. Enunast komekius 1udpoBeix 00pa3oBaTebHbIX http://school-collection.edu.ru/
pecypcoB

8. | denepanpHbIi HeHTP HHPOPMALIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr MHOPMALIMOHHBIX TEXHOJOTHM, HCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa30BaTeNLHOTO MpoIiecca 10 TUCIUIIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3HOHHOTO
IPOrpaMMHOT0  OOecreyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMALMOHHBIE CIIPABOYHBIE CHCTEMBI:

HaunmenoBanue 110 IIpousBoacTBO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe

OnepanuoHHbIe CUCTEMBbI:

Microsoft Imagine (Windows Client, Server) [ sapy6exsoe | nuuensuonnoe
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BpaysepsI:

SIunexc.Bpaysep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsIeMoe
Google Chrome 3apy0exKHOE CcBOOOJTHO PACIIPOCTPAHSIEMOE
Od¢ucHble NpUIOKEHNS:

Microsoft Imagine (Visio, OneNote) 3apyOexHOoe JMIEH3UOHHOE

TeXstudio 3apyOexkHOE CBOOOIHO pacIpOCTpaHsIeMOe
Adobe Acrobat Reader 3apy0eIKHOE CcBOOOJTHO PACIIPOCTPAHIEMOE
IporpamMmHoe oGecneveHue 15l IVIAHMPOBAHHUS M YY€TA BPEMEHM:

Toggle app | sapyGesxuoe | cBOGOIHO pacIpocTpaHseMoe
CucTeMbl YHpaBJIeHHsI MPOEKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nmuuensnonHoe

CucTeMbl ynpaBJjieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxHoe | nuueHsnonHOE

Cucrtemsbl peseppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | 3apy6erxHoe | nurensnonHOE
CnpaBoYHO-NIPABOBbIE CHCTEMbI:

KoncynpranTILiroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE JIMIICH3HOHHOE

cucTeMa

CpencTBa AHTHBMPYCHO# 3aIUTHI:

Kaspersky Endpoint Security mis 6usneca OTEYECTBEHHOE JIHLIEH3HOHHOE

Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe cBOOOJTHO PACIPOCTPAHIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOIHO paCIpPOCTPaHsIEMOe
Anaconda 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Robotic Operating System 3apy0eKHOE CcBOOOJIHO PACIIPOCTPAHIEMOE
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACIIPOCTPAHIEMOE
IlakeTbl IPOrpaMMHBIX CPEeACTB M OMOJINOTEK:

AutoPsy 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Interactive Disassembler (IDA) 3apy0OexHOe cBOOOJIHO pacrpocTpaHsIeMoe
Cucrtembl ynpapjeHusi onéanorpaguyeckoii HHGopmManueii:

Zotero | 3apy6exHoe | cBOGOIHO pactpocTpaHseMoe
CepBHCHI B CITYKOBI:

Bind 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOIHO PaCIPOCTPaHAECMOE

7. MeToauuyecKHe 1 OlleHOYHbIE MaTepHuaJbl
MeToanuyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B nmpouecce wusyuenuss nucuuruimHbl (Monyinsi) «SRE  (OOGecnedeHne Haa&KHOCTH
OPUJIOKEHUH)» B paMKax TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH HCIIONB3YIOTCSI TaKUe BHIIbI
yueOHOI paloThl, KaK JIEKIUN, CEMUHAPBI, KEHMBI, KOJJIOKBUYM, MPOEKT, a TaKXKe pa3IMyHbIe
BUJIBI CAMOCTOSATENIBHOM pabOThl 00YUYaIOLIMXCS MO 33/1aHUIO0 MIPETIo1aBaTells, HalpaBJIeHHbIE Ha
pa3BUTHE HAaBBIKOB HpO(beCCI/IOHaIILHOI\/’I JICKCUKH, 3aKpCILICHUEC MPAKTUYCCKUX
npodeCCHOHATBLHBIX KOMIIETEHIIHHA, TOOIPEHNE HHUIUATHB.

Jlekyuss — cUCTEMAaTHYECKO€, IMOCIEOBAaTEIbHOE, MOHOJOTHYECKOE H3JIOKECHHUE
npernojiaBaTesaeM yueOHOro Marepuana, Kak IpaBuio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpPaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEW, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXKHBIC MBICIIH,
KJIIOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI HJIM MaTepUaNbl, KOTOpBIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMNBITATbCS HAMTH OTBETHI B PEKOMEHJOBaHHOM nuteparype. Ecnu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT c(opMyiIupoBaTh BONPOC W 337aTh €ro
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MPernoAaBaTesNio Ha KOHCYJIbTAllUK WM BO BPEMsI CEMUHAPCKOTO (ITPAKTHYECKOI0) 3aHATHSI.

Yyacmue 6 cemunape (ayoumopmuas paboma) — akTuBHas paboTa CTyJI€HTa Ha CEMUHApE,
€r0 OTBETHI Ha BOIIPOCHI MTPETIOIaBaTelNsl M YIaCTHE B JUCKYCCHH.

JIJis yCTIeHOTO y4acTHsl B CEMHHAPE CTYACHTaM PEKOMEHIYETCs 3apaHee 03HAKOMUTHCS C
TEMON OOCYXKICHHUS, POYUTATh HEOOXOJMMBIC MaTepHaibl U MOJATOTOBUTH BOMPOCHL. BaxkHO
AKTHUBHO CJIYIIaTh M BOBJICKATHCS B IUCKYCCHUIO, BHICKA3bIBasi CBOM MHEHHS M apTyMEHTUPYS HX.
[lpu oTBeTax Ha BOIPOCHI MPEMOJNABATENS CTOUT OBITH YBEPCHHBIM, YETKHM M JIOTUYHBIM,
OMHPAsCh HA U3YYCHHBIN MaTepuall. Takxke MOJIe3HO MOICPKUBATH IUATIOT C OJJHOKYPCHUKAMH,
4TOOBI 000raTUTh OOCYKICHHUE M PACITUPUTH CBOW 3HAHMSI.

Keiic — mpakTtuueckass paboTa CTYyJEHTOB HaJl pPEATbHBIMH WM CMOJEIMPOBAHHBIMU
3aJ]Ja4aMH, 4TO MO3BOJISET CTYACHTY IPUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTHKE.

CTyneHT caMOCTOSITENILHO pa3padaThIBAeT CTPATETUIO PEILICHNUS IIOCTABICHHON 3aJa4u, YTO
CHOCOOCTBYET Pa3BUTHIO HABBIKOB KPUTHYECKOI'O MBIIUICHUS U CaMOCTOSATEIBHOTO NPHHATUSA
pemenuid. Takoil MoAX0X HOMOraeT NOArOTOBUThH OyIYIIUX CHELMAIUCTOB K peaJIbHBIM BbI30BAM
B UX IPO(eCcCUOHATBHOMN IeSTETbHOCTH.

KOJZ]ZOKSZ/[)/M — YCTHBIC OTBCTHI Ha BOIIPOCHI, CHMCOK KOTOPBIX M3BECTCH CTYICHTY 3apaHcce.

B nponecce MmoArOTOBKU K KOJUIOKBUYMY H606XO,Z[I/IMO IMpOaHAJIU3UPOBATDH y‘le6HHe
MaTcpHralibl, O3HAKOMUBIINCH C JICKLIUAMU, y‘IC6HI/IKaMI/I n JOINOJHUTCIBHBIMHU HMCTOYHHMKaMMH,
AKICHTHUPYSA BHUMAHUC HA KIHOYCBBIX TEMax. PCKOMGH,I[yeTCH CO34aThb CTPYKTYPUPOBAHHLIC
KOHCIICKTBI, BBLACIASA OCHOBHBIC HICHU, TCPMUHBI 1 (1)OpMYJII)I.

IIpoexm — uccrnenoBarenbckas paboTa 1Mo Kypcey U Mpe3eHTalus pe3ylbTaToB.

Jnst ycnemHoW MOATOTOBKM K MPOEKTY: YETKO OINpEeAeNIUTE eI M 3aJa4d MPOEKTa,
pacrpefiennuTe pOad U OOS3aHHOCTM MEXAY YYaCTHUKAMM, a TaKKe YCTAaHOBHUTE CPOKHU
BBITIOJTHEHMS KAKIOW 9acTH paboThI. PerynspHo mpoBoAnUTE BCTpEUH AT OOCYXKACHHS ITporpecca
Y PEIIeHHs] BO3HUKAIOLIUX BOIPOCOB.

Camocmosmenvruas paboma — paboTa CTYJEHTOB, HAIpaBlieHHass Ha YIIyOJIEHHOE
M3YYEHHE OTJIENbHBIX TEM U BOMPOCOB YUYEOHON AUCIMILTUHBI (MOTYIs).

B miporiecce caMocTosITeNbHOM PabOThI CTYIEHTHI B3aUMOCHCTBYIOT C PEKOMEHIOBAaHHBIMHU
MaTepuaiaMH MPu MUHUMAIILHOM yYacTHH MpenoiaBatess. 3aauu CTyJeHTa BKIIOYA0T padoTy
C KOHCTIIEKTaMH JIeKIIUi (00paboTka TeKCcTa), MOBTOPHOE U3yUeHNE YUeOHBIX MAaTEPHUATIOB, TUTAHOB
U TE3UCOB OTBETOB, U3YUEHHUE JOMOIHUTEIBHBIX TeM, BHIMOJIHEHHE YUeOHO-UCCIIEeI0BATENbCKUX
3aJJaHUI U IPYTOE.

Cucrema oneHUBaHHA Pe3yJIbTATOB 00y4YeHHS MO0 JUCHHUILIHHE (MOAYJIIO)

Kputepun nosy4yeHusi ypoBHS M OLEHNBAHUS C(POPMUPOBAHHOCTH KOMIETEHIHI M0
aucuuinae (MoayJo) «<SRE (Ob6ecneuenue HAIEKHOCTH MPHUJIOKEH U )»

OueHuBaHue ypoBHS Yy4€OHBIX JOCTH)KEHUH, OOy4aromMXcs MO JUCHUIUIMHE (MOIYIIO),
OCYIIECTBIISIETCS B BUE TEKYIIETO KOHTPOIISl yCIIEBAEMOCTH U IMTPOMEXKYTOUYHOHN aTTeCTaIUH.

IIpome:xxyTouHasi arrecTaumsi 1O JUCIUIUIMHE (MOJIYJIIO) OCYIIECTBISETCS B (dopme
3auema ¢ OWEHKOU, TPU STOM TPOBOJIUTCS OIICHKA KOMIETCHIMHA, CHOPMHUPOBAHHBIX TIO
JUCITUITIIINHE.

Jlnst omeHWBaHMS TEKYIIETO KOHTPOJS YCIEBAEMOCTH M TMPOMEKYTOYHON AaTTecTaruu
UCTIONB3YETCS IeCATUOAIUIbHAS IIKaJla OLEHUBAHUS, KOTOPask COOTHOCHUTCS C TPaTUIIMOHHON
nATHOATUTPHON MITKAJION CIIEAYIOIINM 00pa3oMm:
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

10

OTiInyHO

3auTeHo

9

OTiInyHO

3auTeHo

8

OT1anaHO

3aureHo

CTyZIeHT MOJIHOCTBIO BJaaeeT 3HAHUSAMH,
W3J0KEHHBIMH B paloueil mporpamme, u
rTyOOKO — OCMBICTISIET On
JIOTUYECKH

JUCIIUTUTHAHY.
CaMOCTOSITEIIBHO "
MOCJIEIOBATEIHHO OTBEYAET HAa BCE BOIPOCHI,
aKIEHTUPYs BHMMaHWe Ha  HauOolee
Ba)KHOM. Ymeer aHaJIN3UPOBATh,
CpaBHHBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETHU3UPOBATh W CHCTEMATH3HPOBAThH
W3YYEHHbIH MaTepual, BBIICISS KIFOUCBBIC
MOMEHTBI W  YCTAQHABIWBAas MPUYNHHO-
ClleICTBEHHbIC CBsi3H. YeTko (opmymupyer
OTBETHI,

YBEPEHHO HWHTEPIPETUPYET

IpYyrux
HCCJIEJOBAHNMN, a TaKXE pEIIaeT CIOKHBIE
c

pe3ynbTaThl aHaJIN30B u

3agaud. CTyIEHT XOpOIIO 3HAKOM
METOJaMH HCCIIEIOBAHUSA, HEOOXOIMMBIMU
JUTS. TIPAKTUYCCKOU JCATSIBHOCTH, U yMEEeT
CBSI3BIBATH TEOPETUUCCKUC ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) C TPAaKTHYECKUMHU

3aJadyaMu.

Xopomo

3auTeHo

Xopomo

3auTeHo

CryneHT oOnamaeT 3HAHUSAMHU MpeaMeTa

MOYTH B TIOJHOM o0beMe pabodeid

MPOrPaMMBbI U CAMOCTOSTEIILHO, JIOTHYSCKH
MOCJIEI0BATEIILHO U BCECTOPOHHE OTBEYACT
Ha BCE BOMPOCHI, aKI[CHTUPYST BHUMaHUE Ha
HauOoJiee 3HaYMMbIX MOMeHTaX. OH ymeer
aHAITU3UPOBATH, CPaBHUBATH,
KJIACCU(UIIMPOBATD, 0000111aTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3MPOBATH
BBIIEIAI  €r0

W3y4YeHHBIH  MaTepuad,

KIIIOYCBBIC ACIICKTHI n yCTaHaBJIMBast

MPUYUHHO-CIIEJICTBEHHBIE CBSA3H.
@opMyIHpyeT CBOM OTBETHI, YBEPEHHO
MHTEPIPETUPYET pe3yibTaThl aHAIU30B H
JIIPYTHX MCCIENOBAaHUI, a TaKXKe pelacT
CJIOXKHBIE CUTyallMOHHBIE 3a7adu. CTyIeHT
3HAKOM c

XOpOIIOo METOAaMH

HUCCICA0BaHMs, H€O6XOI[I/IMI>IMI/I JUISL

HpaKTI/I‘ICCKOfI ACATCIIBHOCTH, W YMECT

CBA3bIBATb TCOPECTUICCKUC ACIICKThI

nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH TIPU CAMOCTOSITEIHHBIX OTBETAX
1 UCIIOJIb3yeT HeTOUHbIe (hOpMyIUpoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIINOKH,
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)

Kacaloumecs CyTd BompocoB. CTyaeHT
CIIOCOOCH pelaTh TOJBKO CaMble MPOCTHIC
33744l M BaAeeT JHIIb MHUHUMAIbHBIM
HabOpPOM METOJIOB MCCIIC/IOBAHMSI.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
He cnaun He 3auTenO MHUHHAMYMOM 3HAHWUM 110 npeaMeTy M HE
1 He can He 3aureno | MOXET OTBETUTH Ha BONPOCHI, JAXE €CJIH

mnmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIIIIE BOTIPOCHI.

Hucnurmuna (Moayns) «SRE (OGecnieyeHne HanE€KHOCTH TMPUIIOKECHHM )» OIEHUBACTCS
CIEeIYIOIUM 00pa3oMm:

AKTHBHOCTH Bec |KoauuectBoO Onucanue

Ketic 40% 4 [IpakTrueckas paboTa CTYIEHTOB HaJl peaTbHBIMHU U
CMOJC/IMPOBAHHBIMHU 3aJavdaMU, YTO IMO3BOJIACT CTYACHTY
NPUMEHSTH TEOPETUUECKHE 3HAHHS HA TIPAKTHKE

Kommoxsruym 30% 1 YcTHBIE OTBETHI Ha BOIIPOCHI, CITUCOK KOTOPBIX M3BECTECH
CTYJICHTY 3apaHee.

IIpoekT 30% 1 3ammTa HTOrOBOTO IIPOCKTa

®opmyJia pacyéTa HTOroBoi oueHkN no gucuumnanue (moay ) «SRE (Obecneuenue
HaAEKHOCTH npuiIokeHuii)»: «0,4 x cpennee 3a kericel + 0,3 X komutokBuyM + 0,3 X IpoeKT».

Texkyumii KOHTPOJIb ycreBAeMOCTH 00y4aKOIIUXCs M0 JAUCHUIIIHHE (MOAYJII0)
IIpumepHbIe 3a1aHUA KEHCOB
Beenenne B SRE

1. Onpenenenne poaeii B SRE: B xomanne pa3paOoTKu NpHIOKEHUS A OHJIAMH-
MmarasuHa BBenute poiau SRE-umxenepa, DevOps-unxenepa u pazpadborunka. Onummure, Kak 3Tu
pOJM B3aUMOJICMCTBYIOT B IIpolecce oOecreueHus HaA&KHOCTH, U TpeUIoKHUTe IUIaH
pacripeiesieHust 00s3aHHOCTEH JyIst 00pabOTKH MHITHICHTOB.

2. YcranoBka SLO u Error Budget: [[na cepsuca goctaBku ensl onpeaenure SLO mo
noctyrnHocTH (99,9%), SLI (Bpems otkimka API) u Error Budget (0,1% downtime). Paccuunraiite
JIOITyCTUMOE BpeMsl IPOCTOs 3a MecAll U o0bicHuTe, Kak Error Budget Bnusier Ha npunsTHe
peleHuii 0 penun3ax.

3. PaGora ¢ CRD B Kubernetes: Coznaiite co6ctBenHoe Custom Resource Definition
(CRD) mns ympaBnenusi koHpurypanusimu mukpocepBrcoB B Kubernetes. Paspepuute ero B
KJIaCTEpE U IIPOJEMOHCTPUPYITE, KAK OHO HHTETPUPYETCS ¢ KOHTPOJUIEpPAMU /171l aBTOMAaTU3alluu
MacIITaOMpOBaHUSI.

4. Hactpoiika Ingress 175 cereBoro aocryna: B Kubernetes-kinacrepe Hactpoiite Ingress
st BeO-npuiioxkenus ¢ noanepxkkoir HTTPS, mapupytuzanueit Tpaguka Ha OCHOBE MyTed U
6a3o0Boil ayrenTudukanueit. [IporecTupyiite AOCTYIHOCTh NPHUIOXKEHHUS W3BHE M 00pabOTKY
omn6ok 404/500.

5. Jlenioii TeCTOBOro MpuiIoKeHusi U opranu3amnus on-call: Pazsepuute npocroe Beo-
npuwioxenue (Hanpumep, Ha Oa3ze Nginx) B Kubernetes ¢ umcnonp3zoBanmem Helm-uaprtos.
Opranusyiite potanuio on-call qexxypcTB JUIst KOMaHABI U3 3 YeloBeK, BKJIIOYasl paclucaHue u
MpOLEAYPHI ICKANALNK HHIUICHTOB B Hepabouee BpeMs.
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CoBpeMeHHble HHCTPYMeHTHI SRE

1. Coop merpuk ¢ Prometheus: Ycranosure Prometheus B Kubernetes-kiactepe u
HacTpoiTe coop MeTpuk ¢ npmioxeHui (Hanpumep, CPU, mamsats, HTTP-3anpocsr). Co3naiite
IpaBUJIa ISl arperayy JaHHBIX M SKCTIOPTUPYHTE UX B XPAHIIIUINE JUIS TOCIEAYIOIIEro aHAIN3a.

2. Ananu3s jgoroB ¢ Kibana: Unrterpupyiite ELK-ctek (Elasticsearch, Logstash, Kibana)
1t coopa storoB u3 Kubernetes-niogos. Hactpoiite nam6opa B Kibana st punbrpanum u norcka
OIIMOOK B JIOTax MPUIIOKEHHUSI, BKIIIOYas BU3YyaIH3aI[HI0 TPEHIOB 10 BPEMEHHU.

3. OocepBadouiutu Kubernetes: B kiacrepe Kubernetes HacTpoliTe MOHUTOPUHT METPUK
(c Prometheus), noros (¢ Fluentd) u co6siTuii (¢ Kubernetes API). Co3naliTe 6a30ByI0 MpakTHKY
JUISl aBTOMATHUYECKOTO OTIOBEIEHUS MPH MPEBBIIICHUH ITOPOTOB 110 MCIIOJIB30BAHUIO PECYPCOB.

4. TIpoexTupoBanue MeTpuk u SLI: J[nsa API-cepBuca cnpoektupyiite merpuku (latency,
error rate, throughput) u coorBerctByronme SLI mo best practices (RED/USE merononorun).
OObsicHUTEe, KaK 3TH METPUKHU IOMOTYT B OILICHKE HaA&KHOCTH U MPEUIOKHUTE CIHOCOOBI HX
U3MEpEHUsl.

5. Bm3yanuszanuss ¢ Grafana: Coszpaiite gam6opan B Grafana, moakmoOy€HHBIR K
Prometheus, ¢ manenssmu g SLO (moctymHOCTS, latency) u 1mosb30BaTeIbCKUMU METPHUKAMH.
JloGaBbTe anmepThl Ha OCHOBE IMOPOrOB W MPOAEMOHCTPUPYHTE, Kak HamoOop] MOMOraeT B
MOHHUTOPHHTE COCTOSIHHSI CUCTEMBI.

MoHuTOpPUHT

1. Hacrpoiika asepTunra c Alertmanager: B Prometheus HacTpoiiTe npaBuia anepruara
JUI  KpPUTMYECKUX MeTpUK (Hampumep, downtime cepBHca) W MapIIpyTH3alMIO dYepe3
Alertmanager nHa Slack/email. Co3pmaiite runbook ¢ maramMu TO YCTpPAaHEHHIO THUITUMYHOTO
MHIIMJIEHTa, TaKoro Kak neperpyska CPU.

2. Peanm3zauus crparerun rolling deployment: B Kubernetes peammsyiite rolling
deployment anst oOHOBIIEHUS Bepcuu mpuiioxeHus 6e3 downtime. OnummTe nporecc, BKIoYas
npoBepky health checks, n cmopenupyiite cuenapuii oTkata npu 0OHAPYKEHUU OLIHOOK.

3. Blue/Green u Canary deployment: Hactpoiite blue/green deployment i Be6-cepBuca
B Kubernetes, Bkitodas OasaHcHUpOBKY Tpaduka. 3areM TNepelanTe K canary-CTpaTeruu,
nocreneHHo Hampasiss 10% Tpaduka Ha HOBYIO BEpCHIO, M OIMUIIMTE KPUTEPUH JUIS TOJHOTO
NEPEKITIOYCHUSI.

4. BanaHcMpoBKa HAarpy3ku # ycroiluuBocth: Hacrtpoiite L7-0anancupoBuk
(mampumep, ¢ NGINX Ingress) nns pacnpeneneHus Tpaduka MEXIy MHKPOCEPBUCAMHU.
Peanu3yiite MexaHu3Mbl yCTOHYMBOCTH, Takue Kak circuit breaker u retry, ans o6pabotku cOoeB
B 3aBUCUMOCTSIX.

5. Troubleshooting unuuaenToB: B kimactepe Kubernetes ¢ mpunoxenuem u Kafka
pa3z0epure MHUMACHT: oTepst coodeHuii B Tonuke. Mcnons3yiire nncrpymentsl (kubectl, logs,
metrics) JUIsl TUarHOCTUKHU, ONpeAeNuTe root cause (Hampumep, KoOHUrypaunus retention) u
NPEUIOKUTE MEPHI 110 TIPEIOTBPAIICHHIO.

IIpumepHBbIe BOPOCHI 11 KOJJIOKBHYMA

1. Yro Ttaxoe SRE (Site Reliability Engineering) u KakoBbl OCHOBHBIE POJIM B ITOU
IUCIUAIIINHE?

2. OObsacHuTe KiroueBbie mpomecchl B SRE, Takme kak ympaBlieHHe WHIWICHTAMH U
MIOCTMOPTEMBI.

3. Yro Ttakoe SLO, SLI u Error Budget? IlpuBeaute mpumepbl MX TPUMEHCHHS B
IPaKTHKE.

4. Yto Ttakoe CRD (Custom Resource Definitions) B Kubernetes n xak onu pacmupsitot
(GYyHKIMOHAIBHOCTH Kiactepa?

5. Kak paboraet Ingress B Kubernetes mist yrpasienust cereBbiM qoctynoM? [IpuBenure
npuMep KOH(PUTypaluu.
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6. OnumuTe mpolecc Aerios TeCTOBOro npuioxeHus: B Kubernetes u opranuzanuio on-
call nexxypcrts.
7. Kaxkx Prometheus cobupaet u xpanut meTpuku? OObsICHUTE OCHOBHBIE KOMIIOHEHTBI €T0
APXUTEKTYPHI.
8. Uro takoe ELK-ctex m kak Kibana ucnomp3yercs mis ananmmsa joroB? Kak 3To
otHocutcs k OpenSearch?
9. Kakue Bumbsl oocepBabmimutu noctynHubl B Kubernetes (MeTpuku, JOTH, COOBITHS) U
Kakue 0a30BbIC MPAKTUKHA UX MOHUTOPUHTA?
10. Kak mpoektupoBarh MeTpuku mpuioxkenus U SLI mo best practices? IlpuBegure
MPUMEPBI XOPOIIUX U TUIOXHX METPUK.
11. Yro takoe SLO-nmanemu B Grafana u kak OHU IMOMOTAIOT B BU3YyaJIU3aIMH JTAHHBIX?
12. Onwumute npouecc co3mpanus namobopaoB B Grafana nns monutopunra Kubernetes-
KJ1acTepa.
13. Kak unrerpupoBats Prometheus ¢ Grafana ans moctpoeHusi KOMIUIEKCHBIX TAIIOOPI0B
o SLO?
14. Kakx paborator mnpaBmia aneptuHra B Prometheus u Mapmpyrusammsi depes
Alertmanager?
15. Yro Takoe runbook u kKak OH HCIIOIB3yeTCs B TIPOIIECCe 00PaOOTKH aepTOB?
16. CpaBuute crpateruu aemos: rolling, blue/green, canary u mporpeccuBHasi Bblgaya.
Korna xakyio BbIOpaTh?
17. OObscuute pasuuiyy mexny L4 u L7 6anancupoBKOi Harpy3ku U OOIIME MOIXOJbI K
00€CTIeUCHUI0 YCTOMYMBOCTH CUCTEMBI.
18. Kak mpoBoauth  troubleshooting B  Kubernetes? IlpuBenure  mnpumepsl
pacipoCTpaHEHHBIX MPOOJIEM U UX PELICHUM.
IIpumepHoOe onncaHue U KPUTEPUHU OLEHMBAHUS K MPOEKTY
Tema nmpoekrta: Pa3paboTka ¥ BHEApPEHHUE KOMIUIEKCHOTO PELIEHUS JUIsl pa3BEPThIBAHUS,
MOHHMTOPUHTAa W TOAJEPKKH HajaexkHoro mpuioxkeHuss B Kubernetes ¢ wucnompzoBanuem
nHcTpymMeHTOB SRE.
3agaum npoexra:
— VYcranoButh u Hactpouth Kubernetes-kimacrep ¢ HeoOxomumbeiMu CRD u Ingress-
KOHTPOJLIEPOM.
— Pa3BepHyTh TeCTOBOE MPUIIOKEHUE U 00ECTIEUUTh €Tr0 JOCTYIMHOCTh yepes3 Ingress.
— Hactpouts c6op meTpuk ¢ momotisio Prometheus n Busyanuzanuto B Grafana.
— Opranu3oBarh IEHTPATU30BaHHBINA COOp U aHAIM3 JIOTOB ¢ moMotibio Kibana.
— PaspaboraTh 1 BHEAPHUTH MpaBuia aneptos ¢ Alertmanager.
— HactpouTts 6anancupoBKy Harpy3Kku JJis 00€CTICUeHHsS] 0TKAa30yCTOMYHUBOCTH.
— IIpoBecTu TecTupoBaHHe U AUATHOCTUKY CHCTEMBI, onucaTh nporecc OnCall.
Kpurepun oneHuBaHus:
1. KoppekTHOCTh 1 N0JIHOTA pa3BepThiBaHus Kubernetes-pecypcos:
— IIpaBunbHas ycranoBka CRD u Ingress-konTposuiepa.
— YcneuHslil Aemon U T0CTYITHOCTD IPUIIOKEHHUS.
2. HacTpoiika MOHMTOPHHTA M BU3yaJIU3aLHM:
— Koppexrnsiit coop meTpuk Prometheus.
— Coznanne napopMaTuBHBIX gamoopaoB B Grafana.
— UentpanuzoBanuslii cOop u ananu3 joros B Kibana.
3. YnpasiieHue ajiepTaMu:
— Pa3paboTka pejeBaHTHBIX MPABUIT aJIEPTOB.
— Hacrpoiika Alertmanager u mpoBepka MoJy4eHus: yBeIOMICHUH.
4. O0ecneyeHue yCTOHYMBOCTH M 0AJAHCHPOBKA HATPY3KH:
— Hactpoiika u mpoBepka paboThl OaIaHCUPOBIITUKA HATPY3KH.
— Ourenka BIUSHUS OaJIaHCUPOBKHU HA OTKA30yCTOMYHUBOCTD.
5. Iuarnoctuxka u OnCall-npoueccni:
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— IlpoBeneHue TeCTUPOBAHUS U YCTPAHEHUE BBISBICHHBIX TPOOIIEM.

— Ommucanune nporecca OnCall u neiicTBuii pU HHIUIEHTAX.

6. JloOKyMeHTHPOBAHHOCTH U KA4eCTBO 0TYETA:

— Yerkoe onucaHue BHITIOJIHEHHBIX 111ar0B U Pe3yJIbTaTOB.
— Amnanu3 npo0sieM U IpeI0KEeHHbIE YITYUIICHUS.

— KauectBo opopmienus u nonHora oTuéTa.

3amanus AJ151 NPOMEKYTOUYHOM ATTeCTANUM 10 JUCHUILIMHE (MOTYJII0)

Ne n/m 3ananue OtBer Kommnerenuus
1 Ha3zoBute ocHOBHOM HHCTpYMEHT 15l cOOpa METPUK B Prometheus YK-1

SRE.

2 YKaXHTe THIT UCTOYHHUKA HH(POPMAITHH, KOTOPBIHA HoxymeHTanus YK-1
cuuTaeTcsl Haubosee peeBaHTHBIM U aHau3a best
practices SLO B Kubernetes.

3 HazoBute MeTo cuHTe3a AaHHBIX U3 MeTpUK Prometheus Arperanus YK-1
u jgoroB ELK mis troubleshooting mamuaenTa.

4 VYKaXuTe KONUYIECTBO OCHOBHBIX 3TAallOB B CUCTEMHOM 4 YK-1
MO/IXO0/I€ K aHAJIN3y MHIUICHTA C ITOTepeil TaHHBIX B
Kafka.

5 HazoBuTe HHCTpYMEHT [T BU3yallM3alliy JalIoopIoB Grafana OIIK-1
SLO B SRE.

6 YKa)XuTe MaTeMaTUYECKYH0 KOHLEIIUIO, IPUMEHIEMYIO Teopus OIIK-1
JUIs pacyeTa BeposTHOCTH npeBblieHust SLO. BEPOSITHOCTEM

7 Ha3oBute cratuctuyeckyro Mepy AJi1 OUEHKHU JUCIIEPCUU Hucnepcus OIIK-1
latency B meTpukax Prometheus.

8 YKa)XUT€ YUCIICHHBII METO/l, UCTIOJIb3YEMBIM [ Perpeccus OIIK-1
anmnpoKcuManuu TpeHaoB MeTpuk B Grafana.

9 HazoBure paszznen q1uCKpeTHOM MaTEMAaTHUKH, MaremaTtnueckas OIlK-4
MPUMEHSIEMBIH JIJISI TPOSKTHPOBAHUSI JIOTHYECKHUX MTPABUIT JIOTHKa
JICPTUHTA.

10 VYkaxuTe TUI ciydailHOTO Iporecca A Mmojenuposanus | IlyaccoHoBckui OIIK-4
Harpysku B Kubernetes. npoiiecc

11 Hazosure anroputm cbopa metpuk B Prometheus, Sliding window OIlK-4
CBSI3aHHBIN C aHAIM30M BPEMEHHBIX PSIOB.

12 VYxaxure anroputm oopadotku soros B ELK mmst Clustering OIIK-4
anomaly detection.

13 Ha3oBure s3bIk IpOrpaMMHUpPOBaHUs )11 aBTOMATU3ALNH Python OIIK-6
aneptunra ¢ Alertmanager.

14 VYkaxxkure MateMaTuyeckuid Meton Juist pacueToB SLI Ha CraTucTHUECKOE OIIK-6
ocHoBe MeTpHK Kubernetes. cpeaHee

15 HazoBute TuIl HHTEIIEKTYaIbHOW CUCTEMBI IS Ham6opa B OIIK-6
BU3YaJIM3alMHU IPEIUKTUBHOTO aHAIM3a MHIUICHTOB. Grafana

16 Ykaxute ypoBeHb uptime B nporuenrtax st SLO 99.9%. 99.9 OIIK-6

17 HazoBuTe 0a30BBIi MPUHIINT IPOTPAMMHUPOBAHHUS, ITapcunr [K-3
CBSI3aHHBIN ¢ aHamu30M JoroB B SRE.

18 VkaxkuTe MaTeMaTHYeCKUH METOT JUIS onTuMu3anuu SLI JInneiinas TIK-3
1o latency. perpeccust

19 HazoBuTe Ki1r0ueBoil 371eMEHT aHaN3a Pe3yIbTaToOB MeTtpuku [K-3
troubleshooting B Kafka.

20 Ykaxxkute MaTeMaTU4eCKUid METO JUIsl MOJCIUPOBAHUS Ontumusanusa T1K-3

OanancupoBkH Harpy3ku B SRE.
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