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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouass mnporpamma aucuurimHbl (Moaynsi) «besomacHocTh  Web-TipuUIoKeHUI»
COCTaBJIEHa B COOTBETCTBUU C (eIepalIbHBIM rOCyIapCTBEHHBIM 00Pa30BaTEIbHBIM CTAHIAPTOM
BbICIIEro oOpa3oBaHMsi — OakanmaBpuar 1o cnequanbHocT 02.03.01 Marematuka u
KOMITbIOTEPHBIC Hayku, Tpoduis «IIporpamma napyx aumiomoB HUY BIID u 1Y «lIpuknagnas
MaTeMaTHKa U WHPOPMATHKA», YTBEPKICHHBIM MpHUKa3oM MUHHCTEPCTBA HAYKHU MU BBICIIETO
obpazoBanus Poccuiickoit @eaepanmu Ne 807 ot 23.08.2017 rona.

Nzydenne nuctumuivabl (Moayiist) «bezonacHocTs Web-TipruioskeHU» BaKHO ISl 3alTUTHI
JaHHBIX TOJb30BaTeNiel M MpeAoTBpalleHuss KuOeparak, KOTOpble MOTYT MPUBECTH K
(UHAHCOBBIM MOTEPSIM U yTpaTe AOBEPHUs. ITO MO3BOJISET Pa3pabOTUMKaM CO3/1aBaTh HAJACKHBIC
U YCTOWYUBBIE K Yrpo3aM IpUIIOKEHUs, oOecrieunBas 0€30MacHOCTh U CTaOUIILHOCTD PabOTHI B
HUHTEpHETE.

MecTto tucuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hactosamas aucuunianHa (MOAyNb) BKIIOUYEHA B y4eOHBIE IUIAHBI IO Mporpammam
NOJATrOTOBKM OakanaBpuata mo Hampasienuto 02.03.01 Martematnka u KOMIBIOTEPHBIE HAyKH,
npodmib «lIporpamma nyx mumiomoB HUY BHID u LY «llpuknagnas marematuka u
uH(pOpMaTUKa» W BXOAUT B BapuaTuBHyK yacTh bioka 1, dopmupyemyro yuyacTHHKaMU
00pa3oBaTebHBIX OTHOIICHUH.

Jucuunnuza (MOysb) sIBIsIeTCS BBIOOPHOM U JOCTYIHA 71 3y4eHus Ha 3 uinu 4 Kypce B
5, 6, wm 7 cemecTpax Ha BBIOOP.

Heap u3yyeHuss TUCHUILUIMHBI (MOAYJIsI): OCBOCHHE METOJIOB M IPAKTUK 3alUThl BEO-
HPUIIOKEHUH OT Pa3IMYHbIX YIPO3 U YA3BUMOCTEH JUIsl o0ecrieyeHns UX HaIe)KHOM U Oe30macHoi
paboTHI.

3agaum M3y4yeHus AUCHUILIMHBI (MOAYJIs1):

— H3Y4YUTbh OCHOBHBIE YTPO3bI U YSI3BUMOCTH BeO-TipuiiokeHui, Bkimouass OWASP Top 10
(rakue kak uHbekMH, XSS n CSRF), a Takke MEXaHU3MbI UX IKCIUTyaTallUM U BBISBICHUS C
MCII0JIb30BaHNEM MHCTPYMEHTOB aHAIN3A;

— IMpaKTMYECKHWEe METOJbl 3alllUThl, BKIIOYas ayTeHTH(HKAIHIO, aBTOPH3ALHUIO,
mudpoBaHue JaHHBIX, 0€30MaCHYIO Pa3pabOTKy K0/1a ¥ KOH(UTYpAIUIO CEPBEPOB, C aKIIEHTOM Ha
¢peiimBopku Bpoae Django, Spring nnu React;

— Ppa3BUTh HaBBIKU MPOBEJIEHUS MEHTECTOB, ayJuTa OE30MMACHOCTH U pearupoBaHMs Ha
UHIMJICHTBI, BKJIIOYas CO3JaHHE IOJUTUK OE€30MacHOCTH M WHTETPaldi0 HHCTPYMEHTOB
MOHMTOPHHTIA /11 MUHUMH3AI[UN PUCKOB B PEAJIbHBIX MPOEKTaX.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOIYJIs1) 00y4arOMiiCsl T0JIZKEeH

3HaAmMb:

— TUIOBbIE MPOOIEMBbI OE30MACHOCTH NPUIIOKEHUH;

— cnocoObl peoTBpalleHus IpodiieM ¢ 0€30MacHOCTHIO;

ymembo:

— HCNOJIb30BaTh MHCTPYMEHTBI, IPUMEHSEMBIE JUIsl KCIUIyaTalluy ySI3BUMOCTEH;

— aHAIM3HUPOBATh IPUYMHBI BOSHUKHOBEHHUS YSI3BUMOCTEH;

enademp:

— HaBBIKOM IIPOBEJEHUS TECTUPOBAHUS 3AILUIICHHOCTH W eb-TIpHII0KEeHUH;

— HaBBIKOM NpoBeJieHHs ayauTa kojga Web-npuiioskeHuil Ha npeaMeT 0e30MacHOCTH.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON paboThl 00YyYaIOLIMXCS € eJarorn4ecKuMHU
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus Conep:xaHue KOMIeTeHITHH Nuauxkarop IlepeyeHb MJIAHUPYEMBIX
KOMIIETeHIN U pe3yJbTaTOB 00y4YeHHs 10
AUCHMIJIMHE (MOTYJIIO)
VK-1. Crioco0eH OCYIIeCTBIISATh TIOUCK, VK-1.1. 3HaeT MeTOAbLI IOKUCKA U aHaAJIN3a
KPUTHYECKAN aHAIN3 U CHHTE3 nH(pOopMaIuu B 001aCTH
nH()OpMAaITIH, IPUMEHSTh pa3pabOTKH, OCHOBHEIC
CUCTEMHBIH MOAXO/ IS PEIICHUS MIPUHIIUTIBI KPUTHYECKOH OIICHKH
MOCTaBJICHHBIX 33729 HMCTOYHUKOB HH()OPMAITUU U UX
pEJeBaHTHOCTH
YK-1.2. YMeeT KpUTH4ECKH OLICHUBATh
WMCTOYHUKYU MH(POPMALIUU U
CHHTE3UPOBATh JIAHHBIC U3
Pa3IMYHBIX ICTOYHUKOB JIJIS
pelIeHus 3a7a4, IPUMEHSTh
CHUCTEMHBIH MOAX0/T K aHATN3Y U
PEIICHUI0 KOMIUIEKCHBIX IPpobeM
YK-1.3. NmeeT npakTU4eCKUN OTIBIT
paboThI C COBpPEMEHHBIMU
WHCTPYMEHTAaMU W TEXHOJIOTUSIMU
IUTst 00paboTKK MHPOpMAIUH,
(dbopMynupoBaHHUHU
CTPYKTypUPOBAaHHUHM 3a/1a4 Ha
OCHOBE NOJTYYeHHOH nH(popMaInu
OIIK-1. Crioco0eH KOHCYJIbTUPOBATh U OIlK-1.1. 3HAeT OCHOBHBIC KOHIICTIIINH U
UCIIOJIb30BaTh TEOpHH B 00JIACTH
¢dbyHIaMEeHTaTbHBIC 3HAHUS B MaTeMaTHYECKOTO aHAIN3a U
o0nacTu MaTeMaTH4eCKOro CMEXXHBIX JUCIHIUINH, METOJBI U
aHan3a, KOMIIEKCHOTO U MOJIXO/IbI, UCIIOJIb3YEMbIC B
(YHKIIMOHAIEHOTO aHaJH3a Pa3IMYHBIX 00JIACTSIX
anreOpbl, aHATUTHIECKOH MaTeMaTHKH
reoMeTpud, TudHepeHInaTbHON OIIK-1.2. YMeer npuMeHsITh
TE€OMETPUHU U TOTIOJIOTHH, MaTEeMaTHYECKUE METOJIbI JIs
¢ dhepeHInaNbHBIX yPaBHEHHIA, pelIeHus MpoQecCHOHATEHBIX
JIUCKPETHOM MaTeMaTHKH U 3aa4
MaTeMaTUYECKOU JIOTUKH, TEOPUHN OIIK-1.3. HmeeT npakTUYECKUN OTIBIT
BEPOSITHOCTEN, MATEMaTUUECKOM pa3paboTKHU U peanu3aius
CTATUCTUKM M CIyYalHBIX MaTEeMaTHYECKUX MOJIEIIeH B
MPOIIECCOB, YHCIICHHBIX METOOB, poheCcCHOHATBHOMN
TEOPETUUECKON MEXaHHUKH B JIEATSIIbHOCTH
npohecCHOHANBHOMN
JICATSIIbHOCTH
OIIK-4. Crioco0eH HaxXOauTh, OIIK-4.1. 3HaeTr 0a30BbIE OCHOBBI

AHAJIN3UPOBATDH, PCAJIM30BbIBATH
IIPpOrpaMMHO U HMCIIOJIB30BATh Ha
IMPAKTUKE MaTEMATUYCCKUEC
AJITOPUTMBI, B TOM YHUCJIE C
MPUMCHCHUCM COBPEMCHHBIX
BBIYHCIUTCIIBHBIX CHCTEM

COBPEMEHHOI'0 MaTeMaTu4ecKoro
anmapara, CBI3aHHOTO C
MPOEKTHPOBAHUEM, Pa3pabOTKOM,
peanu3anmeii 1 OlleHKOW KadyecTBa
MPOTPaMMHBIX MTPOAYKTOB
IIpOrpaMMHBIX KOMITJIEKCOB B
Pa3IMYHBIX 00JIACTSIX
YeJI0BEYECKOU e TeIbHOCTH
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OIIK-4.2.

YMeeT ucnosb30BaTh 3TOT
MaTeMaTUYeCKUH ammapar B
poheCcCUOHATBHOMN
JISSATEIILHOCTH

OIIK-4.3.

NmeeT mpakTHUEeCKUNA OMBIT
MIPUMEHEHUS] COBPEMEHHOTO
MaTeMaTUYeCKOro anmnapara,
CBSI3aHHOTO C MPOEKTUPOBAHUEM,
pa3paboTKOM, pearn3amueii u
OIIEHKOW Ka4ecTBa MPOTPaMMHBIX
MPOJIYKTOB U MPOTPAMMHBIX
KOMIUIEKCOB B PA3JINIHBIX
00macTsx 4enoBedecKon
JIEATETLHOCTH

OIIK-6.

CrnocoOeH pa3pabaThiBaTh
QJITOPUTMBI i KOMITBIOTEPHBIC
[POrPaMMbI, IIPUTOIHBIC IS
IMMPAKTHYCCKOT0 IPUMCHCHHNA

OIIK-6.1.

3HaeT aJropuTMBI pa3paboTKHy,
KOMITBIOTEPHBIE ITPOTPAMMBI, a
TaKOKe aJrOPUTMBI

BBIYUCIUTEIHHON MaTEeMaTHKH

OIIK-6.2.

YmMeeT pa3zpabaThiBaTh
MaTeMaTHYeCKHe MPOrpaMMHEBIC
NPOAYKTHI U KOMILIEKCHI C
HCIIOJIb30BaHUEM COBPEMEHHBIX
TEXHOJIOTHI IPOrpaMMHPOBAHHSI

OIIK-6.3.

Nmeer mpakTUyecKUid ONbIT
pa3pabOTKH MHTEIUICKTYaIbHBIX
WHPOPMALTUOHHBIX CUCTEM IS
BH3YaJIN3alliN PE3yIbTaTOB
HCCIIEA0BAHUM

[K-3.

Cr1oco0€eH UCII0Ib30BaTh METOIBI
MAaTEeMaTUYECKOTO U
AJITOPUTMHYECKOTO
MOJICITUPOBAHUS TIPH PEIICHUN
TeOpeTI/I‘IeCKI/IX n HpI/IKJIaI[HBIX
3a1a4

IK-3.1.

3HaeT OCHOBHBIE METOBI
MAaTeEMaTHYECKOTO 1
ANTOPUTMUYECKOTO
MOJICJIMPOBAHMS, a TAKIKE UX
HpI/IMeHeHI/Ie JJIA peIHeHI/ISI
TEOPETUYCCKUX U MPUKIIATHBIX
3a7a4

[K-3.2.

YmMmeeT pa3pabaThiBaTh U
MPUMEHSTh MaTEMATUICCKUE
MOJIENTH M AJITOPUTMBI JUISI
peUICHUA pa3IMYHBIX 3a1a4,
AHAJIIM3UPYA [10JIyYEHHBIE
pe3yIbTAThI

I1K-3.3.

Nwmeet mpakTryecKuid OnbIT
HCIIOJI30BaHUS METOIOB
MaTEMaTHYECKOI0 U
aJTOPUTMHUYECKOTO
MOJICITMPOBAHUS B PEATbHBIX
MIPOEKTAaX MITU MCCIICTOBAHUIX
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3. Temaruueckuii njiax

Nen/ TpynoeMKocTh, akageMH4YecKHe Yachl
n HaumenoBanue Ounas ¢hopma
pa3jaena IMCHUIITHHBI KonTakTHas padora T}( y
(Moys1) Texcmun | Cemunapbi CamocrosiTe | (TeKyuuii KOHTPOJIb
Kourtpoan JbHAast yCIeBaeMoCTH)
(mpakTHYecKk
padora
ue 3aHATHS)
1 Kpunrorpadus u 6 4 2 26 Ketic
3aIUTa JAaHHBIX Konmoxsruym
2 BezomnacHocts Linux 6 4 2 26 Keiic
Konnoksuym
3 BeszonacHocth BeO- 6 4 2 26 Ketic
MPUITOKEHUN KosokBuym
4 Ynpasnenue 6 4 2 26 Keiic
uneHTudukanuen u Komnmoksuym
noctymoMm (IAM)
5 YmpaBneHue cekpeTamu 6 4 26 Komnmoxsruym
1 KOHTEHHEepHas IIpoexr
0e301acHOCTh
3auem ¢ oueHKoIl 2
Hmozo: 30 20 10 130
O6vem oucyuniunsvt (Mooys) 190
(6 ax. u.)
O6vem Ooucyuniunvt (MoOyasn) 5
(6 3au. eo.)
4. CopepxaHue TMCUUILTHHBI (MO1YJIs)
Nen/m | HammeHoBaHue pazgesia Conepxxanue TUCHUNIMHBI (MO1YJIs1) 10 TEMaM
AUCHUNJINHBI (MOLYJIs1)
1 Kpunrorpadus u 3ammra OcHoBsl kpuntorpadun. ['eHeparop nceBaociydaiHeix ynucen. Meron

JaHHBIX

oueHku 3¢ dextuBHocTr ['TICH. Cetp Detictens. Xomm. Komumsuu xamieit u
panyxxHbie Tabnuibl. braounsie mmgpel. AES kak npumep 6104HOTO MIMdpa.
AccumerpruHoe mudpoBaHue U nupoBas moanuch. Anroput™m RSA,
Diffie-Helman. ITudpoBanne Ha SIUTMITHISCKUX KPUBBIX.

2 besonacnocts Linux VYnpasnenue goctynom B Linux. [Tons3oBarenn u ux npasa. DAC mozens,
ACL. PAM kak cpeacTBo aBTopu3aiuu B cuctemy. Mexaauszm TOTP.
Hactpoiika ayaura. M3omsamus B Linux. CGroups, Namespaces, Capabilities.
bunaphbie ys3BuMOCcTH U 3KcIutyaranus libc. bezomacHOCTb ceTeBoro creka
Linux. UnTepdeiicel, TyHHenw, firewall, Teopust PKI u paGoTst
CepTU(PHKATOB
3 BesomacHocTh BeO- Teopust u nmpaktrka Web ysizsumocteii. SQL injection, CSRF, path traversial,
TIPHIIOKEHU I XSS. Teopus u npaktuka Web ysssumocreii. RCE, LFI, SSTI, IDOR, SSRF,
DoS u Race Conditions. Ckanepbl 6€3011acCHOCTH;
4 VYnpasnenue [MpoTokon apropu3anuy 1 ayreHTU(UKAMH. PaccMaTpriBaeM BapUaHThI HA
uaeHTHUKaIue u ocnose LDAP u KeyCloak. OIDC u OpenlD. Spring Security
noctynoM (IAM)
5 Vnpasnenue cekperamu U | MHppacTpykTypa XxpaneHus cekperos. Vault. OCHOBBI KOHTEHHEPHO
KOHTEHHEepHas 6e3omacHoctu. Container Escapes
6€e30MacHOCTh
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 JI000# TOUYKH, Tlie eCTh NOAKII0oUeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

OcHnognas numepamypa:

1. be3onacHocTh BeO-mpunoxxkeHuit. Pa3Benka, 3ammura, Hamagenue - CII6:ITutep, 2022:
ISBN. - Tekcr : anextponnsiit. - URL: https://znanium.com/catalog/product/2125433.

2. SIBopcku, II. JloBymka mnsi OaroB. IloneBoe pyKOBOACTBO TO BeO-XaKUHTY
npakTuaeckoe pykoBoactBo / I1. SIBopcku. - Cankt-IlerepOypr : [Tutep, 2020. - 272 c. - (Cepus
«bubmmoteka mporpammuctay). - ISBN 978-5-4461-1708-6. - Tekcrt : amekrpoHHsiiil. - URL:
https://znanium.com/catalog/product/1733750.

3. Paiic, JI. be3omacHOCTh KOHTEiiHEpoB. @DyHIaMEHTAIbHBIA MMOAXOA K 3allUTe
KOHTeWHepu3upoBaHHBIX npuioxenuit / JI. Paiic. - Cankt-IlerepOypr : [Tutep, 2021. - 224 c. -
ISBN 978-5-4461-1850-2. - Tekct : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2140361.

4. Tpesont, [I. 3ammra U ykpemieHrne Linux : MpakKTHYECKOE PYKOBOJCTBO IO 3alTUTE
cucreMbl Linux ot kubeparak / J[. Tpeoat ; nep. ¢ anrn. A. A. CiuakuHa. — Mocksa : JIMK
[Mpecc, 2023. - 620 c. — ISBN 978-5-93700-220-4. - Tekct : amektpoHHbIH. - URL:
https://znanium.ru/catalog/product/2204246.

5. IlomyskroBa H. P. PaspabGorka BeO-mpuiokeHuil : yueOHMK Juia By3oB / H. P.
[TomyakToBa. — 2-¢ m3n. — Mocksa : M3marensctBo Opaiit, 2025. — 204 c. — (Bricmiee
oOpazoBanue). — ISBN 978-5-534-18645-1. — TekcT : anekTpoHHBIN // OOpa3zoBarenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/567610.

6. Ty3oBckuit A. @. IIpoekTupoBaHue u pa3paboTka web-NpUIOKEHUH : y4eOHHUK Is
By30B / A. @. Ty3oBckuil. — Mocksa : U3aarensctBo FOpaiit, 2025. — 219 c. — (Briciiee
oOpazoBanue). — ISBN 978-5-534-16300-1. — TexkcT : anekTpoHHBbIN // OOpa3zoBaTenbHas
wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561176.

Jononnumensuan numepamypa:
1. Criconerun E. I Pa3paboTka MHTepHeT-NpMIOKEHUH : yuyeOHuK s By3oB / E. T

Coiconerun, C. JI. Poctynnes ; mox nayunou pemakiueit JI. I'. JlopocuHckoro. — Mocksa :
UznarensctBo FOpaiit, 2025. — 80 c¢. — (Bsicmiee oOpa3oBanue). — ISBN 978-5-534-17124-2.
— Tekcr : onexktponHbii // OOpaszoBatenbHas mnatdopma HOpait [caiit]. — URL:

https://urait.ru/bcode/562916.

2. Web-pa3pabotku B asp. Net web forms : yueOnuk mis By3os / C. T. I'ynsesa, B. B.
Muponos, H. O. Korenuna, 1. U. JlaBpem. — Mocksa : U3narensctBo FOpaiit, 2025. — 134 c.
— (Beicmiee oOpaszoBanme). — ISBN 978-5-534-19885-0. — Tekct : ameKTpoHHBIH //
OopazoBarenpHas miartdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/569218.

6. MaTepuaabHO-TEXHHYECKOE 00ecTeyeHne

VYHUBEpCUTET pacmojaraeT MaTepHalIbHO-TEXHUYECKOH 0a30if, COOTBETCTBYIOLICH
JENCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U oOecreunBaroleil MpoBeIeHne BCeX
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https://znanium.com/catalog/product/2125433
https://znanium.com/catalog/product/1733750
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https://urait.ru/bcode/567610
https://urait.ru/bcode/561176
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https://urait.ru/bcode/569218

BUJIOB JUCUUIUIMHAPDHOW W MEXIWCUUIUIMHAPHOW MOATOTOBKU, MPAKTHUYECKOH M HAay4YHO-
UCCIIEIOBATEILCKON PaboT 00yJaromuxcs, IPeayCMOTPEHHBIX YUeOHBIM IIJIAHOM.

[TomereHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIe ayIUTOPUH [Tl POBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUH CEMHHApPCKOro (IPaKTUYEeCKOro) THIA, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTAIMMA, TEKYIIETr0 KOHTPOJIS U MPOMEKYTOYHON aTTeCTalllu, a TaKxKe
MOMEIICHUS Il CAMOCTOSATENBHOM pabOThl M OMEIIEHUS Il XpaHEHUS U NMPO(UITAKTUIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenienrs yKOMITJIEKTOBaHbI CHEIIMATU3UPOBAHHON
MeOeIbI0 U TEXHUYECKHMMHU CPEICTBAMH OOYUYEHHs, CIY>KAIlUMH Ui MPEACTaBICHUS y4eOHOH
nHpopMaIuu OOJIBIION ayAUTOPHH.

N3yuenne qUCUUTUTMHBI (MOZYIA) 00ECTIeYMBAETCS B YIEOHBIX ayIUTOPHSIX, OCHAIICHHBIX:

— CTOJIaMHU U CTYJIBSIMHU;

— KOMITbIOTEPHOU TEXHUKOM;

— MEXaHWYEeCKHUMH KaJbKYJISTOpaMHu;

— CIEUHMaTU3UPOBAHHBIM 000PYI0BaHHEM, BKIIIOUasl JEMOHCTPAallMOHHOE 000pyI0BaHHUE.

[TomernieHust 151 CaMOCTOSITENIBHON pabOThl 00YYaIOIIUXCsl, B TOM YKCIIE TPUCTIOCOOICHHBIE
JUISL MCTIONBb30BaHMs MHBAIWIAMH M JIMIAMU C OTPAHUYEHHBIMU BO3MOXXHOCTSMH 3J0POBBSI,
OCHAIIIEHBI KOMITBIOTEPHON TEXHHKON C BO3MOYKHOCTBIO MOJKIIOUEHHs K ceTn «MHTepHeT» U
ofOecriedyeHHEeM  JIOCTyla B  JJEKTPOHHYIO  HH(OPMAalMOHHO-00pa30BaTEeNbHYIO  Cpeay
YHuBepcurera.

OOyyaromMMcst TPEIOCTaBIAETCA MAOCTYN (B TOM 4YHCIE YIOAlICHHBIH) K pecypcam
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
Yuclie JJIEKTPOHHBIM OMOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX 1 HH()OPMAIIMOHHBIM CITPABOYHBIM CHCTEMaM):

Ne HaumeHnoBanue mopraa Cceblika
(u31aHusL, Kypca, IOKYMEeHTA)
1. | Hayunas snektponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
oubnmoreka
2. Bbasza mausbix g | T-cnenquanucros https://habr.com
3. Basza gannaeix ScienceDirect https://www.sciencedirect.com
4. | OdunmanbHbli caiT MUHUCTEPCTBA HAYKH U https://minobrnauki.gov.ru/

BEICIIIEro oopazoBanus Poccutickoit deneparuu

5. | ®enepanbbiii mopran «Poccuiickoe oopasosanue” | https://www.edu.ru/

6. HNudopmarmonnas cucrema "Enunoe okHO noctyna | http://window.edu.ru/
K 00pa3oBarenbHBIM pecypcam”

7. | Enunas xomnexiums nudpoBsix odpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMAIIUMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeueHr WH(OPMAIIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPU  OCYIIECTBICHUH
00pa3zoBaTenbHOTO MpoIiecca Mo AUCIUTUINHE (MOIYJII0), B TOM YHCJIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOeclieueHus, COBPEMEHHble mpodeccHoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaILMOHHBIE CIIPABOYHBIE CHUCTEMBI:

HaumenoBanmue 110 IIponsBoacTBO JInnen3nonnoe / cB000HO
pacnpocTpaHsieMoe
OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapyGexuoe | nuuensuonHOe
BpaysepsI:
Sunekc.Bpaysep OTEUECTBEHHOE | CBOOOJIHO pacipoCTpaHsIeMoe
Google Chrome 3apyOexHoe cBOOOJIHO pacnpocTpaHsieMoe

Od¢ucHble NpUIOKEHNS:
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Microsoft Imagine (Visio, OneNote) 3apyOexHoe JMLIEH3UOHHOE

TeXstudio 3apy0exKHOe CcBOOOIHO pacIpoCTpaHIEMOE
Adobe Acrobat Reader 3apy0exKHOE cBOOOHO pacIpOCTPaHIEMOE
IIporpammHoe oGecniedeHne 115 IVIAHMPOBAHNUS M YYeTa BpeMEHM:

Toggle app | 3apy6erxHoe | cBoGoIHO pacipocTpaHsiemMoe
CucreMbl ynpapJjieHHsI TPOEeKTAMM:

Microsoft Imagine (Project) | sapyGesxHoe | nuuensnonHOE

CucTeMbl ynpaBJieHus1 0a3aMH TaHHBIX:

Microsoft Imagine (SQL Server) | sapyGesxuoe | nHuensHonHOE

Cucrtemsbl pe3eppHOro konuposanus (backup):

Acronis Backup Advanced for HyperV | sapyGesxHoe | nuuensnonHOE
CnpaBoYHO-IIPABOBbIE CHCTEMbI:

KoncynprantlLroc: cripaBouHO-IIpaBOBast OTEYECTBEHHOE | JINIICH3UOHHOE

cucTeMa

CpencrBa aHTUBHPYCHOM 3aIIMTHI:

Kaspersky Endpoint Security mist 6usneca OTE€YECTBEHHOE | JIHIIEH3HOHHOE
Crampmaprasni Russian Edition

Cpennbl pa3padoTku:

Visual Studio Code 3apy0exHoe CcBOOOIHO pacpoCTpaHsIeMOe
Bash (Unix shell) 3apy0OexHOe CBOOOJIHO pacrpocTpaHsIeMoe
Anaconda 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHoe CBOOOJTHO pacpoCTpaHIeMOe
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsieMoe
Google Colaboratory 3apy0exHoe CcBOOOIHO pacpoOCTpaHIeMOe
IlakeTbl IPOrPaMMHBIX CPEeACTB M OMOJIHNOTEK:

AutoPsy 3apy0eKHOE CBOOOJTHO pacIpoCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHoe CBOOOJIHO pacpoCTpaHIeMOe
Cucrtembl ynpapjeHusi 0ndanorpaguyeckoii HHGpopManueii:

Zotero | 3apyOexHoe | cBOOOHO pacnpocTpaHsieMoe
CepBHCHI B CIIYKOBI:

Bind 3apyOexHoe cBOOOIHO pacnpocTpaHsieMoe
Docker 3apyOexKHOE CBOOOJTHO pacIpoCTpaHsIeMOe

7. MeToauuyecKHe U OlleHOYHbIE MaTepHuaJbl
MeToanyecKkue YKazaHud AJad 06yqamumxcs1 110 OCBOCHMIO JHCIHUIIJINHBI (MO)ly.]'[ﬂ)

B mpouecce u3ydenus nucuuiuiiHbl (Moxyns) «besomacHocts Web-npuiioxkeHuin» B
paMKax TEKYyILIEro KOHTPOJs yCHEBAaeMOCTH MCIIONB3YIOTCS Takhe BUAbI yuyeOHOW paboThl, Kak
JIEKIMH, CEMUHAPBI, KOJUIOKBUYMBI, KEMCBI, MPOEKT, a TAK)KE Pa3IMUHbIE BUJIbI CAMOCTOSATEIbHON
paboThl OOydaroMXcs MO 33JaHUI0 IperojaBaTelis, HalpaBleHHbIE Ha pPa3BUTHE HaBBIKOB
npo(hecCHOHANBHOM JIEKCUKH, 3aKpEIUIEHuEe MPAaKTUYECKUX MPO(ecCHOHATBHBIX KOMIIETEHIIUH,
MOOUIPEHNE UHULINATHB.

Jlekyuss — cUCTEMAaTHYecKoe, MOCIEAOBATEIbHOE, MOHOJOTMYECKOE  H3JIOKEHHUE
npernojiaBaTesaeM yueOHOro MaTtepuana, Kak IpaBuiio, TEOPETUYECKOr0 XapaKkTepa.

B mpomecce neknuii peKOMEHIYETCS BECTH KOHCIEKT JIEKIHI: KpaTKO M CXEMaTHYHO
(UKCUpOBaTH OCHOBHBIE WJEH, BHIBOJBI M OOOOIIEHUS JIEKIMHU; BBIIENATH BaXXHBIC MBICIH,
KJIFOYEBBIE CJIOBa W TepMUHBL. HeoOXOIMMO OTMETHUTH BOMPOCHI WM MAaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYIHEHMS, U MOMBITATbCS HAMTU OTBETHI B pEKOMEHJ0BaHHOU nuTepatype. Ecimu
pa3oOpaTbCsi B Marepuane He yHaercs, cieayeT chopMyiIupoBaTh BONPOC W 3a7aTh €ro
IPEMo/IaBaTes0 Ha KOHCYJIbTAIIMH UM BO BPEMsI CEMUHAPCKOTO (PAaKTUYECKOT0) 3aHSATHS.

Cemunap — 310 (hopma ydeOHOU NeATeTbHOCTH, MPOBOANMAs B y4eOHOM 3aBEJICHHUH TIOT
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PYKOBOJACTBOM IpemojaBaTelisi, TI/€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
NPAaKTUYECKUX 3aIaHUAX U IpYyrux opMax B3aMOJCHCTBHSL.

s ycnenmHoi moAroToBKM K CEMUHAPY PEKOMEHIYETCs 3apaHee 03HAKOMUTBCS C TEMOU
3aHATUS M OCHOBHBIMH MaTepHajaMH, YTOObI MMETh BO3MOXHOCTh AKTHBHO YYacTBOBATH B
oOcyxaeHuu. Takxe MOJIe3HO MOATOTOBUTH BOIPOCHI U HUJIEU ISl OOCYKIEHUS, YTO MOMOKET
I1y0’Ke IOHATH MaTepUal U MPOIEMOHCTPUPOBATH 3aUHTEPECOBAHHOCTD.

Keiic — npaktudeckas pa0oTa CTYAEHTOB HaJ| pPEIbHBIMU WJIH CMOJCIUPOBAHHBIMU
3a/1a4aMH, 4TO MTO3BOJISIET CTYACHTY IPUMEHATh TEOPETUUECKHUE 3HAHUS HA ITPAKTHKE.

CryaeHT caMOCTOATENIBHO pa3padaThiBaeT CTPATETHIO PELICHUs IIOCTABIEHHOM 3a/1a41, 4TO
CIOCOOCTBYET PAa3BUTHIO HABBIKOB KPUTHYECKOI'O MBIIUIEHUS U CAMOCTOSTEIBHOIO NPUHATUS
pewennii. Takol moaxo moMoraer NOAroTOBUTh Oy IyIIMX CIIELUAINCTOB K PealbHbIM BHI30BaM
B UX IPO(eCCUOHATBHOMN IeSTETbHOCTH.

Konnoxeuym — yCTHBIE OTBETBHI Ha BOIIPOCHI, CIIMCOK KOTOPBIX U3BECTEH CTYICHTY 3apaHee.

B mpomecce mMOAroToBKM K KOJUIOKBUYMY HEOOXOAWMO TPOAHAIM3HPOBATH YyueOHBIE
MaTepHalbl, 03HAKOMUBLIMCH C JIEKLUSAMM, YYEOHHKAMU U JONOJHHUTEIbHBIMU HCTOYHHKAMH,
aKIICHTUPYS BHUMaHHE Ha KIIIOYEBBIX TeMax. PeKOMeHIyeTcs co31aTh CTPYKTYPUPOBAHHBIE
KOHCIIEKTbI, BbIJIEJIAsS OCHOBHBIE UJIEH, TEPMUHBI U (DOPMYJIBL.

IIpoexm — uccrnenoBarenbckas padboTa 110 Kypey U Ipe3eHTalusl pe3yJibTaToB.

Jis ycnemHod MOATOTOBKM K MPOEKTY: YETKO ONpENeNUTe LEeMH M 33Jayd MPOeKTa,
pacrpefieiuTe pojaud U OOA3aHHOCTH MEXKIY YYaCTHUKAaMH, a TakKe YCTAaHOBUTE CPOKH
BBITMIOJTHEHUSI KXKI0W 4acTH paboThl. PerynspHo mpoBoauTe BCTpeun AJis 00CYXKACHHS Tporpecca
Y PEIICHHs BO3HUKAIOIIUX BOIPOCOB.

Camocmosmenvnas paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIyOJEHHOE
U3YYEHHUE OTJENIbHBIX TEM U BOIIPOCOB YYEOHON AUCLMILIUHBI (MOTYJIS).

B nporecce camocTosTensHON paboThl CTYAECHTHI B3aUMOJICHCTBYIOT C PEKOMEHI0BAHHBIMU
MaTepuaiamMH pu MUHUMAJIBHOM yYacTHH MpenojiaBatess. 3a1auu CTyJeHTa BKIYaoT padoTy
C KOHCIIEKTaMU JIeKI1i (00paboTka TeKCTa), MOBTOPHOE N3yueHHe y4eOHBIX MaTepHaJIOB, IJIAHOB
U TE€3UCOB OTBETOB, M3yUEHUE JIONOJHUTENIBHBIX TEM, BHINOIHEHHE YU€OHO-NCCIIEI0BATENbCKUX
3aIaHUI U IpYyToe€.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqemm Mo TMCHMIIJIMHE (MO}IyJIlO)

Kpurtepun nonyyenusi ypoBHsi M OLleHUBaHUA ¢OPMHUPOBAHHOCTH KOMIIETEHUMH 1O
aucuunnHe (moayaw) «besonacnocTs Web-npuiioxkenunii»

OneHuBaHue YpOBHSA Y4e€OHBIX JOCTIXKEHUU, OOYYarOMIMXCs MO TUCIUIUIMHE (MOIYIIO),
OCYIIECTBIISIETCS B BUJIE TEKYIIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTeCTAIllUH.

IIpome:xyTouHasi aTrecTamusi MO AUCHUIUIMHE (MOAYJIO) OCyIIecTBIseTcs B (opme
3ayema ¢ OWEeHKOW, TIPU ITOM TIPOBOJUTCS OIEHKAa KOMIIETCHIIMH, C(OPMHUPOBAHHBIX TIO
JMCIIUIUIMHE.

21.]'[5[ OLCHUBAHWA TCKYHUICTO KOHTPOJIA YCIICEBACMOCTU H HpOMe)KyTOIIHOI\/'I aTTecTalluu
WCIIONIB3YETCS JICCATHOAITIbHAS IIIKaJIa OIEHWBAHMS, KOTOpas COOTHOCHUTCS C TPaJAUIIMOHHON
MATUOAIIIPHON MIKAJION CIEAYIONUM 00pa3oM:

HdecaTubannbHas IlaTtudannbHas OO0mas xapakTepucTHKA pe3yJibTaTa
Onenka 3a 3a4er
OLIEHKA OLICHKA o0y4eHuUs MO TMCHUTLINHE (MOILYJII0)
10 OTtnu4aHO 3auTeHo CTyIeHT MOJHOCTBIO BIAACET 3HAHHUSIMHU,
9 OTIIUYHO 3ayTeHo H3JI0’)KECHHbBIMU B pa6011e1‘/'1 IporpaMmme, u
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

OneHka 3a 3a4yert

OO0mast xapakTepucTHKA pe3yJibTaTa
00yuyeHus 1o JUCHUILIAHE (MOYJII0)

8

OTiInyHO

3auTeHo

ryboKo  ocMbIcisieT  auctuiuiuHy.  OH
CaMOCTOSITEITHHO u JIOTHYECKH
MOCJIEI0OBATEIILHO OTBEUACT Ha BCE BOMPOCHI,
aKIEHTUPYs BHUMaHWe Ha  HauOouee
Ba)KHOM. Vmeer aHAJIM3UPOBATH,
CpaBHHBATH, KJIacCU(pUIUPOBATH, 000011aTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTH3HPOBATH
M3YUYCHHBIH MaTepHal, BBIACISIS KITIOYCBBIC
MOMEHTBI W YCTAHABIWBAas MPUYNHHO-
CJIeJICTBEHHBIE CBs3H. UeTko (Gopmynupyer
OTBETEI, YBEPEHHO HHTEPIPETUPYET
pe3yIbTaThl aHaJn30B u JPYTHX
WCCJICJIOBAHUMN, a TaKXKE PEIIAeT CIIOKHBIC
3agaud. CTyIEHT XOpOIIO 3HAKOM C
METOJAaMH HCCIIENOBAHNSA, HEOOXOIMMBIMU
JUTS TIPAKTHYECKOU JEATSIBHOCTH, ¥ yMEET
CBSI3BIBATH TEOPETUICCKUE ACIIEKTHI
JTUCIUTUTAHBL  (MOIyJIsl) € TPAaKTHYECKUMHU
3a1a4aMH.

Xopowo

3auTeHo

Xoporo

3auTeHo

Crynent oOnajgaeT 3HAHUSIMUA IIpeaMeTa
MOYTH B TIOJHOM oObeMe pabodeid
ImporpaMmbl 1 CaMOCTOATEIIBHO, JIOTUYCCKU
MOCIIEI0BATENIEHO M BCECTOPOHHE OTBEYAET
Ha BCE BOIIPOCHI, aKLIEHTUPYS BHUMaHHUE Ha
HanOoJee 3HaUMMBIX MOMeHTax. OH ymeer
aHAM3UPOBAT, CpaBHHBATB,
KJIACCU(HUIIMPOBATD, 00001IaTh,
KOHKPETH3UPOBaTh M CHUCTEMAaTHU3HPOBATH
W3YYeHHBI  Marepwal, BBIIENIAS  €ro
KIIFOUEBbIC ACIICKThI u yCTaHaBJIMBast
MPUYUHHO-CIIEJICTBEHHEIE CBSI3H.
DOopMyIUpPYET CBOM OTBEThI, YBEPEHHO
WHTEPIPETUPYET PE3yNbTaThl aHAJIN30B H
JIPYTHX WCCIEOBaHUM, a TaKkKe pemaeT
CJIO’KHBIE CUTYyallnOHHBIC 3amaun. CTymeHT
XOpOIIIO 3HAKOM c MeTOoJIaMH
HCCIICIOBAHMS, HEOOXOIUMBIMHU JUTS
HpaKTH‘IeCKOfI ACATCIIBHOCTH, W YMECT
CBSI3BIBATh TEOPETHUYECKUE ACTIEKTHI
nmpeamMeTa C MPaKTUHICCKUMU 3aJiadyaMu.

Y 10BIETBOPUTENBHO

3auTeHo

Y 10BIETBOPUTENBHO

3auTeHo

Crynent obOmamaer 0a30BBIMU 3HAHUSIMH
0 TUCIUILTHHE (MOJYJTIO), HO HCIIBITHIBACT
TPYJIHOCTH MPHU CAMOCTOSITEIbHBIX OTBETAX
Y UCTIOJIb3yeT HETOYHbIE (hopMyITupoBKH. B
XO0JI¢ OTBETOB OH JIOITyCKAeT OIINOKH,
Kacaromquecst cyTH BorpocoB. CTyaeHT
CIOCOOCH peliaTh TOJNBKO CaMbIe MPOCTHIC
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JecarudannpHas IlsaTuéannbHas OO0mast XapaKTepuCTHKA pe3yabTaTa
Ouenka 3a 3a4er
OLICHKA OLICHKA o0y4eHUs MO TMCHUTUINHE (MOIYJIIO0)

3aJaud U BIajeeT JUIIb MUHUMAILHBIM
HabOpOM METOJIOB HUCCIICIOBAHUS.

3 He cnan He 3aureno CrymeHT He OBIafen o00sf3aTeTbHBIM
2 He cnan He 3auteno | MUHAMYMOM 3HaHUH 1O IMpeaMeTy U He
1 He cran He 3auteno | MOKET OTBETUTh HAa BOHPOCHI, NaXKE €CIH

nmpernogaBareiib 3adacT JOIMOJTHHUTCEIIBHBIC

HaBOJISIIINE BOTIPOCHI.

Hucnuumna (Monayib) «be3omacHoCTh Web-NPHIIOKEHHIT» OICHUBACTCS CIIEIYIOLTIM
o0pazoM:

AKTHBHOCTH Bec Onucanmne

Keiic 40% | [IpakTudeckas paboTa CTYACHTOB HaJ| peabHBIMH I
CMOJICIMPOBAaHHBIMH 33J]a4aMH, YTO TTO3BOJISET CTYACHTY IPUMECHSITh
TEOPETHUYECCKHUE 3HAHMS HA IPAKTHKE

KomnokBryMBI 30% | YcTHBIC OTBETBI Ha BOIIPOCHI, CIIMCOK KOTOPBIX M3BECTEH CTYACHTY
3apaHee
[Tpoekt 30% | 3amuTa UTOrOBOTO MPOEKTa

®opmyJia pacuéTa HTOrOBOI OLEHKH MO JUcHUILIUHe (Moay o) «be3onacnocTs Web-
npuioskenuii»: «0,4 x cpennee 3a keiicel + 0,3 X cpeqHee 3a KOIIOKBHYMBI + 0,3 X IPOEKT».

Texymmii KOHTPOJIb ycIeBAeMOCTH 00y4aKIIUXCS M0 JUCHUILIHHE (MOAYJII0)

IIpuMepHbIe 3a1aHus 1151 KeiicOB

Keiic 1: Kpunmoepagus u 3awuma 0anHvix

3ananme 1: Peanu3yiite npocrtoil renepatop ncesnociaydaiiubix yucen (I'TICH) Ha ocHoBe
anroput™ma Linear Congruential Generator (LCG) B Python. Onenure ero 3¢¢exkTuBHOCTH
METO/IOM OLIEHKH 3HTPONHHU (Hanmpumep, ¢ ucnosib3zoBanueM tecta NIST win Diehard) u cpaBaute
¢ cryptographically secure I'TICY (manmpumep, os.urandom). Hanumure otder o pe3ynbrarax u
PEKOMEHIAIUAX M0 UCTIOIb30BAHUIO B BEO-TIPUIOKEHUSAX.

3aganue 2: M3yuute cetb DelicTens U peaqu3yiiTe ynpoueHHyo Bepcuto 010yHoro mudpa
(nanpumep, DES-nono6nbIit) Ha Python. 3ammdpyiite n pacmudpyiite TeKCTOBOE COOOILIEHHE,
OOBSCHMB, Kak MpEAOTBpamiaTh KOUIM3MU B x3ul-pyHkuusx (Hampumep, SHA-256).
[TponeMoHCcTpUpYITE aTaKy C HCIIOJIb30BAaHUEM Paly>KHBIX TaOIMII Ha CIa0bIH X311 U PeI0KUTE
MEpHBI 3aIHUTHI.

3aganue 3: Peanusyiite accumerpuuHoe MmudpoBaHHE C HCMONb30BaHHEM RSA u
mudpoByto noanuck B Python (6ubamoreka cryptography). Crenepupyiite Kitouu, 3amudpynte
JaHHbIE, MOAMUIINTE UX U poBepbTe noanuck. Cpasuute ¢ Diffie-Hellman s o6mena kinrouamu
u s;unnTruyeckumu kpuBbiMU (ECC). Hanummre CKpUnT 1i1st CUMYJISIIMY 3alIUIEHHOT0 OOMeHa
COOOIICHUSIMU MEXIY IBYMsI CTOPOHAMH.

Keiic 2: besonacnocmo Linux

3ananme 1: HactpoiiTe ympaBimenue maoctyrnoM B Linux: co3paiiTe moip3oBaTeneid u
rpynnsl, npumenute DAC (Discretionary Access Control) u ACL (Access Control Lists) mmst
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daitmos. Ucmonssyiite PAM (Pluggable Authentication Modules) mis mactpoiiku TOTP (Time-
based One-Time Password) ayreatudukanuu. [IpoBepbTe OCTYI  HACTPONTE ayTUT C TOMOIIBIO
auditd, mpoaHanM3UpPOBaB JIOTH Ha MPEAMET HECAaHKIIMOHUPOBAHHOTO OCTYIIA.

3aganue 2: M3yunre Mmexanu3Mbl uzomsinun B Linux: Hactpoiite CGroups, Namespaces u
Capabilities ms koHTeMHEpa (Hanpumep, ¢ Docker). Dkcruryatupyiite OMHaApHYIO ySI3BUMOCTH B
libc (mampumep, uepe3 buffer overflow) u npogemMoHCTpUpYHTE, KAaK U30JSIHS MPEAOTBPAIAST
ACKANIAIUIO TIPUBWIICTHA. Harmummre oT4eT 0 puckax U Mepax 3aiiuThl.

3ananme 3: HactpoiiTe 0e€30MacHOCTh CETEBOrO cTeka Linux: co3jmaiTe TyHHENIb
(manpumep, SSH nnn WireGuard), nactporite firewall ¢ iptables/ufw u teoputo PKI (Public Key
Infrastructure). Crenepupyiite camomoanucanubiii ceprudukar u Hactpoiite HTTPS-ceprep
(nginx). IlpoBeauTe ckaHMpOBaHHWE HA YSI3BUMOCTH C NMap U MPEJIOKHUTE YIYyUIICHHS IS
3alIUThl UHTEP(EHCOB.

Keiic 3: bezonachocms 6e6-npunodiceruii

3aganme 1: Coszpmaiite mpocroe BeO-mpunoxenue (Hampumep, Ha Flask mnmm Django) u
BHeapuTe ysa3BuMmocTd: SQL injection, CSRF u XSS. 3arem wucnpaBbTe HX, HUCHONB3YS
MOrOTOBJICHHBIE 3anpockl, TokeHbl CSRF u sanitization. [IpoTecTupyiite ¢ MOMOIIBIO CKaHEpa
(manpumep, OWASP ZAP) u HanumIuTe OTYET O HAWJEHHBIX YA3BUMOCTSAX M MEpax 3allUThI.

Bapanme 2: Peanmusyiite yszsumoctd RCE (Remote Code Execution), LFI (Local File
Inclusion), SSTI (Server-Side Template Injection), IDOR (Insecure Direct Object References),
SSRF (Server-Side Request Forgery), DoS u Race Conditions B TeCTOBOM MPHIOKCHHH.
DKCIlyaTupyiTe uX U pazpaboraiiTe matyu, Bkitouas rate limiting ans DoS u Banunmanuio amns

SSRF.

3ananme 3: Vcnonb3yiiTe ckaHepbl Oe3omacHocTH (Hampumep, Burp Suite, Nikto) s
ayIuTa peaJbHOr0 WM TecToBoro BeO-caiita. BeisiBute yszsumoctd u3 OWASP Top 10,
NPOBEANUTE MEHTECT M MPEJIOKUTE peKOoMeHIanuu 1o 3aunmre (Hanpumep, Content Security
Policy nnst XSS). Hanummmre netanbHblil 0TUET ¢ IpUMEpaMuy SKCIJIOWTOB M MepaMH mitigation.

Keiic 4: Ynpasnenue uoenmugurayueii u docmynom (IAM)

3aganue 1: Hactpolite cuctemy ayreHTu(dUKanuu U aBTopu3anuu Ha ocHoBe LDAP:
ycraHoBute OpenLDAP, co3naiite nosnp3oBaTenei 1 rpymnimbl, MHTErpUPYHTE ¢ BeO-NPHIIOKEHUEM
(manpumep, yepe3 PHP). Peanusyiite OIDC (OpenID Connect) ¢ KeyCloak mist SSO (Single Sign-
On). [IporectupyiiTe ayTeHTU(HHUKAIHMIO ¥ HAMTUIIATE OTYET O MPEHMYIIECTBaX.

3ananme 2: Uuterpupyiite Spring Security B Java-mpuiiokeHue i yIpaBlIeHUS
JIOCTYTIOM: HAcCTpOWTE poJiM, ayTeHTUHUKanuio M aBropuzanuioo. Peammsyiite OpenlD mns
BHElIIHeW ayreHTHuKauuu (Hanpumep, uepe3 Google). IlpoBeaute TecTUpoBaHHE Ha
ySI3BUMOCTH (Hampumep, privilege escalation) u npeanoxuTe yaydiieHus.

3ananmue 3: Co3paiite monutuky [AM: onpenenute ponu, pa3peieHus 1 )KU3HEHHbIN [IAKIT
yueTHbIX 3anucedl. Mcnonesyiite KeyCloak nist ympaBieHHs MONb30BaTeNsIMH B MYJbTH-
TEHAaHTHOM NPWIOKeHUH. CUMYyIMPYNUTE CLIEHapUi KOMIIPOMETAIMK U BOCCTAHOBJICHHUS IOCTYTIA,
Hanucas IUIaH pearupoBaHus HA MHLIUJCHTHI.
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Ketic 5: Vnpasnenue cexpemamu u xonmetinepras 6e30nacHocmo

3apanme 1: Hactpoiite unbpactpykTypy xpanenusi cekperoB ¢ HashiCorp Vault:
ycraHoBute Vault, co3naiiTe cekperbl (MapoiM, KIHOUYM), UHTErPUPYHTE C NPUIOKEHUEM
(manpumep, uepe3 API). Peanu3yiite poTtanuio cekpeToB 1 ayauT AocTyna. Hamummure ckpunt uist
aBTOMATHUYECKON 3arpy3Ku CEKpETOB B KOHTEHHED.

3ananmue 2: M3yunte 0oCHOBBI KOHTEWHEPHOM Oe30nacHocTh: HacTpoiite Docker-konTeitnep
C MHHUMAJIbHBIMH MPUBUJICTHSIMH, HCIIONB3YHTE non-root nmosib3oBatesst u read-only filesystem.
[TpoBenute ananu3 Ha ysa3BUMOCTH (¢ momombto Trivy mnm Clair) u npemioxure hardening
(manpumep, seccomp profiles).

3ananue 3: Jlemoncrpupyiite u npenorsparure Container Escapes: co3nmaiite ys3BUMBIMA
KOHTEIHep (HanmpuMep, ¢ MPUBHICTUPOBAHHBIM PEXKUMOM), IKCIUTYyaTUPYHTE escape (Hampumep,
yepe3 mount namespace) U MPUMEHUTE Mephl 3amuThl (Hanpumep, AppArmor uinn SELinux).
Hanummre oTueT 0 puckax u JIydmmnx npaktukax st Kubernetes-momoOHbIX cpet.

IIpumepHbIe ONUCAHUS U KPUTEPUH OLIEHUBAHUSA K KOJJIOKBUYMaM

KonokBuyM 1o Teme «YsI3BUMOCTH B MeXaHHU3MaX ayTeHTH(PUKAIIUH>»

Onucanue KOJUIOKBHyMA:

CTyaeHTbl JOJDKHBI TPOJIEMOHCTPHPOBATH TOHMMAHUE OCHOBHBIX YSI3BUMOCTEH, CBSI3aHHBIX
¢ ayreHTu(UKalnuel monb3oBareneil. B yactHocTH, HEOOXOAUMO yMETh OOBSICHATH MPUYHHBI
cJ1a0bIX TapoJieil, MpeuMyIIecTBa MHOTO(PAKTOPHOH ayTeHTH(HUKAINY, TUIHYHBIE YSI3BUMOCTH
CeCCHii, crocoOBI epexBaTa yUeTHBIX JaHHbBIX, a TAKXKE METObI aTak nepedopom (brute force) u
CIOCOOBI UX MPENOTBPALLCHUS.

IIpumepHBIE BONIPOCHI:

— Ilouemy cnabpie mapoyiu MPEACTABISIOT YIPO3y O€30MacHOCTH?

— Kakue npenmytectBa 1aét MHOro(akTopHas ayTeHTU(UKAIM?

— Kaxkue ysS3BUMOCTH MOTYT BOSHUKHYTD IIPH YIIPABICHUH CECCHSIMU?

— Kakue MeTo/1pl HCHIONB3YIOTCS /1711 IepexXBaTa yUETHBIX JAHHBIX?

— Kak paboraer ataka nepe6opom (brute force) u kak €€ MOXKHO MPETOTBPATUTH?
— Kakue cymecTByoT peKoMeHJalluy M0 CO3/1aHUI0 HAJEKHBIX Maposien?

— Yro Takoe ceccuoHHBIN hijacking 1 Kak OT HETo 3alUTUTHCSA?

Kpurepun onenuBanus (10 6ay1oB):

— 10-9 6anaaos: IlomHOe W TOYHOE OOBSCHEHHE BCEX NEPEUMCICHHBIX YSI3BUMOCTEHH;
IPaMOTHOE ONMHUCAHHWE MEXAaHW3MOB aTaKd W METOJOB 3aIUTHI; MPUBEAECHBI MPUMEPHI U
pEKOMEHIaINH.

— 8-7 6asnoB: Xopolee MOHUMaHHE OCHOBHBIX YS3BMUMOCTEH, HO C HE3HAUYUTEIbHBIMU
YITYIIEHUSIMH WM HETOYHOCTSIMH; TPUMEPHI IPUBEICHBI YaCTHYHO.

— 6-5 6an10B: YacTuuHOE MOHMMAaHUE TEMbI, OMUCAHBI TOJBKO HEKOTOPHIE YSI3BUMOCTH;
OTCYTCTBYIOT JACTAJIH MO METOAAM 3allUTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHMSI, OTBETHI ()ParMEHTAPHBI U HE CTPYKTYPHPOBAHBI.
— 2—0 6annoB: OTBETHl HE COOTBETCTBYIOT T€ME, OTCYTCTBYET MOHUMAHHE KITFOUEBBIX
TTOHSATHUH.

KoanoxkBuym no teme «SQL-MHbEeKIME B MX IKCILTYyATALMA»

Onucanue KOJUIOKBHyMa:

CTyneHThl JOKHBI YMETh 0O0BACHATH Npupony SQL-uHbEKIMil, MEXaHU3Mbl BHEIPEHUS
BpenoHocHoro SQL-konma, crmocoObl 00xona ayTeHTH(UKALUU, METOJbl U3BJICUCHHUS U
Monupukanyuu naHHbIX. Taxke TpeOyercs 3HaHHE cOCcOOOB 3aIIMUTHI, BKIIOYAsi UCIOJb30BAHNE
MOJrOTOBJICHHBIX BhIpakeHMH (prepared statements).
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IIpumepHbIe BONPOCHI:
— Uro Takoe SQL-UHBEKIUS U KaK OHAa BOSHUKAET?
— Kakum  obOpazom  SQL-wHBEKIIMS  MOXKET  HCIOJB30BaThCsA Uil  00xoxda
ayTreHTU(UKanuu?
— Kakue manabie MOKHO U3BJIeYb ¢ HOMOIIbI0 SQL-naBbeKINn?
— Kak MOXHO M3MEHHUTD JJaHHBIC B 0a3e ¢ moMoIpio SQL-uHbeKInNn?
— YT0 Takoe MoJAroTOBJICHHBIE BBIPAKEHHUS U KaK OHU 3aIuiatoT oT SQL-uHbekuuii?
— Kakue cymecTByroT MeTopl 0OOHapyx’eHus U npenoTBpamenus SQL-unbexkuuii?
— YeM omacHbI OIIMOKHY BaJIWJAMKH BXOJHBIX JAHHBIX ?

Kpurepun onenuBanus (10 6ay108B):
— 109 o6amamnoB: Uétkoe M monHOE OOBICHEHHE BceX acnekToB SQL-MHBEKIUI;
MPHUBEICHBI PUMEPBI aTak U AP(HEKTHBHBIX METOJOB 3aIUTHI; MMPOJIEMOHCTPUPOBAHO
MMOHUMaHUE TEXHUYECKUX JCTaJICH.
— 8-7 6aaJoB: Xopoliee MOHUMAHUE TEMbl C HEOOJBIIMMHU MPOIYCKAaMH; OIMCAHBI
OCHOBHBIC TEXHHKH aTaK U 3aIUThI.
— 6-5 o0asuoB: YacTuuHOE MOHUMAHHE, OIMCAHBI TOJIBKO 0a30BbIC  ITOHSTHS,
OTCYTCTBYIOT JI€Talld WJIA IPUMEPHI.
— 4-3 danna: [loBepxHOCTHOE 3HAHKE, OTBETHI HEMOIHBIE M HECTPYKTYPUPOBAHHbIE.
— 2-0 6annoB: OTCyTCTBHE TOHUMAHUS TEMBI, HEQI€KBAaTHBIC OTBETHI.

KonokBuyM 1o teme «ATaku Ha Opay3ep U MeXaHHU3MbI 3AIHUTHI»

Onucanue KOJUIOKBHyMA:

CryneHThl JOJKHBI IPOIEMOHCTPUPOBATh 3HAHNE OCHOBHBIX BUJI0B aTak Ha Opaysep (XSS,
CSRF), ymerp OOBSCHATh MEXaHHM3M HX JAEUCTBHS M MOCieAcCTBUA. TpeOyercs NOHMMaHue
MeXaHU3MOB 3amuThl, Takux kak Content Security Policy (CSP), 3ammra cookie (HttpOnly,
Secure), a Takke BAXXHOCTh CBOEBPEMEHHOI0 OOHOBIICHUS U naTyeil Opaysepa.

IIpuMepHbIe BONPOCHI:

— Yro takoe Cross-Site Scripting (XSS) u kak oHa paboTtaet?

— Kaxkue tumnsr XSS cymectByroT?

— Yro Takoe Cross-Site Request Forgery (CSRF) u kak ¢ Heit 6opoTbcs?

— Kaxk paboraer Content Security Policy (CSP) u kakyto poJib OHa UTpaeT B 3amure?
— Kakue atpuOytsl cookie momorarot noBbicuth 6e3onacuocts (HttpOnly, Secure)?
— ITouemy BakHO peryisipHO OOHOBIIATEH Opay3ep?

— Kakue emé MexaHn3Mebl 3alUTHI Opay3epa Bbl 3HaeTe?

Kpurepun ounenuBanus (10 6a108B):

— 10-9 6aauioB: JletanbHoe U TOYHOE OOBSCHEHHE aTaK U METOAOB 3aIIUTHI; TPUBEICHbI
PUMEPBI U PEKOMEHIAINH TT0 Oe30MaCHOCTH.

— 8-7 6anaoB: Xopoiiee MNOHUMaHHE OCHOBHBIX TIOHATUH, HO C HEKOTOPHIMU
MPOIYCKaMH; OITMCAHBI KITFOYEBHIE METO/IbI 3aIIHTHI.

— 6-5 6anu0B: YacTHuyHOE MOHMMAaHHE TEMbI; OMMCAHBI TOJBKO OTAEIbHBIC aTaKU WIIH
METO/IBI 3aIUTHI.

— 4-3 6anna: [loBepXHOCTHBIE 3HAHMSI, OTBETHI ()ParMEHTAPHBI.

— 2-0 6annoB: OTCyTCTBHE TOHUMAHHUS TEMBI, OTBETHI HE IO CYIIECTBY.

IIpumepHOe onUcaHUe U KPUTEPHH OLICHUBAHUSA K MPOEKTY

Onucanue npoexkra:

CryneHtaM mpezyiaraercs pa3padoTaTh KOMIUIEKCHOE HCCIIENOBAaHHE U TMPAKTUYECKYIO
JIEMOHCTPAINIO YS3BUMOCTEH M METOJIOB 3alllMThI, U3YYCHHBIX B X0/€ Kypca. [IpoekT momkeH
BKIIIOYATh aHaNU3 BBIOpaHHOTO Web-TpUIoXKeHHs] WIN CO3JaHhe MPOTOTHUIIA C HaMEPEHHO
BCTPOCHHBIMH YSI3BUMOCTSIMH 1O TeMaM ayTeHTu(ukauu, shell-uabekmuii, SQL-uHBEKIINIA,
XXE-arak u atak Ha Opay3ep. CTyaeHTaM HEOOXOAUMO MPOJAEMOHCTPUPOBATH YMEHHE BHISBIISTH
W OKCIUTyaTHPOBaTh STH YSA3BUMOCTH, a TAaKXE peaTn30BaTh M OOOCHOBATh MEPHI 3alUTHI,
obOecrieunBaromue OE30MACHOCTh MPWIOKEHHUsS. HTOroBbIi MPOAYKT JMJOIDKEH COAEpKaTh
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TEOPETUYECKYIO YaCTh C ONMHUCAaHUEM YSI3BHUMOCTEH M MX IMOCIEICTBHI, MPAKTUYECKYIO YacTh C

npuMepaMn aTtak MW 3allUTHBIX MCXAaHU3MOB,

a TaKXKC PCKOMCHAAIMKU 110 IIOBBIIICHUIO

0€30I1aCHOCTH.

Kpurtepuu oneHnBanus:

— IlortHoTa oxBaTa Tem: [IpoekT JOJKEH 3aTparuBaTh BCE KIIIOUEBBIE TEMbl Kypca —
ys3BUMOCTH ayrentudukanuu, shell-unvexmmm, SQL-unbexkunn, XXE-ataku, a Takxe
aTaku Ha Opay3ep U COOTBETCTBYIOLINE METO bl 3AILUTHI.

— I'nyonna ananmsa yssBumocrteii: OnieHKa CHOCOOHOCTH CTYJEHTAa BBIABIATH U
HOJPOOHO ONMCHIBATh MEXAHU3MbI PabOTHl YA3BUMOCTEH, MX HOCIEICTBUS U IIyTH
AKCILTyaTal1H.

— IlpakTnyeckasi aeMoHcTpaunusi: Hamuune M KadyecTBO NPaKTUYECKUX HPUMEPOB
AKCIUTyaTallil YSI3BUMOCTEH M peaju3allid MEXaHH3MOB 3alllUThl, MMOATBEPKIAIOIINX
TEOPETUYECKHE BBIBOIbI.

— O0OocHoBaHHOCTH M 3 PeKTUBHOCTH 3alMTHBIX Mep: KoppekTHocTh BbIOOpa U
peanu3anys METOAOB 3aIllUThl, MX aJEKBATHOCTh I10 OTHOIICHUIO K BBISBICHHBIM
YSI3BUMOCTSIM, a TAK)Ke OOBSICHEHUE MTPUHLIUTIOB Pa0OTHI ATHX Mep.

— CrpyKTypa M KadecTBO oopMiIeHHUsI: JIOTHUHOCTD U3JI0KEHHS], SICHOCTh U MOJHOTA
OTIHCaHMsI, TPAMOTHOCTH O(OPMIICHHS TOKYMEHTALIMU B KOAA.

— VIHHOBAIIMOHHOCTh H CAMOCTOSITEIbHOCTB: [IposiBiieHHe TBOpUECKOro MOAXOAa B
BbIOOpE OOBEKTAa HCCIENOBAaHUS, METOJOB aHaiu3a M 3alUThl, a TaKXKe
CaMOCTOSITENIbHOCTD BBIITOJHEHHSI paOOTHI.

— CoorBercTBHe TpeOoBaHusAM Oe3omacHocTH: [IpOeKT JOKEH IEMOHCTPUPOBATH
IIOHUMaHHE COBPEMEHHBIX CTaHAApPTOB M MNPAKTUK oOecrneueHust Oe3omacHoctn Web-
IIPUIIOKEHUN.

— O0OocHOBaHMe BBIBOJAOB M peKoMeHaauuii: Hanuune y€Tkux, apryMeHTUPOBAHHBIX
pPEKOMEHAANUK IO YIy4IIEHHIO OE30MacHOCTH pPAacCMAaTPHBAEMOTO NPUIIOKCHUS HITH
OPOTOTHIIA.

38}13HI/IH IJIdA l'lpOMC)KyTO‘lHOﬁ aTTeCTallui 110 JMCIHUIIJINHE (MO)Iy.JIlO)

Ne n/m 3aganue OtBer Kommnerennus
1 VYxkaxute MeTo] ananmsa Web SQL injection /sqgl injection, YK-1

YSI3BUMOCTEH. injection

2 VKaxxkure CUHTE3 JAHHBIX O Xomr /hash, digest VK-1
KpUNTOrpadMueCKUX METOAX.

3 VYKaKUTe MPaKTHYECKUH OIIBIT C PAM / pam, authentication VK-1
MHCTPYMEHTOM ayuta B Linux.

4 YKaXUTE KOHICTIIHIO TUCKPETHOM Moyis /modulus, octatox OIIK-1
MaTeMaTHKH B HIH(POBAHHUH.

5 VYKaKUTe MPUMEHEHHE CTATUCTUKH B BepositHocTs / probability, OIIK-1
OLIEHKE KOJUTU3UH. likelihood

6 YKa)uUTe MPAKTUUSCKUIN OITBIT Kommusus / collision, clash OIIK-1
MOJICJTMPOBAHUS B XOIIUPOBAHHH.

7 VYxkaxunTte 0a30BbIif MaTeMaTHYECKUH Cetp Deiicrens / feistel OIIK-4
anmapar Jiisi aITOPATMOB MM POBAHHS. network, feistel

8 VYkaxnTe yMeHUE MPUMEHSTH armapar B PKI / pki, infrastructure OIIK-4
yIpaBJIeHUH CepTUhHKATAMH.

9 VYKaXuTe ONBIT pealu3alui aIrOPUTMA B TOTP/ totp, token OIIK-4
ayTeHTHU(UKAIIUH.

10 VKaXHUTE OMBIT OLICHKH KadecTBa |AM. KeyCloak /keycloak, oidc OIIK-4

11 YKaxXuTe aJropuT™ 115 MOHUTOPHHTA B Namespaces /namespaces, OIIK-6
KOHTEHHepax. isolation

12 VYkaxuTe yMeHue pa3padbaTeiBaTh XSS / xss, cross-site OIIK-6
porpamMMy JiJisi CKAHHPOBAHHUSI
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ySI3BHUMOCTEH.

13 VYkaxnTe yMEHUE IPUMEHSTH KO B Ounetp /filter, validation OIIK-6
npenotrBpanieanu RCE.

14 VKaKXHUTE OMBIT BU3yaTH3aIUH yIPO3 B Ckanep / scanner, tool OIIK-6
Web.

15 VYKakuTe ONBIT CUMYJISILUH yIIPABICHUS Vault / vault, storage OIIK-6
CEKpETaMH.

16 VKakuTe METOL MOJIEIINPOBAHUS B Onmunrryeckas kpusas / elliptic I1K-3
Kpunrorpaduu. curve, ecc

17 VYkaxnuTe yMEeHUE IPUMEHITH MOJCIh B Diffie-Hellman / diffie-hellman, [K-3
IIAHUPOBAHUH 3aIIHTHL key exchange

18 YKaKHUTe YMEHHUE MOJIEINPOBATD ayIUT Amnanus/analysis, assessment I1K-3
0e30MacHOCTH.

19 VKaKHUTE OIBIT peaan3aluy MOJEN IS Escape /escape, breakout I1K-3
KOHTEHHEPOB.

20 VYkakuTe OmBIT pacyéra puckoB B Web- DoS/dos, denial I1K-3

MMPUITOKCHUAX.
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