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1. Kparkasi XapakTepuCcTHKA JUCHUNIMHBI (MOTYJIA)

Pabouas nporpamma aucuuIinabl (Moayms) «OCHOBBI KOMIIBIOTEPHBIX CETEI» COCTABIIEHA
B COOTBETCTBUM C (hefiepalibHbIM I'OCYJapCTBEHHBIM 00pa30BaTEIbHBIM CTaHAAPTOM BBICILErO
oOpa3oBaHus — OakanaspuaT 1o cuneruansHoct 02.03.01 Maremaruka 1 KOMIBIOTEPHBIE HAYKH,
npodunp «lIporpamma naByx murmiomoB HUY BIHID u LY «lIpuknagHas MareMaTtuka u
uHPOpPMATHKa», YTBEPKACHHBIA NMPHKa30M MMHHUCTEPCTBA HAYKM M BBICIIETO 0Opa3oBaHUsA
Poccuiickoit ®eneparuu Ne 807 ot 23.08.2017 rona.

N3yuenne qucuuminHel (Moayis) «OCHOBBI KOMIIBIOTEPHBIX CETEH» I03BOJISET CTYA€HTAM
OCBOUTH 0a30Bble NPUHLMIIBI, HEOOXOAUMBIE IJIsi MPOEKTUPOBAHMS, AIMHUHMCTPUPOBAHUS U
3alIUTHl CETeH, 4TO BOCTPEOOBAHO B PA3NMYHBIX OTPACIAX, BKIIOYAS TEIEKOMMYHUKAIUH,
UHTEpPHET-CEpBUCHl M oOdauHble miuardopmbel. be3 TIiay0oOKoro mnoHMMaHUs OCHOB ceTei
HEBO3MOXXHO A((GEKTUBHO pemaTh 3aJadyd [0 HWHTETPallii  YCTPOMCTB, o00OecreueHuro
0€30I1aCHOCTH M ONTUMM3ALUU IPOU3BOAUTEIBHOCTH B YCIOBUAX PACTYLIEro o0beMa JaHHbIX U
G poBo TpaHCHOPMALIUH.

MecTto 1ucuuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

Hacrosimas nucuumnianHa (MoayJib) BKIOYEHA B Y4EOHBIH IJ1aH 110 POrpaMMe MOArOTOBKU
OakamaBpuata mo HampasieHuto 02.03.01 MartemaTtuka U KOMIIBIOTEpHBIE HAYKH, MPOQPHIIH
«IIporpamma ayx qurmuiomoB HUY BIID u LY «Ilpuknannas mareMaTuka U ”HGOpMaTUKa» U
BXOJIUT B BapuaTHBHYI 4acTb broka 1, dopmupyemyro yudacTHUKaMu 0Opa30BaTEIbHBIX
OTHOLIEHUH, KaK TUCIUIUIMHA 10 BEIOODY.

JucnuniuHa (MOAYNb) SIBISIETCS BBIOOPHOM W JOCTYIHA JJIsl M3y4deHUs Ha 3 Kypce B 5
ceMecTpe.

Heap  u3yyeHuss  JUCHUIJIMHBI  (MoayJsi):  (GOpPMHUpPOBaHHE y  CTYICHTOB
dbyHIaMeHTabHBIX 3HAaHUM O MPUHLUIAX TMOCTPOCHHS, (PYHKIMOHUPOBAHUS U 00OeCredyeHUs
0€30MacCHOCTH KOMIIBIOTEPHBIX CETEH Ul YCIEIIHOTOo IMPUMEHEHHs B NpOo¢ecCHOHaIbHOU
JeATETbHOCTH.

3anaum u3y4yeHus TUCHUILIMHBI (MOYJIs):

— OCHOBHBIC IMOHATHA, KOMIIOHCHTBI M apXHUTCKTYPY KOMIIBIOTCPHBIX CCTCI\/'I, BKJIFO4asd
monenu OSI u TCP/IP;

— TOHATh MPUHUUIBI MepeJayd JIaHHBIX, CETEBbIX MPOTOKOJOB MW TEXHOJOTHUH,
o0ecreynBarouX HaIKHOCTh U 3PPEKTUBHOCTh KOMMYHHKAIUH;

— HAY4YHTbCS TPOEKTUPOBaTh, HacTpauBaTh U troubleshoot mpocTeie cereBbie
KOH(l)I/IpraHI/II/I C UCIOJIL30BaHUEM 0a30BBIX HHCTPYMCHTOB U CTAaHAAPTOB.

B pe3ysbTare 0cBOCHUSI AUCHUILIUHBI (MOIYJIs1) 00y4arOMiiCsl T0JIZKEeH

3HamMb:

— OCHOBHBIC TIOHSATHS CETEBOM, CEPBUCHOM, OTJIAJOYHOM TMpeaMEeTHON obnactu
KOMITBIOTEPHBIX CETEH;

— CTPYKTYpPHI 3aT0JIOBKOB IIPOTOKOJIOB KAHAJIBHOT'O, CETEBOTO U TPAHCIIOPTHOTO YPOBHEN
creka TCP/IP;

— TIPUHIUITBI OPTaHU3AIMK aIPECHOTO MPOCTPAHCTBA: OEcKiIaccoBas aapecarus, MacKu
noJiceTeil, arperarus npeduKcos;

— TPUHIUIBI pabOTHI CETEBBIX MPOTOKOJIOB U CIIYX0 MPHUKIATHOTO YPOBHS;

— TMPUHUUIBI TOCTPOCHUS 3alMUMUIEHHBIX KaHAJIOB CBsI3U: TexHosoruu VPN,
KpunTorpaduueckre OCHOBHI POTOKOJIOB;

— MeToAbl MOHUTOPWHTA W YIPABICHUS CEThIO: HHCTPYMEHTHI cOOpa CTAaTUCTHUKH,
Cpe/CTBa 3aXBaTa M aHAJIM3a MAaKeTOB;

ymembp:

— HacTpauBaTh CETeBbIC HHTEP(PEHCHI, CTATHYECKYIO U JUHAMUYECKYIO MapIIPYTU3ALIUIO
B ONEpariMoHHON cucteMe Linux;
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— Ppa3BEPTHIBATh U aIMUHUCTPUPOBATEH CETEBBIC CITYKOBI;

— aHaNM3HMpOBAaTh CETEBOM TpapuUK M 3aroIoOBKM MPOTOKOJIOB C IMOMOIIBIO CPEICTB
3axBaTa U aHaJK3a [aKeTOB;

— MPOEKTUPOBATh U KOHYUTYPUPOBATH OTKA30yCTOMYUBBIC TOTIOJIOTUH JOKAIBHBIX CETEH,
BKJIFOYAs arperamuio KaHaJIOB U IPOTOKOJ pe3epBupoBanus Spanning Tree Protocol (STP/RSTP);

— HacTpauBaTh NpeoOpa3oBaHHE CETEBBIX a/[PECOB U MEKCETEBOE SKPAHUPOBAHUE IS
oOecrieyeHns 6€30MACHOTO I0CTYIIA JIOKATBHBIX CETMEHTOB B INI00AJIBHYIO CETh;

enademp:

— HaBBIKAMM JMArHOCTHKH CETEBBIX HEHCIPABHOCTEW Ha Pa3jIMYHBIX YPOBHIX MOJIEIH
OSI/TCP/IP;

— HaBBIKAMM aHAINM3a M MHTEPIPETALUHU JaHHBIX CETEBBIX NMPOTOKOJOB M MOKa3aTesen
MOHHUTOPHHTA,

— HaBBIKAMHM KOMILJIEKCHOM OTJIAAKU CETEeBOrO0 CTE€Ka Ha CTBIKE YpPOBHEH, BKJIOYAs
JUArHOCTHKY TMpoOJieM ¢ pa3pelieHueM HMEH, CHHXpPOHM3AlMel BpeMeHH U paboToi
JMHAMUYECKHUX CITYKO0 B paMKax MPOEKTHOU JEATEIbHOCTH,;

— METOAAMM  IIOCTPOEHHUs  3alMIIEHHBIX  KaHatoB VPN  u  npumeHeHuns
kpuntorpaduueckux mnporokosioB (TLS/PKI) ans obecnieuenus: koHpUIEHIIUATBHOCTH Tpaduka
B IIYOJIMYHBIX CETSAX HA PAKTHUKE;

— HaBblKamMM aHanu3a noseaeHus TCP-ceccuil (ycTaHOBKa M 3aBEpILEHUE COEIMHEHUS,
MEXaHHM3Mbl OKHA, MOBTOPHBIC MepeAaydd, KOHTPOJIb MEPerpy30K) sl AUArHOCTUKH MpodiieM
MPOM3BOIUTEIFHOCTH U HAI&KHOCTH TIepeIadn JaHHBIX.
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2. IlepeyeHb MJIAHUPYEMBIX Pe3yJbTATOB 00yUYeHMsI

Komnerennuu, ¢opmupyemble B pe3ylibTaTe OCBOSHHS TUCHMIUIMHBI (MOIYJS) TpU
IPOBE/ICHUH Y4EOHBIX 3aHATUH B (popMe KOHTAKTHON paboThl 00YYaIOLIMXCS € IeJarorn4eCKUMHU
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus Conep:xanue Nuauxkarop Ilepeyenpb MIAHNPYEMBIX
KOMIeTeHIIN U KOMIIETeHIIN U pe3yJbTAaTOB 00y4eHus Mo
JUcCHMIIMHE (MOTYJIIO)
OIIK-1. Crioco0eH KOHCYJILTHPOBATh OIlK-1.1. 3HAEeT OCHOBHBIC KOHIICTIIIMY U TEOPUU
1 MCTIONIB30BaTh B 00JaCTH MaTEeMaTHIECKOTO aHAIN3a U
(dbyHIaMeHTaTbHBIC 3HAHUS B CMEXHBIX JUCIHIUINH, METOIBI U
001acTH MaTeMaTHYECKOTO MOJIXOJIbI, UCIIOJIB3YEMBIC B PA3IMYHBIX
aHaN3a, KOMIUIEKCHOTO H 00acTsIX MaTeMaTHKH
(yHKIIMOHAIEHOTO aHAJH3a OIIK-1.2. YMeeT NpuMeHsITh MaTeMaTU4eCKue
anreOpbl, aHATUTUICCKOHN METO/IBI JISL PEIICHUS
TCOMETPUH, po(eCCHOHAIBHBIX 3a]1a4
nmud dhepeHInanbHON OIIK-1.3. Nwmeer mpakTUyecKuid ONbIT
rCOMCTPHUHU U TOIIOJIOTHH, pa3paboTKu U peamn3aris
g dhepeHInaTbHBIX MaTeMaTUYECKUX MOJIECH B
YPaBHEHHIA, TUCKPETHOM npodeccroHaIbHOM AEATEIbHOCTH
MaTeMaTHKH U
MaTeMaTHYeCKOMN JIOTHKH,
TEOPUH BEPOSTHOCTEM,
MaTeMaTU4eCKOI
CTaTHCTUKH U CITy4alHBIX
MPOLIECCOB, YUCICHHBIX
METO/I0B, TEOPETUUECKOMI
MEXaHUKH B
npoheCCHOHATBHON
JISITEIIbHOCTH
OIIK-2. Crioco0eH MpOBOAMTH MO OIIK-2.1. 3HaeT OCHOBHBIE METOBI U MTOAXOIBI K
HAyYHBIM PYKOBOJICTBOM MPOBENICHHUIO UCCIIEIOBAHUI B 00J1aCTH
WCCIIeIOBAHNE Ha OCHOBE pa3pabOTKH; HAYYHbIC U STUYECKUE
CYIIECTBYIOIUX METOJIOB B CTaH/apTHI, IPUMEHSIEMBbIC B
KOHKPETHOM 001acTh HCCIIEIOBATEIHCKOM MPAKTHKE
poheCCUOHATBHON OIlK-2.2. YmMeeT GpopMyIupoBaTh
JIeSTEIIbHOCTH HCCIIEIOBATENBCKIE BOIIPOCH U
TUIOTE3bI HA OCHOBE CYIIECTBYIOIUX
3HAHW; aHAIU3UPOBATh U
HWHTEPIPETUPOBATH JIAHHBIC,
MOJTydYeHHBIE B X0JI€ UCCIICIIOBAHUS
OIIK-2.3. NmeeT npakTUYECKH OTBIT
WCCIIE/IOBAaHNH B KOHKPETHOH 001acTu
mpo(heCCHOHAIBHOM IEATENbHOCTH B
o0nacTH pa3paboTku
OIIK-4. Crioco0eH HaxO0UTh, OIIK-4.1. 3HaeT 6a30BBIE OCHOBHI COBPEMEHHOTO

aHAIM3UPOBATb,
peaIr30BbIBATH IPOIPAMMHO
Y UCIIOJIB30BATh Ha
MPAaKTHKE MaTeMaTHIECKUE
AITOPUTMBI, B TOM YHUCIIE C
MIPUMEHEHUEM COBPEMEHHBIX
BBIUMCIIUTEIBHBIX CHCTEM

MaTeMaTHIECKOTO anmapara,
CBSI3aHHOTO C ITPOEKTUPOBAHUEM,
pa3paboTKoi, peanu3amnueil ¥ OIeHKOM
KauyeCcTBa MPOrPaMMHBIX TPOIYKTOB U
MIPOrPaMMHBIX KOMILJICKCOB B
Pa3IMYHBIX 00JIACTSAX YEIOBEUECKOM
JESITENHHOCTH
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OIIK-4.2.

YMeeT ucnosb30BaTh 3TOT
MaTeMaTUYeCKUH ammapar B
po(heCcCUOHATBHOMN CATENbHOCTH

OIIK-4.3.

NmeeT mpakTHUEeCKUNA OMBIT
MPUMEHEHUSI COBPEMEHHOI'O
MaTeMaTUYECKOro annapara,
CBSI3aHHOTO C POEKTUPOBAHUEM,
pa3paboTKol, peanu3anuei 1 OICHKOM
KauecTBa MPOTrPaMMHBIX ITPOIYKTOB U
MPOrpaMMHBIX KOMIUIEKCOB B
Pa3IUYHBIX 00JIACTAX YEIOBEUSCKOM
JIESITENbHOCTH

OIIK-5.

Crioco0eH moHnMaThb
MIPUHITUIIET PAOOTHI
COBPEMEHHBIX
WHPOPMAITUOHHBIX
TEXHOJIOTHI U HCIOJh30BATh
WX JUISL PEIICHUs 3a/1a4
npoheCcCUOHATBHOMN
JIeSITeIbHOCTH

OIIK-5.1.

3HaeTe TEXHOJOIUH, HEOOXOAUMBIE IS
MIPUKIIATHOTO MPOTPaMMHPOBAHWS,
BKJIIOYAsi COBPEMCHHBIC
(YHKUIMOHAIBHBIE SI3BIKK
MPOTPaMMHUPOBAHUS, & TAKXKE
OCHOBHBIC HpI/IHHI/IHbI H NOHATHA,
HpI/IMeHﬂeMI)IMI/I HpI/I HCIIOJIB30BAHUHN
KOMIIBIOTEPHBIX CETEU

OIIK-5.2.

‘YMeeT Nonb30BaThCsl TEXHOJIOTUAMHI
MIPUKJIAJHOIO IPOrPaMMUPOBAHMS,
BKJIFOYasi CPeJbl BEICOKOYPOBHEBOTO
IPOrpaMMHUPOBAHUS

OIIK-5.3.

Nmeet mpakTUyecKuid ONbIT
HCIIOJIB30BaHUS TEXHOIOT UM
MIPHUKJIAJHOTO TPOrPaMMHUPOBAHMS

[K-1.

Crnioco6en popmynupoBathb
3371a41 ¢ MaTeMaTUYECKON
TOYHOCTBIO, 00OCHOBEIBATh
YTBEPXKACHUS CTPOTO H
aHAJIM3UPOBATH TTOTyYEHHBIE
pe3ynbTaThl B 00JIaCTH
MaTeMaTHUKH U
KOMITBIOTEPHBIX HAYK

IK-1.1.

Oo0agaer 0a30BBIMH 3HAHUSIMU,
HOJ'Iy‘IeHHI)IMI/I B O6HaCTI/I
MAaTEMATUYCCKUX HayK,
MPOrPaMMHUPOBAHHUS
WH(POPMAITMOHHBIX TEXHOJIOTHH

[K-1.2.

YmMeeT HaxouTh, HOpMYJIUPOBATH U
peraTh CTaHIapTHHIC 33]]a4H B
cOoOCTBEHHOI HAyYHO-
HUCCIIE0BATEIBCKOMN AEATEIIHHOCTH B
MaTeMaTHKe U HH(OpMaTHKe

I1K-1.3.

Hmeet onbiT pa6OTLI C 3aJga4aMu B
00J1aCTH MAaTEMATHKH H
KOMITBIOTEPHBIX HAYK, BKJIFOYUAsA
IMPUMCHCHUC MAaTEMATHUYCCKUX
MCTOJO0B I pCHICHUS ITPAKTUYCCKUX
3aga4

IK-3

Croco6eH UCIoIB30BaTh
METOABl MATEMATUUECKOI0 U
NTOPUTMHUIECKOTO
MOJICTUPOBAHUS IIPH
peIHeHI/II/I TeOpeTI/I‘-IeCKI/IX nu
MIPHUKJIATHBIX 32/1a4

IK-3.1.

3HaeT OCHOBHBIE METO/IBI
MaTEMaTHYECKOI0 U
ITOPUTMHUYECKOTO MOJICITUPOBAHUS, a
TAKXEC UX HpI/IMeHeHI/Ie JJIA pemeHI/m
TeOpeTI/IT-IeCKI/IX nu HpI/IKHaJIHBIX 3aga4

I1K-3.2.

VYMeer pazpabarbiBaTh U IPUMEHATH
MaTeMaTHYeCKHe MOZEIH U aJlr OPUTMBI
JUTSL pEIIeHUs pa3TUYHbIX 3a7ad,
AHAJTM3UPYS NOTYUYEHHBIE PE3yIbTAThI

I1K-3.3.

Nwmeet mpakTUyecKuid ONbIT
KCIIOJIB30BaHUS METOIOB
MaTEMaTHIECKOTO U
AJITOPUTMHUYECKOT0 MOJICIIUPOBAHUS B
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PCAJIBHBIX MPOCKTAX WIH
HUCCIICAOBAHUAX
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3. Temaruueckuii njiax

Ne TpynoeMKocThb, aKkajeMHyecKue Yachbl
n/n Ounas ¢popma
Hanmenosanne AynuTopHasi padoTa TKY
pazaesa U CHUILTHHBI CamocTrosiTe (TeKyumii KOHTPOJIb
(MmonyJis) Cemunaper Konrp JbHASA ycneBaeMocTH)
Jleknun | (mpakTudeckue | 0JIb
padora
3aHATHA)

1 OCHOBBI 10 8 2 42 AynuropHas pabora,
KOMITBIOTEPHBIX CETEH: YcTHBIM omnpoc,
TPUHIIUIBI U IIpoekTt
YCTPOMCTBO
KaHaJBbHOTO YPOBHS

2 CereBoii 10 8 2 42 AynutopHas pabora,
TPAHCIOPTHBIN YPOBHU YcTHBIH ompoc,
KOMIIBIOTEPHBIX CETEr IIpoekt

3 bezomacHas 10 8 2 42 AynuropHas padora,
SKCIUTyaTaLus YcerHBIi ompoc,
KOMIIBIOTEPHBIX CETEH IIpoekt
IK3amen 4

Hmoczo: 30 24 10 126
O6vem oucyuniunst (M00ys) 190
(6 ax. u.)
Obvem Ooucyunaunvt (Mooyns) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIS)
Nen/m HaunMenoBanue pasgesa Conep:xanue TUCHUIUTHHBI (MOYJs1) IO TeMaM

JAMCUHMILIMHBI (MO1YJIs1)

1 OCHOBBI KOMIIBIOTEPHBIX BBenenue B KOMIBIOTEPHBIE CETH: KaK YCTPOEHA KOMMYHHKAITHS MEXKIY
ceTel: NPUHLMIIBI 1 YCTPONCTBaMHU
YCTPOMCTBO KaHAJIBHOTO dusnueckuii ypoBeHb 1 TexHosorus Ethernet: npunumns! nepenaun
YpOBHS JAHHBIX
CermeHTanus U arperaiys KaHajJoB B JOKaJbHBIX CETAX
OTKa30yCTOMYUBOCTB U cepBUCHI JoKanbHbIX ceTeil: STP, ARP, DHCP
2 CeTeBoil M TpaHCIIOPTHBIN Cratudeckast MapIIpyTH3aLUs U CETEBBIE TPOTOKOJIBI
YPOBHHU KOMITBIOTEPHBIX Juaamuyeckas MapIipyTHU3aus
cere MarucTpansHas MapHIpyTH3aIUs ¥ apxXUTeKTypa riiodansHoro MHaTepHeTa
Tpauncnoptasle cereBbie mpoTokoisl: TCP u UDP
3 be3omnacHas skcrmyaTtarus Cayxeb6nble mpotokonsl: DNS, NTP, NAT u MOHUTOpUHT ceTH

KOMITBIOTEPHBIX CETEH

3amuTa nepuMeTpa CeTH: MeKceTeBbie 3kpanbl U IDS/IPS
3amuta Tpaduka B uatepuere: PKI, TLS u HTTPS
3amuTa NpUBaTHOM CETH B MHTEpHETE ¢ momouso VPN
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYIl K COBPEMEHHBIM MpOo(pecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Tanen6aym, O. C. Kommnbtorepusie cetu / 3. C. Tanenbaywm, [. Yazepomn. - 5-e usm. -
Canxkr-IlerepOypr : [Tutep, 2021. - 960 c. - ISBN 978-5-4461-1248-7. - TekcT : 3IEKTPOHHBIH. -
URL: https://znanium.ru/catalog/product/2141427.

2. Ianinep, b. AnmunucrpupoBanue ceteit Cisco: OCBOGHHME 3a MeECSI[ : MPAKTUYECKOE
pykoBoctBo / b. ITaiiniep ; mep. ¢ anr. M. A. Paiitmana. - Mocksa : JIMK Ilpecc, 2018. - 316 c. -
ISBN 978-5-97060-519-6. - Tekct : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2155913.

3. bykaroB, A. A. KomnbroTepHble ceTH: paCIIUpEeHHBIH HaYaJIbHBIA KypC : YU4€OHUK IS
By30B/ A. A. bykaros, C. A. I'yna. - Cankr-IletepOypr : [Tutep, 2020. - 496 c. - (Cepust «YueOHUK
it By3oB»). - ISBN  978-5-4461-1338-5. - Tekcr : osnekrtponnsni. - URL:
https://znanium.com/catalog/product/1756115.

4. KoMIploTepHBIE CETH : YYEOHUK U MPAKTUKYM AJIS BY30B / O]l HAYYHOU peaakiueit A.
M. HeuaeBa, A. E. Tpy6una, A. }O. Anucumona. — Mocksa : U3narensctBo FOpaiit, 2025. —
515 c¢. — (Bwicuiee obpazoBanue). — ISBN 978-5-534-21452-9. — TekcT : 3MeKTpOHHBIN //
O6pasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/572239.

Jononnumensnan numepamypa:

1. Tanenbaym 3., boc X. CoBpeMeHHbIE omnepalloHHble cucteMbl. 4-e u3a. — CII6.:
[Tutep, 2015. — 1120 c.: wn. — (Cepus «Kiaccuka computer science»). — ISBN 978-5-496-
01395-6.

2. Tanenbaym 3., Octun T. ApxurekTypa kommetorepa. 6-¢ u3a. — CII6.: [Tutep, 2013. —
816 c.: mn. — ISBN 978-5-496-00337-7.

6. MartepuajbHO-TeXHHYeCKOe o0ecreyeHne

VYHUBEpCUTET pacmojaraeT MaTepHallbHO-TEXHWYECKOH 0a30if, COOTBETCTBYIOLICH
JEHCTBYIOIMM MPOTUBOIIOKAPHBIM IIPaBUJIaM U HOpMaM U OOecreunBarolell MpoBeIeHNEe BCeX
BUJIOB JIUCIUIUIMHAPDHOW W MEXIUCIUIUTMHAPHONW TMOATOTOBKU, MPAKTHUYECKOH W HAy4YHO-
HCCJIEI0BATENBCKOM paboT 00YyUaIOMUXCsl, TPETYCMOTPEHHBIX YICOHBIM IIJTAHOM.

[Tomerienus1, KOTOpPbIE MPEICTABIISAIOT CO00M yueOHbIE ayAUTOPUH JJIsl TPOBEICHUS 3aHATHH
JEKIMOHHOTO THMA, 3aHATHM CEeMUHApCKOro (MPakTUYEeCKOro) THIA, TPYIIOBBIX U
WHAWBUAYAIbHBIX KOHCYJIbTAIHMMA, TEKYIIETO0 KOHTPOJS U MPOMEXKYTOYHON aTTeCTAIluH, a TaKKe
MOMEILEHUS JUIsl CAMOCTOSTEIbHOM pabOoThl M TOMEUIEHUS JAJIl XpaHEHUS U MPOPUIaKTUYECKOTO
oOciy>)xuBaHus yueOHOro obopynoBanus. IlomeneHnsl yKOMIUIEKTOBAHbI CIIEUATN3UPOBAHHON
MeOeNbl0 U TEXHUYECKUMH CPEJICTBAMU OOy4YeHUSs, CIYXKallUMU JJi1 IPEICTaBIeHUs y4yeOHOI
uHpopManuu OOJIBIION ayTUTOPUH.

N3yuenne qucumInHbl (MOIYIIs1) 00ECIIeYnBaeTCs B YUEOHBIX ayIUTOPHUSIX, OCHAIIICHHBIX

— CTOJIaMH U CTYJIbSIMU;
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— KOMIIbIOTEPHOU TEXHUKOU;

— MEXaHWYECKUMHU KaJbKYyJIATOPAMH;

— CIeUUaTU3UPOBAHHBIM 000PYI0BAaHHUEM, BKIIFOYAs IECMOHCTPAIIMOHHOE 000PYyI0BaHHE.

[TomemeHust U1k CAMOCTOATEIBHOM paOOThHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHBIE
JUIS. UCIOJIb30BaHUSl WHBAJIUJAMH W JIMIIAMU C OTPAHUYECHHBIMH BO3MOXKHOCTSMHU 370pPOBbS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO IMOAKIIOUEHUS K ceTu «HTepHET» U
obecrieueHHEeM  JOCTyNa B JJICKTPOHHYIO  HH(GOPMAIIMOHHO-00pa30BaTEIbHYIO  Cpeay
YHuBepcurera.

OO0yyarmumMcs MPeaoCTaBIsgeTCs JOCTyn (B TOM 4YHCIE YAAJICHHBIH) K pecypcam
WH(OPMAIIMOHHO-TEIIECKOMMYHHKAITMOHHON ceTH «VHTEepHET», MEeKTPOHHBIM pecypcaM (B TOM
YUCJIE JJIGKTPOHHBIM OMOJMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPOdecCHOHATBHBIM 0Oa3aM
JTAHHBIX ¥ UHOOPMAIIMOHHBIM CIIPABOYHBIM CHCTEMAaM):

Ne HaunmMeHoBaHue noprasa Ccbuika
(M3naHus, Kypca, 10KyMeHTa)
1. | Hayunas snextponHas 6ubnuoreka elibrary.ru https://elibrary.ru/defaultx.asp
OoubImoTeKa
2. Basa gaussix mus | T-cnenuanucTos https://habr.com
3. | ba3a mannbIx ScienceDirect https://www.sciencedirect.com
4. | OdunmansHbli calT MUHHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/

BEICIIIEro oopasoBanus Poccutickoit @eneparuu

5. | ®enepanbheiii moprai «Poccuiickoe oopazosanue" | https://www.edu.ru/

6. | Mudopmanuonnas cucrema "Eannoe okHo nocryma | http://window.edu.ru/
K 00pa3oBaTelbHBIM pecypcam"

7. | Enunas xomnekuums nudposix oOpazoBatenbubix | http://school-collection.edu.ru/
pecypcoB

8. | ®enepanbHblii IEHTP HHPOPMALIMOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB

[lepeuenr WHQDOPMAIIMOHHBIX TEXHOJOTHH, WCHOIB3YEMbIX TMPH  OCYIIECTBICHUU
00pa3zoBaTeNbHOIO MpoIiecca 1Mo AUCIUTUINHE (MOIYJI0), B TOM YUCJIE KOMIUIEKT JTUIIEH3MOHHOTO
MpPOrpaMMHOTO  OOecleyeHus, COBPEMEHHble mpodeccuoHanbHble 0a3bl  JaHHBIX U
MH(OpPMaLMOHHbBIE CIIPABOYHBIE CHCTEMBI:

HaumenoBanmue 110 IIpounsBoacTBo JInnen3nonHnoe / cB000HO
pacnpocTpansiemMoe

OnepanMoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | zapy6esxuoe | nuuensnonHOE
Bpay3sepsbI:
SAnnexc.Bpaysep OTEUECTBEHHOE CBOOOJIHO pacrpocTpaHsieMoe
Google Chrome 3apyOekHOe CcBOOOIHO pacIpocTpaHsieMoe
OducHble NPUIIOKEHNS:
Microsoft Imagine (Visio, OneNote) 3apy0exHoe JIMIEH3HOHHOE
TeXstudio 3apyOexkHOE CBOOOHO pacIpoCTpaHseMoe
Adobe Acrobat Reader 3apyOekHOe CBOOOHO pacIpoCTpaHsieMoe
IporpamMmHoe oGecniedyeHue 15l IVIAHMPOBAHNUS M Y4€TAa BPEMEHM:
Toggle app | 3apy0ekHOe | CBOOOIHO PaCIPOCTPAHIECMOE
CucreMbl ynpaBjieHHsI TPOEKTAMM:
Microsoft Imagine (Project) | sapy6exHoe | muuensnonnoe
Cucrtembl ynpapjeHus1 0a3aMHi JaHHBIX:
Microsoft Imagine (SQL Server) | sapyGesxHoe | muuensmonHoe
Cucrtembl pesepBHOro konuposanus (backup):
Acronis Backup Advanced for HyperV | sapy6exHoe | muuensnonnoe
CnpaBo4YHO-TIPABOBBIE CHCTEMBI:
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Koncynprantllitoc: cipaBoyHO-TIpaBOBast OTEUECTBECHHOE JMLEH3UOHHOE
cucreMa

CpeacTBa aHTHBHPYCHO# 3aLUTHI:
Kaspersky Endpoint Security amnst 6usneca OTEYECTBEHHOE JUIEH3UOHHOE
Cranpmapraeiii Russian Edition
Cpennbl pa3padoTkm:

Visual Studio Code 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Bash (Unix shell) 3apyOekHOE CBOOOIHO pacIpoCTpaHsIeMOe
Anaconda 3apyOekHOE CBOOOIHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHOe CcBOOOJTHO PACTIPOCTPAHIEMOE
CopelliaSim 3apy0exHOe CcBOOOJIHO PACIIPOCTPAHIEMOE
Google Colaboratory 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHSIEMOE
IlakeThl MPOrpaMMHBIX CPeICTB M OHOJTHOTEK:

AutoPsy 3apyOeKHOE CBOOOIHO pacIpOCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
Cucrtembl ynpaJjieHust ouoanorpaduyeckoii uHgopmanmeii:

Zotero | 3apy0eKHOE | CBOOOJTHO pacIpoCTpaHsIeMOoe
CepBHCHI B CITYKOBI:

Bind 3apyOekHOE CBOOOIHO PaCIpPOCTPaHsIEMOe
Docker 3apyOekHOE CcBOOOIHO pacIpocTpaHsieMoe

7. MeToanuyecKkue H OIleHOYHbIE MATEPHAJIBI
MeToauyeckne yKazaHus il 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B nponecce uzyuenus aucuuminabl (Moayis) «OCHOBBI KOMIIBIOTEPHBIX CETEH» B paMKax
TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH HCIIOJIB3YIOTCS TaKhe BUIBI y4eOHOW pabOThI, KaK JICKIIUH,
CEeMMHapbl, ayAUTOpHas paboTa, YCTHBIE ONPOCHI, IPOEKTbI, a TaKXKE pa3JIUYHbIE BH]IbI
CaMOCTOSITENIbHOW paboThl 00y4aroluxcs MO 3aJaHUI0 IIPENOAABATENs, HAIpPaBICHHbIE Ha
pa3sBUTHE  HABBIKOB  NPO(ECCHOHAIBHOM  JIEKCMKH,  3aKpeIUIeHHEe  NPaKTHUYECKUX
poecCHOHANBHBIX KOMIIETEHIINN, TOOIIPEHNE UHULIUATHB.

Jlexyus — cuUCTEeMaTHYeCcKoe, IOCJIEI0BATEIbHOE, MOHOJOTHUYECKOE  M3JI0KEHHUE
nperno/iaBaTeseM yueOHOTo MaTepuraa, Kak MpaBuiio, TEOPETUYECKOTO XapaKTepa.

B mponecce nekuuii peKOMEHIyeTCS BECTH KOHCHEKT JIEKIUI: KpaTKO U CXEMaTHYHO
(UKCUPOBATh OCHOBHBIC WIEH, BBIBOJBI M OOOOIICHUS JIEKIMW; BBIIENATH BaXXHBIE MBICIH,
KJIIOYEBbIE CJIOBa U TepMUHBL. HeoO0X0onMMO OTMETUTh BONPOCHI MM MaTepuabl, KOTOpHIE
BBI3BIBAIOT 3aTPYIHEHHS, U MOMBITAThCS HAWNTH OTBETHI B PEKOMEHI0BaHHOM nuTeparype. Eciu
pa3oOpaThCsi B MaTepuane He YAaercs, CleAyeT cOpMYIMpPOBaTh BONPOC M 3aJaThb €ro
NPETo/IaBaTeI0 Ha KOHCYJIBTAI[MH WM BO BPEMSI CEMUHAPCKOTO (TIPAKTUYECKOTO) 3aHSTHSL.

Cemunap — 310 (hopMa yueOHOM eATeNbHOCTH, IPOBOAUMAs B yUeOHOM 3aBe/IEHUH 0]
PYKOBOJICTBOM IpemojaBaTelisd, TI/€ CTYAEHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSX,
NPaKTUYECKHX 3a/IaHUSAX U IPYTUX (popMax B3aMMOJEHCTBHSL.

Jlns ycrienrHoi moAroToBKU K CEMUHApPY PEKOMEHAYETCS 3apaHee 03HAKOMUTHCS C TEMOM
3aHATUS M OCHOBHBIMHM MaTepHajaMH, YTOObI MMETh BO3MOXHOCTh AKTHBHO YYaCTBOBAaTh B
oOcyxaeHuu. Takxe MOoJIe3HO MOATOTOBUTH BOIPOCHI U HUJIEU ISl OOCYKIEHUS, YTO IMOMOKET
ri1y0Ke MOHATh MaTepHuaj U MPOJAEMOHCTPUPOBATH 3aMHTEPECOBAHHOCTb.

Ayoumopnas paboma — akTuBHas paboTa CTyJeHTa Ha CEMHHApe, €ro OTBETh Ha BOIIPOCHI
MpenoiaBaresisi U y4acTHe B IUCKYCCHH.

Jl1s ycnemHoro yyacTvsi B CEMMHApe CTYAEHTaM PEKOMEHIYETCs 3apaHee 03HaKOMUTHCS C
TEMOU OOCYXKIEeHHS, MPOYUTATh HEOOXOAUMBIE MAaTepUalbl U MOATOTOBUTH BOIMPOCHL. BaxkHO
aKTHBHO CITYIIaTh U BOBJIEKATHCS B IUCKYCCHIO, BBICKa3bIBasi CBOM MHEHHSI U apTyMEHTHPYS HX.
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[Ipn oTBeTax Ha BOIPOCHl MPENOJABATENS CTOUT OBITH YBEPEHHBIM, YETKHUM M JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOJIE3HO NOAAEPKUBATH AUAJIOT C OJHOKYPCHUKAMU,
YTOOBI 060raTUTh 0OCYKIEHHUE U PACIIUPUTh CBOU 3HAHMUS.

Homawmnee 3a0anue — HabOP 3a/1a4 IO TEMaM HEJICIH.

[Ipu pabGore Hax JOMAIIHUMHM 33JaHUSIMM BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBIIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh NEperpy3kd M Jydlle yCBOUTb MaTepual. Vcrnonb3oBaTh pa3ivyHble HCTOYHHUKH
uH(OpMaLKK, BKIIIOYasl yUeOHUKH U OHJIAWH-PECYpCHl, Ui 0osee Ty00KOro MOHUMAHUS TEMBI.

Yemuwiii onpoc — 310 popma npoBepKHu 3HAHUHM, IPU KOTOPOI CTYJCHT OTBEYAET Ha BOIIPOCHI
IperoaaBaTelis B yCTHOU Gopme, IEMOHCTPUPYS CBOH 3HAHUS M TIOHUMAHHUE TEMBI.

Jns ycnemHoW MOATOTOBKM K YCTHOMY OIPOCY PEKOMEHIYeTCsS TINATENIbHO H3YYHUTh
MaTepuaibl 0 TeMe, BKJIOYasl JIEKIUA U YYeOHUKH; CO3JaTh CIIUCOK KIFOYEBBIX BOIPOCOB U
OTBETOB, a TAKXe MPAKTUKOBATHCS B MX MPOTOBAPUBAHUU BCIYX, YTOOBI yIyUYIIUTh YBEPEHHOCTD
U YETKOCTh M3JIokeHHs. [1osie3Ho Takke 00CyIUTh TEMBI C OJHOKYPCHUKAMH, YTOOBI TIOJYyYUTh
pa3Hble TOUKH 3PEHUS U YIIIyOUTh MOHUMaHHE MaTepHana.

Ilpoexm — wuccnenoBarenbckas padoTa MO JUCHUIUIMHE (MOAYJIIO) M TPE3CHTAIHS
pe3yJIbTaTOB.

[l ycrienmHou MoATrOTOBKH K IMIPOEKTY PEKOMEHAYETCS: YETKO ONPEACIIUTD LIENIH U 3aJa4H
IPOCKTA; COCTABUTh IUIAH PaOOThI, pa30MB MPOEKT HA 3TAIbl C YKA3aHUEM CPOKOB BBITIOJTHEHUS
KaXJIOTO W3 HUX; UCIIOJIb30BaTh pa3HO0Opa3Hble HCTOYHUKU WH(OPMAIMA U UHCTPYMEHTHI JIJIs
UCCIICIOBAHHS TEMBI;, PETYJISIPHO MPOBEPSTHh MPOrPecC U BHOCHTh KOPPEKTUBBI B TUIAH, €CIIU TO
HEOOXOINMO.

Camocmosmenvnaa paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIYOJEHHOE
U3y4eHHE OTJCIBHBIX TEM M BOIPOCOB YIeOHOW JUCIUTUIMHBI (MOIYIIS).

B nporecce camocTosTensHON paboThI CTYAEHTHI B3aUMOJIEHCTBYIOT C PEKOMEH/1I0BaHHBIMU
MaTepHrajaMH P MUHUMAILHOM YYaCTHH MPEToIaBaTelsl. 3a1auu CTyIeHTa BKIIOYAIOT paboTy
C KOHCIEKTaMH JIeKIHi (06paboTka TeKCTa), MIOBTOPHOE U3yUeHUE YUEOHBIX MaTepUaIOB IJIAHOB
¥ TE3MCOB OTBETOB, U3YUEHHUE JIOMOIHUTEIBHBIX TEM, BHITIOJHEHNE YI€OHO-NCCIIEA0BATEBCKUX
3aIaHUI U IpYyToe€.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqemm Mo TMCHMIIJIMHE (MO}IyJIlO)

Kpurtepun nosyyenusi ypoBHsi M OLleHUBAaHUA CPOPMUPOBAHHOCTH KOMIIETEHUMA 10
aucuunnHe (Mmoaya) «OCHOBbI KOMIILIOTEPHBIX CeTeil»

OneHuBaHue YpOBHSA Y4e€OHBIX JOCTIXKEHUU, OOYYarOMIMXCs MO TUCIUIUIMHE (MOIYIIO),
OCYILIECTBJISICTCS B BUJIE TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH M TPOMEKYTOUHOW aTTECTAIlH.

IIpome:xyTouHasi aTrecTamusi MO AUCUUIUIMHE (MOAYJIO) OCYIIeCTBIseTcs B (opme
9K3AMeHa, Py TOM MPOBOJAUTCS OIIEHKA KOMITETEHIINHA, C(HOPMUPOBAHHBIX IO TUCIUTUINHE.

Jns oueHMBaHUS TEKYIIErO KOHTPOJS YCIEBAEMOCTH M MPOMEXKYTOYHOM aTTecTaluu
UCTIONB3YETCS JIecATUOAIIbHAS IIIKalla OLIEHWBAHUSA, KOTOpask COOTHOCUTCS C TPaAULIMOHHOU
NATUOATIILHOM IIKAJION CeayonM 00pa3oM, ecii MHOE He YKa3aHo B CHil1a0dyce NUCHUTIINHBL

JecaTubannbuas IlarudamibHas Oo0mas xapakTepHCTHKA pe3yJabTaTa 00y4eHus 1o
OLICHKA OLICHKA AUCHHILVINHE (MOLYJII0)
10 OT1inyHO CTyaeHT TONHOCTHIO BIIaJIeeT 3HAHUSAMH, H3JIOKCHHBIMU B
9 OTIuuHO paboueil mporpaMme, U rIyOOKO OCMBICIISET JUCUUIUTUHY. OH
8 OTIMIHO CaMOCTOSITENIBHO U JIOTHYECKH MOCIEN0BATENBHO OTBEYAET HA
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JdecaTudannbuas IlaTudannbHas Oo0mas xapakTepuCTHKA pPe3yJabTaTa 00y4eHus 1o
OLICHKA OLICHKA JUCHMIIMHE (MOXYJIIO)

BCE BOIIPOCHI, aKIEHTHPYsS BHUMaHUE Ha HauOoliee Ba)KHOM.
YMmeer aHanu3upoBaTh, CpPaBHMBATh, KJIACCHU(DPUIUPOBATE,
0000maTh,  KOHKPETU3UPOBaTh W  CHUCTEMAaTH3UPOBATh
W3YYEeHHBIH MaTepuan, BBbIIEISAS KIIOUEBbIE MOMEHTHI U
yCTAQHAaBIUBas.  [PUYMHHO-CICACTBCHHBIE  CBS3HM.  YeTko
(opMynupyeT OTBETHI, YBEPEHHO HHTEPIPETUPYET PE3yIbTaThI
AHAJIN30B M APYI'HX UCCIENOBAHUI, a TAK)KE PEILAET CIOXKHbIE
3agauyn. CTyJEHT XOpOIIO 3HAKOM C METOJaMH HUCCIIEJOBaHHUA,
HEOOXOIUMBIMH IJIsl MPAKTHYECKOH NEATETbHOCTH, U yMEEeT
CBSI3bIBATH TEOPETUYECKUE ACTIEKTHl AUCLUIIMHBI (MOIYJI) C
MIPAKTUYECKUMHU 33a4aMH.

7 XOpOIHO CTy,E[eHT o6naﬂaeT S3HaHUAMH NOPEAMCTAa IMOYTU B IMOJIHOM

Xopomo o0peme paboyeil MporpaMMbl i CAMOCTOSITENIEHO, JTOTHIECKA
MOCJIEIOBAaTEIFHO M BCECTOPOHHE OTBEYAeT Ha BCE BOIMPOCHI,
AKIICHTUPYSA BHUMAaHWEC Ha HaI/I6OJIC€ 3HAYUMBIX MOMeHTax. OH
yMeeT aHaJIM3UpOBaTh, CpPaBHHUBATh, KIACCHU(UIIMPOBATS,
00001maTh,  KOHKPETH3UPOBaTh M  CHUCTEMAaTHU3UPOBATH
W3YYCHHBIH MaTepHal, BBIACISS €ro KIIOYEBBIC aCIeKTHI H
yCTaHaBJIMBas MMPUYINHHO-CJICACTBCHHBIC CBA3U.
DOopMynUpyeT CBOM OTBETHI, YBEPEHHO WHTEPIPETUPYET
pe3yNIbTaThl aHAIM30B M IPYTHX HCCIEIOBAaHUM, a TaKkKe
pelacT CIOKHBIE CUTyallMOHHBIE 3afa4yu. CTYIEHT XOpOLIo
3HAKOM C METOJaMH WCCIIEAOBaHUS, HEOOXOAMMBIMH IS
HpaKTH‘ICCKOfI JCATCIIbHOCTH, u yYMEET CBA3bIBATH
TEOPETUYECKHUE AacleKThl MpeaMeTa C TMPaKTHYSCKHUMHU

3agav4aMHu.
5 yZ[OBJ'IeTBOpI/ITCJ'H)HO CTy}:[eHT 06J1az[aeT 0a30BbIMHM 3HAHUSIMHU IO JUCIUIITIHNHC
4 yHOBHeTBOpHTeHBHO (MOI[yJHO), HO UCIIBITBIBACT TPYAHOCTHU TP CAMOCTOATCIIbHBIX

OTBETaX W HWCIOJB3YeT HETOYHbIe (HOPMYIHPOBKU. B xone
OTBETOB OH JIONYCKAaeT OIMMOKH, KaCcaIOIUECs CyTH BOIIPOCOB.
CryneHT croco0eH periaTh TOJIBKO CaMble TIPOCTHIE 3a71a4H U
BJaJieeT  JIMIIb ~ MWHUMAIbHBIM  HAOOpOM  METOJIOB

HCCIIEOBaHUS.
3 He cnan CryneHT He oBiaaen 00s13aTeIbHBIM MUHUMYMOM 3HAHUH 110
He cnan MpeIMeTy U HE MOXKET OTBETHUTh Ha BOIPOCHI, JTAXKE €CIH

He cran MpenoiaBaTeb  3aJaeT  JIONMOJHUTEIBHBIE  HABOJISIINE

BOTIPOCHI.

Huctummaa (Moxynb) «OCHOBBI KOMITBIOTEPHBIX CETE» OILEHUBACTCS CIIEAYIOIIUM
obpazoM:

AKTHBHOCTH Bec | KoanuecTBO Onucanue

IIpoekt 30% 3 Hccnenoparesbcekas paboTa 1Mo AUCHUILIUHE (MOIYIII0) U
Mpe3eHTAIUs Pe3yIbTaToOB

Aynuropnas padora | 24% 12 AxTuBHas paboTa CTyJeHTa Ha 3aHITUU
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AKTHBHOCTH Bec |KoanuectBo Onucanne

VYcTHbI onpoc 16% 12 ®opma NpoBEpPKH 3HAHUM, IPU KOTOPOH CTYAECHT OTBEUAET
Ha BOIIPOCHI IIPETIo1aBaTelis B yCTHOH opme,
JIEMOHCTPHPYSI CBOU 3HAHHS ¥ TOHNMAaHHE TEMbI

DK3aMeH 30% 1 ITucbMeHHast WM yCTHasE paboTa HaJl 3a1aHUCM,
HaIpaBJICHHBIM Ha TIPOBEPKY MOIYYCHHBIX 3HAHUI U
HaBBIKOB 110 JUCIHUIUTAHE (MOJIYITIO)

@®opmyJia pacyéTa UTOrOBOM OLEHKH MO AUCHHMILIMHE (Moay/al0) «OCHOBBI
KOMIIBIOTEPHBIX ceTei»: «0,3 X cpennee 3a mpoekThl + 0,24 X cpepHee 3a ayTUTOPHYIO paboTy
+ 0,16 x cpennee 3a ycrHbie onpockl + 0,3 X 3x3aMen».

Texkymmii KOHTPOJIb ycIIeBAeMOCTH 00y4aKIIUXCS M0 JUCHUILIHHE (MOAYJII0)

IIpumepHbIe TeMBbI AJIs1 YCTHOTO OIpOca

YcrHblii onpoc 1.
Yro Takoe kaHaJIbHBINA ypoBeHb B MoJenu OSI u kakue 3aaun oH pemaer?
Kak pa6oraet texnomorust Ethernet? Onummre npuamun CSMA/CD u ¢popmar kajapa.
s gero ucnone3yercsa npotokos1 ARP u kak on cBsaszbeiBaet [P- u MAC-anpeca?
Uro Takoe STP (Spanning Tree Protocol) u 3auem OH HyXeH B JIOKATbHBIX CETAX?
Kax DHCP aBromatuuecku Ha3Hauaet [P-agpeca ycrpoiictBam B ceTu?

agrwbdE

YcrHbii onpoc 2.

1. B uém pa3HuIla MEXIy CTaTHYECKOWM M AMHAMUYECKOW wmapmpytusauuein? Ilpusenute

MIPUMEPBI TPOTOKOJIOB.

Kak pa6oraet mpotoko:n IP? Uto Takoe Tabmuia MapipyTU3auy U Kak OHA UCTIOIb3yeTCs?

3. OObscHute, kKak paboraer mnpotokon BGP um kak oH obecnednBaeT MarucTpajibHYHO
MapupyTusanuo B lHTepHeTe.

4. Yem ornmyarotes TpaHcnoptHble npotokoisl TCP u UDP? B kakux ciaydasx HCHOJIb3YeTCs
KaXIbIH U3 HUX?

5. Kak TCP oGecneunBaer HafEKHYIO JOCTaBKY AaHHBIX? ONMIINTE TPEXITATHOE YCTAaHOBIICHHUE
coenuHenus (three-way handshake).

N

YcrHblii onpoc 3.
Kak paGoraer DNS u kakue yrpo3bl cBs3aHbl ¢ STUM IPOTOKOJIOM?
Uto takoe NAT u kak oH moMoraeT CKpeIBaTh BHyTpeHHHE [P-anpeca?
3. Kak mexcereBoit skpan (firewall) punstpyer Tpadux? Yem ornuuaercs stateful ot stateless
¢unbTpanuun’?
4. Yro takoe TLS u xak on obecneunBaer 0e3onacHocts HTTPS-coequnennii?
Kak paboraer VPN u kakue nporokons! (Hanpumep, [Psec, OpenVPN) ucnons3yrores ans
CO3/aHHUs 3alUIIEHHOTO TYHHENA?

™=

o

IIpumepHoe onucanue 3a]aHUA U KPUTEPUH OLCHUBAHNUSA K IIPOEKTY
IIpoekr 1.

Hean:

OcBoUTH NPUHIMIIBI paOOTHI KaHATBLHOTO YpoBHS Moaenu OS], HaCTPOUTH JTOKAIBHYIO CETh
c ucnonszoBanneM VLAN, STP, arperanmu kaHasioB u ciyke0HbIX mpoTokosioB (ARP, DHCP).

3agauu:

— Co3paiiTe TOMOJOTHIO JIOKAIbHOW CETH C JBYMsI KOMMYTaTOpaMH U HECKOJIbKUMH
xoctamu (PC).

— Hactpoiite VLAN 11151 pa3zieneHus ceTu Ha cerMeHThl (Hanpumep, VLAN 10 — "IT",
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VLAN 20 — "Byxranrepus").

— Hacrpoiite arperanuto kananoB (LACP) Mexay KoMMyTatopamul JjIsi TOBBIIICHUS
MPOIYCKHON CITOCOOHOCTU U OTKAa30yCTOMYHBOCTH.

— Bxmounte mnporokon STP (Spanning Tree Protocol) m yOGemurtech, 4YTO OH
IPEIOTBpALIAET MIETJIM B TOIIOJIOTUH.

— Hacrpoiite DHCP-cepBep /1 aBTomatnueckoil pazaauu [P-agpecos B kaxaom VLAN.

— IIpoBeppre pabory ARP: ucmnonb3yiite KOMaHIpl arp -a WM aHAJIOTH, YTOOBI
yoenutbcs, uTo MAC-aapeca KOppEKTHO pa3periaroTes.

— IIpoBeaute TecTsl:

* Y6enurech, uTo XOCTH B 01HOM VLAN MOryT 0OMEHHBATHCS JTaHHBIMHU.

= [IpoBepwTe, uTO XOCTHI M3 pazHbiX VLAN He MOryT 001marthcsi 63 MapuipyTu3aTopa.

» [logroroBbre OTUT: cxema cetu, onucanue Hactpoek VLAN, STP, DHCP, BbiBoab!
10 OTKa30yCTOMYMBOCTH M CETMEHTALINH.

Kpurepun onenuBanus:

— KoppekTtHo peannzoBana Tononorust ¢ VLAN u arperarueil kaHajios.

— STP HacTpoeH u npeaoTBpaIlaeT NeTJIi IPU HaJIUUUU U30BITOUHBIX CBA3EH.

— DHCP pa6oTaert: xocTsl nony4arot [P-aapeca aBToMaTuyecku.

— ARP  ¢yHKIMOHUpYeT  MpaBUIbHO, TaONMIBI  COOTBETCTBYIOT  PEaIbHBIM
MOJIKJIFOUEHUSIM.

IIpoexrT 2.

Henan:

OcBouth pabOTy CETEBOrO0 M TPAHCIOPTHOTO YPOBHEH: HACTPOUTH MAapIIPYTU3ALUIO
(craTU4ecKyr0 W/WIM  JHHAMHYECKYI0), OOCCIEYHTHh CBSI3HOCTH MEXIY CETSIMH H
npoananuzupoBath padotry TCP u UDP.

3agauu:

— Co3paiite TONONOTHIO C TpEMs U 00JIee CETSIMH, COETMHEHHBIMUA MapIIPYTU3aTOPaMHU.

— Hacrpoiite [P-anpecanuro Ha Bcex uHTEpdeiicax MappyTU3aTopoB U XOCTAX.

— PeanusyiiTe cTaTiyecKyro MapUIpyTH3aIUIO: BPYYHYIO IPONUILIUTE MAPIIPYTHI, YTOObI
00€CTeUnThb CBSA3b MEX/Y CETSIMHU.

— AJIBTEpHATUBHO WJIM AOINOJHUTEIBHO HACTPONTE NMHAMUYECKYIO MapLIPYTH3ALUIO C
ucnosap3oBanueM nporokona RIP nioun OSPF.

— IIpoBepbTe TabaMIBI MapUIpyTU3aLUMU Ha MaplIpyTH3aTopax (KoMaHAa route WM
aHajsor).

— Hcnons3yiite ping u traceroute Ji1si IPOBEPKHU TOCTHKUMOCTH Y3JI0B.

— 3amycTuTe JBa cepBUCa HA OJJHOM U3 XOCTOB:

— TCP-cepBep (Hampumep, poctoii echo-cepsep Ha Python)

—  UDP-cepBep (ananoruunsliii echo)

— TloagkmounTech K HUM C yIAIEHHOTO XOCTa, MPOAHATU3UPYHTE pa3HUILy B TOBEACHUU
TCP n UDP.

— IloaroroBbTe OTYET: cxXema CeTH, TaOIMIIBI MAapUIPYTU3ALUH, BEIBOJBI 10 CPABHEHHUIO
TCP u UDP, ananu3 3¢)(eKTHBHOCTH MapIIPYTH3AIHH.

Kpurepun ouennBanus:

— KoppekTHo HacTpoeHa MapIIpyTU3aIHs: CETU CBA3aHbl, TAKEThI JOCTABISIOTCS.

— Peann3oBaHbl M TPOTECTHPOBAHBI KaK CTaTHYecKas, TaKk M (10 BO3MOXKHOCTH)
JUHAMHUYECKasi MaplIpyTH3alus.

— TCP u UDP cepBepsl paboTaroT, pa3inyus B UX MOBEJACHUH OMHICAHEI.

— [IpoBezneHo TecTpoBaHUE C UCIOIB30BAHUEM ping, traceroute U CETEBBIX YTUIIHT.

OT4€T COAEepKUT IMOJIHOE ONMCAHWE PEHICHUH, aHajdu3 IMPOTOKOJIOB M OOOCHOBAHHBIE
BBIBOJIBI.
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3amanus 1J151 NPOMEKYTOYHOM aTTeCTANMM M0 JUCHHUILIMHE (MOXYJII0)

Ne i/ 3ananue OtBer Kommnerenuus

1 | Ykaxure Mofeb CETeBOI apXUTEKTYpHI, OSI / moaens OSI, OSI- OIIK-5
COCTOSIIIYIO U3 7 YPOBHEH. MOJIEJIb

2 | Yxaxwure ypoBenb Mmomenu OS], orBeuaromuii 3a |  Pusuyeckuii / physical, OIIK-5
(hH3UIecKyI0 epenavyy JaHHBIX. (hU3UIecKnil ypOBEHB

3 YKaxuTe MPOTOKOJ JUTSl aJpeCcallui B CETH IPv4 / IP version 4, TIK-1
TCP/IP Bepcum 4. npotokon IPv4

4 | Vkaxwute CiryK0y /151 aBTOMaTHYECKOTO DHCP / dynamic host OIIK-5
HasHaueHus [P-apecoB B ceTH. configuration protocol,

npotokon DHCP

5 | Vkaxure Meton pa3pelicHus JOMSHHBIX HMCH B DNS / domain name IK-3
CETH. system, ciayxx0a DNS

6 | YkaxuTe mpOTOKOJ ISl MAPIIPYTHU3AIMHI B BGP / border gateway OIIK-4
IJI00ATTBHBIX CETAX. protocol, mpotokon BGP

7 VYKaKUTEe TEXHOIOTHIO IS OPraHu3aI[iK SDN / software-defined OIIK-5
MIPOTPaMMHO-YTIPABIIIEMBIX CETEH. networking, mporpaMMHO-

OIIpeICIIsSIEMbIC CETH

8 | Ykaxure cTeK MPOTOKOJIOB [Tl OECIPOBOAHBIX Wi-Fi /wireless fidelity, [1K-1
cerel ctannapra IEEE 802.11. 0ecrpoBOTHON CTEK

9 | YkaxuTe IpOTOKOJ [UIsi 00ECTIeYeHH S WPA / Wi-Fi protected IK-3
0e30macHOCTH B OECIIPOBOIHBIX CETSX. access, mpotoxon WPA

10 | YkakuTe MpOTOKOJ /ISl KOPOTKOJHUCTAHTHOM Bluetooth / 6rotyc, OIIK-2
0ecIpoBOTHOM CBSI3H. nporokoa Bluetooth

11 | VkaxuTe CTaHAapT MOOHIIBHOM CBSI3M HOBOTO 5G [fifth generation, OIIK-5
MIOKOJICHUSI. nokosnenue 5G

12 | YkaKuTe aJropuT™ st TOCTPOCHHUS STP /spanning tree OIIK-4
MOKPBIBAIOLIETO ICPEBA B CETSIX. protocol, mporokosn STP

13 | VkaxkuTe TEXHOIOTHIO ISt Pa3/IeIeHus CETH Ha VLAN/virtual local area OIIK-5
BUPTYaJIbHBIE CETMEHTBI. network, BupTyasbHbIe

JIOKQJIbHBIC CETH

14 | Ykaxute NpOTOKOJ JUIsi OpraHU3auu VPN /virtual private [K-3

BUPTYaJIbHBIX YaCTHBIX CETEH. network, BupTyanbHas
JacTHas CeTh

15 | Vkaxwure cepsep ais co3nanus VPN- OpenVPN /open virtual OIIK-2

coenuHenuii Ha ocHoBe OpenVPN. private network, cepsep
OpenVPN

16 | Ykaxkure HHCTpYMEHT 1 6e3omacHoro VPN WireGuard /wire guard, IK-1
Ha 0aze WireGuard. nporokos WireGuard

17 | YkaxkuTe NPUHIMIT aHAJTN3a METPUK KauecTBa QoS / quality of service, OIIK-5
CETEeBBIX YCIIYT. Ka4ecTBO 00CITyKHBaHHS

18 | Ykaxute yMeHHE NPOCKTHPOBATh N36bITOUHOCTD / OIIK-5
OTKa30yCTONYUBBIC KOPIIOPATUBHBIC CETH. redundancy,

O0TKa30yCTOMYHUBOCTh

19 | Ykaxkute npakTHUECKHHA OIBIT KOHQUTYpaLH Kongwurypamust VLAN / [K-3

BHUPTYaJIbHBIX CETEH. VLAN setup, HacTpoiika
VLAN
20 | VkaxuTe 3HAHKE ATOPUTMOB MAPIIPYTH3AIUH Tabmump! MapIIpyTH3aAN OIIK-4

ISl HEOJJHOPOJHBIX CETEH.

/ routing tables,
MapmpyTHu3aliOHHbBIC
TaOJIALBI
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