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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

Pabouas nporpamma nucuuruinsbel (Moayisi) «besomacHocts cuctem MM» cocraBiena B
COOTBETCTBUHU € (eaepaibHbIM T'OCYJAapPCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICHIETO
oOpa3oBanus — OakanaBpuar no HanpasiaeHuto 02.03.01 «MaremMaTuka U KOMIBIOTEPHBIC HAYKH,
npodunp «lIporpamma naByx mumiomoB HUY BIHID u LY «lIpuknagnas maremaTtuka u
uH(pOpMATHKa», YTBEPKIACHHBINH MPHUKa30M MMUHHCTEpPCTBA HAYKH W BBICHIETO 0Opa3oBaHUS
Poccutickoit ®eneparuu Ne 807 ot 23.08.2017 roxa.

N3yuenue mucuumumnsl (Moayis) «be3zonacHocts cuctem MM» mo3BosisieT MOJATOTOBUTH
CIEIMAIIMCTOB, CIIOCOOHBIX 0OecreunBaTh HAAEKHOCTh U O6e3omacHocTh M -cucreM B yciaoBusix
pactymmx kubepyrpos. [lomyueHHble 3HaHUS M HAaBBIKM (POPMHUPYIOT KIIOUYEBBIE KOMIIETECHIHH
JUTst paboThI B 001acTy 0€30MacHOr0 MaIMHHOTO 00Y4YeHHUs, aHAJIN3a YI3BUMOCTEH U pa3paboTKH,
3amMINEHHbIX M -pemmennii B KpUTUYECKH BaXKHBIX OTPACIAX.

MecTto tucuIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hacrosmas nucuuniania (MOayJib) BKJIOYEHA B y4€OHBIH I1aH 10 MPOorpaMMe MOArOTOBKH
OakanmaBpuata o HampasieHuio 02.03.01 «MaremaTnka U KOMIBIOTEpHBIE HAYKH», TPOQUIb
«[Iporpamma ayx qurmuiomoB HUY BIID u LY «Ilpuknannas mareMaTuka U ”HGOpMaTUKa» U
BXOJMT B BapuaTHBHYI dYacTb binoka 1 ¢dopmupyemyro ydacTHUKaMH 00pa3oBaTelIbHbIX
OTHOIIEHH KaK JUCHUIUIMHA 110 BBIOODY.

Jucuuninza (Moayip) u3ydyaercs Ha 3 Kypce B 6 cemectpe. JlocTynHa K U3y4eHUIO Iocie
YCIEIIHOTO OCBOCHHMS AUCIMIUTUHBI (MOyiis): «[y0okoe 00ydeHue».

Heab u3yvyeHUs TUCHUILIMHBI (MOAYJs): cHOpMUPOBATh Y OOYYArOIIMUXCSI CHCTEMHOE
IIOHMMAHHE YIpPO3 U MEXaHU3MOB 3aIlUTHI B CUCTEMAX MCKYCCTBEHHOI'O MHTEJUIEKTa, a TAKXKe
HaBBIKM TPOEKTUPOBAHMSA, aHaiM3a W TectupoBanusi HU-pemenuit ¢ yduérom TtpeboBaHMiA
KrOepOe30MacHOCTH.

3agauu u3y4eHusi IMCHUIIIMHBI (MOAYJIA):

— HW3Y4YUTh apXUTEKTYpPbl U MOJEIHM UCKYCCTBEHHOI'O MHTEIIEKTA, IPUMEHSEMBbIC KaK B
kuOeparakax, Tak ¥ B CUCTEMaX 3alllUThl, U KIaCCUPUIMPOBATH OCHOBHBIE THIIBI YIPO3;

— OCBOMTB CXEMBbI aTaK Ha MOJIESIM MAIMHHOTO 00yUY€eHUs, BKJIIOUasi OTPABJICHUE JTaHHBIX,
YKJIIOHEHHE M aTaKH Ha WHTEIUIEKTYaJbHYIO COOCTBEHHOCTb, a TaK)K€ METOJbl UX AECTEKLUUHU U
IIPEAOTBPALCHUS;

— Hay4YMTbCs OLIEHMBATh 0€30MacHOCTh HAOOPOB NaHHBIX U Mojaenei U ¢ Touku 3peHus
YSI3BUMOCTEH, CBSI3aHHBIX C OTpaBJI€HUEM, HH(PEPEHCOM U SKCIUTyaTallMed TIeHepaTHUBHBIX
MOJICIIEH;

— Ppa3BUTb HAaBBIKM MHCIIOJIB30BAHMUSI COBPEMEHHBIX OTKPBITHIX (PEUMBOPKOB IS
TECTUPOBAHUS U MOBBIIIEHUS YCTOMUMBOCTU MOJieNieil MallIMHHOTO 00y4eHHs K aTakam,

— chopMupoBaTh  CIIOCOOHOCTH  OOOCHOBAaHHO  BBIOMpATh  APXUTEKTypHBIE U
QIrOpUTMUYECKHE peleHus mpu pa3paborke OesomacHbix WMU-cucreMm wu  oueHuBath
COILyTCTBYIOIIME PUCKHU.

B pe3yabTare 0cBOEHUS IMCUMILIUHBI (MO1YJISA) 00y4ar0IUICS 10JIKEeH::

3Hamy:

— OCHOBHBIE 00JacTH HUCHOJb30BAHUSA CHUCTEM MCKYCCTBEHHOTO HHTEJIEKTa B
KrOepOe30MacHOCTH;

— ApXUTEKTYypy M MOJEIN CHCTEM HMCKYCCTBEHHOI'O WHTEJUIEKTAa, MCIOJb3YEMBIX IIpU
OpraHu3any Kudeparax;

— ApPXUTEKTYpy U MOJEIM CHCTEM MCKYCCTBEHHOI'O WHTEJUIEKTAa, MCIOJIb3YEMBIX IIpU
3alUTe oT Kubeparax;

— CXeMbl OpraHM3alliy aTaKk Ha MOJAEIH MAIIMHHOTO 00yUYeHHS;

— KJaccu(uKalnMioo aTtak Ha MOJENM MAaIIMHHOTO OOy4eHHs (MCKYyCCTBEHHOIO
WHTEIJIEKTA);
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— CXEMBI aTaK OTPaBIEHUS JaHHBIX U METOABI OOPHOBI C HUMU;

— CXE€MBI aTak OTPaBJICHUS MOJieliell MAIIMHHOTO O0yYeHUS;

— CXE€MBbI aTaK YKJIOHEHHUEM U METO/Abl O0PHObI C HUMU;

— CXE€MBI aTaK Ha UHTEIJIEKTYalbHYyI0 COOCTBEHHOCTh U METO/1bI OOpbOBI C HUMU;

— CXEMbI HCIOJIb30BAHUS MOPOKIAIOUIMX MOJIeJe B aTakax Ha CHUCTEMbl MAIIMHHOTO
00y4eHust (MICKYCCTBEHHOT'O UHTEIIJICKTA).

ymembw:

— CTpPOUTHb MOJEIHU CHCTEM HCKYCCTBEHHOIO MHTEJUIEKTa JJIsi HCIOJIb30BaHUS B
kubepOe30nacHoCTy;

— OpPraHMU30BBIBATh TECTHPOBAHHUE CHCTEM MCKYCCTBEHHOTO MHTEIUICKTA JJISl OLICHKH UX
0€30I1aCHOCTH;

— OlLIGHUBAaTh HAOOPHI TAaHHBIX, HCIIOJIB3yEMbIE B MOJICTISIX HCKYCCTBEHHOTO MHTEIIEKTA C
TOUYKH 3peHHUs1 OE30MaCHOCTH;

— ¢opmMupoBaTh 0OOCHOBAHHYIO OIIEHKY OpraHu3alud M (PYHKUHOHUPOBAHUS TE€X WIIU
WHBIX KOMIIOHEHTOB CUCTEM MCKYCCTBEHHOTO MHTEIIICKTA, KaK B KOHTEKCTE MX 0a30BbIX (DYHKIIUH,
TaK U C TOYKU 3PEHUS pUCKOB KHOEpOE30macHOCTH;

— HCIMOJb30BaTh COBPEMEHHBIE OTKPBIThIC (PPEHMBOPKH AJs 3a/a4 KUOEpOE30MacHOCTH
CUCTEM HCKYCCTBEHHOTO HHTEJUICKTA.

enademp:

— HaBBIKOM BbIOOpA apXUTEKTYPHBIX PEIICHUI 1JI CUCTEM MCKYCCTBEHHOT'O MHTEIIJICKTA,
HCIIOJIb3YEMBIX B KHOEpOE30I1aCHOCTH;

— HaBBIKOM aHAJIM3a MOJICICH MAIIMHHOTO O0y4YeHHs (MCKYCCTBEHHOTO HHTEIUICKTA) C
TOYKH 3pEHHUS KHOEpOE30MacHOCTH (3alIUThI OT aTakK);

— HaBBIKOM BBIOOpa MOjeNiel U alrOpuTMOB JJIsi CUCTEM HCKYCCTBEHHOTO MHTEIJICKTA,
UCIIOJIb3YEMBIX B KHOEpOE30MacHOCTH;

— HaBBIKOM OIICHKH PUCKOB 0€30MaCHOCTU CUCTEM MCKYCCTBEHHOTO MHTEJIEKTA.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerennuu, ¢opmupyembie B pe3ylbTaTe OCBOSHHS IUCHUILIMHBI (MOIYJsS) IpH
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (popMe CaMOCTOSTENEHONU PabOThI 00yUYarOIINXCA:

Komnerenuus Conep:xanue HNupukatop Iepeuens njaHNpyeMBbIX
KOMIETEHIINU KOMIETEeHINHU Pe3yJbTATOB 00y4eHHsI 10
JMcCUHMILIMHE (MOAYJIIO)
YK-1. Crioco0eH ocyIIecTBISATh YK-1.1. 3HaeT MeTO/IpI TONCKA U aHalTN3a
MTOMCK, KPUTHICCKUI nHpopMaIy B 00IaCTH
aHaJ3 ¥ CUHTE3 HCKYCCTBEHHOT'O MHTEJJIEKTa, OCHOBHBIE
MHQOPMAaLUH, TPUMEHSATh MPUHIUIBI KPUTHYECKOH OLIEHKH
CHCTEMHBII MOIXOA AJIS HUCTOYHUKOB HHGOPMALIUH U UX
peLIeHNS IOCTABICHHBIX PENeBaHTHOCTH.
3amau VK-1.2. YMeeT KpUTHYIECKU OIICHUBATh
WCTOYHUKHU HH(POPMALIUU U
CHUHTE3UPOBATh AaHHBIE U3 PA3TUIHBIX
HMCTOYHUKOB [UIS PELICHUS 3a1a4,
MIPUMEHSTH CUCTEMHBIH MOIXO0 K
aHaJM3y ¥ PEIICHUIO KOMITIEKCHBIX
pooJieM
YK-1.3. Hmeet npakTHUECKHIA OTIBIT pabOTHI C
COBPEMEHHBIMH HHCTPYMEHTAMH U
TEXHOJIOTHSAMH JJIs1 00pabOTKH
uHQopMayu, GOpPMYTUPOBAHUH U
CTPYKTYpUPOBAaHUH 3a]1a4 Ha OCHOBE
MIOJTy9eHHOU MH(pOPMAITIH
YK-2. Crioco0eH ompenensirTs YK-2.1. 3HaeT JefCTBYIOIINE TIPABOBBIE HOPMBI,
KPYT 3aJa4 B paMKax PETYIUPYIOLINE ACSITEIbHOCTD B
MTOCTaBJICHHOH IIETTH U 00J1acTH penieHus 3a/1a4, OCHOBHBIC
BBIOUPATH ONTUMAITLHBIE METO/IbI U TIOAXOBI K OTIPEIEIICHUIO
CHOCOOBI X PEIICHHUS, Kpyra 3ajgad
UCXOJIS U3 NEUCTBYIOILINX YK-2.2. YMeeT onpenenars Kpyr 3a1ad B paMKax
MPaBOBBIX HOPM, [IOCTaBJICHHOH LIeJH, BEIOUPATh
HUMEIOIINXCS] PECYpPCOB U ONITUMAJIbHBIE CIOCOOBI pelieHHs 3a1a4,
OrpaHUYeHUN YUUTHIBAsI UMEIOIIUECS PECYPCHI H
OrpaHUYCHUS
YK-2.3. NmeeT npakTH4eCKUA OMBIT
NPUMEHEHUS 3HaHUH O MPaBOBBIX
HOpPMaX U pecypcax B peanbHbIX
CUTYyalusX, pa3pabOTKU U peaan3anin
pelIeH i B COOTBETCTBUH C
YCTAHOBJIEHHBIMHU OTPaHUYECHUSIMH
OIIK-1. Crioco0eH HaxXOauTh, OIlK-1.1. 3HaeT OCHOBHBIE METOIBI U ITOAXOIBI K

(hopMyIUpOBaTh U pPelIaTh
aKTyalbHbIC U 3HAYNMbIC
npo0JeMbl PUKIIAIHON U
KOMIIBIOTEPHOM
MaTeMaTHKH

PELIEHUIO 33/1a4 IPUKIIATHON U
KOMHBIOTepHOﬁ MaTE€MaTHKH, BKIIFOYast
aIrOpPUTMBI, MATEMATUYECKOE
MOJEJIIMPOBAHUE U TEOPUIO
OINITUMH3allMU, a TAK)KEC COBPEMCHHBIC
UHCTPYMEHTBI U TEXHOJIOTHH,
HCHOJIb3YEMBIE B 3TOH 001aCTH
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OIIK-1.2.

YMeeT aHaIu3upoOBaTh U
(hopMyITMpOBaTH MATEMATHUECKUC
3a/1a4, IPUMEHSITh COOTBETCTBYIOIIHE
METOJIbI ¥ QIITOPUTMBI JIJISl KX PEIIeHHUS,
a TaKKe WHTEPIPETUPOBATH H
MIPEICTABIIATh PE3yIbTAaThl B IOHATHOMN H
JIOCTYITHOM popme

OIIK-1.3. NmeeT npakTuveckuii ombIT pabOTHI HAJl
MPOCKTAMU HITU UCCIICIOBAaHUSMU B
00J1aCTH PHUKITATHON M KOMITBIOTEPHOM
MaTeMaTHKH, BKJIIOYasl y4acTHe B
KOHKYpCaXx, OJIMMITHA/IaX WU Hay9IHBIX
yOIMKAIUX, TJe ObUTH PEIICHBI
aKTyaJlbHbIC Y 3HAYMMBIC 331a49H
ITK-1. Crnioco6en popmymnupoBatb IK-1.1. 3HaAET METOJIBI M TTOAXOMIBI K
3a7]aud ¢ MaTeMaTu4ecKOM (hopMyITHPOBaHHIO 33724, a TAKKe
TOYHOCTBI0, 000CHOBEIBATh OCHOBHBIE TIPUHIIUITBI MATEMATUIECKOTO
YTBEPKICHHUS CTPOTO U JIOKA3aTeNIbCTBA U aHAIN3a PE3yJIbTaTOB.
aHAM3UPOBATH [K-1.2. YMeeT KOPpEKTHO CTaBUTh U
MOJYYCHHbBIC PE3yTbTAThI B (dhopMynHpoBaTh MaTEMaTHYCCKHE
00acTi MaTeMaTHKH U 3a]auu, IPUMEHSTh CTPOTHE METOIbI
KOMITBIOTEPHBIX HAYK JOKa3aTeNIbCTBA U aHAIN3UPOBATh
MOJTYYCHHBIC PE3yJbTATHI.
IK-1.3. Nmeet ombIT paboTHI ¢ 3a7a49aMU B
00JTaCTH MaTeMaTHKH U KOMITBIOTEPHBIX
HayK, BKJIIOYas IPUMEHEHUE
MaTeMaTHYECKHX METOJIOB JJIsl PeILICHHS
MPAKTUYCCKUX 33124
[K-2. CriocobeH pemaThb I1K-2.1. 3HaeT OCHOBBI HH()OPMALIMOHHON 1
TUTIOBBIE 33191 oubrorpaduyeckoil KyIbTypsl, a
npodecCHOHANTEHON TaKXe NPUHIMITEI THPOPMAITMOHHOH
JIeATeTLHOCTH B 00J1aCTH 0€30MMacHOCTH U PUMECHEHUS
HUCKYCCTBEHHOTO HHPOPMAITUOHHO-KOMMYHUKAI[HOHHBIX
WHTEJICKTA, OMUPAasACh Ha TEXHOJIOTHH B MPO(hECCHOHATBHOM
UHQOPMAIMOHHYIO 1 JeSITEIBHOCTU
oubrorpaduIecKyro IIK-2.2. YnMeeT 3 HEeKTHBHO UCTI0JIb30BATh
KYJIBTYPY, UCTIONB3YS UHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIE
UHPOPMAITHOHHO- TEXHOJIOTHH JIJISl PEIICHHS CTAHIAPTHBIX
KOMMYHHKAIMOHHBIC 3a1a4 npodeccuoHanbHON
TEXHOJIOTHH U YIUTHIBAS JeSITEIIbHOCTH, YUYUTHIBAs TPeOOBaHMSI
OCHOBHBIE TPeOOBaHHUS UHQOPMAIMOHHOH 0€30MTaCHOCTH
WH(POPMAITUOHHOM IIK-2.3. HNmeet onbIT paboTHI ¢
0e3onmacHOCTH “H()OPMAIMOHHEIMH PeCypcaMu U

TEXHOJIOTHSIMU B 00J1acTH
HNCKYCCTBCHHOI'O MHTCIIJICKTA, BKIIFOYas
coOutto/IeHre HopM HH(OPMAIIMOHHON
0e30nacHOCTH
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3. TemaTu4yeckuii mjian

Nen/ TpynoeMkocTh, akageMH4YeCKHEe YaChl TKY
n HaunmenoBanue Ounas gpopma (rexyummii
Paznen(zllw I;;;Ez;mmm — inHTOpHgﬂ pabora Kontpo | CamoctosiTean KOHTPOJIb
MU CMHUHAPBI Jab Has pabora ycIeBaeMOoCTH)
1 Araku Ha cuctembl U1 18 18 4 8 JoMmaraue
3a/1aHus,
KonnokBuym
2 3ammra cucteMm 1 4 4 2 8 Jomaraue
3a7aHus,
KonnokBuym
3 CoBpeMEHHBIE BHI30BBI 8 8 2 16 Homaraue
Y aBTOMAaTHU3alNs B 3a7aHus,
6e3onacHoctr MU KoHnTponbsHas
pabora
IK3amen 4
Hmozo: 30 30 12 118
O6vem oucyuniunst (M00ys) 190
(6 ak. u.)
Obvem Ooucyunaunvt (Mooyns) 5
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJIs1)
Neni/m HaunMenoBanue pazgesa Conep:xanue TUCHUNIHHBI (MOYJIs1) IO TeMaM
AUCHUNJIMHBI (MOYJIs1)
1 Artaku Ha cuctemsl M Hacrynarensubiit MU (ataxu)

3amuTa ¢ nomortso N

310BpeAHbIE BO3AECHCTBUA
Beenenue B ataku Ha cuctemnl MU
CxeMmsI aTtak Ha cucteMsl U
ATaku OTpaBJICHUS JAHHBIX U MOJENEH

ATaxu oTpaBiieHUs — 03KI0PHI
ATax¥ yKIOHEHUS — OeJbIi SIINK
ATaKu YKIIOHEHUS — YEPHBIN SITUK

2 3amura cuctem U ATaku yKIIOHEHUS — 3alluTa
ATaku Ha MPUBATHEIC TAHHBIE
3 CoBpeMEeHHEIE BBI30BHI U ATaxu ¢ TOPOXKIAIONTUMH IIIEMEHTAMHU

aBTOMaTH3aLus B 0€3011aCHOCTH
nn

ABtomarmzanus atax (GppeiMBOpKH)
ATaxu Ha OOJIBIIINE SA3BIKOBBIE U MYJIIBTUMOAAIBHBIC MOJIEITU
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyqeHT B Te4eHHE BCEro Inepuoja OOyYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIa K pecypcaM M3 J000i TOYKH, Tlie eCTh MOJAKIIoUeHHe K ceTd VHTepHer,
KaK Ha TEPPUTOPUU YHUBEPCUTETA, TaK U 3a €T0 IPEICIIaMH.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnosnas numepamypa:

1. Kozsips, H. C. MHpopManmoHHBIE TEXHOJOTUH B KHOEPOE30MacCHOCTH : YUYCOHHK IS
By30B / H. C. Ko3zbips, A. M. JleBuenko. — Mocksa : U3natensctBo HOpaiit, 2026. — 217 c. —
(Beiciiee oOpazoBanme). — ISBN 978-5-534-22095-7. — Tekct : 5IeKTpOHHBIA //
O6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/600794.

2. [Tnaronos, B. B. TexHomoruu MammHHOTO 00y4YeHHs B KHOEpOE30MacHOCTH : y4eOHOe
nocobue / B. B. Ilimaronos. - Mocksa ; Bonoraa : Undpa-Unxenepus, 2024. - 140 c. - ISBN 978-
5-9729-2048-8. - Tekcr : anextponHbiit. - URL: https://znanium.ru/catalog/product/2170891.

Jlononnumensnasn ntumepamypa:

1. [Tapteika, T. JI. Uudopmanumonnas 6e3omnacHocTs : yueOHoe mocobue / T.JL
[Mapteika, U.W. ITonoB. — 5-e u3zn., nepepad. u gon. — Mocksa : POPYM : UHOPA-M, 2021.
— 432 ¢. — (Cpennee npodeccronaibHoe oopazoBanue). - ISBN 978-5-00091-473-1. - Tekcr :
anekTpoHHbI. - URL: https://znanium.ru/catalog/product/1189328.

6. MartepuajbHO-TeXHHMYeCKOe o0ecreyeHne

VYHuBepcuTeT pacrnojaraeT MaTepualbHO-TEXHUYECKOM 0a30i, COOTBETCTBYIOLIEH
JIeMCTBYIOIMM MTPOTUBOIIOKAPHBIM MPaBUJIaM U HOPMaM U 00ecleurBaroeil MpoBeieHHe BCexX
BUJIOB JIUCUUIUIMHAPDHOW W MEXAUCUUIUIMHAPHOW IOATOTOBKM, MPAKTUYECKOW U Hay4YHO-
UCCIIEI0BATEIbCKON PaboT 00yJaromuxcs, NpeayCMOTPEHHBIX YU€OHBIM IIJIaHOM.

[TomenieHus1, KOTOpBIE MPEACTABISAIOT COO0H yueOHbIE ayIUTOPUH [T IPOBEACHUS 3aHATHI
JEeKIIMOHHOTO THUMA, 3aHATUH CEeMMHApCKOro (IMpakTU4YeCKOro) THMA, TPYIIOBBIX H
VHAUBUAYaAJIbHBIX KOHCYJIbTALIMN, TEKYIIIETO KOHTPOJISI U MPOMEKYTOYHOM aTTECTalllH, a TaKkKe
MOMEIIEHUS Il CAMOCTOATENIBbHOM paboThl U MOMEIIEHUS I XpaHEHUS U NMPO(UITAKTUYECKOTO
obcimyxuBaHusl yueOHOTO 000pyaoBaHus. [ToMereHns: yKOMIUIEKTOBaHbI CIIEUATU3HUPOBAHHOM
MeOenbl0 U TEXHUYECKHMMHU CPEICTBAMHM OOyUYEHHMsI, CIyXKAIlUMH Ui MpeACTaBIeHUs yueOHOH
uH(popMaluu 00JbILION ayIUTOPUH.

N3yueHne qUCUUIUIMHBI (MOAYIA) 00eCcTIeYnBaeTCsl B y4eOHBIX ayIUTOPHSX, OCHAIIEHHBIX:

— CTOJIaMH U CTYJIbSIMU;

— KOMIIbIOTEPHOU TEXHUKOU;

— MEXaHWYECKUMH KaJIbKYJIATOpaMUu;

—  CHENHMAIU3UPOBaHHBIM 000pYyI0BaHUEM, BKIIIOYAs IEMOHCTPAIIMOHHOE 000pYI0BaHHE.

[TomMerieHus 1711 CaMOCTOATENBHOM paboTh 00yUarOIIKXCsl, B TOM YUCIIE IPUCTIOCOOTICHHBIE
JUISL MCTIONBb30BaHMsS MHBAJUIAMH M JIMLIAMU C OTPAHUYEHHBIMU BO3MOXXHOCTSMH 3J0POBBS,
OCHAILIEHBI KOMIIBIOTEPHON TEXHUKOM C BO3MOXHOCTBIO MOAKIIOYEHHs K ceTu «MHTepHeT» M
o0ecriedeHHEeM  JIOCTyNa B  JJEKTPOHHYIO  HMH(OPMAalMOHHO-00pa30BaTEeNIbHYI0  Cpeay
YHuBepcurera.
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OO0yyarmumMcsl TPeaoCTaBIsSeTCs JOCTyn (B TOM 4HCIE YAAJICHHBIH) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YHCIIe JJCKTPOHHBIM OHOIMOTEYHBIM CHCTEMaM, COBPEMEHHBIM MPOQECCHOHAIBHBIM 0a3aM

JAHHBIX 1 UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HaumeHoBaHue nopraiia CcbLika
(u3naHus, Kypca, 10KyMEHTAa)
1. | Hayunas snextponHas 6ubmuoreka elibrary.ru https://elibrary.ru/defaultx.asp
onbnmoTeka
2. | ba3za mannbix s | T-crienuanvcTos https://habr.com
3. | ba3a nanneix ScienceDirect https://www.sciencedirect.com
4. | OdunmansHbii cailT MUHUCTEPCTBA HAYKU https://minobrnauki.gov.ru/
BEICIIIEro oOpazoBanus Poccutickoit ®eaeparuu
5. | ®enepanbhbiii mopran «Poccuiickoe obpasosanue" | https://www.edu.ru/
6. | Uudopmarmonnas cuctema "Equnoe okno qoctyma | http://window.edu.ru/
K 00pa3oBaTenbHBIM pecypcam”
7. | EnunHas xomekims nudpoBsix obpasoBatenbubix | http://school-collection.edu.ru/
pecypcoB
8. | ®enepanbHblii IEHTP HHPOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTeIbHBIX PECYPCOB
[lepeuenr WHDOPMAIMOHHBIX TEXHOJOTHH, WCIOIB3YEMBIX TIPH  OCYIIECTBICHHH
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILINHE (MOAYIII0), B TOM YHCIIEe KOMIUIEKT JTUIEH3NOHHOTO
MPOrPaMMHOTO  OOCCIICYCHHS, COBPEMEHHBIE TpPO(ecCHOHANbHBIC 0a3bl  JaHHBIX U
WH(OPMaILMOHHBIE CIIPABOYHBIE CUCTEMBI:
HaunmenoBanue I1O IIpousBoacTBoO JluneH3nonHoe / cBOOOIHO
pacnpocTpaHsieMoe
OnepanuoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, Server) | sapy6exmnoe | muuensmonHoe
bpaysepsbl:
Slupexc.bpaysep OTEUYECTBEHHOE | CBOOOJHO PacIpoCTpaHsIeMoe
Google Chrome 3apyOexHoe CcBOOOIHO pacIpocTpaHsieMoe
Od¢ucHble NpUIOKEHHUS
Microsoft Imagine (Visio, OneNote) 3apy0exHoe JIUIEH3HOHHOE
TeXstudio 3apy0exHoe cBOOOJTHO PACIPOCTPAHSIEMOE
Adobe Acrobat Reader 3apy0exHOe CBOOOJIHO pacrpocTpaHsIeMoe
IIporpammHoe o0ecneyeHne Uisl IVIAHUPOBAHHUSI M YYeTa BPeMEHH:
Toggle app | 3apyOexHoe | CcBOOOIHO pacIpocTpaHsieMoe
CucreMbl ynpapJjieHHsI TPOEKTAMM:
Microsoft Imagine (Project) | sapyGexHoe | nuuensuonnoe
Cucrtembl ynpapjieHHs1 0a3aMHi JaHHBIX:
Microsoft Imagine (SQL Server) | sapy6exnoe | nurensnonnoe
Cucrtembl pesepBHOro konuposanus (backup):
Acronis Backup Advanced for HyperV | 3apy6exHoe | muuensnonHOe
CnpaBoYHO-NIPAaBOBBIE CHCTEMBI:
Koncynprantllimtoc: cipaBoyHO-TIpaBOBast OTEUECTBEHHOE | JIMIICH3UOHHOE
cucTeMa
CpeicTBa AHTHBUPYCHO#i 3aIUTHI:
Kaspersky Endpoint Security asst 6usneca OTEUECTBEHHOE | JIMIIEH3UOHHOE
Cranpmapraeiid Russian Edition
Cpeabl pa3padoTkm:
Visual Studio Code 3apy0exHoe CcBOOOJTHO PACIIPOCTPAHSIEMOE
Bash (Unix shell) 3apyOeKHOE CBOOOIHO PaCIPOCTPaHIEMOE
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Anaconda 3apyOexkHOE CBOOOHO pacIpoCTpaHsIeMOe
Robotic Operating System 3apy0exHOe CcBOOOJTHO PACIIPOCTPAHIEMOE
CopelliaSim 3apy0exKHOE CcBOOOJIHO PACIIPOCTPAHIEMOE
Google Colaboratory 3apy0exHOe CcBOOO/THO PACTIPOCTPAHSIEMOE
IlakeThbl MPOrpaMMHBIX CPeICTB M OHOJIHOTEK:

AutoPsy 3apyOexkHOE CBOOOIHO pacIpOCTpaHsIeMOe
Interactive Disassembler (IDA) 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
CucTteMbl ynpasjieHHs1 0ubanorpapudeckoii nugopMmanueii:

Zotero | 3apyOexKHOE | CBOOOHO pacIpOCTpaHsIeMOe
CepBHCHI B CITYKOBI:

Bind 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
Docker 3apyOeKHOE CBOOOJTHO pacIpoCTpaHsIeMoe

7. MeToanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToauyeckne yKazaHus il 00y4alOUIUXCS 10 OCBOEHUIO TUCIHILIMHBI (MOYJIs1)

B npouecce usyuenuss aucuuiuinHbel (Monyisi) «besomacHocth cuctem MU» B pamkax
TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH HCIIOJIB3YIOTCS TaKhe BUIBI y4eOHOW pabOThI, KaK JICKIIUH,
CeMMHapbl, JIOMAlllHWE 3aJaHusi, KOHTpPOJbHas paboTa, a TakkKe pa3IMyHble BHJIBI
CaMOCTOSITENIbHOM pa0OThl 00yYaroIIMXCs 10 3aJaHUI0 IPENoJaBaTelis, HalpaBiICHHbIE Ha
pa3BUTHE  HABBIKOB  NPOPECCHOHATBHON  JIGKCHKH,  3aKpeIUIeHHEe  MPAKTHYECKUX
npo¢eCCHOHATBHBIX KOMIIETEHIIMH, TOOIPEHNE UHUIATHB.

Jlexyus — cHUCTEMAaTHYEeCKOe, IOCIEIOBATEIBHOE, MOHOJOTHYECKOE  H3JI0KEHUE
npernoiaBaTesieM yueOHOro MaTepuaa, Kak IpaBuiio, TEOPETHYECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIyeTCsS BECTH KOHCIICKT JICKIUW: KPaTKO M CXEMAaTHIHO
(UKCUPOBATh OCHOBHBIC HJCH, BBIBOJBI W OOOOIICHUS JICKIIMW; BBIICIATH BaXKHBIC MBICIIH,
KITFOYEBBIC CIIOBAa M TEPMHUHBI. HEoOXOAMMO OTMETHTH BOMPOCH WM MaTepUANIbI, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHHUS, U TIOMBITAThCS HAWTH OTBETHI B PEKOMEHJI0BAaHHOW nmuTepatype. Eciau
pa3o0parbcsi B Marepuaie He yaaercs, cieayeT chopMyIupoBaTh BOIMPOC W 3a1aTh €ro
MpernoAaBaTeNo Ha KOHCYIbTAIMH UM BO BPEMsI CEMUHAPCKOTO (MTPAKTUYECKOTO) 3aHITHS.

Cemunap — 310 (hopma yueOHOUM IesATeTbHOCTH, IPOBOAUMAs B Y4€OHOM 3aBEEHUU IO/
PYKOBOACTBOM TMpemNojaBaTess, TI/A€ CTYACHTbl AaKTUBHO YYacTBYIOT B OOCYXICHHSIX,
MPAKTUYECKUX 3aJJaHUsIX U APYrux (popmax B3aMMOAECHCTBHUS.

Jlns ycrenrHoi moAroTOBKA K CEMUHAPY PEKOMEHIYeTCs 3apaHee O3HAKOMHTHCS ¢ TeMOM
3aHATHA WU OCHOBHBIMHU MaTCpUalaMH, 4TO0Bl MMETHh BO3MOKHOCTH AKTHBHO y4aCTBOBAaTh B
oOcyxaeHuu. Takxke MOJNEe3HO MOATOTOBUTH BOIMPOCHI U HUJIEU ISl OOCYKIEHUS, YTO MOMOKET
r1y0Ke OHATh MaTepUal U MPOJIEMOHCTPUPOBATH 3aMHTEPECOBAHHOCTb.

Ayoumopnas paboma — akTUBHas paboTa CTy/IeHTa Ha CEMUHape, ero OTBETHI Ha BOIIPOCHI
IPEenoJiaBaTess U y4acTHe B IUCKYCCHU.

Jl1g ycnemHoro yyacTusi B CEMMHApe CTYAEHTaM PEKOMEHAYETCS 3apaHee 03HAKOMUTBCS C
TeMOU OOCYXXIEeHHs, IPOYUTAaTh HEOOXOAMMble MaTepuaibl U MOATOTOBUTH BOMPOCHL. BaxHO
AKTHUBHO CJIyIIaTh M BOBJIEKAThCS B IUCKYCCHIO, BBICKA3bIBasl CBOU MHEHHUS U apIyMEHTUDPYS HX.
[Ipu oTBeTrax Ha BOMNPOCHI TMPENOJABATENsl CTOUT OBITh YBEPEHHBIM, YETKUM U JIOTUYHBIM,
ONMPAsCh HA U3YYEHHBIN MaTepuall. Takxke MOoJIe3HO NOAAEPKUBATH AUATIOT C OJTHOKYPCHUKAMH,
YTOOBI 000TaTUTH OOCYXKJEHUE U PACIIUPUTH CBOU 3HAHMUSI.

Homawmnee 3a0anue — HaboOp 3a/1a4 O TEMaM HEJIENH.

[Ipu pabore Ham nOMaNTHUMHU 3aJaHUSIMA Ba)XXHO BHUMATEIHLHO O3HAKOMHTHCS C
TpeOOBaHUSMU U CPOKaMU BBIMOTHEHHs. PekoMeHyeTcs: pa3ouBarh 3aJaHusl Ha dTambl, YTOOBI
n30exaTh TEeperpy3kd W JIydille yCBOUTH Marepuai. Mcmonp30BaTh pa3iuyHbIE WCTOYHHKHU
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nH(opMaIuu, BKIIOYasi Y4eOHUKU U OHJIAMH-PECYPCHI, IJIs 00Jiee TIIyOOKOTO TOHMMaHUS TEMBI.

Koumponvnas paboma — nuceMeHHasi paboTa ¢ HabopoM 3a/1a4, KOTOPbIC HY)KHO PEIIUTh 32
OrPaHUYCHHOE BPEMSI.

HCHB KOHTpOHbHOﬁ paGOTbI — [NOJIYYUTb CICHUAJIBHBIC 3HAHUA I10 O,HHOI\/JI HNIJIN HECKOJIBKUM
TeMaM TUCHHUILUIMHBI U TIPOJICMOHCTPUPOBATH HABBIKH UX MPAKTHYECKOTO IPUMEHEHHS.

Konnoxeuym — ycTHBIE OTBETHI Ha BOIIPOCHI, CIUCOK KOTOPBIX U3BECTEH CTYACHTY 3apaHee.

B mnpomecce moAaroToBku K KOJIOKBUYMY HEOOXOAMMO IPOAHAIM3UPOBATH Y4eOHBIC
MaTepuaibl, 03HAKOMUBIINCH C JICKIUSMH, Y4COHHMKAMHU U JOIMOJIHUTEIBHBIMU HUCTOYHUKAMH,
aKLIEHTUPYS BHHMMAaHHE Ha KIIOYEBBIX TemaxX. PekoMeHayercsi co3naTh CTPYKTYpHUPOBAHHBIE
KOHCIIEKTBI, BBIJICTISII OCHOBHBIC UIEH, TEPMHUHBI M JOPMYJIBL.

Camocmosmenvras paboma — paboTa CTYIECHTOB, HaIpaBJICHHAs Ha YIIyOJICHHOE
W3YYCHHUE OTJICIBHBIX TEM U BOIPOCOB YUYECOHON AUCIMILTUHBI (MOTYJIs).

B nporiecce camocTosiTensHOM paboThI CTYIEHTHI B3aUMO/ICUCTBYIOT C PEKOMEHI0BAHHBIMHU
MaTepuajiaMH P MUHUMAIBLHOM yYaCTHU MPENoaaBaTesis. 3aauu CTyIeHTa BKIIOYAI0T padoTy
C KOHCIIEKTaMH JIeKIui (00paboTka TeKcTa), IOBTOPHOE M3YUCHHE YyUeOHBIX MAaTEpHAIIOB TIAHOB
U TE3UCOB OTBETOB, U3YUCHHUE JIOTIOJHUTEILHBIX TEM, BHIMIOJTHCHHE yU4eOHO-UCCIICIOBATEIIbCKIX
3alaHUl U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ o JTUCHUIIJINHE (MOI[y.TIlO)

Kpurepun nosrydyeHusi ypoBHSI M OLleHHBAHUS c()OPMUPOBAHHOCTH KOMIETEHUHII M0
aucuunnHe (moayaw) «besonacnocrs cucrem UN»

OneHuBaHue YpOBHSA Y4€OHBIX JOCTHXKEHUH, OOYYarOMIMXCSA MO JUCIHUILIUHE (MOIYIIO),
OCYIIECTBIISIETCS B BUJIE TEKYILIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTECTALIUH.

IIpomexyTouHasi arrecTalusi MO AUCUUIUIMHE (MOZYJIO) OCYIIECTBIsSeTCS B (opme
9K3AMeHa, Py STOM MPOBOJAMUTCS OLIEHKA KOMITETEHIINH, C(HOPMUPOBAHHBIX IO TUCIUTLIINHE.

Jns oueHMBaHUSA TEKYLIErOo KOHTPOJs YCIEBAEMOCTH M MPOMEXYTOYHOM aTTecTaluu
UCIIONIB3YETCS JIeCATUOAIIbHAS IIKaJla OIEHUBAHMS, KOTOpas COOTHOCUTCS C TPaJAUIIMOHHOU
NATUOAIIILHOM IIKAJION cienyromuM 00pa3oM, eciiu MHOE HE yKa3aHo B Cuil1adyce NUCHUIUIMHBIL:

Jecarudannbuas IlsTndanabHas OO0mas xapakTepHCTHKA pe3yJIbTaTa 00y4eHus! 1o
OlleHKAa OLlEHKA AUCUMIIMHE (MOIYJIIO)
10 OT1inyHO CTyIeHT TOJHOCTBIO BIIaJICET 3HAHUSIMH, H3JIO)KCHHBIMU B
9 OTIUYHO paboueii nmporpaMme, U TIYOOKO OCMBICISIET TUCIHUILTUHY. OH
8 OTIN9HO CaMOCTOSITETIbHO M JIOTMUYECKU IIOCIIeIOBATENbHO OTBEYAET Ha

BCE BOIIPOCHI, aKICHTHPYS BHUMaHHE Ha HauW0O0JIEC BaXKHOM.
YMeeT aHaIM3MpPOBaTh, CpaBHUBATh, KIACCU(DUIIUPOBATH,
0000maTh,  KOHKPETHU3WPOBaTH W  CHCTEMATH3MPOBATH
M3YYCHHBIM MaTepual, BbIACISAS KIIOYEBbIE MOMEHTHI U
yCTaHaBIUBasT  NPUYMHHO-CIICJICTBEHHBIE  CBs3u.  YeTko
(GbopMyJIUPYET OTBEThI, YBEPEHHO MHTEPIPETUPYET PE3yJIbTAThI
aHAJIM30B U JIDYTUX WCCIEJOBAHUMN, a TaK)Ke PeIlaeT CI0XKHBIC
3agaun. CTyIEHT XOpOIIO 3HAKOM C METOJIaMHU UCCIIEIOBaHus,
HEOOXOJUMBIMHU JUIS TPAKTUYECKOW JEATSIBHOCTH, U YMEET
CBSI3BIBATh TEOPETHUYECKUE ACTIEKTHI JUCIUILUINHBI (MOJIYJIsl) C
MPAKTUYECKUMHU 3aa4aMHu.

7 Xoporio CrygeHTt obramaeT 3HAHUSAMHU MpeAMeTa IMOYTH B TIOJTHOM
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JlecaTnoanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

O0mas XxapakTepUCTHKA Pe3yJIbTaTa 00y4eHusl 1o
AUCUHUIJINHE (MOIYJIIO)

6

Xoporo

o0bemMe pabodell MPOrpaMMbl U CAMOCTOSTEIILHO, JIOTUYCCKU
MOCJIEeIOBATENIFHO U BCECTOPOHHE OTBEYACT HA BCE BOMPOCHI,
aKIICHTUPYS BHUMAaHUE Ha HauOoJiee 3HaYMMbIX MOMeHTaX. OH
yMEeT aHaJIM3UPOBaTh, CPaBHUBATh, KIACCU(PHUIIMPOBATS,
0000maTh, KOHKPETH3UPOBATH

H3y‘leHHLII>i Marcpualli, BbIACIAA €TI0 KIHKOUCBBIC ACIICKTBI M

n CUCTEMATU3UPOBATH
YyCTaHaBJIMBasA IPUINMHHO-CJICACTBEHHBIC CBA3U. d)opMyJH/IpyeT

CBOM  OTBCTHI, YBCPCHHO HHTCPIPETUPYCT PE3YJIbTAThI

AHAJN30B U JIPYTUX UCCIEIOBAHUHN, a TAKXKE PEUIACT CIOXKHBIC
CUTyaIMoHHbIE 3a1a4i. CTYZAEHT XOPOIIO 3HAKOM C METOJIaMHU
HCCIICIOBAHUS, HEOOXOIUMBIMU JUIS MIPaKTUYECKOM
NI TENIbHOCTH, U YMEET CBI3BIBATh TEOPETUYECKHE ACIIEKTHI

nmpeaMeTa C MPaKTHICCKUMU 3aia4aMu.

'Y IOBJIIETBOPUTEIBHO

'Y IOBJIIETBOPUTEIBHO

CryneHnt oOnamaeT 0a30BBIMH 3HAHUSAMHU 10 JUCIUILIMHE
(MOJyJ1r0), HO UCTIBITHIBACT TPYAHOCTH MPH CAMOCTOSTEIBHBIX
OTBETaX M HCIOJB3YeT HETOUHbIC (GopMmynupoBku. B xome
OTBETOB OH JIOMYCKACT OLIMOKH, KaCalOIIUeCs CyTH BOIPOCOB.
CryzeHT crocoGeH peraTh TOJIbKO caMble TPOCThIE 3a1aud U
BJajieeT  JUIIb HabopoM

MHUHUMAaJIbHBIM MCTOI0B

HUCCICOOBaHMUA.

He cnan

He cnan

He cnan

CryneHT He OBNaIeN 00sM3aTeIbHBIM MUHUMYMOM 3HaHUH 110
MpeIMeTy W HE MOXKET OTBETUTh Ha BOIPOCHI, NaXKe €CIH
3aJaeT  JONOJIHHUTEIbLHEIC

MPEMno1aBaTeb HaBOIAIIE

BOIIPOCHIL.

Jucnunnuna (Moaynb) «bezonacHocTs cuctem UMy olieHnBaeTcs cieayromuM oopazom:

AKTHBHOCTDL Bec |KoanuecTBO Onucanmue

Homamnaue 3amanus | 30% 12 HaGop 3aia4 o remam HeJenu

KomnokBuym 30% 3 VYCTHBIE OTBETHI HA BOITPOCHI, CITUCOK KOTOPBIX U3BECTECH
CTYJICHTY 3apaHee

KonTtposnbsHhas padora | 20% 1 [Mucemennas paboTa ¢ HAOOPOM 3aj1a4, KOTOPbIE HYKHO
PELIUTh 332 OrPAaHHMYCHHOE BPEMS

OK3aMeH 20% 1 [TucemeHHast niu yCTHas paboTa HaJll 3aJJaHAEM,
HaMpaBJICHHBIM Ha MPOBEPKY MOJYYCHHBIX 3HAHUH U
HAaBBIKOB I10 JUCIUILTHHE (MOYJITIO)

@opmyJia pacyéTa UTOrOBOH OLEHKH MO aucuMIUIMHe (Moay.aiw) «be3omacHocTh
cucrem UU»: «0,3 X cpennee 3a pomanraue 3aganus + 0,3 X cpennee 3a koymokBuym + 0,2 x
KOHTpoJbHas padota + 0,2 X sx3amMeH».

Texkymmii KOHTPOJIb YCIIEBAeMOCTH 00YYAIOIIHUXCS 110 JMCHHUIINHE (MOLYJII0)

1.

I[IpumepHbIe TOMaLIHUE 32 IAHUS

JlomamHee 3aganue 1.

Onummnre CXCMY aTaKU OTPABJICHUS NAHHBIX U IMPUBCAUTE IPHUMED et MMPUMCHCHU

IIPOTUB MOJIENH KJIacCU(UKALIMU N300paXeHHIH;
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2. OO0BsicHUTE, KaK aTaka C 03KIOpPOM MOXKET OBITh BHEAPEHA B MOJICIh MAIIMHHOTO
00y4YeHHs U KaK OHa aKTMBHPYETCs BO BpeMsi HH(]epeHca;
3. PeanusyiiTe mpocTyro araky YKJIOHeHHUs (evasion attack) B Oemom smuke ¢

ucnoip3oBanueM Merona FGSM mpotuB oOydeHHolM Monenu Ha Habope manHbiXx MNIST unun
CIFAR-10;

4. CpaBHHTE NPUHIUNBI PaOOTHl aTaK YKJIOHEHUS B YCJOBUAX O€I0ro M 4€pHOTO
ALIMKA, YKKUTE pa3inymsl B JOCTYIE K MOAETH U TpeOOBaHUAX K HH(POPMALIUY;
S. [IpuBenure mnpumMep peanbHOM KuOepaTaku, B KOTOPOH HCIIOJIb30BAJICA

HCKYCCTBEHHBIN MHTEIJUICKT, U IPOAHAIU3UPYITE €€ apXUTEKTYpy U LENH.

JlomamHee 3aganue 2.

1. CmopenupyiiTe aTaky ¢ MCIOJNb30BaHMEM Nopokaaroiied monenu (Hanpumep, GAN),
co3zarouiel BpaxkaeOHble IPUMeEpHI, U OlleHUuTe €€ 3(pPeKTUBHOCTh MPOTHUB KiIacCU(UKaTOpa;

2. Ucnone3yiite oaMH W3 OTKPHITHIX (peiimBopkoB (Hampumep, ART, Foolbox wmm
CleverHans) ni1s aBToMaTu3anuy reHepalyy aTak Ha MOJIesIb MAlIMHHOTO 00y4eHus;

3. [IpoBemuTe aHamM3 ySA3BUMOCTH OOJBIION s3bikoBoM Moxenu (LLM) k prompt-
UHBEKLUSAM U OMUILUTE BO3MOXHbBIE CLIEHAPUU SKCILTyaTallly;

4. Uccnenyiite, kak MynbTUMOAalbHble Moaenu (Hampumep, CLIP) Moryr ObITh
HOJIBEPKEHBI aTaKaM, COUETAIOIUM TEKCTOBBIE U BU3YyaJIbHbIE TPUITEPHI;

5. [loaroroBpTe OTUET, B KOTOPOM O00OOLIMTE PHUCKH OE30MACHOCTH, CBSI3aHHBIE C
aBTOMaTH3alMen arak Ha MU, u npenioxure crpaTreru NpoTUBOJAEHCTBUS.

Jomamnee 3a1anue 3.

1. PeanusyiiTe MeTOA 3aIllMTHI MOJIETH OT aTaK YKJIOHEHUS ¢ ToMoIbto adversarial training
Ha NMPUMEPE NPOCTO HEUPOCETH;

2. Onumure, kak paboTtaer MexaHusM auddepeHuanibHON TPUBATHOCTH NPU O0yYEHHUH
MOJICJTM M KAKUE PUCKH OH CHUIKACT;

3. [Ipumenute metoxn feature squeezing sl ACTEKIMU W OTKJIOHEHHUS BpaXIeOHBIX
MPUMEPOB U OLICHUTE €ro AP(PEKTUBHOCTD;

4. OObsCHHUTE, KaK UCTIOIB30BAaHUE aHCAMOJIel MOJIeNel MOKET MOBBICUTh YCTOMYUBOCTD K
aTakaM ¥ CHH3UTh YS3BUMOCTh OT/IEIbHBIX KOMITOHCHTOB;

5. [Ipoananu3upyiite, Kakue Mepbl 3alIUTH MOTYT ObITh IPUMEHEHBI JIsl PEAOTBPAILlCHUS
aTak Ha MpUBaTHbIE JaHHbIE (HarpuMep, aTak TUa membership inference).

IIpumepHBIEe BOIPOCHI K KOJLUIOKBUYMY
KouiokBuym 1.

1. YUro Takoe HactynatenbHblii UM M kakue OCHOBHBIE LIEJIM MPECIEAYIOT aTaKH C €ro
UCIIOJIb30BaHUEM?

2. B uém 3axirouaercs pazHulla Mexay 3amuroi ¢ momouisto MU u ucnonszoBanunem MU
B HACTYIATEJbHbBIX LEAX?

3. Onumute OOHIYI0 CXeMy 3J0BPEIHOTO BO3ICHCTBUS Ha CHUCTEMY HCKYCCTBEHHOTO
MHTEJJIEKTA.

4. Kakue osTambl BKIIOYAeT aTaka OTPAaBJICHHUS JaHHBIX M KaK OHAa BJIMAET Ha MpoIecc
0o0ydeHust moaenu?

5. Uto Takoe OdKaOp-aTaka B KOHTEKCTe Mojenedl MamuHHOro odydenus? Ilpusenure
puMep.

6. OOBsicHuTe MPUHLIMIT pabOTHl aTaku yKJIOHEHUs (evasion attack) B ycrmoBusx 6emoro
ALUKA.

7. Kakue naHHble M MOJAETH TpeOYIOTCS A peaju3alMd aTakd YKJIOHEHHS B YEPHOM
SIITAKE?

8. B uém 3aximouaercs pa3HULIA MKy aTakaMH B 0eJIOM U YEPHOM SIIHUKE C TOUKH 3PEHUS
JIOCTYIA U CI0KHOCTU peanu3anuu?
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9. Kak araka oTpaBieHUsI MOJIEIH MOXKET MOBJIUATH Ha €€ MOBEACHHE B MTPOJaKIICHE?

10. IIpuBenuTe mpuMep peaabHON CUCTEMBI, NToABepriecsa arake Ha UM, u onummre
MCIIOJIb30BAaHHBIN BEKTOP aTaKHU.

KonnoxBuym 2.

1. Kakue Mmeroapl 3alUThl OT aTaKk YKJIOHEHUs HambOosiee >PQPEeKTUBHbI M KaK OHHU
pabortaroT?

2. Uro Takoe adversarial training 1 Kak OH TIOMOTA€T MOBBICUTh YCTOMYMBOCTH MOJICITH?

3. Onmmure mpuHOMO paboTsl feature squeezing Kak MeToAa ACTEKLUUU BPaXICOHBIX
IPUMEPOB.

4. Kak ancam0iy MoJiesieii MOTYT CHU3UTh YSI3BUMOCTh CUCTEMBI K aTakam?

5. Uro Takoe quddepeHnnanbHas MPpUBATHOCTh U KaK OHA 3alllMIIaeT MPUBAaTHBIEC JaHHbIC
npu o0ydeHun Mozenei?

6. Kakue pucku cBsizaHbl ¢ aTakaMu TUIa membership inference u kakue Mepbl TO3BOJISIOT
WX CHU3UTH?

7. Kak MOXHO 00HapyXUTh HaJTM4Ke 09KI0pa B MPea100yIeHHON MOIETH?

8. Kakue orpanmuenus umeer meron adversarial training mpu 3ammre OT aTak B 4YEPHOM
SIIUAKE?

9. Iloyemy Ba)KHO IPOBOJUTH ayTUT MOJIEIEH TIepe/l UX Pa3BEPTHIBAHUEM B MTPOAAKIIEHE?

10. Kakne wuncrpymentsl (Hampumep, ART, CleverHans) wucnons3yrores —uist
TECTUpOBaHus O6e3omacHocTu Moaeneit MN?

IIpumepHble 3a1aHUs ISl KOHTPOJIbHOH padoThl

KonTpoJsbnas 1.

1. Onumwre, yTo NOHMMaeTCs NOJ HacTynaTeabHbIM MU 1 npuBeaure aBa mpuMepa ero
UCIIOJIb30BaHus B KUOeparakax;

2. OOBsicHMTE, B 4YEM 3aKIIFOYAETCS Pa3HUIIA MEX]ly aTaKaMU YKJIIOHEHUS B YCIIOBHSIX Oes1oro
1 4EPHOTO AIINKA;

3. Uto Takoe aTaka oTpaBiieHUs JaHHbIX? Kak oHa BiuseT Ha mpolecc 00ydeHus: MoJIeNnu
MAaIIMHHOTO O0yUYEHUs;

4. OnumuTe cxemy Od3KIOp-aTakd MW IpHUBEIUTEe NpuUMep e€ peanu3aluu B 3ajade
pacro3HaBaHUs N300pakEeHU;

5. Kakue mnpu3Haku MOryT YyKasblBaThb Ha HaJU4We BPEJIOHOCHOIO TpHUITepa B
npeao0yuYeHHON MOIETH;

6. OOBsicHUTE, KaK 3JI0YMBIIUIEHHUK MOXET Hcroyib3oBaTh MW nis aBTomMaTu3anum atak
Ha CHCTEMBbI C MallIUHHBIM O0yUYEHUEM;

7. IlpuBeaurte mpumep peanbHOM ys3BUMOCTH B cucteme MU, cBsA3aHHOI ¢ oTpaBieHUEM
MO/JIEJIH, U ONMILIUTE MOCIEICTBUS;

8. B uém 3axmouaercs 3710BpefHOe Bo3jaeicTBHe Ha cucteMy MU u kakue KOMIOHEHTHI
MI0JIBEP>KEHBI aTaKe;

9. Kakue naHHBIE U MOJENIbHBIE apXUTEKTYphl OCOOEHHO YA3BHMBI K aTakaM B peXHMe
YEPHOTO AIINKA;

10. OOBbsicHUTE, TOYEMY UCIOJb30BAHUE OTKPBITBIX HAOOpOB JaHHBIX MOXET
MOBBICUTH PUCKH aTaK OTPaBICHUSI.

KonTtpoubnas 2.

1. Onumure npuHIUN paboThl 00YUYeHHs Ha BpaKI€OHBIX MpUMepax Kak METOJa 3allUThl
OT aTaK yKJIOHEHMUS;

2. Uto Takoe CKaTHE MPH3HAKOB M KaK OHO TMOMOTaeT B OOHApYKEHWH BPaKICOHBIX
IPUMEPOB;

3. OOBscHHUTE, KaK UCIIOJIB30BaHUE HECKOJIBKUX Mojenel (aHcamOisl) MOXKET MOBBICHTH
YCTOMYMBOCTB K aTaKaM Ha CUCTEMbI HCKYCCTBEHHOT'O MHTEJUIEKTA;

4. Kax muddepennuanbHas MpUBATHOCTh 3alUINAeT KOH(HICHUUAIbHbIE aHHBIE IMPH
o0yueHHH Mojiesiel? YKaXUTe 0JTHO OTPAHUYEHUE ITOTO MOJIX0/a;
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PaCKpBITH;

00y4Jaroumx JaHHbIX;

IIPOU3BOJCTBEHHOH CpELIE;

00ydeHHoit monenu? [lpuBeauTe nBa noaxona;

BHCAPCHUA B pCAJIbHBIC CUCTCMBI;
O6’B§[CHI/ITC, B 4€M 3aKJIIOYaAETCS pasHuIa MEXOYy MMACCUBHOM ¥ aKTHMBHOM 3aIllIUTON
MoAeseHn HCKYCCTBCHHOI'O MHTCJUICKTA.

5. Onmmute, Kak paboraet ataka membership inference m kakme maHHBIE OHAa MOXET
6. Kakue Mepbl MOXHO IIPUMEHHTB JJIS 3AIIUTHI MOJIEIIU OT aTak Ha KOH(UICHIINAIBHOCTh
7. OOBsicHHTEe, 3aueM TMPOBOAUTCS AayAUT MOJENCH TIepe] WX pa3BepThHIBAHHEM B
8. Kak MOXHO OOHapyXHWTh HaJIMYWE CKPHITOTO KaHana (03K7opa) B MPEABAPHUTEIBHO

9. [louemy Ba’kHO TECTUPOBATh MOJEIIb HA YCTOMUMBOCTH K BPaXKI€OHBIM IIpUMEpaMm J10 €

3amanus AJ151 NPOMEKYTOUYHOM ATTECTANUM 10 JUCHUILIMHE (MOTYJII0)

Ne i/

3aganue

OTtBeT

Komnerenuus

Ormpezenure, 9TO TOHUMAETCS IO/ HACTYIIATSIbHBIM
NN B xoHTEKCTE KHOSPOE30MaCHOCTH

HCTIOTb30BaHKe
HNCKYCCTBCHHOI'O
WHTEJUICKTA JUIs
OpraHu3alvy 1
aBTOMaTHU3allun
KuOepaTak

OIIK-1

OOBscHUTE, B 4EM 3aKITIOYAETCS PA3HUIA MEKIY
3aiuTon ¢ nomouso M1 u ucnons3zosanuem MU B
HACTyMHaTeNIbHBIX IEIIIX

3alUTa HallpaBjeHa
Ha OOHApYKEHHUE U
IpeoTBpalleHne
yIpos,
HactynatenbHblid T
— Ha 9KCILLyaTaluo
YSI3BUMOCTEN

OIIK-1

OHI/IH_II/ITG, YTO TAKOC 3JIOBPEAHOC BOSHeﬁCTBHC Ha
CUCTCMY UCKYCCTBCHHOI'O MHTCJJICKTA

npegHaMepeHHoe
HCKa)KEHUE
TTOBEJIEHUST MOJIEIH C
MTOMOIIIBIO
BPEIOHOCHBIX
JAHHBIX WJIH
JITOPUTMOB

OIIK-1

VYKkakuTe OCHOBHEBIE IEJIM aTak Ha cucteMbl

HapyIIeHue
LEJIOCTHOCTH,
JIOCTYITHOCTH HJTH
KOH(UICHIIUATBHOCT
M MOJEIIN WIN
JIAHHBIX

OIIK-1

OOmBsicHHTE, KaK padoTaeT aTaka OTPaBIICHHUS TAHHBIX
Y Ha KaKOM JTarie OHa MIPUMEHSIETCS

MOTUPHIIUPYIOTCS
oOyuJaroniye JaHHbIE
C LIETIbIO UCKAXKEHUS

TIOBEJICHUST MOJICITH
BO BpeMsi O0yUEeHHS

YK-1

Omnuimre cxemy 03KA0p-aTaky U KaKk OHa
aKTHUBHpPYETCS BO BpeMs HHpepeHca

MO/IeTIb KOPPEKTHO
pabotaet, HO Ipu
HAJTMYHA
OIPEAENEHHOTO
TpUITepa BbIAET
3a1aHHOE
37I0YMBIIIICHHUKOM
MIOBE/ICHHE

VK-1
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B uém pasHuna Mexay arakamMu yKJIOHCHHS B
YCIIOBUSX O€II0TO B YEPHOTO SAITIKA

B 0OEJI0M SIIHKE
aTaKymoIUi 3HaeT
APXUTEKTYPY U
rapameTphbl MOJIETH,
B YEPHOM — TOJIBKO
BXOJIbl Y BBIXOJIbI

VK-1

HazoBuTe nBa Tuma atak, OTHOCSIIIUXCS K CXeMaM
aTak Ha cucteMsl 1

aTaKu OTpaBJICHUSA U
aTaKu YKJIOHCHUA

YK-1

OOBsicHUTE, KaK METO/ 00YUCHHUS Ha BPaXIeOHBIX
MpUMEpax MOMOTaeT 3AIMUTUTHCS OT aTaK YKIOHESHUS

MOJIeIh 00yJaeTcs
Ha
MOIUPHUITPOBAHHBIX
BXO0JIaX, 4TO
MOBBIIIACT €€
YCTOMUYUBOCTB K
MaJIbIM
BPEIOHOCHBIM
M3MCHEHHSIM

YK-2

10

Omnuimre, kak padoTaeT aTaka Mo ONpeaesICHHIO
YWIEHCTBA U KaKHe JaHHbIE OHA MOXKET
CKOMIIPOMETUPOBATH

MIO3BOJISIET
OTIPECIUTD, OBbLIT T
KOHKPETHBIN 00BEKT

B oOydatomeit
BBIOOpKE, yrpoxKas
NPUBATHOCTU
JTAHHBIX

YK-2

11

Uro Takoe c:kaTHe MPU3HAKOB U KaK OHO
WCTIONB3YETCs IS 3alUThI OT BPaXICOHBIX
IPUMEPOB

METOJI
IIPEBAPUTEIILHOU
00pabOTKH BXOIHBIX
JTAaHHBIX,
CHIDKAIONHI
YyBCTBUTEIBHOCTh
MOJICITH K MaJIBIM
BO3MYIICHUSIM

YK-2

12

O06mwsicante, Kak AuddepeHnraibHas TPUBATHOCTh
3aIlMIIAeT IPUBATHBIC TaHHBIE IPH 00YYSCHUN
MOJIEIH

JI00aBJISICT IIIyM B
nporecc 00ydeHus,
4yTOOBI HEBO3MOKHO
OBLIO BOCCTAHOBUTH

HHPOpMAIUIO 00

OTZEIbHBIX
nmpuMepax

YK-2

13

[IpuBennTe nmpumep UCHOIB30BAHNSA MTOPOKIATOIIEH
mozenu (Hanpumep, GAN) B atake Ha cuctemy MU

reHeparus
BpaXKJIeOHBIX
MPUMEPOB,
HEOTIINYUMBIX OT
pEaIbHBIX, JUIS
obOMana
KiaccupukaTopa

[K-1

14

HazoBute n3BecTHbIN (ppeiiMBOpK AJ1st
aBTOMAaTH3allMHU aTaK HAa MOJIEJIM MAIIMHHOTO
o0yueHus

cleverhans, art
(adversarial
robustness toolbox)
uu foolbox

[K-1

15

OnummuTe, Kakue ysI3BUMOCTH UMEIOT OOJTBITTHE
SI3BIKOBBIE MOJIEJIU K prompt-uHbEKIUSIM

BO3MOYKHOCTh
nepexsara
yIIpaBICHUS
MOJIEJIBIO Yepe3
CIICIHATBHO
chopMynHpOBaHHBIH
3ampoc, 00Xo7

[K-1
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WHCTPYKLUI

16 OOBsICHHUTE, KaK MYJIbTUMO/IATBHBIC MOJICTH MOTYT 37I0YMBIIIICHHUK IK-1
OBITh aTAKOBAHBI C MOMOIIBI0 KOMOWHHPOBAHHBIX UCIIONb3YET Napy
TPUTTEPOB TEeKCT-H300pakeHHE,

BBI3BIBAIOIIYTO
He)KeJIaTeIbHOe
MOBEJICHUE MOJICTIH
17 YkaxuTe, Kakrie MEepbl MOYKHO TIPUMEHUTD IS ayIUT 00YyJaroInx [K-2
3aIIUTHI MOJIETH OT aTaK OTPABJICHHS JTaHHBIX,
HCTIONb30BaHHE
METOJIOB OYHCTKH,
oOyueHue Ha
3aILUIIEHHBIX
BbIOOpKax

18 HasoBute HHCTPYMEHT, TO3BOJISIOIINI TECTUPOBATh art (adversarial I1K-2
MOJIEJIh Ha YCTOMYMBOCTh K BPaXKICOHBIM aTakam robustness toolbox)

19 OO0BsacHUTE, 3a9eM MMPOBOIUTCS Ay TUT JUIS BBISIBIICHUS T1K-2
npeno0y4YeHHBIX MOJIeIICH Tiepe ux CKPBITBIX 09KI0POB,
HCIOJIBb30BaHUEM YSA3BUMOCTEN U

NPU3HAKOB
OTpAaBIICHHUS
20 Onuiure, MoyeMy BasKHO OLIEHUBATH 0€30MacHOCTb YIPO3BI MOTYT [K-2
MOJIETH HE TOJIBKO /10, HO M TIOCIIE Pa3BEPTHIBAHUS MIPOSIBIATHCS TOJIBKO
B YCIIOBHUSIX
peanbHOU
IKCIUTyaTaluy 1
OUHAMUYECKOU
cpesbl
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