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1. Kparkasi XapakTepuCcTHKA TUCHUINIMHBI (MOIYJIs)

PabGouas mporpamma aucuuiuiiHbl (Moaynsi) «CeTeBble TEXHOJOTHHU» COCTABJICHA B
COOTBETCTBUHU € (eaepaibHbIM T'OCYJAapPCTBEHHBIM O0pa30BaTEIbHBIM CTAHJAPTOM BBICHIETO
oOpa3oBaHus — Maructparypa o cnenuansaoct 02.04.01 MaremaTika 1 KOMITBIOTEPHBIC HAYKH,
npoduns [IpoayKTOBBIII MEHEIKMEHT, YTBEp)KIEHHBIM NpukazoM MUHHCTEpPCTBA HAyKH U
BeIciero oOpasoBanust Poccuiickoit deneparmu Ne 810 ot 23.08.2017 roxa.

Uzyuenne aucuuminibl (Monayns) «CereBble TEXHOJOTHUW» SIBISETCS KIIIOUEBBIM IS
obecnieuenus >¢p¢pexkTuBHON U Oe3omacHoi paboThl MHOOPMAIIMOHHBIX CUCTEM B COBPEMEHHBIX
OpraHu3anusaX. JDTO TaKXkKe MO3BOJSET CIEeNUaIUCTaM aJalTHPOBATHCS K OBICTPO MEHSIOIIUMCS
TpeOOBaHUSAM M MHHOBAIIUAM B 00J1aCTH MH(POPMAITUOHHBIX TEXHOJIOTHH.

MecTto 1ucUIIIMHBI (MOAYJISA) B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Hacrosmas nucunuminnaa (MOAysb) BKIIOUYEHA B YU€OHBII TUIaH MO POrpaMMe MOATOTOBKU
maructparypsl 1o HamparieHuro 02.04.01 MaremaTnka W KOMIBIOTEpPHBIE HayKH, Mpodmib
[TponyKTOBBIII MEHEMKMEHT W BXOJUT B BapuaTUBHYI 4acTh bioka 1, dopmupyemyro
y4acTHUKaMU 00pa30BaTeNIbHbIX OTHOLIEHUH, KaK TMCUUIUIMHA IO BBIOOPY.

JuctummHa (MOTyITb) H3ydaeTcs Ha 2 Kypee B 4 cemecTpe, JOCTYITHA IS TPOXO0XKICHUS TIPU
YCIOBUU YCIEIIHOTO 3aBEpIICHUS TUCIUILTHH (Moaysei) «OcHOBBI pa3pabOTKH Ha si3bIKe Java»,
«AJITOPUTMBI U CTPYKTYPHI JaHHBIX. YacTh 2», «[IpomblnuienHas pa3padoTka».

Hesab n3yyeHusi JTUCHUILUIMHBI (MOAYJI5): GOpMHUPOBaHUE 3HAHWN W HABBHIKOB B O0JIACTH
IPOEKTUPOBAHUS, HACTPOHKM M oOecrieyeHHs OE€30MaCHOCTH KOMIIBIOTEPHBIX ceTeil uis
3 PEeKTUBHON pabOTHI MPUIIOKEHUH B BRICOKOHATPY>KEHHBIX Cpelax.

3agayu u3y4yeHust JMCUUILIHHBI (MOAYJIfA):

— (hopmHpoBaHHe 3HAaHUI IO TEMaM: YCTPOICTBO M OpraHU3allI0 KOMIIbIOTEPHBIX CETEH;
OCHOBHBIE BEKTOpPBl aTakKl Ha KOMIIBIOTEPHBIE CETH; OCHOBHBIE IIPOTOKOJIBI CETEBOIO
B3aMMOJICHCTBHA,

— OCBOEHHME YMEHHUI: pa3pabaTbiBaTh NPUIIOKEHMS, padOTaIOIIME B BBICOKOHATPYKEHHBIX
KOMITbIOTEPHBIX CETSIX; BBIMOJIHATH HACTPOIKY CeTEeBOro 000py0BaHus; o0eceunBaTb 6a30ByI0
0€e30MacHOCTh CETEH,

— (opMupoBaHMe HaBBIKOB MPHUMEHEHHsS CETEBBIX IPOTOKOJOB; IMOHUMAHMS, Kak
YCTPOEHBI JIOKaJbHbIE, TJI00aIbHbIE U KOPIIOPATUBHBIE CETU; HABBIKOB (MIbTpAalUU Tpaduka;
HABBIKOB 3aIUTHI ITaHHBIX U NPEJOTBPAILECHUS aTaK.
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2. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

Komnerenmun, ¢opmupyeMbie B pe3ylbTaTe OCBOCHUS AUCHUILUIMHBL (MOAYIS) TIpU
IIPOBE/ICHUH Y4EOHBIX 3aHATUH B (hOpMe KOHTAKTHOM paboThl 00yUarOIMXCs € eJarornuecKuMu
paboTHUKaMU YHUBEpCUTETa U B (POpME CaMOCTOATENILHONU PabOThl 00YyUYarOIIUXCS:

Kommnerenuus | Coaep:kaHue KOMIETEHIIUH HNuaukartop IMepeyeHb NIAHUPYEMBIX
KOMIETEeHIIN T pPe3yJbTaTOB 00y4YeHHs MO
JAMCHUIJIMHE (MOTYJIIO)
VK-6. CriocoOeH onpeaeiaTs 1 VK-6.1. 3HaeT OCHOBHBIE METOIbI
peaIM30BLIBATH TPHUOPUTETHI CaMOOLICHKH U aHaJH3a CBOeH
COOCTBEHHOM JIEATETHHOCTH U JIESITEITBHOCTH, a TaK¥Ke
CIOCO0bI e MIPHUHIUITGI YTIPABICHHS
COBEpILICHCTBOBAHUS HA OCHOBE BPEMEHEM U IISJICTIOIaraHus
CaMOOIECHKHU YK-6.2. YMeeT cTaBUTh pealnucTU4HbIE U

JOCTHKUMBIE LIEJIU, OTPEENATh
MIPUOPUTETHI B CBOEH
JESITETBHOCTH, a TaKXKe
pa3pabaTbIBaTh U BHEAPSTH
IUTaHBI IO COBEPLICHCTBOBAHHIO
CBOHUX HABBIKOB 1N KOMHCTGHHI/Iﬁ
Ha OCHOBE ITOJIyYEHHOU
CaMOOLICHKH

YVK-6.3. NwmeeT mpakTuvecKkuii OMbIT
IMPUMCHCHUA MCTO/I0B
CaMOOIIEHKH B CBOEH
npoeccnoHambHON
JACATCIIBHOCTH, BKJIFOYasd
Y4aCTHUC B TPCHUHTIaX,
CeMMHapax U MPOEeKTax,
HallpaBJICHHBIX Ha pa3BUTUEC
TMYHOH 3 (HEKTUBHOCTH U
podecCHOHAIBHOIO POCTa

OIIK-2. Croco0eH co3maBaTh U OIIK-2.1. 3HAeT OCHOBHEIE
HCCIIEIOBATHL HOBBIE MaTeMaTHYECKUE MOIENH U
MaTeMaTHYECKHUE MOJIEIIH B METO/IbI, UCTIOJIb3YEMbIC B
€CTECTBCHHBIX HAyKax, €CTECTBCHHBIX HAyKax, BKIFOUAs
COBEPIIICHCTBOBATh U CTaTUCTUYECKOE
pa3palaThiBaTh KOHIICIIINHY, MOJICJIMPOBAHHUE,
TEOPHUH U METOJIBI nuddepeHInaTbHbIC YPAaBHEHUS

1 YUCIICHHBIE METOMBI, a TAKXKE
COBpPEMEHHbIE MOJIXO/IbI K
HCCIICIOBAHUIO M aHATTU3Y
JIAHHBIX

OIIK-2.2. YmMmeeT pazpabaTeiBaTh U
a/IalITUPOBATh MaTEMAaTUUECKHUE
MOJIEJIN JAJIsI peLIeHHUs
KOHKPETHBIX Ipo0JieM B
€CTECTBEHHBIX HAyKax,
MIPOBOJUTDH UX aHAIH3 U
BepHu(HKaIuIo, a TaKKe
HWHTEPIPETHPOBATH MOTYYCHHBIE
pe3yIabTATHI B KOHTEKCTE
HAYYHBIX HCCIIEIOBaHUH
OIIK-2.3. NmeeT npakTU4ecKUid ONbIT
CO3/IaHUSI U HCCIIEIOBAHHS
MaTeMaTHYECKIX MOAEJIeH B
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paMKax Hay4HBIX TPOCKTOB MU
HCCIIEJOBAHNM, BKITFOUAS
y4acTHUEC B ITyOTUKAIUAX,
KOH(EpPEHIUAX WIN
KoJutaboparusx, rae ObuTH
pa3paboTaHbI ¥ alPOOHPOBAHEI
HOBBIC KOHIICTIIIUY U METOJIbI

[K-3.

Crioco0eH periath 3a1auu
podeCCHOHATTEHOM
JIEeSITEIbHOCTH B 00JIacTH
MPOAYKTOBOTO MEHE/PKMEHTA,
(bopMyIIUPOBATh PE3yNITATHI
aHalin3a " BBISABITH
MOCIICICTBUS TIOJTYYCHHBIX
JaHHBIX IJIA IPUHATUA
000CHOBaHHBIX PEIICHUN 1
OINITUMH3AalIUU IIPOAYKTOB

[K-3.1.

3HaeT MCTObl U MHCTPYMCHTBI
IMPOAYKTOBOT'O MCHCPKMCHTA

IK-3.2.

YMeeT npuMeHsTh
aHaJIMTUYEeCKUE HHCTPYMEHTHI U
TIpoTpaMMHOE 00CCTIICUCHHE TS
00pabOTKH ¥ BU3yaTH3aIiN
JAHHBIX, a TAKXKE
(hopMynHpOBaTH BEIBOJIBI HA
OCHOBE TPOBEICHHOTO aHAIHN3a

[IK-3.3.

Nwmeet ombiT paboThl HAZ
PCaJIbHBIMU IPOCKTAMU B
00J1acTH MPOILYKTOBOTO
MEHEDKMEHTA, BKIIF0Yast aHaIN3
I0JIb30BATENILCKOTO MOBEICHUS
1 ONITUMHU3AHIO IIPOJAYKTOB Ha
OCHOBE IOJTYYSHHBIX JaHHBIX

[1K-4.

Crioco6eH myOamaHO
MIPEJICTABJIATh COOCTBECHHBIC U
W3BECTHBIC HAYYHBIC
pe3yIbTaThI

[1K-4.1.

3HaeT OCHOBHbBIC MPUHITUITBI
3¢ (HEeKTUBHOTO MyOJIUIHOTO
BBICTYTUICHUSI, METO/IbI
BU3YyallU3alMU JaHHBIX U
OCHOBHBIE TPeOOBaHHUS K
HAYYHBIM TIPE3EHTALIUSM,
BKITIOYAsl CTPYKTYPY U
coJiepyKaHue

[K-4.2.

YMeeT 4eTKO U JIOTUYHO
(hopMyJIMPOBaTH CBOU Hay4YHBIS
pe3ybTATHI, ATANTUPYS UX JJIS
Pa3INYHBIX ayJAUTOPHH, & TAKKE
HCIIOJIb30BaTh BU3yaIbHBIE
Cpe/ICTBa JUIsl yIyUIICHHS
BOCHIPHSTHS] HHOpMAIIUH

[K-4.3.

MMeeT NpakTHYECKUNA OIIBIT
Y4aCTHsl B HAYUHBIX
KOH(epeHIUAX, CEeMUHapax MU
JIPYTUX MEPOTIPUSTHSIX, Te
YCIIEITHO MPECTABIIII CBOU U
H3BECTHBIC HAYYHbIE
pe3ybTaTHl, MoTy4yasi 00paTHyIo
CBSI3b U B3aUMOJEICTBYSI C
ayIMTOpUEH
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3. Temaruueckuii njiax

Ne TpynoemkocTb, aKageMUYecKHE YAChI

m/m HaumeHnoBanue Qunas dopua TKY
AyaurtopHas padora .
pa3aena IMCUHUIIINHBI (Tekyumi

Jlexkiun CeMuHapsbl
(MonyJis) (npakTiuec Kontpo | CamocrosiTe/n KOHTPOJIb
Jb Hasi paboTa ycneBaeMoCTH)
KHe
3aHSATHA)

1 OCHOBHBIC IPOTOKOJIBI 5 5 25 JlomarHee 3amanme
CETEBOro [ToaroroBka k
B3aUMOJICUCTBHS CEMHHApY

2 Opranusaius cereii ¢ 4 4 20 JomaliHee 3aaHue
nocTynoM B MHTepHET [MoaroroBka x

CEMHHApY

3 Opranu3zamnus 2 2 15 JlomamHee 3amaHue

KOPIIOPAaTHUBHBIX CETEU [ToaroroBka k
CEMHHApY
4 OCHOBEI CETEBO 4 4 20 JlomamHee 3amaHue
Oe3omacHOCTH [MoxroroBka
ceMuHapy
3auem 4
Hmozo: 15 15 4 80
O6vem oucyuniunst (M00ys) 114
(6 ak. u.)
Obvem oucyunaunvt (Mooyns) 3
(6 3au. eo.)
4. CopepxxaHue TUCHUILIMHBI (MOIYJI5)
Ne HaunmeHoBaHue pasaesia JUCHUIIHHBI Coaep:xanue TUCHUILIHHBI (MOAYJIsI) IO TeMaM
n/n (MopayJis)
1 OCHOBHBIE POTOKOJIBI CETEBOTO Crex ipoTokoIIoB. [IpukianHoit ypoBeHb
B3aUMOJIEUCTBUS IIpuknagHON U TPAHCIIOPTHBINA YPOBHU
TpaHCHOPTHBIN YPOBEHb
CereBoil ypoBeHb
KananpHbIH B U3UYECKUI YPOBHU
2 Opranusanus cetei ¢ qoctynom B IHTEpHET [IpoTokombr MapIIpyTH3AIHH

Opranuszanus riao0abHbIX ceTel

BecnipoBoanbIe 1 MOOMIIBHBIC CETH

OTKa30yCTOMYMBBIE U BUPTYAIbHBIC CETH

3 Opranuzaiusi KOPIOpaTHBHBIX CETEeH BuptyanbHble YacTHBIE CETH
ndpoBanue TaHHBIX
4 OcHOBEI ceTeBOil 0€30ITaCHOCTH AyTeHTHUKAIUS ¥ aBTOPU3ALIUS

Anamu3 u punerpanus tpaddurka
Ataxu Ha TCP/IP
Arakn Ha DNS
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5. YueOHO-MeTOaHYECKOE O0ecIeYeHue

VYHuBepcUTET  pacrojaraeT IOJHBIM  HA0OpOM  JIMIEH3HMOHHOTO M CBOOOJHO
pPacHpoCTPaHsIEMOro IMPOTPAMMHOTO O0ECHEeYeHHs, BKJIIOYAs MPOAYKTHl OTCUYECTBEHHOTO
IIPOU3BOACTBA.

Kaxaplii cTyJeHT B Te4eHHE BCEro Inepuojga OOydYeHHs MOJIydaeT WHAWBUAYaTbHBINA
HEOTPAaHWYEHHBIH  JOCTYH K  DJIEKTPOHHO-OMONMOTEYHOH  CHUCTeME U 3JIEKTPOHHOU
UH()OPMAIIMOHHO-00Pa30BaTENFHON Cpele YHHBEPCUTETa. OJTH CHUCTEMBl IIPEIOCTABISIOT
BO3MOXHOCTH JIOCTYIIa K pecypcamM 3 Jr000i TOUYKH, TJIe eCTh NOJKII0UeHHe K ceT VHTepHer,
KaK Ha TEPPUTOPUHU YHUBEPCUTETA, TAK U 32 €r0 MpeaesaMHy.

CrynentaMm o0ecriedeH yJaJIeHHBIH JOCTYNl K COBPEMEHHBIM MpOo(ecCHOHATBHBIM 0azaM
JAHHBIX U MH(OPMALMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

Ocnognasa numepamypa:

1. Tanenbaym, 3. C. Komnetotrepusie cetu / 3. C. Tanenbaym, JI. Yazepomi. - 5-e usg. -
Canxkr-IlerepOypr : [Tutep, 2021. - 960 c. - ISBN 978-5-4461-1248-7. - TekcT : 3I€KTPOHHBIH. -
URL: https://znanium.ru/catalog/product/2141427.

2. Taiinep, b. AnmunanctpupoBanue cereil Cisco: OCBOCHHME 3a MECAIl : MPAKTHYECKOE
pykoBojctBo / b. [Taiinep ; mep. ¢ anr. M. A. Pailitmana. - Mocksa : JIMK Ilpecc, 2018. - 316 c. -
ISBN 978-5-97060-519-6. - Texct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2155913.

/Jlonoanumensvhasa numepamypa:

1. bykatoB, A. A. KoMmbloTepHble CeTH: pacCIIMPEHHBIH HAYaJIbHBIM KypcC : yY€OHUK AJIs
By30B/ A. A. bykaros, C. A. I'yna. - Cankr-IletepOypr : [Tutep, 2020. - 496 c. - (Cepust «YueOHUK
st By3oB»). - ISBN  978-5-4461-1338-5. - Tekcr : omekrponsbidi. - URL:
https://znanium.com/catalog/product/1756115.

2. KoMIploTepHBIE CeTH : YUeOHHK M TMPAKTUKYM JUTS BY30B / IO HAYYHOU pemakimen A.
M. Heuaesa, A. E. Tpyouna, A. FO. AaucumoBa. — MockBa : U3znatensctBo FOpaiit, 2025. —
515 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-21452-9. — TekcT : 37eKTpOHHBIHA //
OopazoBarenpHas miatdopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/572239.

6. MartepuajbHO-TeXHHYECKOe ofecrevyeHne

YHuBepcUTET pacrojaraeT MaTepUualbHO-TEXHUUYECKOM 0a30i, COOTBETCTBYIOIIEH
JIEHCTBYIOIIMM TTPOTHUBOIIOXKAPHBIM MIPaBUIaM U HOpMaM M O00ECIEYMBAIOIICH MTPOBEICHUE BCEX
BUJIOB JUCUUIIMHAPDHOM M MEXAUCIUIUIMHAPHON MOATOTOBKU, MPAKTUYECKOW M HAY4YHO-
HCCJIEIOBATENBCKOM paboT 00ydarouXcsl, MPeayCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[TomerieHus1, KOTOPBIE MIPEACTABISIOT COO0H yueOHbIE ayIUTOPUH [Tl TPOBEACHUS 3aHATHI
JEKIIMOHHOTO THUMA, 3aHATUA CEMHUHApPCKOTo (TPAKTUYECKOTrO) THIMA, TPYINOBBIX U
WHJUBUIyaJIbHBIX KOHCYJIbTALlUN, TEKYIET0 KOHTPOJIS U MPOMEXKYTOYHOM aTTeCcTalluu, a TakKe
MTOMEIICHUS JIJIST CAMOCTOSITEIHHOM paOOThI ¥ TIOMEIICHHSI JUIsI XPaHEHUSI U TPOPUITAKTHIECKOTO
oOciyxuBaHusi yaeOHoro obopynoBanus. [lomenieHrs yKOMITJIEKTOBaHbI CHIEIIMATU3UPOBAHHOMN
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAaMU OOYUYEHUS, CIYKAIUMH ISl TIPEJCTaBICHUs] YIeOHOU
uHpopManuu OOJIBIION ayTUTOPUH.

N3yuenne aucumInHbl (MOIyIs) 00eCieYMBaeTCs B YICOHBIX ayTUTOPUSIX, OCHAIIICHHBIX

— CTOJIaMH U CTYJIbSIMU,

— KOMIIBFOTEPHOM TEXHUKOW;

— MEXaHUYECKUMHU KaJbKYJISITOPAMH,

— CHeUaIM3UPOBAaHHBIM 000pYI0BaHUEM, BKIIOYAs IEMOHCTPAIIMIOHHOE 000pYyI0BaHHE.

[TomereHust U1 CAMOCTOATEIBHOM paOOTHI 00YJAIOIIMXCS, B TOM YHCIIE IPUCIIOCOOICHHBIE
JUISL MCTIONBb30BaHMs MHBAJIUIAMH M JIMLIAMU C OTPAHUYEHHBIMU BO3MOXKHOCTSMH 3J0POBBS,
OCHAILEHbl KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJAKIIOUEHHS K ceTh «HTepHeT» u
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https://znanium.ru/catalog/product/2141427
https://znanium.ru/catalog/product/2155913
https://znanium.com/catalog/product/1756115
https://urait.ru/bcode/572239

obecrieueHHeM  JOCTyla B JJICKTPOHHYIO  HH(GOPMAIIMOHHO-00pa30BaTEeIbHYI0  Cpeay
YHuBepcurera.

OOyyaromMmMcst MPeNOCTaBIAETCS JOCTYN (B TOM 4YHCIE YJAlICHHBIN) K pecypcam
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT», 3JeKTPOHHBIM pecypcaM (B TOM
YyHClie AJNEKTPOHHBIM OHOIMOTEYHBIM CHUCTEMaM, COBPEMEHHBIM NpodecCHOHaIbHBIM 0a3zaM
JAHHBIX ¥ UH(OPMAIIMOHHBIM CIIPABOYHBIM CUCTEMaM):

Ne HanmeHoBaHue mopTaja Ccbuika
(u3nanms, Kypca, 10KyMeHTa)
1. | Hayunas snektponHas 6ubmaroreka elibrary.ru https://elibrary.ru/defaultx.asp
oubimoTexa
2. | basza mamubix mis | T-coenuanucTos https://habr.com
3. | baza mannbix ScienceDirect https://www.sciencedirect.com
4. | OdunmansHeli calT MUHUCTEPCTBA HAYKH https://minobrnauki.gov.ru/

BBICIIIEro oOpa3oBanus Poccutickoit denepariu
5. | ®enepanbusiii mopran «Poccuiickoe oopazoBanue” | https://www.edu.ru/

6. | Mudopmannonnas cucrema "Exnnoe okHo noctymna | http://window.edu.ru/
K 00pa3oBaTenbHBIM pecypcam”
7. Enunas xosiekuus mudpoBeIx 00pa3oBaTeIbHBIX http://school-collection.edu.ru/
pecypcos
8. | ®enepanbHblii IEHTP HHOOPMAITHOHHO - http://fcior.edu.ru/
00pa3oBaTesbHBIX PECYPCOB

[lepeuenp WHGOPMAIMOHHBIX TEXHOJIOTUH, WCIOJIB3YEeMbIX TIPH  OCYIIECTBICHUH
00pa30BaTeILHOrO Mpoliecca 10 JUCHUIIMHE (MOAYII0), B TOM YHCIIE€ KOMIUIEKT JIMIEH3MOHHOTO
IPOrpaMMHOr0  OOecleyeHusl, COBPEMEHHble MpodeccuoHanbHble 0a3bl  JaHHBIX U
UH(POPMAaLMOHHBIE CIIPABOYHBIE CUCTEMBI:

HaumenoBanmne 110 IIpousBoacreo JInuen3nonHoe / cB00OIHO
pacnpocTpaHsieMoe
OnepanoHHbIE CHCTEMBI:
Microsoft Imagine (Windows Client, | 3apy0exxHoe JIMILEH3UOHHOE
Server)
Bpay3zepsbI:
SAnnexc.bpaysep OTEUYECTBECHHOE cBOOOJTHO pPacpOCTpaHsIieMOe
Google Chrome 3apyOeKHOe CBOOOJIHO pacrpocTpaHsIeMoe
OducHble NPUIOKEHNUS:
Microsoft Imagine (Visio, OneNote) | 3apybexHoe JIMIEH3HOHHOE
TeXstudio 3apyOexHOe CBOOOHO pacIpoCTpaHsIeMOe
Adobe Acrobat Reader 3apyOexHoe CBOOOHO pacIpOCTpaHsIeMOe
IIporpamMmHoe odecnieuenne sl IVIAHUPOBAHHUS U YUeTA BPEMEHH:
Toggle app | 3apyOeKHOE | CBOOOIHO PAaCIPOCTPAHAECMOE
CucreMbl yIpaBJeHHs] IPOEKTAMM:
Microsoft Imagine (Project) | sapy6exHoe | nuuensuonnoe
Cucrtembl ynpapjeHus1 0a3aMHi JaAHHBIX:
Microsoft Imagine (SQL Server) | sapyGesxHoe | nmuuensnonHoe
Cucrtembl pesepBHOro konuposanus (backup):
Acronis Backup Advanced for 3apy0ekHOe JIMLIEH3UOHHOE
HyperV
CrpaBo4YHO-IPABOBBIE CHCTEMBI:
Koncynprantlntoc: cipaBodHo- OTEYECTBEHHOE JIUIIEH3UOHHOE
paBoBas cUCTEMa

CpencrBa aHTMBHPYCHOM 3aIIMTHI:
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Cpensl pa3padoTKu:

Visual Studio Code 3apy0exHoe CcBOOOJTHO PACTIPOCTPAHIEMOE
Bash (Unix shell) 3apy0eIKHOE CBOOOJTHO PACIIPOCTPAHIEMOE
Anaconda 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Robotic Operating System 3apy0exHOe CcBOOO/THO PACTIPOCTPAHSIEMOE
CopelliaSim 3apyOeiKHOe CBOOOJIHO pacrpocTpaHsIeMoe
Google Colaboratory 3apy0exHoe cBOOOJTHO PACTIPOCTPAHIEMOE
IlakeThl NPOrpaMMHBIX CPEICTB H OMOJIHOTEK:

AutoPsy 3apy0OeKHOE CBOOOJTHO pacIpocTpaHsIeMoe
Interactive Disassembler (IDA) 3apyOexHoe cBOOOJTHO pacIpOCTpaHsIeMOe
Cucrtembl ynpapjieHusi 0néanorpagudeckoii HHpopManueii:

Zotero | 3apyOexHOe | CcBOOOIHO pacIpocTpaHsieMoe
CepBHuCBHI U CJIYKObI:

Bind 3apy0eKHOE CBOOOJIHO PACIIPOCTPAHIEMOE
Docker 3apyOe)KHOE CBOOOIHO PaCIpOCTpaHsIEMOe

7. MeroanyecKue v OlleHOYHbIe MATEPHAJIbI
MeToanyeckue yKazaHHus I 00y4AOUIUXCS 110 OCBOCHUIO TUCHHILIMHBI (MOYJIs1)

B nponecce nzyuenus qucumminHel (Moayis) «CeTeBble TEXHOIOTMM» B paMKax TEKYIIETo
KOHTPOJISI YCIIEBAEMOCTH MCHOJIb3YIOTCS TaKue BUbI YU€OHOI paboThl, KaK JIEKLIMU, CEMUHAPBI,
ayauTopHas paboTa, JOMAIIHUE 33/IaHUs, a TAKKE PA3IMYHbIE BUJBI CAMOCTOSTEILHONW PadOThI
oOyyaromuxcst 1O 3aJaHUI0 MpernojaBareNs, HalpaBleHHblE Ha pa3BUTHE HABBIKOB
po(hecCHOHANBHOM JIEKCUKH, 3aKpEIUIEHuEe MPAKTUYECKUX MPO(eCcCHOHATBHBIX KOMIIETEHIUH,
MOOUIPEHNE UHULINATHB.

Jlexyus — cHUCTEMaTHYeCKOe, TOCIENOBATEIbHOE, MOHOJOTHUYECKOE  H3JI0KEHUE
npenoaaBareneM y4eOHOro MaTepuana, Kak MpaBuio, TEOPETUUECKOTO XapaKTepa.

B mpomecce neknuii peKOMEHIYeTCS BECTH KOHCIICKT JIEKIIUNA: KPaTKO M CXEMaTHIHO
¢dbuKcUpoBaTh OCHOBHBIC HJIEH, BBIBOJBI M OOOOIICHHS JEKIMH, BBIIETSITh Ba)KHBIE MBICIH,
KITIOYEBBIC CJIOBAa M TEPMHHBI. HEoOXOIMMO OTMETHTH BOMPOCHI WM MaTepUaNbl, KOTOPHIC
BBI3BIBAIOT 3aTPYAHEHUS, U TIOMBITATHCSI HAWTH OTBETHI B PEKOMEHJOBAaHHOI nuTeparype. Ecnu
pa3o0parbcsi B Marepuaie He yJaercs, cieayeT chopMyaupoBaTh BOIMPOC W 3a1aTh €ro
MPernoaaBaTeNo Ha KOHCYJIbTAIUU UM BO BPeMsI CEMUHAPCKOTO (TPAKTHYECKOT0) 3aHATHSI.

Cemunap — 310 (hopma yueOHOH IesATEeTLHOCTH, TPOBOAMMAS B Y4eOHOM 3aBEICHUH TIO]T
PYKOBOACTBOM IIp€noJaBatrciid, rA€ CTYACHTbBI AKTUBHO Y4YaCTBYIOT B O6CY)KI[6HI/ISIX,
MPAKTUYECKUX 3aJaHMsIX U APYruxX (popmax B3aMMOACHCTBHS.

Jlnst ycrentHo# MOJATOTOBKH K CEMUHAPY PEKOMEHYETCS 3apaHee 03HAKOMHUTBCS C TEMOU
3aHATHSI ¥ OCHOBHBIMU MaTepuajiamMH, 4TOObI MMETh BO3MOXKHOCTh AaKTHBHO YYacTBOBaTh B
obcyxaeHnu. Takke MoJIe3HO MOATOTOBUTH BOIPOCHI M UIEH NJIsi OOCYKICHUSI, YTO TIOMOXKET
rI1y0Ke TOHATH MaTepUal U MPOIEMOHCTPUPOBATH 3aHHTEPECOBAHHOCTb.

Ayoumopnas paboma — akTuBHas paboTa CTyJeHTa Ha CEMUHApe, €ro OTBETHI Ha BOIIPOCHI
MpenoiaBaresisi U y4acTHe B IUCKYCCHH.

Jlis ycnemHoro yyacTusi B CEMMHApe CTYJAEHTaM PEKOMEHIYETCs 3apaHee 03HaKOMUTHCS C
TEMOU OOCYXKICHHS, MPOYUTATh HEOOXOAUMBIE MAaTepUAIbl U MOATOTOBUTH BOIMPOCHL. BaxkHO
aKTHUBHO CJIyIIaTh M BOBJEKAThCS B IUCKYCCHUIO, BHICKA3bIBasi CBOU MHEHUS M apTyMEHTUPYS HX.
[Ipu oTBeTax Ha BOMPOCHI MPEMOJABATENSI CTOUT OBITH YBEPEHHBIM, YETKUM U JIOTUYHBIM,
ONMpPAsCh HAa U3YUYEHHBIN MaTeprall. Takxke MOJIe3HO MOJAECPKUBATH AUATIOT C OJHOKYPCHUKAMH,
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4TOOBI 000TaTUTh OOCYXKJIEHNE U PACIIUPUTH CBOW 3HAHMS.

Homawmnee 3a0anue — HaOOP 3a11a4 IO TEMaM HEJICIIH.

[Ipu pabGore Hax JOMAIIHUMM 33JaHUSIMM  BaXKHO BHUMATEIbHO O3HAKOMHUTBCS C
TpeOOBaHUSMHU M CPOKaMH BBINIOJHEHUS. PexoMeHayeTcs pa3OuBaTh 3aJaHusl Ha STAlbl, YTOOBI
n30exaTh NEperpy3kd M Jydllle yCBOUTh Marepual. Vcrnonb30BaTh pa3iuyHble HUCTOYHUKU
uHOpMaLKK, BKIIOYasl YUeOHUKH U OHJIAWH-PECYpCHI, Ui 0osee Ty00KOro MOHUMAHHUS TEMBI.

bonycuvie bannbt — 3TO OLIEHKH, KOTOPBIE CTYAECHTHl MOTYT MOJYYHUTh 32 BBIIIOJHEHHE
JOITOJIHUTCIIbHBIX SaﬂaHHﬁ.

®opmar OOHYCHBIX Oa/UIOB I03BOJIAET CTYACHTaM YIYYIIUTh OOLIYI0 OLEHKY IO
JUCHUTUTMHE (MOYJII0) M CTUMYJIHPYET YIayOJIeHHOE U3yYeHHEe MaTepHaa.

Camocmosmenvnaa paboma — paboTa CTYJEHTOB, HaIpaBICHHAs Ha YIIIYOJEHHOE
U3y4eHHE OTICIBHBIX TEM M BOIPOCOB YIeOHOW JUCIUTUIMHBI (MOIYIIS).

B npouecce camoctosTenbHON paboThl CTYAECHTHI B3aUMOJICHCTBYIOT C PEKOMEH1I0BaHHBIMU
MaTepHajaMH P MUHUMAIFHOM YYaCTHHU MPEToiaBaTels. 3a1a4un CTyIeHTa BKIIOYAIOT paboTy
C KOHCHEKTaMH JIeKIui (06paboTka TeKcTa), HOBTOPHOE U3ydeHHE YUeOHBIX MaTEpUaIOB ILJIaHOB
¥ TE3MCOB OTBETOB, U3YYEHHUE JOMOJHUTEIBHBIX TEM, BHIIIOJHEHNUE YIeOHO-NUCCIIEAOBATEIBCKUX
3alaHUU U Ipyroe.

Cucrema OLlCHUBAHUSA PE3YyJbTATOB oﬁyqe}mﬂ mo JMCIMIIJINHE (MO}IyJ’[lO)

Kpurepun nosrydyeHusi ypoBHSI M OLleHHBAHUS c()OPMUPOBAHHOCTH KOMIETEHUHII M0
aucnuuinHae (MoayJo) «CereBble TEXHOJIOTMU»

OneHuBaHue ypOBHsI y4EOHBIX JTOCTHMKEHUH OOy4aroIMXCs MO JUCHUIUIMHE (MOJYJIIO)
OCYIIIECTBIISIETCS B BUJE TEKYIIET0 KOHTPOJISl yCIIEBAEMOCTH U MTPOMEXYTOUYHOMN aTTeCTalliH.

IIpoMesxkyTouHasi aTTecTanMs IO JUCUUIUIMHE (MOJYJIO) OCYIIECTBIsIeTCs B (opme

3auema, IpU STOM IIPOBOAMUTCS OL[EHKA KOMIIETEHUUH, CPOPMUPOBAHHBIX MO TUCIUILINHE.

JIns OueHMBAHUSA TEKYLIETO KOHTPOJS YCIEBAEMOCTH M IPOMEXYTOYHOM aTTECTALUH
UCTIONIB3YETCS IeCATUOAIUThHAS ITKaJla OIECHUBAHUS, KOTOPas COOTHOCHUTCS C TPATUIIMOHHON
nATUOATUTPHON IITKAJION CIEAYIOIIMM 00pa3oM:

decaTubannbuas) IlaTtudannbHas Ouenka 3a OO0mas xapakTepucTHKa pe3yJibTaTa
OLIEHKA OLIEHKA 3a4er 00y4yeHusi 1o JUCHUILIUHE (MOYJIIO)

10 OTtnuuHO 3auTeHo CTyOeHT TOJIHOCTBIO BIIAJCET 3HAHHSIMHU,

9 OTIINYHO 3a4YTeHo M3IIOKCHHBIMA B pabodell mporpamMme, H

8 OTIM4EO 3a9TeHo rIyOOKO OCMBICISIET AMCUUIUIAHY (MOJIYTIb).
On CaMOCTOSITEITEHO u JIOTUIECKU
MOCJIC0BATEIIbHO OTBEYACT HAa BCE BOIMPOCHI,
aKIIEHTUPYS BHUMaHHE Ha HAauOOJIee BaXKHOM.
Vmeer aHaIIM3UPOBATh, CpaBHUBATb,
KJIACCU(PUIMPOBATD, 0000maTh,
KOHKPETH3UPOBaTh M  CHUCTEMAaTH3HPOBATH
M3YYEHHBIM MaTepuall, BBIACIAS KIHOUEBbIC
MOMEHTBl W  YCTaHaBIMBas MPUYHHHO-
CJIEICTBEHHBIE CBs3M. YeTko (opmyaupyer
OTBETHI, YBEPEHHO HMHTEPIIPETUPYET
pe3yIbTaThI aHAJIN30B u JIPYTHX
WCCICNOBAHMMA, a TAaKXE peEIIacT CIOKHBIC
3agaun. CTyJIEHT XOPOIIO 3HAKOM C METOJaMHU
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JlecaTnboanabHas
OIleHKA

IIaTnéananLuasn
OILICHKA

Onenka 3a
3a4yer

OO0mast xapakTepucTHKA pe3yJibTaTa
00y4YeHusi Mo JUCHUILTUHE (MOIYJIIO)

UCCIIEI0BAHNH, HEOOXOTUMBIMH JUIs
NPAaKTUYECKOM  JESITENbHOCTH, U yMEeT
CBA3BIBATh TEOPETHYECKHE ACIEKTHI
JUCHUIUIMHBL  (MOAYJsL) € MPaKTUYeCKUMH
3a7auyamH.

Xoporiio

3auTeHo

Xoporo

3auTeHo

CrynmeHT oOlajjaeT 3HAHUSMH TIpeaIMeTa
MOYTH B TOJHOM o0BbeMe  paboueii
IPOrpaMMBl M CaMOCTOSITENIBHO, JIOTHYECKH
MOCJIEeI0BAaTEIbHO M BCECTOPOHHE OTBEYAET
Ha BCE BOIPOCHI, aKIEHTUPYS BHIMaHWE Ha
HanOosiee 3HAYMMBIX MOMeHTax. OH ymeeT
aHAJTM3UPOBATH, CpaBHUBATH,
KIJIACCU(HUIPOBATD, 0000m1aTH,
KOHKPETH3UPOBATh W CUCTEMaTH3HPOBAThH
W3Y4EHHBIA  Marepuasl, BBIACHAS  €r0
KJIIOYEeBbIE  aCMeKThl M YCTAaHABJIHMBAas
MMPUYINHHO-CJICACTBCHHBIC CBA3H.
®dopmynmupyeT CBOM OTBETH, YBEPEHHO
HHTEPIPETUPYET pE3YIbTAaThl aHAIU30B U
JIPYTUX HCCIENOBaHUM, a TakXke pelaer
CIIO)KHBIE CHTyallMOHHBIE 3amadd. CTymZeHT
XOPOIIIO 3HAKOM C METOJIaMH UCCIIeIOBaHUS,
HEOOXOTMMBIMU JUIst MPaKTHYECKON
JACATCIIBHOCTH, )41 yYMEET CBA3BIBATH
TEOPETUYECKHUEe  acleKThl  MpeaMera ¢
NPaKTHYECKUMH 3a/1a9aMH.

YILOBJICTBOPI/ITG)HLHO

3auTeHo

YILOBJICTBOPI/ITG)HLHO

3auTeHo

CryneHr obnamaeT 60a30BbIMU 3HAHUSMH T10
TUCHUIUTUHE (MOIYJI0), HO HCIBITHIBAET
TPYAHOCTH IIPH CAMOCTOSATEIILHBIX OTBETaX U
UCTIONIB3YeT HETOYHBbIE (OPMYIUPOBKH. B
XO0Jle OTBETOB OH JIOIyCKaeT OIINOKH,
Kacaromuecst CyTh  BompocoB. CTyneHT
croco0eH pelarbh TOJBKO CaMble IIPOCThIE
3aJa4d W BJaJ€eT JUIIb MUHUMAJIbHBIM
Ha0OPOM METOJI0B HCCIIEIOBAHMUS.

He cnaun

He 3aureno

He cnaun

He 3aureno

He cnaun

He 3aureno

CrygenT He oBIagel  o0sA3aTelbHBIM
MHUHHUMYMOM 3HAHUHM 110 nmpeaMeTy MU HE
MOXKET OTBETHTH Ha BOIPOCHI, JaXKE €CIH
npernojaBarenb 3aJaeT JIOTOJHUTEIbHEIC
HABOJAIINE BOIIPOCHL.

Juctumnnuza (Moaynb) «CeTeBble TEXHOJIOTHIY OIICHUBAETCS CIEIYIOIINM 00pazoM:

AKTHBHOCTH

Bec

Onucaumne

Jomamnue 3aganust | 60% | 3a kaxxaoe u3 3ananuii MOXHO Habpathb 10 GayutoB

Aymuropnas pabora | 10% | AxTuBHas paboTa CTyACHTa Ha CEMUHAPE, OTBETHI Ha BOIIPOCHI
MPEeToJIaBaTels, y9acTHe B JUCKYCCUU
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AKTHBHOCTH Bec Onucanmne

3auer

30% | [TucebmeHHas wim ycTHas padoTa HaJl 3aJ]aHieM, HallPaBJICHHBIM Ha
MPOBEPKY MONYYCHHBIX 3HAHUI U HABBIKOB MO JUCITUILTHHE (MOJIYIIIO)

B pamkax u3ydeHus AUCUUIUIMHBI (MOYJIsI) BO3MOXKHO MOTyd4eHHEe OOHYCHBIX OaUIOB.

@opmyJsia pacuyéTa HUTOroBOil OIEHKH MO0 AucouiuinHe (Moayaw) «CereBble
TexHoJorum»: «0,6 X cpeanee 3a nomamaue 3aganus + 0,1 x ayauropnas padora + 0,3 X 3auer».

Texkymmii KOHTPOJIb ycIIeBAeMOCTH 00y4aKOIIUXCS M0 JUCHUILIHHE (MOLYII0)

IIpumepHbIe TeMbl CEMUHAPCKUX 3aHATHI

1. OcHoBHBIE MMPOTOKOJIbLI CETEBOI'0 B3aNMO/eiCTBUA

Crex IpOTOKOJIOB: CTPYKTYpa U (PYHKIIMU KaX10TO YPOBHSL.

[TpuxnanHoil ypoBeHs: npoTokosl U ux npumenenue (HTTP, FTP, SMTP u np.).
Pa3znuuus Mexxay NpUKIaJHbIM U TPAHCIOPTHBIM YPOBHSIMU.

TpancnoptHsiii ypoBeHs: mpoTokoiisl TCP 1 UDP, ux ocoGeHHOCTH U TPUMEHEHHE.
CereBoii ypoBeHb: IpoTokoJsl [P, ICMP u ux poas B MapumpyTu3anum.

KananpHsiii ypoens: TexHonoruu Ethernet, Wi-Fi u ux ocodbennocTw.

®u3nyecKkuil ypoBEHb: XapaKTEPUCTUKU U CTaHJAPThI IEPEAAUn JAHHBIX.

AHanu3 B3aMMOJENCTBYS pa3aInuHbIX ypoBHEH B mogenu OSI.

[Ipumeprl peanbHBIX CETEBBIX B3aUMOJCHCTBUN, OCHOBAHHBIX HAa CTEKOBBIX

IIPOTOKOJIAX.

Byz[ymee CCTCBLIX ITPOTOKOJIOB: HOBBIC TCXHOJIOTMHU U IIPOTOKOJIBI.

2. Opranusanus cereii ¢ focrynom B Unrepner

— IpoTrokonbl MappyTU3auu: ocHOBHBIE THIIBI M ux ocobennoctu (RIP, OSPF, BGP).
— Opranu3zanys r100anbHbIX CETeH: MPUHIUIBI M TEXHOJIOTHH.

— becnpoBoHbIe ceTH: CTaHAAPThI, TEXHOJIOTHH U 0€30IaCHOCTb.

— MoOunsnble cetu: 4G, 5G u ux BAUsSHUE Ha J0CTyl B HTEpHET.

— OTKa30yCTONYMBBIE CETH: MPUHLUIIBI IPOEKTUPOBAHUS U PEATTU3ALINN.

— BupryanbHble ceTH: KOHLIENINS U TPUMEHEHNE B KOPIIOPATUBHOM cpeie.

— CpaBHeHuUE IPOBOAHBIX M OECIIPOBOAHBIX CETEH: MITIOCHI U MUHYCHI.

— TenneHINK B OpraHU3aLMy CETEN C T0CTYNOM B MIHTEpHET.

— Kelicbl mo opranuszanuu ceteit s pa3IMyHbIX OU3HEC-MOJIeNEeH.

— be3omnacHOCTh B I1100abHBIX CETSIX: YTPO3bl U METObI 3ALUTHI.

3. Opranusanusi KOpMOPATUBHBIX ceTel

— Buptyanbhusie yacthble cetu (VPN): npuHIUIBI paOOTHI U TEXHOIOTHH.

— HIndpoBanue JaHHBIX: OCHOBHBIE AJITOPUTMBI U METO/IBI.

— Cpasuenue paznudasix THIOB VPN: PPTP, L2TP, OpenVPN u ux oco6eHHOCTH.
— Ponb mudpoBanus B obecrieueHUH 6€30MaCHOCTH KOPIIOPATHUBHBIX CETEH.

— AHanu3 yrpo3 6e30MacHOCTH B KOPIOPATUBHBIX CETSIX.

— MeTo/pl 3a1IUThl JaHHBIX B KOPIIOPATUBHBIX CETSIX.

— Opranuzanus 6€30MacHOro yJaJIeHHOTO JI0CTYIa K KOPIOPaTUBHBIM pecypcam.
— Keiic-ctanuu: ycnemnsle npumepsl BHeApeHus: VPN B koMIaHusX.

— Tenpenuuu B o01acT MUPPOBAHUS U 3AIIUTHI TAHHBIX.

— bynyiiee KopropaTUBHBIX CETE€H: HOBbIE TEXHOJIOTUU U ITOAXO/BL.
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IIpumepHbIe foOMALIHUE 3aaHUS

I[0Maumee 3aJJaHHue

Bam nHeobxoaumo peanuzoBath cobctBeHHBIM KiaueHT HTTP u POP3 ¢ ucnonp3oBanuem
COKETOB.
SI3bIK pa3paboTKH - JIFOOOH Ha BBHIOOP.

B kadectBe apreakToB HEOOXOIUMO MPEAOCTABUTE KOJI U PE3YJIHTATHI €70 BBHITOJHECHUS.
Kauent HTTP

Bxonnbie nannsie: URL cTpanuibl

Brixonueie nannsie: BoiBecTH B KoHCOJb HTTP 3aronmoBku otrBeta u coaepxumoe WEB
CTPaHUIIBI, COEPIKUMOE JIOJDKHO OBITh SIBHO OT/AENCHO (JIFOOBIM pa3feluTeseM Ha BhIOOp) OT
3arojoBKOB
Kianent POP3

BXOI[HLIG JaHHBIC: aIpCC CCPBLpaA, JIOI'MH, I1apoJib
BI:IXOI[HBIG JAaHHBIC: BBIBCCTH B KOHCOJIb CIIMCOK IMMCEM, BBIBECTHU B KOHCOJIb COACPIKUMOC
IICpBOro nmucbMa

I[0Maumee 3aJJaHHue

HeoOxoanmo peanu3oBarh NpUIOKEHHE, IEPEXBATHIBAIOLIEE CETEBOI TpahuK M OTIPaBILIOLIEEe ero Ha
yAANEHHBIN y3e.

TpebGoBanus:
1.
2.
3.
4.
5.
5.1.
5.2
5.3.
6.

Wcnons3osare libpecap B kauecTse ABMIKKA U151 epexsara Tpaduka.
Wukancynuposars nepexsadenubtii rpadguk B TZSP (TaZmen Sniffer Protocol).

[Tpunoikenne J10KHO YMETh BBIBOJUTH CTHCOK AocTynHbIX B OC nnrepeiicos.
B kauecTBe napaMeTpoB KOMaHJAHON CTPOKH MPHIOKEHHE JOJDKHO NPHHUMATL UMt HHTep(eiica,

Ha KoTopoM Oyner cobuparses Tpaduk, n puistp aus libpeap.
[Tpuiorkenue A0/KHO NMOUICPIKHBATh 2 PeXKUMA OTIIPABKH Tpaduka:

Ucxoasuwmii Tpaduk. B napamerpax komanaHoH cTpoku ykaseiBaercs IP :port.
[TepexBauenuslii Tpaduk nukancynupyercs B TZSP u ornpasnsercs no UDP na
yKazaHHbIH ajipec.

Bxoasiuuii rpaduk. [punoxenue cnymaer UDP-nopr (ykasbiBaercs B mapamerpax).
[Tpyn nonyuennu mo6oii BXoAsLIeH gaTarpaMmMsbl Ha HTOT MOPT MPHIOKEHHE HAYUHACT
CTPHMHTD B OTBET NepexBaueHHblil Tpauk, uukancyiuposannsiii 8 TZSP, na IP-aapec n
MOpPT OTIpaBUTENs HTON JararpamMmbl. CTPUMHUHT [IPOJOIKACTCS B TEUCHUE 3aJaHHOTO
Taiimayra (o ymonuauuio: 1 munyta). [Tonyuenune kax10i HOBOMH jaTarpaMMbl OT TOTO
xe IP-anpeca n nopra ncrounnka cobpaceiBaet taiimep raiimayra Juist atoro kimenra. Io
MCTEUCHHUHM TaliMayTa CTPUMMHI ISl JAHHOTO KJIMEHTA NPEKpalaeTcs.

Jlonycrima nojaepikka ToabKO 0HOr0 COCAMHEHHS [UIA 11, 5.2, HO LEJIEBbIM CUHTACTCH
MOJICPIKKa HEOrPAHHUEHHOTO (B pasyMHBIX Mpejiesiax) KOJIHYecTsa.

Bosmoxnocts 3anycka na Windows/Linux/MacOS (na Bsibop) Oyaer pocrarounbim. Coopka
Bepeun 1oz linux/arm64 u gemonctpanms e€ paboTsl Ha COBPEMEHHBIX poyTepax Oyaer
OIPOMHBIM TLTIOCOM.
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I[OMaIIIHee 3aJaHue

Bam HeobxoguMo BbINONHWTL ABa 338aHWA. MNepeoe 3apaHve Ha TEMY KaHanbHOIo YpOBHA,
Bropoe 3apnanve Ha TeMY CeTeBOro ypoBHA

DopMaT BbINONHEHUA

Heobxoaumo pacnucars BbinonHesue 1-ro u 2-ro aagaHusa B nevaTtHoM dopmare unu 8 hopmare
HapUCOBAHHOW CXEeMbl

3apanue 1

Maobpasurte cxemy Wnu OnNUWKUTE CUTYauUuio,

«huneTpauus»

3apanue 2

Bwibepute 3agaHue U3 cnucka HUXe 1 NpeaocTasbTe NOWAaroBoe pewexne

HavaneHas cetk: 172.109.0.0 /16

korpa cpaboraer pexum pabotbl cBWMa

- Pa3bute Ha MakcuMansHoe KON-Bo NOACETEN, B KEKAOW NOACETH MUHUMYM 48 XOCTOB

- Hanucarts agpec 15 xocra 797 nogcertn
Havanexan cete: 100.0.0.0 /16

- Paabute cerb Ha 52 noacetv

- Hanucars wupokoeewarensHein agpec 30 cetu
Hauansuan cets: 37.0.0.0/8

- Paaburte cetb Ha 78 noaceten

- MHanucarts wWupokoeewarensHuin agpec 11 noacetu
HavansHan cets: 39.128.0.0/9

- Paabuts cetb Ha 33 noacetm

- Hanucarte agpec 32 noacern 1250 xocTa
HavanebHan cetb: 172.69.0.0/17

- Paabute 127 noaceren

- Hanucarte agpec 101 noacern 129 xocta
HavaneHas cetb: 116.64.0.0/16

- Paabuts 1023 noacetvm

- Hanucarte agpec 1000 noacetn 229 xocta

3auannﬂ A l'lpOMe)KyTO‘IHOﬁ aTTeCTAllMi 10 JTUCHUIIJIMHE (MOIIyJIlO)

Ne 3ananue OTtBet Komnerenuust
n/n
1. | Ha3oBuTe cienctere ananm3a atak Ha DNS. KoppekTupoBka IK-3
3anucei
2. | Ha3zoBute dopmar mpe3eHTaluu cTeka MpoTOKOJIOB, Juarpamma [1K-4
YPOBHEM
3. | Ykaxure momxon K paspaborke Mmoxenu mudpoBanus | CuMmmerpudnoe/ OIlIK-2
JAHHBIX. ACUMMETPUYHOC
4. | Ykaxkute  crocod  ompeaesicHHs — NPUOPUTETOB B | AHAamW3 pUCKOB YK-6
OpTaHu3allu CeTeBOH 0€30MacHOCTH.
5. | Ykaxwute pe3ynbrar pabotel ¢ VPN B KOpIIOpaTUBHBIX 3amuIeHHbIH IK-3
CeTX. TYHHEITh

OJEeKTPOHHBIN JIOKYMEHT




6. | Ykaxute crioco0 myOIMuHOro MpeACTaBICHUs JeMoHcTpanus [K-4
OTKa30yCTOWYHMBBIX CETEH. CcXeM
7. | HazoBuTE KOHIIEMIINIO MOJETNPOBAHUS ayTeHTH(DUKAIIHH. IIpoTokoBI OIlK-2
Kerberos/OAuth
8. | HazoBuTe 311eMeHT CaMOOICHKH B HACTPOIKE BUPTYaJIbHBIX IIpoBepka YK-6
YaCTHBIX CETEH. Tpaduka
9. | Ha3oBuTe TeopHI0 MOJECTUPOBAHUS TII00ATBHBIX CETEH. Uepapxuueckast OIIK-2
TOTOJIOTHS
10. | Ha3zoBuTe 3/1€eMEeHT Ipe3eHTallMK TH(PPOBAHMS JaHHBIX. Kirroun n I1K-4
ANTOPUTMBI
11. | HazoBute BpIBOA U3 QUIBTPALIMU TpaHKa B CETSX. brnokupoBka [1K-3
YTpos
12. | Ykaxute METOJ| HCCIIEI0BAHHS MOJIEITH OECIIPOBOTHBIX Cumynsmus OIIK-2
ceTel. CUTHAJIOB
13. | Ha3oBUTE METO/1 CAMOOIICHKH HAaBBIKOB B paboTe ¢ TectupoBanue VK-6
TPAHCIIOPTHBIM YPOBHEM ITPOTOKOJIOB. COEIMHEHU
14. | Yxaxwure cieaCcTBHE IPUMEHEHUS IPOTOKOJIOB OnTuManbHBINH IK-3
MapUIpyTH3AIHH. yTh
15. | Ha3zoBuTe Mozeb CTEKa IPOTOKOJIOB JJIsi CETEBOTO Monenb OIlK-2
B3aMMOJEUCTBUS. OSI/TCP/IP
16. | YkaxuTe TEXHUKY COBEPIICHCTBOBAHHUS B TIPOTOKOIAX Cumynsus YK-6
MapIIpyTH3AINH. MapuIpyToB
17. | HazoBute ¢opmar npeacTaBieHus aBTOPU3ALUH B Craiinbl [1K-4
0e30MacHOCTH. MPOTOKOJIOB
18. | HazoBuTe pe3ynbTaT HACTPONKHU MPUKIIAJHOTO YPOBHS Ob6meH IK-3
ITPOTOKOJIOB. JTAHHBIMHU
19. | HazoBute moaxo/| K caMOOIIEHKE B aHAJIN3E aTak Ha Orenka YK-6
TCP/IP. ySI3BUMOCTEH
20. | YkaxuTe MeTo]| IEMOHCTPAIIMA MOOWIIHHBIX CETEH. Bumyanmmzanus [1IK-4
TTOKPBITHS

DNEeKTPOHHBIA JOKYMEHT
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